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CHAPTER 01

Chapter 1: Setting Up Your
Apple Silicon Container
Environment
Developing containerized applications on Apple Silicon Macs presents a unique

opportunity to leverage native ARM64 architecture for superior performance.

While Docker Desktop has historically been the go-to, it often relies on Rosetta 2

emulation for x86-64 images or its own virtualization setup, which can introduce

overhead. This chapter guides you through setting up a lean, high-performance

local container environment that directly utilizes Apple's native 

Virtualization.framework .

By the end of this chapter, you will have a fully functional Linux virtual machine

running natively on your Apple Silicon Mac. This VM, managed by a tool that

abstracts Virtualization.framework , will host an OCI-compatible runtime like 

containerd . You'll then be able to use familiar docker  CLI commands to interact

directly with this native ARM64 Linux environment, laying the groundwork for

efficient local container development. This setup provides a robust, resource-

friendly alternative, or complement, to traditional Docker Desktop installations.

Project Overview: Native Container Development
on Apple Silicon

The overarching goal of this project guide is to establish a production-minded

local container development environment on Apple Silicon Macs. This

environment will enable developers to:

Build & Run ARM64 OCI Images: Create and execute container images

optimized for the Apple Silicon architecture, ensuring maximum

performance.

Orchestrate Multi-Service Applications: Run complex applications

consisting of multiple containerized services (e.g., a backend API, a

database) entirely locally.

Efficient Volume Mounting: Seamlessly share project code between the

macOS host and the Linux container machine for rapid iteration.

Test and Debug: Effectively test and debug services running within the

containerized environment.

• 

• 

• 

• 
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Integrate with Registries: Push custom-built images to remote container

registries for sharing and deployment.

The target user for this guide is any developer on an Apple Silicon Mac who seeks

to optimize their local container workflow, reduce resource consumption, and

leverage the native capabilities of their hardware. Success will be measured by a

fully operational local setup that can comfortably build, run, and manage a

sample multi-service application, demonstrating clear performance and resource

advantages over less optimized alternatives.

Tech Stack: Leveraging Native Capabilities

Our chosen technology stack focuses on maximizing native performance and

minimizing overhead on Apple Silicon Macs:

macOS (Apple Silicon): The host operating system, providing the 

Virtualization.framework .

Apple Virtualization.framework: The core macOS API for creating and

managing lightweight virtual machines.

Colima (Containers On Lima): An open-source tool that abstracts 

Virtualization.framework  (via Lima ) to provide a convenient way to

manage ARM64 Linux VMs.

Linux (ARM64 Guest OS): The operating system running inside the VM,

optimized for Apple Silicon.

containerd: A high-performance, industry-standard OCI (Open Container

Initiative) runtime responsible for executing and managing containers within

the Linux VM.

Docker CLI: The familiar command-line interface used on the macOS host

to interact with the containerd  runtime in the Colima VM.

Homebrew: The macOS package manager, simplifying the installation of

Colima and the Docker CLI.

• 

• 

• 

• 

• 

• 

• 

• 
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Milestones for This Chapter: Environment
Readiness

This chapter focuses on getting the foundational environment ready. By the end,

you will have:

Xcode Command Line Tools installed, providing essential macOS

developer utilities.

Homebrew set up as your macOS package manager.

Colima installed and configured to manage virtual machines.

A lightweight ARM64 Linux virtual machine created and running via

Colima, powered by Virtualization.framework .

The containerd  OCI runtime operational within your Linux VM.

The standard docker  CLI installed on your macOS host, configured to

communicate with your Colima VM.

A successful hello-world  container run, verifying the entire setup.

Planning & Design: Choosing Our Tools for Native
Virtualization

The core problem we're solving is how to run ARM64 Linux containers natively on

an Apple Silicon Mac without the overhead associated with x86-64 emulation or

less optimized virtualization layers. Apple provides the 

Virtualization.framework , a powerful API for creating and managing virtual

machines. However, it's a low-level framework, requiring significant boilerplate

code to set up a functional Linux guest.

To bridge this gap, we'll use Colima. Colima (Containers On Lima) is a popular

open-source tool that provides a macOS and Linux environment for running

Docker containers. Crucially, on macOS, Colima leverages the 

Virtualization.framework  (via Lima ) to provision and manage lightweight

ARM64 Linux VMs. These VMs then host an OCI-compatible runtime like 

containerd  or Podman , allowing you to use familiar docker  CLI commands to

manage your containers.

1. 

2. 

3. 

4. 

5. 

6. 

7. 

Chapter 1: Setting Up Your Apple Silicon Container Environment 5



Why Colima? A Decision Explained

Choosing Colima over other options like Docker Desktop or manually managing 

Virtualization.framework  offers several key advantages for our production-

minded local development setup:

Native Performance: Colima directly utilizes Apple's 

Virtualization.framework  to run ARM64 Linux guests. This ensures

optimal, native performance for ARM64 container images, avoiding the

overhead of x86-64 emulation (e.g., via Rosetta 2).

Resource Efficiency: Colima instances are typically more minimalistic and

consume fewer host resources (CPU, RAM) compared to a full Docker

Desktop installation, especially for basic container workloads. This leaves

more resources for your primary development tasks on macOS.

Flexibility: Colima supports various container runtimes, including 

containerd  (with nerdctl  or docker  CLI) and Podman . We'll focus on 

containerd  for its widespread adoption, stability, and docker  CLI

compatibility.

Open Source and Transparency: Being open source, Colima offers

greater transparency and control over the underlying VM configuration. This

is valuable for debugging and understanding how your local environment

operates.

docker  CLI Compatibility: Despite using containerd  under the hood,

Colima seamlessly integrates with the standard docker  CLI, meaning you

don't need to learn a new set of commands.

Architecture Overview

Our local container development environment will be structured as follows:

• 

• 

• 

• 

• 
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macOS Host: Your Apple Silicon Mac (e.g., M1, M2, M3).

Homebrew: The macOS package manager, responsible for installing Colima

and the Docker CLI.

Colima: Manages the lifecycle of our Linux VM, configuring it to use 

Virtualization.framework  for optimal performance.

Apple Virtualization.framework: The underlying macOS technology that

provides the lightweight virtual machine.

Linux ARM64 VM: A minimal Linux guest operating system, running

natively on ARM64, provisioned and managed by Colima.

1. 

2. 

3. 

4. 

5. 
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containerd OCI Runtime: The core component within the Linux VM

responsible for running and managing OCI-compliant containers.

Docker CLI: The familiar command-line interface that you'll use on your

macOS host to interact with the containerd  instance inside the Linux VM.

Colima automatically configures this CLI to communicate via a Unix socket.

Step-by-Step Implementation: Building Our
Environment

We'll proceed incrementally, ensuring each component is correctly installed and

configured before moving to the next.

Step 1: Install Xcode Command Line Tools

The Virtualization.framework  and other essential developer utilities on

macOS often rely on components provided by the Xcode Command Line Tools.

This is a critical prerequisite for any serious development work.

Verification: You might already have them installed. Check by running:

xcode-select -p

If the command returns a path like /Library/Developer/CommandLineTools ,

you're good to go. Otherwise, you need to install them.

Installation (if needed):

xcode-select --install

A pop-up window will appear. Follow the prompts to install the tools. This process

downloads several gigabytes of data and might take a few minutes depending on

your internet connection.

Step 2: Install Homebrew

Homebrew is the de facto package manager for macOS. It significantly simplifies

the installation and management of command-line tools like Colima and the

Docker CLI.

Verification:

brew --version

6. 

7. 

Chapter 1: Setting Up Your Apple Silicon Container Environment 8



If Homebrew is installed, you will see its version (e.g., Homebrew 4.2.1  as of

2026-06-22). If not, proceed with the installation.

Installation (if needed):

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/
HEAD/install.sh)"

Follow any on-screen instructions, which typically include entering your user

password and pressing Return . After the installation completes, Homebrew will

usually provide "Next steps" to add it to your PATH . It's crucial to execute these

commands. For Zsh (the default shell on modern macOS), this usually involves

commands similar to:

echo 'eval "$(/opt/homebrew/bin/brew shellenv)"' >> ~/.zprofile
eval "$(/opt/homebrew/bin/brew shellenv)"

⚡ Quick Note: If you are using a different shell (e.g., Bash), the path might be 

~/.bash_profile . Always follow the exact instructions provided by the

Homebrew installer. After running these commands, it's a good practice to restart

your terminal or explicitly source your shell profile ( source ~/.zprofile ) to

ensure the brew  command is available.

Step 3: Install Colima

With Homebrew in place, installing Colima is straightforward.

brew install colima

Verification:

After installation, confirm Colima is available and check its version:

colima version

You should see the installed Colima version (e.g., colima version 0.6.9  as of

2026-06-22), confirming a successful installation.

Step 4: Create Your First Colima Instance

This is the core step where we create and start our lightweight Linux ARM64

virtual machine. We'll specify initial resource allocations.
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Explain Decisions:

--cpu 4 : Allocates 4 CPU cores to the VM. This provides a good balance for

most development workloads, allowing your containers sufficient processing

power without completely starving your macOS host. Adjust based on your

Mac's total cores.

--memory 8 : Allocates 8GB of RAM to the VM. This is a common starting

point for multi-service applications. If your Mac has 16GB RAM, 8GB for

Colima is often a good split. For 32GB+ Macs, you might increase this.

--disk 100 : Allocates a 100GB virtual disk. This is typically sufficient for

storing Linux OS, containerd , container images, and temporary data for

many projects.

--runtime containerd : Explicitly specifies containerd  as the OCI-

compatible container runtime within the VM. containerd  is known for its

stability, performance, and minimal footprint.

colima start --cpu 4 --memory 8 --disk 100 --runtime containerd

This command initiates a multi-step process:

Image Download: Colima will download a minimal ARM64 Linux image (if

not already cached).

VM Creation: A new virtual machine is created using Apple's 

Virtualization.framework .

VM Startup: The Linux VM boots up.

Runtime Installation: containerd  is installed and configured within the

newly started VM.

Networking & File Sharing Setup: Essential network bridges and initial

file sharing mechanisms are established.

This initial setup can take several minutes. You will see output detailing the

progress, including image downloads and service configurations.

Verification:

Once the colima start  command completes, verify the instance status:

colima status

You should see output similar to this, confirming your Colima instance is running

with the specified resources and runtime:

• 

• 

• 

• 

1. 

2. 

3. 

4. 

5. 
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INFO  colima is running
ARCH: aarch64
CPUS: 4
MEMORY: 8 GiB
DISK: 100 GiB
RUNTIME: containerd
...

Step 5: Install Docker CLI

Even though Colima provisions containerd  inside the VM, it configures the

standard docker  CLI on your macOS host to communicate with that containerd

instance. This means you can continue using all your familiar docker  commands

without learning a new tool.

brew install docker

Verification:

After installing the Docker CLI, it should automatically be configured to connect to

your running Colima instance. Test this by attempting to list containers (there

won't be any yet):

docker ps

You should see an empty list of containers, and crucially, no errors indicating that

the Docker daemon isn't running or is unreachable. If you encounter an error like

"Cannot connect to the Docker daemon", re-check your Colima instance status

( colima status ). If necessary, you might need to explicitly set the Docker

context:

docker context use colima

To further confirm the connection and inspect the environment:

docker info

Look for Server Version  (which should show containerd  related information)

and Operating System  (which should indicate an ARM64 Linux OS). This

confirms your docker  CLI is successfully connected to the containerd  runtime

within your Colima VM.
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Testing & Verification: Running a First Container

With our environment set up, let's run a simple hello-world  container to

confirm that everything is functioning as expected, from the docker  CLI on

macOS to containerd  inside the Colima VM.

docker run hello-world

This command will trigger the following sequence:

The docker  CLI sends the run command to containerd  in your Colima VM.

containerd  attempts to locate the hello-world:latest  image locally.

If not found, containerd  pulls the hello-world  ARM64 image from Docker

Hub.

A new container is created and executed from this image inside your Colima

VM.

The container prints a message to standard output and then exits.

Expected Output:

Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
... (download progress) ...
Digest: sha256:....
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
 1. The Docker client contacted the Docker daemon.
 2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
    (arm64v8)
 3. The Docker daemon created a new container from that image which runs the
    executable that produces the output you are currently reading.
 4. The Docker daemon streamed that output back to the Docker client, which
    sent it to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
 $ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
 https://hub.docker.com/

For more examples and ideas, visit:
 https://docs.docker.com/get-started/

1. 

2. 

3. 

4. 

5. 
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After running hello-world , you can inspect exited containers:

docker ps -a

You should see the hello-world  container listed with a Exited  status,

confirming it ran successfully.

Verify Internet Connectivity from the VM

Network connectivity is crucial for pulling images and for your applications to

reach external services. You can SSH directly into your Colima VM to test its

internet access.

colima ssh

Once inside the VM's shell, try pinging a well-known external domain:

ping google.com

You should observe successful ping  responses, indicating the VM has internet

access. Press Ctrl+C  to stop the ping, then type exit  and press Return  to

return to your macOS host terminal.

Production Considerations

Even in a local development context, maintaining a production-minded approach

is beneficial.

Resource Allocation: The CPU and memory you assigned to Colima

directly impact both your container workload performance and your macOS

host's responsiveness. In production, resource allocation is a critical tuning

point. For local development, find a balance that allows your containers to

run smoothly without making your host machine sluggish.

ARM64 Native Images: Always prioritize using base images and

application dependencies that are compiled for ARM64 ( aarch64 ). This is

the primary benefit of this setup. Using x86-64 images within the Colima VM

would require an emulation layer (like QEMU within Lima), significantly

degrading performance. Always check image architecture if performance is

unexpectedly low.

• 

• 
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Minimal Base Images: For both security and efficiency, always prefer

minimal base images (e.g., alpine , distroless ) for your containers.

These smaller images reduce the attack surface, decrease build times, and

consume less disk space.

Common Issues & Solutions

Understanding common pitfalls helps in quickly diagnosing and resolving issues.

"Cannot connect to the Docker daemon..." error:

Cause: This typically means your Colima instance is not running, or

your docker  CLI isn't correctly configured to point to it.

Solution:

First, run colima status  to confirm your instance is active. If

it's Stopped , run colima start .

If it's running but you still have issues, ensure your Docker

context is correctly set. Run docker context use colima . If

you have multiple Docker environments, sometimes the context

can switch.

Colima instance fails to start or crashes:

Cause: Insufficient host resources (especially RAM), conflicts with

other virtualization software, or a corrupted Colima state.

Solution:

Check your Mac's available RAM. If it's low, try reducing the --

memory  allocated to Colima (e.g., colima start --cpu 2 --

memory 4  for a minimal test).

Ensure no other virtualization software (like another Docker

Desktop instance, or a different VM manager) is running and

contending for resources or network ports.

If persistent, try removing the current instance and recreating it: 

colima delete  then colima start  with your desired

parameters. This often resolves state corruption.

• 

1. 

• 

• 

• 

• 

2. 

• 

• 

• 

• 

• 
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Slow container performance:

Cause: This is often related to insufficient CPU/memory allocated to

the Colima VM, or using x86-64 container images that require

emulation. In later chapters, we'll also discuss inefficient volume

mounting.

Solution:

Increase --cpu  and --memory  when starting Colima, if your

host machine has spare resources. You'll need to 

colima delete  and colima start  with new parameters.

Crucially, verify you're using ARM64 native images. You

can check an image's architecture by running docker inspect

<image_name>  and looking for the Architecture  field (it should

be arm64 ). If it's amd64 , you're forcing emulation.

Summary & Next Step

You've successfully established a high-performance, native ARM64 container

development environment on your Apple Silicon Mac! By leveraging Colima,

Apple's Virtualization.framework , and containerd , you now have a lean and

efficient platform capable of running docker  commands against a dedicated

Linux VM.

At this point, you have:

Xcode Command Line Tools installed, providing core developer utilities.

Homebrew configured as your essential macOS package manager.

Colima installed and managing your local Linux VM.

A running ARM64 Linux VM with containerd  as its OCI runtime.

A functional docker  CLI on your macOS host, seamlessly connected to your

Colima instance.

Successfully run a hello-world  container, verifying end-to-end

functionality.

In the next chapter, we will tackle one of the most critical aspects of local

development performance: efficient volume mounting. We'll explore how to

seamlessly share your macOS project directories with your Colima VM, ensuring

fast and reliable file access for your containerized applications, a common

bottleneck in many development setups.

3. 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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CHAPTER 02

Chapter 2: Creating and
Configuring Your Linux
Container Machine
In the previous chapter, we prepared our macOS environment by installing

essential developer tools. Now, it's time to lay the foundation for our local

container development: a lightweight Linux virtual machine (VM) running natively

on your Apple Silicon Mac. This VM will serve as the host for all our containers,

providing an ARM64 Linux environment that optimizes performance and ensures

compatibility with modern container images.

This chapter focuses on creating and configuring this core container machine. By

the end, you'll have a fully functional Linux VM, managed by Colima , ready to

receive and run OCI-compliant containers. This is a critical step, as it establishes

the high-performance, native ARM64 execution environment that differentiates

this approach from traditional x86-64 emulation or heavier Linux VMs.

Project Overview for This Chapter

This chapter is about establishing the core runtime environment for our

containerized applications. We're building a dedicated, optimized virtual machine

on your Apple Silicon Mac that will host a container runtime. This VM is designed

to be lean and efficient, leveraging Apple's native hypervisor for near-native

performance.

By the end of this chapter, you will have:

Colima  installed and configured on your macOS host.

A dedicated ARM64 Linux virtual machine running via Apple's 

Virtualization.framework .

A containerd  runtime active inside the VM, ready to manage OCI images.

Your macOS docker  CLI configured to seamlessly interact with this remote 

containerd  instance.

This setup is the bedrock for building, running, and testing our containerized

services in subsequent chapters.

• 

• 

• 

• 
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Tech Stack: Leveraging Native Capabilities

To achieve our goal of a high-performance, native ARM64 container environment,

we'll use a specific set of tools:

macOS (Apple Silicon): The host operating system, providing the 

Virtualization.framework . As of 2026-06-22, we recommend the latest

stable macOS version (e.g., macOS 15.x Sequoia or later) for optimal

performance and feature support from Virtualization.framework .

Apple Virtualization.framework: The macOS-native hypervisor. This

framework allows for highly efficient virtual machine execution directly on

Apple Silicon, eliminating the overhead of full-blown hypervisors like

VirtualBox or VMware Fusion for simple Linux guests. Its version is tied to

your macOS version.

Colima (Container Runtimes on Mac with Lima): A command-line tool

that simplifies setting up container runtimes (like containerd  or Docker )

on macOS (and Linux) virtual machines. Colima  abstracts away the

complexities of Virtualization.framework  (via Lima ), making it easy to

create and manage VMs that serve as container hosts. As of 2026-06-22,

we'll use the latest stable Colima  release available via Homebrew.

Lima (Linux on Mac): Colima  uses Lima  under the hood. Lima  is a tool

for running Linux virtual machines, primarily for container development,

with support for various backends including Virtualization.framework

and QEMU.

containerd: An industry-standard core container runtime that manages the

complete container lifecycle (image transfer, storage, execution,

supervision, and networking). Colima  can provision containerd  inside the

VM, offering a lightweight and robust runtime.

Docker CLI: The familiar docker  command-line interface. Colima

configures this CLI on your macOS host to communicate with the 

containerd  instance running inside the VM, providing a seamless user

experience.

Milestones: Building Our Container Machine

This chapter is structured around these key milestones:

Install Colima : Get the orchestrator for our container machine onto your

macOS host.

• 

• 

• 

• 

• 

• 
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Start Colima  Instance: Provision and launch a new ARM64 Linux VM with 

containerd  using optimal settings for Apple Silicon.

Verify Setup: Confirm that the VM is running, accessible, and that your 

docker  CLI can interact with its container runtime.

Each milestone builds upon the last, ensuring a solid foundation before moving to

the next stage.

Architecture: How Colima Leverages Apple
Virtualization

Apple's Virtualization.framework provides the low-level APIs to run virtual

machines on macOS, offering excellent performance by leveraging the native

hypervisor. However, it's a framework, not an end-user tool for managing Linux

VMs or integrating with container runtimes like containerd  or Docker . This is

where Colima  comes in.

Colima  simplifies this by automatically handling:

Downloading a minimal ARM64 Linux image (e.g., Alpine Linux or Ubuntu

Cloud-init).

Creating a VM definition using Virtualization.framework .

Starting the VM with specified resources (CPU, memory, disk).

Installing and configuring containerd  (or Docker  daemon) inside the VM.

Setting up network access and exposing the container daemon socket to

your macOS host.

Configuring high-performance VirtioFS  for file sharing between macOS

and the Linux VM.

Decision Justification: We use Colima  because it streamlines the setup process

significantly. It provides a Docker  CLI-compatible environment by exposing the

daemon socket, and it leverages Virtualization.framework  with VirtioFS  by

default on Apple Silicon, ensuring optimal performance and excellent file sharing

capabilities.

Here's a high-level overview of the components involved and their interaction:

2. 

3. 

• 

• 

• 

• 

• 

• 
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Explanation of the Flow:

Your macOS_Host  is where you'll run Colima  commands and your docker

CLI.

The Colima_CLI  acts as your interface to manage virtual machines.

Colima  then orchestrates Lima_Orchestrator  to perform the actual VM

creation and management.

Lima  leverages Apple's Virtualization_Framework  for native hypervisor

performance, creating and running the Linux_VM .

Inside the Linux_VM , the Containerd_Daemon  runs, which is responsible

for managing the lifecycle of your OCI_Containers .

• 

• 

• 

• 

• 
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VirtioFS  provides high-performance file sharing, allowing your macOS

project directories to be seamlessly accessed within the Linux_VM .

Crucially, Colima  sets up the necessary networking and environment

variables ( DOCKER_HOST ) so that your Docker CLI  (or nerdctl ) on the 

macOS_Host  can directly communicate with the Containerd_Daemon  inside

the Linux_VM .

Step-by-Step Implementation: Setting Up Colima

We'll now proceed with installing Colima  and creating your first container

machine.

Step 1: Install Colima

First, ensure Homebrew is installed, as Colima  is distributed via Homebrew. If you

haven't installed it from Chapter 1, execute the following in your terminal:

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/
HEAD/install.sh)"

Follow any on-screen instructions to complete the Homebrew installation,

including adding it to your PATH.

Once Homebrew is ready, install Colima . As of 2026-06-22, we recommend

installing the latest stable Colima  release to benefit from the most recent bug

fixes and performance improvements.

brew install colima

What this command does: This command uses Homebrew to download and

install the colima  binary and its necessary dependencies, including Lima . You

should see output indicating successful installation.

Step 2: Start Your First Colima Instance

Now, let's start a Colima  instance. We'll configure it with reasonable defaults

optimized for development on an Apple Silicon Mac.

colima start --cpu 4 --memory 8 --disk 100 --vm-type vz --arch arm64 --
runtime containerd

• 

• 
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Explanation of parameters and design choices:

--cpu 4 : Allocation Decision: This allocates 4 CPU cores to the virtual

machine. This provides a good balance for typical development workloads,

allowing multiple containerized services to run concurrently without

excessively starving your macOS host. Tradeoff: You can adjust this based

on your Mac's total cores (e.g., an M1/M2/M3 Pro/Max/Ultra might handle

more, a base M1 might prefer 2-3) and other concurrent tasks.

--memory 8 : Allocation Decision: This allocates 8 GB of RAM to the VM.

This is often sufficient for running a few medium-sized services (e.g., a

database, an API, and a cache). Tradeoff: While 4GB might be a minimum,

8GB offers more headroom and reduces the risk of out-of-memory errors for

common development stacks. If your Mac has 16GB RAM, dedicating 8GB to

Colima is a common and practical choice.

--disk 100 : Allocation Decision: This allocates a 100 GB virtual disk for

the VM. This is where the Linux OS, container images, and any container

volumes will reside. Tradeoff: 100GB is generous for most development

needs, providing ample space for numerous images and project data

without quickly filling up. You can start smaller (e.g., 50GB) if disk space is a

concern, but remember that images can consume significant space over

time.

--vm-type vz : Crucial Performance Choice: This explicitly tells Colima

to use Apple's native Virtualization.framework  ( vz ) for the VM. This is

the default on Apple Silicon Macs but explicitly stating it ensures you're

leveraging the most performant virtualization backend. Benefit: This

provides near-native performance for the Linux guest, significantly faster

than QEMU-based emulation.

--arch arm64 : Native Execution: Specifies that the VM should be an

ARM64 guest, matching your Apple Silicon host's architecture. Benefit: This

is essential for native performance, avoiding Rosetta 2 emulation overhead

for the Linux kernel and userland, and ensuring your ARM64 container

images run at full speed.

• 
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--runtime containerd : Runtime Choice: Instructs Colima  to set up 

containerd  inside the VM. containerd  is a robust, lightweight, and

industry-standard container runtime. Colima  will automatically configure

the docker  CLI on your host to communicate with this containerd

instance via a Docker-compatible API, making it feel like you're using Docker

Desktop. Alternative: You could use --runtime docker  if you prefer the

classic dockerd  daemon, but containerd  is often preferred for its leaner

footprint and direct integration into the OCI ecosystem.

When you run this command, Colima  will perform several actions:

Image Download: It will check for a suitable ARM64 Linux image (e.g.,

Alpine or Ubuntu Cloud-init image). If not found locally, it will download one.

This might take a few minutes depending on your internet connection.

VM Creation: It creates a Virtualization.framework  VM with the

specified CPU, memory, and disk resources.

OS Boot: The Linux VM is booted.

Runtime Setup: containerd  (or dockerd  if specified) is installed and

configured within the VM.

Networking & Socket Exposure: Network access is set up, and the

container runtime socket is exposed for communication with your macOS

host.

File Sharing: VirtioFS  is configured for efficient file sharing (this typically

happens transparently).

You'll see output similar to this during startup, indicating progress and successful

setup:

INFO colima: starting colima on macOS (arch: arm64)
INFO colima: runtime "containerd"
INFO colima: vm-type "vz"
INFO colima: cpu: 4, memory: 8GiB, disk: 100GiB
INFO colima: starting ...
INFO [hostagent] starting
INFO [hostagent] waiting for ssh
INFO [hostagent] connected to the vm
INFO [hostagent] provisioning
INFO [hostagent] starting containerd
INFO [hostagent] starting userland docker
INFO [hostagent] mounting /Users/youruser:/Users/youruser
INFO [hostagent] done
INFO colima: "colima" is running
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The line INFO [hostagent] mounting /Users/youruser:/Users/youruser  is

particularly important. It confirms that your macOS home directory is

automatically mounted into the VM, which is very convenient for accessing

project files from both the host and the container machine.

Step 3: Verify Your Colima Instance

After Colima  reports that the instance is running, perform some checks to ensure

everything is set up correctly.

Check Colima Status

Confirm your Colima  instance is active and configured as expected.

colima status

Expected Output:

INFO colima: colima is running
ARCH: arm64
CPUS: 4
MEMORY: 8GiB
DISK: 100GiB
VM TYPE: vz
RUNTIME: containerd
...

This output should reflect the parameters you used to start Colima .

Access the Linux VM via SSH

You can SSH directly into your Colima  VM to run Linux commands and inspect

the guest environment.

colima ssh

Once inside the VM, you can verify the OS and architecture to confirm it's an

ARM64 Linux system:

uname -a

Expected Output (will vary slightly based on the specific Linux image

downloaded, but should show aarch64 ):

Linux colima 6.x.x-alpine #1-Alpine SMP PREEMPT_DYNAMIC aarch64 Linux
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You can also check the containerd  service status within the VM:

sudo systemctl status containerd

Type exit  to leave the VM and return to your macOS terminal.

Verify Docker CLI Integration

Colima  automatically configures your DOCKER_HOST  environment variable in

your shell to point to its VM's containerd  (or docker ) socket. This means your

existing docker  CLI (if installed, or nerdctl  which Colima  also often provides)

should now work seamlessly.

Let's test this by running a simple hello-world  container. This will pull an

ARM64 hello-world  image and execute it within your Colima  VM.

docker run --rm hello-world

Expected Output:

Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
... (image download progress) ...
Hello from Docker!
This message shows that your Docker installation is working correctly.
...

This output confirms that your docker  CLI on macOS is successfully

communicating with the containerd  runtime inside your Colima  VM, and that

the VM can pull and run ARM64 container images. This is the ultimate verification

that your local container development environment is operational.

Testing & Verification

At this point, you should have successfully completed the following verifications:

Colima  Status Check: Running colima status  reports "colima is

running" and displays the correct configuration parameters (CPU, memory,

disk, vm-type vz , arch arm64 , runtime containerd ).

VM SSH Access: You can successfully connect to the Linux VM using 

colima ssh  and verify its ARM64 architecture with uname -a .

1. 

2. 
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Docker CLI Functionality: Your docker run --rm hello-world

command executes successfully, pulling and running the container within

the Colima  VM, demonstrating full integration.

If all these checks pass, your native ARM64 container machine is fully set up and

ready for use. If any step failed, consult the "Common Issues & Solutions" section

below for troubleshooting.

Operations & Maintenance: Managing Your Local
Environment

While Colima  is for local development, understanding its operational aspects is

crucial for maintaining a stable and performant workstation.

Resource Allocation: The --cpu , --memory , and --disk  parameters

chosen during colima start  are critical. 

Over-allocation: Giving the VM too many resources can starve your

macOS host, leading to a sluggish overall experience.

Under-allocation: Providing too few resources can cause your

containers to crash, perform poorly, or fail to start.

Recommendation: Find a balance that suits your project's needs and

your Mac's specifications. For most development setups, 4-8 CPU cores

and 8-16GB RAM for the VM are good starting points on a 16GB+ Mac.

You can always adjust these later by deleting and recreating the

instance ( colima delete  then colima start  with new parameters).

VM Lifecycle Management:

colima stop : Gracefully shuts down the VM. This frees up CPU and

memory resources when you're not actively developing, saving battery

and improving overall macOS performance.

colima start : Restarts your VM with its previous configuration. This

is fast and brings your environment back online quickly.

colima delete : Permanently removes the VM and all its associated

data (disk image, configuration). Use this when you're done with a

project, need to reset a corrupted instance, or want to reclaim disk

space.

3. 
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Multiple Instances: For complex projects, specific testing scenarios, or to

isolate dependencies, you can run multiple Colima  instances by giving

them unique names. This is a powerful feature for managing distinct

development environments.

colima start --name my-project-api-vm --cpu 2 --memory 4 --runtime contain
erd

colima start --name my-project-db-vm --cpu 2 --memory 4 --runtime containe
rd

You can then manage these instances by name (e.g., `colima status my-project-
api-vm`, `colima ssh my-project-db-vm`, `docker -c my-project-api-vm ps`). 
This helps prevent conflicts between different project environments and allows 
for specialized configurations.

• 
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Common Issues & Solutions
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Error: vm-type "vz" is not available : 

Cause: This usually means you are not on an Apple Silicon Mac, or

your macOS version is too old to fully support 

Virtualization.framework  for Linux guests. 

Virtualization.framework  with vz  is primarily supported on Apple

Silicon (M1, M2, M3, etc.) and macOS 12 Monterey or later, with best

performance on macOS 13 Ventura and newer.

Solution: Ensure you're on an Apple Silicon Mac with the latest stable

macOS version. If this is not possible, Colima  will fall back to QEMU,

which is still functional but might be slower.

Error: failed to start vm: failed to start vm: exit status 1  or

VM hangs on "starting...": 

Cause: Insufficient host resources (CPU or memory) or a corrupted VM

image/configuration.

Solution:

Try reducing the --cpu  and --memory  allocated to Colima  in

your colima start  command.

Check your macOS Activity Monitor for other resource-intensive

applications.

Delete and recreate the instance: colima delete  then colima

start ...  with your desired parameters.

docker run  fails with Cannot connect to the Docker daemon at

unix:///var/run/docker.sock. Is the docker daemon running? : 

Cause: The Colima  VM might not be running, or the DOCKER_HOST

environment variable isn't correctly set in your current shell session.

Solution:

Run colima status  to ensure the VM is running. If not, run 

colima start .

Colima  automatically sets DOCKER_HOST  when it starts. If you

opened a new terminal after starting Colima , you might need to

source your shell's configuration again (e.g., source ~/.zshrc

or source ~/.bashrc ), or simply restart Colima  to ensure the

environment variables are propagated.

You can manually set it if needed (verify the path with colima

status ):
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export DOCKER_HOST="unix://${HOME}/.colima/default/docker.sock"
# Or if using containerd runtime directly with nerdctl:
# export CONTAINERD_ADDRESS="unix://${HOME}/.colima/default/

containerd.sock"

Slow docker pull  or apt update  inside VM: 

Cause: Network connectivity issues or slow DNS resolution within the

VM.

Solution: Check your host's internet connection. Colima  uses NAT

networking by default, which usually works well. If problems persist,

you can SSH into the VM ( colima ssh ) and inspect DNS configuration

(e.g., cat /etc/resolv.conf ). Sometimes, restarting your host's

network interfaces or Colima  itself can resolve transient issues.

Summary & Next Step

Congratulations! You've successfully established your core container development

environment on your Apple Silicon Mac. You now have:

Colima  installed and managing your local container machines.

A lightweight, ARM64 Linux VM running natively via 

Virtualization.framework .

A functioning containerd  runtime inside that VM.

Your macOS docker  CLI configured to interact seamlessly with this remote

daemon.

This setup provides a highly performant and resource-efficient alternative to

Docker Desktop for many workflows, leveraging the native capabilities of your

Apple Silicon hardware. You've completed the crucial step of setting up the

foundation.

In the next chapter, we'll dive into one of the most critical aspects for developer

productivity: efficiently mounting your macOS project directories into this Linux

container machine. This will enable fast iteration and seamless file access

between your host code editor and the containers running in your VM.
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CHAPTER 03

Chapter 3: Efficient Project
Volume Mounting with VirtioFS
Local development often grinds to a halt when file I/O performance between your

macOS host and a Linux virtual machine is subpar. This chapter directly addresses

that bottleneck by guiding you through setting up high-performance file sharing

using VirtioFS. This is crucial for containerized applications that frequently read

and write to mounted project directories.

By the end of this milestone, you will have a project directory on your macOS host

seamlessly and performantly mounted inside your Linux container machine. This

setup will be robust enough to handle demanding development tasks, such as

installing dependencies with npm install  or composer update , or performing

frequent git status  checks on large codebases without frustrating delays. You'll

be fully prepared to build and run your application code directly from your local

filesystem within the container environment.

Project Overview: High-Performance Local Code
Access

The objective for this chapter is to establish a high-fidelity, high-performance

bridge for your project files between your macOS host and the Linux guest VM.

This enables a seamless developer experience where your local IDE on macOS

interacts with files that are instantly available and performant within the

containerized environment.

Finished Artifact: A Lima-managed Linux virtual machine with a specified

macOS project directory mounted using VirtioFS, providing near-native file I/O

performance.

Target User: Developers on Apple Silicon Macs who need to run containerized

applications and services (e.g., web APIs, databases, message queues) within a

Linux environment, while keeping their source code and development tools on

macOS.

Success Criteria:

Project files created/modified on macOS are immediately visible and

accessible within the Linux guest.

• 

AI VOID [https://aivoid.dev]

Chapter 3: Efficient Project Volume Mounting with VirtioFS 32



Files created/modified within the Linux guest are immediately visible on the

macOS host.

File I/O operations (e.g., npm install , git status , large file copies)

within the mounted directory in the guest VM complete with performance

comparable to native macOS operations, accounting for minimal

virtualization overhead.

The setup is persistent across VM restarts.

Tech Stack: Bridging macOS and Linux I/O

This chapter focuses on integrating specific technologies to achieve optimal file

sharing performance:

macOS (Apple Silicon): Your primary development environment, hosting

your IDE and source code.

Apple Virtualization.framework: The underlying macOS technology

providing highly optimized virtualization capabilities for ARM64 guest

operating systems.

Lima (Linux on Mac): Our chosen tool for provisioning and managing

lightweight Linux VMs, acting as the orchestrator for 

Virtualization.framework .

VirtioFS: A modern, high-performance shared file system protocol

specifically designed for virtual machines to access host filesystems

efficiently. It's the key component for overcoming I/O bottlenecks.

Linux (Guest OS): The environment where your containers will run,

requiring access to your project files.

We specifically choose Lima  because it provides a user-friendly interface to

configure and leverage Virtualization.framework 's advanced features,

including VirtioFS, without requiring deep knowledge of the framework's APIs.

Milestones & Build Plan

To achieve high-performance volume mounting, we will follow these steps:

Prepare a Sample Project: Create a simple directory on your macOS host

to serve as our test project.

Halt the VM: Temporarily stop your default  Lima instance to safely apply

configuration changes.
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Configure Lima for VirtioFS: Modify the default  Lima configuration to

define the host directory to share and specify VirtioFS as the mount type.

Restart the VM: Start the Lima instance, allowing it to apply the new

VirtioFS configuration.

Verify Mount within Guest: Connect to the Linux guest and confirm the

project directory is accessible and mounted correctly using VirtioFS.

Test File Synchronization: Perform bidirectional file changes to ensure

immediate visibility between host and guest.

Benchmark Performance: Run an I/O intensive task to qualitatively and

quantitatively assess the performance improvement.

Planning & Design: Leveraging VirtioFS for
Performance

Running a Linux virtual machine on macOS, especially on Apple Silicon, often

exposes the limitations of traditional file sharing mechanisms like NFS or SMB.

These methods typically introduce significant performance overhead, which can

be a major drag in development scenarios involving numerous small file

operations. Think about dependency installations, hot-reloading file watchers, or

even just navigating a large project tree—these can become painfully slow,

eroding the very productivity gains you seek from a powerful development

machine.

What is VirtioFS?

VirtioFS is a modern, high-performance shared file system designed specifically

for virtual machines to efficiently access a directory tree on the host. It achieves

near-native file system performance by leveraging a FUSE (Filesystem in

Userspace)-like mechanism that operates directly between the host and the guest

VM. This approach significantly reduces latency and maximizes throughput

compared to network-based file systems.

Why VirtioFS Matters:

Performance: Offers vastly superior I/O operations compared to older

protocols like NFS, SMB, or 9P  (Plan 9 Filesystem), especially for workloads

characterized by many small file accesses.

Accuracy: Provides better fidelity for file system events, metadata, and

permissions, which is crucial for development tools that rely on precise file

system behaviors.
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Native Integration: For Virtualization.framework , VirtioFS is the

officially recommended and most optimized method for host-guest file

sharing, ensuring you get the best possible performance on Apple Silicon.

Data Flow Overview

The fundamental concept is to designate a directory on your macOS host as a

"shared folder." Lima  will then expose this directory to the guest VM via VirtioFS.

Inside the Linux VM, you will mount this shared folder at a specified path, making

your macOS project files directly accessible to container runtimes like 

containerd  or Podman .

Figure 3.1: Data flow for VirtioFS volume mounting.

Step-by-Step Implementation: Configuring VirtioFS

We'll modify our existing default  Lima configuration to include a shared

directory and then verify its correct mounting within the Linux guest. We'll use a

common project directory structure for this example.

1. Prepare a Sample Project Directory

First, decide which macOS directory you want to share with your Linux container

machine. For this guide, let's assume your projects are typically located under ~/

Projects  on your macOS host. We'll specifically share a sample project directory,

~/Projects/my-app .

Create a sample project directory if you don't have one, and add a simple file to

it. This will allow us to easily verify the mount later.

# On your macOS host terminal
mkdir -p ~/Projects/my-app
cd ~/Projects/my-app
echo "console.log('Hello from containerized app!');" > index.js

2. Update Lima Configuration for Shared Mounts

We need to instruct Lima which host directories to share with the guest VM. We'll

achieve this by editing the configuration for your default  Lima instance.

Stop the existing Lima instance:

• 
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limactl stop default

_Explanation:_ It's necessary to stop the VM before applying configuration 
changes that affect core services like file sharing, such as adding or 
modifying VirtioFS mounts. This ensures a clean and consistent state upon 
restart.

Edit the Lima configuration file:

limactl edit default

This command will open the YAML configuration for your `default` Lima instance 
in your default text editor (e.g., `vi`, `nano`, `code`).

Add mounts  and mountType  configuration: Locate the mounts:  section

(it might be commented out or empty) and add the following entries. Pay

close attention to indentation: mounts:  and location:  should be indented

by two spaces, while lima:  and mountType:  should be indented by four

spaces.

# ... (other existing configuration) ...

mounts:
- location: "~/Projects/my-app"

# The mount point on the guest. Defaults to /tmp/lima/<hash>/
<basename> if omitted.

# We explicitly set it for clarity and consistency.
# This path must exist in the guest or Lima will create it.
point: "/Users/YOUR_MACOS_USERNAME/Projects/my-app" # Explicit guest 

path
lima:

mountType: "virtiofs" # Explicitly use VirtioFS

# ... (rest of the configuration) ...

**🧠 Important:** Replace `YOUR_MACOS_USERNAME` with your actual macOS 
username. You can find this by running `id -un` in your macOS terminal. For 
example, if `id -un` returns `johndoe`, then your `point` path would be `"/
Users/johndoe/Projects/my-app"`.

**Explanation of changes:**
- `mounts`: This top-level section defines directories on your macOS host that 
will be shared with the Linux guest. You can add multiple entries here for 
different project folders.
- `location: "~/Projects/my-app"`: This specifies the absolute path on your 
macOS host that you intend to share. The `~` correctly expands to your home 
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directory.
- `point: "/Users/YOUR_MACOS_USERNAME/Projects/my-app"`: This is the exact 
desired mount point *inside the Linux guest VM*. We're mirroring the host path 
for easier navigation and consistency across your development tools and 
scripts.
- `lima: mountType: "virtiofs"`: This is the critical directive. It explicitly 
instructs Lima to use the VirtioFS protocol for this mount, ensuring optimal 
performance.

**⚡ Quick Note:** While you can choose any path in the guest, mirroring the 
host path often simplifies your mental model and integration with IDEs or 
scripts that expect consistent paths.

Save and exit your text editor.

Start the Lima instance:

limactl start default

_Explanation:_ Lima will now initialize the VM, applying the new configuration 
and setting up the VirtioFS mount. This process might take slightly longer 
than usual on the first start after adding a new mount, as the guest OS needs 
to configure the new filesystem.

3. Verify the VirtioFS Mount in the Guest

Once the Lima VM has started, you can connect to it and confirm that the VirtioFS

mount is active and correctly configured.

Connect to the Lima VM:

limactl shell default

You are now operating within your Linux guest VM.

Inspect the mount point: Remember to replace YOUR_MACOS_USERNAME

with your actual username.

ls -l /Users/YOUR_MACOS_USERNAME/Projects/my-app

You should see the `index.js` file you created earlier on your macOS host.

    total 4
    -rw-r--r-- 1 YOUR_MACOS_USERNAME YOUR_MACOS_USERNAME 34 Jun 22 10:30 

1. 

2. 

1. 

1. 

AI VOID [https://aivoid.dev]

Chapter 3: Efficient Project Volume Mounting with VirtioFS 37



index.js

_Note:_ The `YOUR_MACOS_USERNAME` will be your actual macOS username.

Check the mount type:

mount | grep "virtiofs"

You should see an output similar to this, explicitly confirming that 
`virtiofs` is in use:

    /dev/virtiofs on /Users/YOUR_MACOS_USERNAME/Projects/my-app type virtiofs 
(rw,relatime,sync,dirsync,fd=10,...)

_Explanation:_ This command lists all active mounts within the guest and 
filters for entries using `virtiofs`, providing definitive proof that your 
project directory is mounted with the high-performance VirtioFS driver.

Test file synchronization:

From host to guest: Open a new terminal on your macOS host (do

not exit your limactl shell  session).

# On your macOS host terminal
echo "const PORT = 3000;" >> ~/Projects/my-app/index.js

    Now, switch back to your `limactl shell` (the guest VM) and inspect the 
file:

# Inside limactl shell
cat /Users/YOUR_MACOS_USERNAME/Projects/my-app/index.js

    You should see the newly added line in the file content.

- **From guest to host:** While still in the `limactl shell`:

# Inside limactl shell
echo "console.log('Modified from guest!');" >> /Users/

1. 
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YOUR_MACOS_USERNAME/Projects/my-app/new-file.js

    Now, return to your macOS host terminal:

# On your macOS host terminal
cat ~/Projects/my-app/new-file.js

    You should observe the content that was created from inside the VM.

This bidirectional synchronization confirms that your VirtioFS mount is fully 
functional and responsive.

Testing & Verification: Validating Performance and
Sync

Beyond simple file synchronization, it's beneficial to get a qualitative and

quantitative sense of the mount's performance.

Prepare a test workload: Create a temporary directory on your macOS

host that generates many small files, simulating a common development

task like dependency installation. A Node.js project is an excellent example.

# On macOS host (in your ~/Projects/my-app directory)
cd ~/Projects/my-app
npm init -y
npm install express # This will install many small files into node_modules

This step might take a moment as `npm` downloads and extracts packages.

Benchmark inside the guest: Now, from within your limactl shell  (the

guest VM), attempt to copy this directory or run a similar I/O-intensive

operation.

# Inside limactl shell
cd /Users/YOUR_MACOS_USERNAME/Projects/my-app
time cp -r node_modules /tmp/node_modules_copy

Observe the `real` time reported. For a typical `node_modules` directory, this 
operation should complete in a few seconds, indicating robust performance. If 
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you were using a traditional, slower mount, such an operation could easily 
take tens of seconds or even minutes.

You can also try running `npm install` again to measure its speed after 
removing the existing `node_modules`:

# Inside limactl shell
rm -rf node_modules
time npm install

_⚡ Real-world insight:_ The execution speed of `npm install`, `composer 
install`, or similar dependency management commands is often the most 
immediate and impactful indicator of a slow volume mount. With VirtioFS, these 
operations should feel comparable to running them directly on your macOS host, 
though a slight overhead from virtualization is always present. A good target 
for a moderately sized `node_modules` (hundreds of MB, thousands of files) is 
under 10 seconds.

Production Considerations

While this setup is optimized for local development, understanding its

implications for "production-like" behavior and robustness is valuable for any

engineer.

Security and Permissions

Host Path Exposure: Exercise caution regarding which directories you

choose to share. Sharing your entire home directory ( ~ ) is generally

discouraged, as it exposes all your personal files to the VM. Always prioritize

sharing only specific project directories or a dedicated Projects  folder.

Guest Permissions: Files mounted via VirtioFS typically inherit the

permissions of the host user. This means if your macOS user has read/write

access to a file, the same user (by UID/GID mapping) inside the Linux guest

will also have that access. Be mindful of umask  settings if you encounter

unexpected permission issues, and always ensure your application

processes run with the least necessary privileges.

Performance Optimizations

Cache Strategy: VirtioFS generally performs best with its default caching

mechanisms. Avoid explicitly setting cache=none  in your Lima configuration

unless you have specific debugging requirements, as it will significantly

degrade performance.

• 
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File Watchers: Development tools that rely on file system watchers (e.g., 

inotify  on Linux) like Webpack's hot-reloading or Nodemon generally work

well with VirtioFS. However, if you observe unusually high CPU usage

originating from file watchers, ensure your tools are configured to watch

only the most relevant directories and exclude node_modules  or other

static dependency folders.

Deeply Nested Structures: While VirtioFS is fast, extremely deeply nested

directories containing millions of files can still strain any file system.

Consider if you truly need to mount such structures or if certain parts (e.g.,

stable, large dependencies) can be managed more efficiently using

container volumes instead of host mounts.

Maintainability

Automated Mounts: By defining your mounts within the limactl edit

default  configuration, Lima automatically handles the mounting process

every time the VM starts. This declarative approach makes the setup highly

maintainable and consistent.

Multiple Projects: For managing multiple distinct projects, you can simply

add more mounts:  entries in your limactl edit default  configuration,

each pointing to a different host project directory and its corresponding

guest mount point. This allows you to have several development

environments simultaneously active.

• 

• 

• 

• 
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Common Issues & Solutions
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Mount point not appearing or empty in guest:

Cause: The Lima instance was not restarted after editing the

configuration, or there's a typo in the location  (host path) or point

(guest path) values.

Solution:

Ensure you executed limactl stop default  and then limactl

start default  after making changes to the configuration.

Carefully double-check the paths in your 

limactl edit default  configuration. Remember that ~

expands to your home directory on the host.

Verify that mountType: "virtiofs"  is correctly indented within

the lima:  sub-section.

Confirm the guest OS has virtiofs-fuse  or equivalent

packages installed. Lima typically handles this for its default

images, but custom or minimal images might lack it.

Permission denied errors:

Cause: The user inside the Linux guest does not have the necessary

permissions to access files on the mounted directory, or the UID/GID

mapping between host and guest is incorrect.

Solution:

Ensure your macOS user has read/write permissions to the 

location  directory on the host.

Lima attempts to automatically map the host user's UID/GID to

the guest. If you're using a custom user in the guest, ensure its

UID/GID matches your host user's. You can check your host UID

with id -u  on macOS, and the guest UID with id -u  inside the 

limactl shell . If automatic mapping fails, you might need to

explicitly set uid  and gid  in Lima's mounts  configuration,

although this is rare for standard Lima setups.

1. 

• 

• 
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Performance still seems slow:

Cause: You might not actually be using VirtioFS for your mount, or the

workload is genuinely extremely I/O intensive.

Solution:

Re-run mount | grep "virtiofs"  inside the limactl shell

to definitively confirm that VirtioFS is active for your project

mount. If it's not, meticulously review your limactl edit

default  configuration for any typos or missing mountType:

"virtiofs" .

If VirtioFS is confirmed active, critically assess the nature of your

workload. Very large, atomic file operations (e.g., extracting

massive archives) might still take considerable time regardless of

the mount type. Ensure your application's I/O patterns are

optimized.

Check if any other processes on your macOS host are heavily

utilizing disk I/O, as this can indirectly impact VM performance.

Use Activity Monitor on macOS to identify disk-intensive

applications.

Summary & Next Step

You have successfully configured high-performance volume mounting between

your macOS host and the Linux container machine using VirtioFS. Your project

directory is now seamlessly accessible from within the Lima  VM, providing a fluid

and efficient development experience. This is a crucial foundational step that

unlocks highly productive local development workflows for containerized

applications on Apple Silicon.

With a fast and reliable way to share your codebase, you're now ready to bring

your application to life inside the container machine. The next chapter will focus

on building ARM64 OCI-compliant images for a sample application, leveraging the

native performance advantages of your Apple Silicon environment.
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CHAPTER 04

Chapter 4: Building Native
ARM64 OCI Images for a Sample
Application
Building container images that run natively on your Apple Silicon Mac is a critical

step for achieving optimal performance in your local development environment.

When you target the ARM64 architecture, you bypass the overhead of Rosetta 2

emulation, leading to faster build times, quicker container startup, and more

responsive applications. This chapter guides you through creating a simple Python

Flask API, defining its Dockerfile , and building an optimized ARM64 OCI (Open

Container Initiative) image using nerdctl  within your dedicated container

machine.

By the end of this chapter, you will have a fully functional ARM64 container image

of your sample application. This image serves as the performant foundation for

orchestrating more complex multi-service applications in subsequent chapters,

ensuring your development environment truly leverages the power of Apple

Silicon.

Project Overview: Packaging for Native
Performance

The core objective of this chapter is to take a basic web application and package

it into an OCI-compliant container image that runs natively on ARM64

architecture. This is more than just putting code in a container; it's about

optimizing for the specific hardware of your Apple Silicon Mac.

We will focus on:

Application Development: A simple Python Flask REST API.

Image Definition: A Dockerfile  tailored for ARM64, using best practices

for efficiency and size.

Native Build: Leveraging nerdctl  within your Colima/Lima VM to produce

a pure ARM64 image.

Verification: Confirming the image is ARM64 and the container runs

correctly and is accessible.

• 

• 

• 

• 
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Tech Stack: Choices for an ARM64-Native Workflow

To achieve our goal of a natively performing container, specific technology

choices are made:

Python Flask: A lightweight and widely used Python web framework, ideal

for a simple API example. It's easy to containerize and demonstrates

common web application patterns.

Dockerfile: The industry standard for defining how to build a container

image. Its declarative nature ensures reproducibility and version control for

our image builds.

nerdctl : An OCI-compatible CLI that works with containerd . Chosen for

its lightweight nature and direct integration into our Colima/Lima-based

container machine. It provides a familiar Docker-like experience for building

and running images.

ARM64 Linux Base Images: Crucially, we select base images (like 

python:3.11-slim-bookworm ) that are multi-architecture or explicitly

tagged for arm64v8 / aarch64 . This ensures that when nerdctl  pulls the

image on our ARM64 VM, it gets the correct native variant, avoiding any

performance penalties from emulation.

Milestones: Building Your First Native Image

This chapter is structured around a clear set of milestones to progressively build

and verify our ARM64 container image:

Prepare Application Code: Create the Flask API and its dependency list.

Define Image Blueprint: Write a Dockerfile  specifying the build

process.

Build the Image: Use nerdctl  within the container machine to construct

the ARM64 OCI image.

Run and Expose Container: Launch a container from the new image and

map ports for host access.

Validate Functionality: Test the running API from your macOS host.

• 

• 

• 

• 

1. 

2. 

3. 

4. 

5. 

AI VOID [https://aivoid.dev]

Chapter 4: Building Native ARM64 OCI Images for a Sample Application 47



Architecture: The Image Build Flow

The Dockerfile  acts as our architectural blueprint for the container image. It

outlines the sequence of operations that transform our application code into a

runnable container.

Explanation:

macOS Project Directory: Your application code resides here.

Volume Mount to VM: The project directory is shared with the Linux

container machine (VM) using VirtioFS  (as set up in Chapter 3).

Container Machine VM: This is where nerdctl  and containerd  operate,

providing the ARM64 Linux environment.

1. 

2. 

3. 
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Dockerfile: The instruction set for building the image, located in your

project directory.

nerdctl build : Executes the Dockerfile  steps within the VM.

ARM64 OCI Image: The resulting native ARM64 image, stored in the VM's 

containerd  image store.

nerdctl run : Launches a container from the built image.

Running ARM64 Container: The Flask application is now executing

natively within its isolated container.

Exposed Port to macOS: The container's port (e.g., 5000) is mapped

through the VM's network to your macOS host, allowing direct access.

Step-by-Step Implementation

We'll begin by setting up our application files and then proceed to build the

container image.

First, ensure your container machine (e.g., Colima) is running and you have an

SSH session into it.

colima start --cpu 4 --memory 8 --disk 100 # Adjust resources as needed, 
ensure it's running.
colima ssh

Once inside the container machine, navigate to your project directory. This should

be the same path as on your macOS host if you configured volume mounting in

Chapter 3. For example, if your project on macOS is at ~/projects/my-flask-

app  and mounted to /Users/youruser/projects/my-flask-app  inside the VM:

cd /Users/youruser/projects/my-flask-app

Now, let's create the application files.

1. Create the Sample Flask Application

We'll create a minimal Flask application.

File: my-flask-app/app.py

Create this file in your my-flask-app  directory.

from flask import Flask, jsonify

4. 

5. 

6. 

7. 

8. 

9. 
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app = Flask(__name__)

@app.route('/')
def hello_world():

"""Returns a simple greeting message."""
return jsonify(message="Hello from ARM64 Flask Container!")

@app.route('/health')
def health_check():

"""Returns a health status for the service."""
return jsonify(status="ok")

if __name__ == '__main__':
# Listen on all available network interfaces on port 5000
# This is crucial for accessibility from outside the container.
app.run(host='0.0.0.0', port=5000)

Explanation:

This standard Flask application defines two API endpoints: /  for a general

greeting and /health  for basic service status.

app.run(host='0.0.0.0', port=5000)  configures the Flask development

server to listen on all network interfaces within the container, making it

reachable when we map ports.

File: my-flask-app/requirements.txt

Create this file in the same directory.

Flask==3.0.3 # As of 2026-06-22, this is a recent stable version.

Explanation:

This file lists the Python packages required by our application. Pinning the

version ( Flask==3.0.3 ) ensures reproducible builds. 

⚡ Quick Note: While Flask 3.0.3 is current as of 2026-06-22, always

check the official Flask documentation for the absolute latest stable

release if building a new production application.

2. Create the Dockerfile

Next, we define how to build our container image. Create Dockerfile  in the root

of your my-flask-app  directory.

File: my-flask-app/Dockerfile

# Stage 1: Build the application
# Use a multi-arch Python base image. 'python:3.11-slim-bookworm' will 
automatically
# pull the ARM64 variant when built on an ARM64 host like our Colima VM.

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Chapter 4: Building Native ARM64 OCI Images for a Sample Application 50

https://flask.palletsprojects.com/en/latest/


# Python 3.11 is a stable, widely used version. Newer versions like 3.12+ are 
also available.
FROM python:3.11-slim-bookworm AS builder

# Set the working directory inside the container. All subsequent commands will 
run here.
WORKDIR /app

# Copy the requirements file first. This optimizes Docker's layer caching.
# If requirements.txt doesn't change, this layer and the 'pip install' step 
can be cached,
# significantly speeding up subsequent builds.
COPY requirements.txt .

# Install Python dependencies and clean up build artifacts.
# 'gcc' and 'build-essential' are installed temporarily to compile any Python 
packages
# that include C extensions. They are then purged to keep the final image 
small.
RUN apt-get update && \

apt-get install -y --no-install-recommends gcc build-essential && \
pip install --no-cache-dir -r requirements.txt && \
apt-get purge -y gcc build-essential && \
apt-get clean && \
rm -rf /var/lib/apt/lists/*

# Copy the application code into the working directory.
COPY app.py .

# Expose port 5000. This is documentation for users of the image; actual port 
mapping
# happens during 'nerdctl run'.
EXPOSE 5000

# Set the default command to run the application when the container starts.
# '0.0.0.0' ensures the Flask app is accessible from external connections to 
the container.
CMD ["flask", "run", "--host=0.0.0.0", "--port=5000"]

Explanation of Dockerfile  Instructions:

FROM python:3.11-slim-bookworm AS builder : Specifies the base

image. The slim-bookworm  tag provides a minimal Debian-based

environment, reducing image size. Official Python images are multi-

architecture, so nerdctl  on an ARM64 host (our Colima VM) will

automatically select the arm64v8  variant.

WORKDIR /app : Defines the default directory for subsequent instructions

within the container.

COPY requirements.txt . : Copies the dependency list. This step is placed

early because if requirements.txt  doesn't change, nerdctl  can reuse

the cached layer for dependency installation, saving significant build time.

• 

• 

• 
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RUN apt-get update ... : This multi-line command handles dependency

installation: 

apt-get update : Refreshes the package lists.

apt-get install -y --no-install-recommends gcc build-

essential : Installs essential build tools. Many Python packages with C

extensions (e.g., psycopg2  for PostgreSQL, which we might use later)

require these to compile.

pip install --no-cache-dir -r requirements.txt : Installs

Python packages, disabling pip's cache to save space.

apt-get purge -y gcc build-essential : Removes the build tools

after use, as they are not needed at runtime.

apt-get clean && rm -rf /var/lib/apt/lists/* : Cleans up apt

caches and temporary files, further reducing the image size.

COPY app.py . : Copies your application code into the container.

EXPOSE 5000 : Declares that the container listens on port 5000. This is

primarily for documentation and network configuration awareness.

CMD ["flask", "run", "--host=0.0.0.0", "--port=5000"] : Sets the

default command to execute when a container starts from this image. The

Flask server will listen on port 5000, accessible from anywhere within the

container's network.

3. Build the ARM64 OCI Image with nerdctl

With the Dockerfile  in place, we can now build the image. Ensure you are still in

your container machine's shell, inside the my-flask-app  directory.

nerdctl build -t my-flask-api:1.0.0 .

Explanation:

nerdctl build : The command to initiate an image build.

-t my-flask-api:1.0.0 : Assigns a name ( my-flask-api ) and a tag

( 1.0.0 ) to the resulting image. This is crucial for referencing the image

later.

. : Specifies the "build context" as the current directory. nerdctl  will look

for the Dockerfile  and any files referenced by COPY  commands within this

directory.
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The build process will download the base image (the ARM64 variant, thanks to

your VM's architecture), execute each Dockerfile  instruction, and create

intermediate layers.

4. Run the Containerized Application

Once the image is successfully built, you can launch a container from it and map

its internal port to a port on your container machine (VM). Colima/Lima handle the

networking so that the VM's ports are typically accessible from your macOS host.

Still in your container machine's shell:

nerdctl run -d -p 5000:5000 --name flask-app-dev my-flask-api:1.0.0

Explanation:

nerdctl run : The command to create and start a new container.

-d : Runs the container in "detached" mode, meaning it runs in the

background and doesn't tie up your terminal.

-p 5000:5000 : This is the crucial port mapping. It maps port 5000  on the

container machine (the Colima/Lima VM) to port 5000 inside the container.

Because Colima/Lima typically expose the VM's network to your macOS

host, this means you can access localhost:5000  directly from your macOS

browser or terminal.

--name flask-app-dev : Assigns a user-friendly name to this specific

container instance, making it easier to identify and manage.

my-flask-api:1.0.0 : Specifies the image (by name and tag) from which

to create the container.

Testing & Verification

After building and running your container, it's essential to verify that everything is

functioning correctly.

1. Verify Image and Container Status within the VM

First, let's confirm your image was created and the container is running inside

your Colima/Lima VM.

From your container machine's shell:

nerdctl images

• 

• 

• 
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You should see your my-flask-api  image listed, with linux/arm64  as its

platform:

REPOSITORY         TAG       IMAGE ID        CREATED              SIZE        
PLATFORMS
my-flask-api       1.0.0     <image_id>      About a minute ago   <size>      
linux/arm64
python             3.11-slim-bookworm   <image_id>      2 weeks ago          
<size>      linux/arm64

Next, verify that your flask-app-dev  container is active:

nerdctl ps

You should see your container listed with a STATUS  of Up :

CONTAINER ID    IMAGE                  COMMAND                   
CREATED          STATUS         PORTS                   NAMES
<container_id>  my-flask-api:1.0.0     "flask run --host=..."    5 seconds 
ago    Up 4 seconds   0.0.0.0:5000->5000/tcp  flask-app-dev

2. Access the API from your macOS Host

Now, open a new terminal on your macOS host (do not use your Colima/Lima

SSH session). We'll use curl  to interact with the Flask API, which should be

accessible via localhost:5000 .

To access the root endpoint:

curl http://localhost:5000/

Expected output:

{"message":"Hello from ARM64 Flask Container!"}

To access the health check endpoint:

curl http://localhost:5000/health

Expected output:

{"status":"ok"}
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If you receive these JSON responses, congratulations! You have successfully built

a native ARM64 OCI image and run it on your Apple Silicon Mac. The application is

running efficiently inside your lightweight Linux container machine and is fully

accessible from your macOS host.

Production Considerations

Building for local development is one thing; preparing for production requires

additional rigor.

Image Optimization Beyond slim : While slim  base images and build-

time cleanup help, consider multi-stage builds more rigorously for complex

applications. This separates build-time dependencies (compilers, SDKs) from

runtime dependencies, resulting in even smaller and more secure final

images.

Image Scanning: Integrate vulnerability scanning tools like Trivy or Clair

into your CI/CD pipeline. Regularly scan your base images and final

application images for known CVEs. The slim  Python images generally

have a smaller attack surface, but vulnerabilities can still exist in application

dependencies.

Robust Tagging Strategy: For production deployments, move beyond

simple 1.0.0  or latest  tags. Implement semantic versioning ( v1.2.3 ),

incorporate Git commit SHAs, or use build numbers for better traceability

and easier rollbacks.

.dockerignore  Best Practice: For any real-world application, a

.dockerignore  file is essential. This file prevents unnecessary local

development artifacts (like .git  directories, virtual environments, editor

configuration files, or node_modules  if you were building a Node.js app)

from being copied into the build context. This significantly speeds up build

times and reduces the final image size.

Example: my-flask-app/.dockerignore

Create this file in your my-flask-app  directory.

.git

.venv/
__pycache__/
*.pyc
*.log
.DS_Store
*.swp

• 

• 

• 
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⚡ Real-world insight: A well-crafted .dockerignore  can prevent sensitive

information from accidentally being included in your image and dramatically

reduce build times by minimizing the data transferred to the Docker daemon (or 

nerdctl  in our case).

Common Issues & Solutions

Even with careful planning, you might encounter issues. Here are some common

pitfalls and their solutions:

docker.io/library/python:3.11-slim-bookworm  not found (or similar

image pull error):

Cause: A typo in the image name or tag, or the specific tag might

have been deprecated or moved. It can also indicate a network

connectivity issue within your Colima/Lima VM.

Solution: Double-check the exact tag on the official Python image

page on Docker Hub. Verify your Colima/Lima VM has internet access

(e.g., ping google.com  from inside the VM).

exec /usr/local/bin/python: no such file or directory  or similar

during CMD :

Cause: The command specified in CMD  or ENTRYPOINT  in your 

Dockerfile  is incorrect, or the executable isn't in the container's 

PATH .

Solution: Carefully review your CMD  instruction. Ensure flask  is

correctly installed and its executable path is known to the container

(typically /usr/local/bin  is in the PATH  for Python images). You can

debug by running nerdctl run -it --rm my-flask-api:1.0.0

bash  and then trying to execute the command manually.

• 

• 

• 
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curl: (7) Failed to connect to localhost port 5000: Connection

refused  on macOS:

Cause: This is a common networking issue. The container might not

be running, the port mapping is incorrect, the Flask app isn't listening

on 0.0.0.0 , or a firewall is blocking access.

Solution:

Verify container status: Inside your VM, run nerdctl ps  to

ensure flask-app-dev  is Up .

Check port mapping: Confirm nerdctl run -p 5000:5000

was used correctly.

App listening address: Ensure app.run(host='0.0.0.0',

port=5000)  is in your app.py .

Firewall: Temporarily disable any macOS host firewall or ensure

port 5000 is explicitly allowed.

Colima/Lima Network: If you've customized Colima/Lima's

networking, double-check that the VM's network is correctly

configured to expose ports to the host.

Slow build times or unexpected x86_64  architecture:

Cause: This typically happens if the base image selected is x86_64

only, or if you're explicitly building for a different platform.

Solution: Ensure your base image is multi-architecture, allowing 

nerdctl  on an ARM64 host to automatically pull the correct arm64v8

variant. If you intended to build for amd64  (e.g., for deployment to an

x86 cloud), you would add --platform=linux/amd64  to nerdctl

build , but for local ARM64 development, this is generally undesirable

due to emulation overhead.

Summary & Next Step

In this chapter, you've achieved a significant milestone in leveraging your Apple

Silicon Mac for local container development. You've successfully:

Developed a simple Python Flask application.

Crafted an optimized Dockerfile  specifically designed for building efficient

ARM64 OCI images.

Utilized nerdctl  within your Colima/Lima container machine to build and

run your containerized application natively.

• 
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Confirmed the application's functionality by accessing it directly from your

macOS host.

Gained insights into production best practices for image optimization,

security, and using .dockerignore .

This native ARM64 image is now a performant and verified building block. In the

next chapter, we'll expand on this by orchestrating multiple containerized

services. We'll introduce a PostgreSQL database, connect our Flask API to it, and

manage these services together to simulate a more complex, real-world

application environment directly on your Apple Silicon Mac.

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 05

Chapter 5: Running and
Orchestrating Containerized
Services Locally
In the previous chapters, we established a solid foundation for container

development on Apple Silicon: setting up Colima to leverage 

Virtualization.framework  for a lightweight Linux VM, configuring efficient

volume mounts, and building ARM64 OCI images. Now, we'll integrate these

components to run a practical, multi-service application locally.

This chapter focuses on orchestrating a common development pattern: a Python

Flask API service interacting with a PostgreSQL database. You will learn to define

these services, manage their lifecycle, ensure secure communication, and expose

them to your macOS host. By the end, you'll have a fully functional, containerized

local development environment, making it ready for active development, testing,

and even demonstrating your application.

Project Overview: A Local Multi-Service Stack

Building real-world applications often involves multiple interconnected services.

Managing these services individually can quickly become cumbersome. This

chapter tackles that complexity by guiding you through setting up a cohesive

local development stack.

Our goal is to run a simple, yet representative, web application locally:

A Python Flask API: This service will handle HTTP requests and interact

with a database.

A PostgreSQL Database: This service will store application data.

We will use podman-compose  to define and orchestrate these services, allowing

them to run, communicate, and persist data efficiently within our Colima-

managed Linux VM. This setup mirrors a production deployment more closely

than running services directly on macOS, offering better isolation and

reproducibility.

• 
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Tech Stack Deep Dive

To achieve our multi-service orchestration, we're leveraging a specific set of tools

and technologies, each chosen for its performance and compatibility with Apple

Silicon.

Colima (v0.8.x): Our lightweight Linux VM manager, abstracting Apple's 

Virtualization.framework . It provides the ARM64 Linux environment

where our containers will run. (Checked 2026-06-22)

Podman (v5.x): The OCI-compatible container engine running inside the

Colima VM. It manages individual containers and networks. (Checked

2026-06-22)

podman-compose  (v1.2.x): A Python-based tool that provides a docker-

compose -like experience for Podman, allowing us to define and manage

multi-container applications using a compose.yaml  file. (Checked

2026-06-22)

Python (v3.12): The programming language for our API service. We'll use

the latest stable version. (Checked 2026-06-22)

Flask (v3.0.3): A micro web framework for Python, used to build our API.

(Checked 2026-06-22)

PostgreSQL (v16): The relational database for our application. We'll use an

official ARM64 Alpine Linux image for efficiency. (Checked 2026-06-22)

This combination ensures that all components run natively on your Apple Silicon

Mac's ARM64 architecture, avoiding performance penalties associated with

x86-64 emulation.

Milestones and Build Plan

To build our multi-service local development environment, we'll follow these

incremental steps:

Project Structure: Set up the basic directory layout for our Flask API and 

compose.yaml .

API Dockerfile : Define how to build our Python Flask application into an

ARM64 OCI image.

API Application Code: Write the Flask application, including database

connectivity logic.

• 

• 

• 

• 

• 

• 
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compose.yaml  Definition: Create the orchestration file that describes our

API and PostgreSQL services, their networks, volumes, and dependencies.

podman-compose  Installation: Install the necessary tool to run our 

compose.yaml  file.

Service Startup: Launch the entire application stack within the Colima VM.

Verification: Test connectivity and functionality of both the API and

database services.

Each milestone builds upon the last, allowing you to verify functionality at every

stage.

Service Architecture Overview

Our application consists of two main services, api  and db , running within the

Colima VM. podman-compose  handles the internal networking, allowing services

to communicate by their names. External access is provided by mapping ports

from the VM to the macOS host.

4. 

5. 

6. 

7. 
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Why this architecture matters:

Encapsulation: Each service runs in its own isolated container, minimizing

dependency conflicts and simplifying upgrades.

Service Discovery: podman-compose  creates an internal network where

services can find each other by their defined names (e.g., api  connects to 

db ).

Data Persistence: A named volume ensures that our database's data is

not lost when containers are stopped or recreated.

Development Workflow: Volume mounting ( ./api:/app ) allows for real-

time code changes on your macOS host to reflect instantly in the running

container, accelerating the development cycle.

Native Performance: By leveraging Colima on Apple Silicon, all containers

run on ARM64 Linux, ensuring optimal CPU and memory usage without

emulation overhead.

Step-by-Step Implementation

We'll now create the necessary files and configure our environment to bring this

multi-service stack to life.

1. Initialize Project Structure

Begin by creating a new root directory for your project and a subdirectory for the

API service.

mkdir my_flask_app
cd my_flask_app
mkdir api

This sets up my_flask_app/api  for our Flask application code and 

my_flask_app/compose.yaml  for orchestration.

2. Define the API Dockerfile

This Dockerfile  specifies how to build an ARM64 OCI image for our Python Flask

API. It's designed for efficiency and native performance.

Create the file my_flask_app/api/Dockerfile :

# Use a lightweight ARM64 base image for Python 3.12
# As of 2026-06-22, Python 3.12 is the current stable release.
FROM python:3.12-alpine3.19-arm64v8

• 

• 

• 

• 

• 
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# Set the working directory inside the container
WORKDIR /app

# Copy the requirements file first to leverage Docker's build cache
COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt

# Copy the entire application code
COPY . .

# Expose the port the Flask app will listen on
EXPOSE 5000

# Command to run the Flask application when the container starts
CMD ["python", "app.py"]

Explanation of Decisions:

FROM python:3.12-alpine3.19-arm64v8 : We choose alpine  for its small

image size, 3.12  for the latest stable Python version, and arm64v8  to

ensure native execution on Apple Silicon. This avoids Rosetta 2 emulation.

WORKDIR /app : Establishes /app  as the base directory for subsequent

commands within the container.

COPY requirements.txt .  and RUN pip install ... : By copying and

installing dependencies before the rest of the application code, Docker can

cache this layer. If only application code changes, the dependency

installation step won't need to rerun, speeding up subsequent builds.

--no-cache-dir : This pip  flag prevents pip  from storing downloaded

packages in a cache directory, which significantly reduces the final image

size.

COPY . . : Copies all files from the current directory on the host (which is 

my_flask_app/api ) to /app  in the container.

EXPOSE 5000 : Declares that the container listens on port 5000. This is

primarily documentation; port mapping happens in compose.yaml .

CMD ["python", "app.py"] : Defines the default command to run the Flask

application when the container starts.

3. Create API Requirements and Application Code

Next, we define the Python dependencies and the Flask application itself.

Create my_flask_app/api/requirements.txt :

Flask==3.0.3
psycopg2-binary==2.9.9

• 

• 

• 

• 

• 
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Explanation:

Flask==3.0.3 : Specifies the Flask web framework. Version 3.0.3  is stable

as of 2026-06-22. Pinning versions ensures reproducible builds.

psycopg2-binary==2.9.9 : This is a pre-compiled binary distribution of 

psycopg2 , a PostgreSQL adapter for Python. Using the binary version

simplifies installation, especially in container environments, by avoiding the

need for libpq  development headers. Version 2.9.9  is stable as of

2026-06-22.

Create my_flask_app/api/app.py :

import os
import time
import psycopg2
from flask import Flask, jsonify

app = Flask(__name__)

# Database connection details are loaded from environment variables.
# 'db' is the service name defined in compose.yaml for the PostgreSQL 
container.
DB_HOST = os.getenv('DB_HOST', 'db')
DB_NAME = os.getenv('DB_NAME', 'mydatabase')
DB_USER = os.getenv('DB_USER', 'myuser')
DB_PASSWORD = os.getenv('DB_PASSWORD', 'mypassword')

def get_db_connection():
"""Attempts to establish a PostgreSQL connection with retries."""
conn = None
retries = 10 # Increase retries for robustness during startup
while retries > 0:

try:
conn = psycopg2.connect(

host=DB_HOST,
database=DB_NAME,
user=DB_USER,
password=DB_PASSWORD

)
print("Successfully connected to the database.")
return conn

except psycopg2.OperationalError as e:
print(f"Database connection failed: {e}. Retrying in 3 seconds ({r

etries-1} attempts left)...")
time.sleep(3)
retries -= 1

raise ConnectionError("Could not connect to the database after multiple 
retries. Exiting.")

@app.route('/')
def hello():

"""Simple health check endpoint."""
return jsonify({"message": "Hello from Flask API!", "status": "running"})

@app.route('/data')
def get_data():

• 

• 
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"""Endpoint to interact with the database (create table, insert, 
fetch)."""

conn = None
cursor = None
try:

conn = get_db_connection()
cursor = conn.cursor()

# Create table if it doesn't exist

cursor.execute("CREATE TABLE IF NOT EXISTS messages (id SERIAL PRIMARY KEY, 
text VARCHAR(255));")

# Insert a new message
insert_text = f"Message from API at {time.strftime('%H:%M:%S')}"
cursor.execute("INSERT INTO messages (text) VALUES (%s);", (insert_tex

t,))
conn.commit()

# Fetch the latest message
cursor.execute("SELECT text FROM messages ORDER BY id DESC LIMIT 1;")
message = cursor.fetchone()[0]
return jsonify({"database_message": message, "retrieved_at": time.strf

time('%H:%M:%S')})
except ConnectionError as ce:

print(f"Application failed to connect to DB: {ce}")
return jsonify({"error": f"Database connection error: {ce}"}), 500

except Exception as e:
print(f"An unexpected error occurred: {e}")
return jsonify({"error": f"An API error occurred: {e}"}), 500

finally:
if cursor:

cursor.close()
if conn:

conn.close()

if __name__ == '__main__':
# Run Flask app, accessible from any IP (0.0.0.0) on port 5000.
# debug=True enables auto-reloading on code changes (useful with volume 

mounts).
app.run(host='0.0.0.0', port=5000, debug=True)

Explanation of Decisions:

Environment Variables: Database credentials and host are loaded from

environment variables ( os.getenv ). This is a best practice for containerized

applications, allowing configuration to be externalized from the code.

Service Name Resolution: DB_HOST  defaults to 'db' . Within a Podman

network created by podman-compose , service names (like db  for our

PostgreSQL container) are automatically resolved to their internal IP

addresses, enabling seamless inter-container communication.

• 

• 
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Database Connection Retry Logic: The get_db_connection  function

includes a retry loop. This is critical because the API container might start

slightly before the database container is fully initialized and ready to accept

connections. This pattern makes our application more resilient during

startup.

API Endpoints: 

/ : A simple endpoint to confirm the API is running.

/data : This endpoint demonstrates database interaction: it creates a

table (if not exists), inserts a dynamic message, and then retrieves the

latest message. This verifies the full stack from API to database.

app.run(host='0.0.0.0', port=5000, debug=True) : host='0.0.0.0'

makes the Flask server accessible from outside the container's localhost,

allowing the port mapping in compose.yaml  to work. debug=True  enables

Flask's debugger and auto-reloader, which is highly beneficial with volume

mounts, as code changes on your macOS host will trigger an automatic

restart of the Flask development server inside the container.

4. Create the compose.yaml File

This file is the heart of our orchestration, defining both the db  and api  services,

their configurations, and how they interact.

Create the file my_flask_app/compose.yaml :

# Use a specific version for podman-compose compatibility.
# As of 2026-06-22, '3.9' is a widely supported and robust version for Compose 
files.
version: '3.9'

services:
db:

image: postgres:16-alpine-arm64 # Official ARM64 PostgreSQL 16 image
environment:

POSTGRES_DB: mydatabase
POSTGRES_USER: myuser
POSTGRES_PASSWORD: mypassword

volumes:
- db_data:/var/lib/postgresql/data # Persist DB data using a named 

volume
ports:

- "5432:5432" # Map host port 5432 to container port 5432 for direct 
access

healthcheck: # Define a health check for the database
test: ["CMD-SHELL", "pg_isready -U $$POSTGRES_USER -d $$POSTGRES_DB"]
interval: 5s
timeout: 5s
retries: 5
start_period: 10s # Give the DB time to start before checking health

restart: unless-stopped # Always restart unless explicitly stopped

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Chapter 5: Running and Orchestrating Containerized Services Locally 66



api:
build: ./api # Build the image from the Dockerfile in the 'api' directory
ports:

- "5000:5000" # Map host port 5000 to container port 5000 for API access
volumes:

- ./api:/app # Mount the local 'api' directory into the container for 
live code changes

environment:
DB_HOST: db # Use the service name for database connectivity
DB_NAME: mydatabase
DB_USER: myuser
DB_PASSWORD: mypassword

depends_on: # Ensure DB is healthy before starting API
db:

condition: service_healthy
restart: unless-stopped # Always restart unless explicitly stopped

volumes:
db_data: # Declare the named volume for database persistence

Explanation of Decisions:

version: '3.9' : Specifies the Compose file format. This version offers a

good balance of features and compatibility.

• 
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db  service:

image: postgres:16-alpine-arm64 : We explicitly use the ARM64

variant of the PostgreSQL 16 image. This is crucial for native

performance on Apple Silicon.

environment : Sets standard PostgreSQL environment variables for

initial setup. These values must match what the API expects.

volumes: - db_data:/var/lib/postgresql/data : This creates a 

named volume called db_data . Named volumes are managed by

Podman and persist data independently of container lifecycles. This

ensures your database data remains even if you stop and remove the 

db  container, preventing data loss between development sessions.

ports: - "5432:5432" : Maps port 5432 on your macOS host to port

5432 inside the db  container. This allows you to connect to the

database directly from your macOS machine using tools like psql  or a

GUI client.

healthcheck : Defines how Podman should determine if the db

container is healthy. The pg_isready  command checks if the

PostgreSQL server is accepting connections. start_period  gives the

container time to initialize before health checks begin. The API service

uses this health status.

restart: unless-stopped : Ensures the database container

automatically restarts if it crashes or if the Colima VM is restarted,

unless you explicitly stop it.

• 

• 
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api  service:

build: ./api : Instead of pulling a pre-existing image, podman-

compose  will build the image for this service using the Dockerfile

located in the ./api  directory relative to compose.yaml .

ports: - "5000:5000" : Maps port 5000 on your macOS host to port

5000 inside the api  container. This is how you access your Flask API

from your browser or curl .

volumes: - ./api:/app : This is a bind mount. It maps your local 

my_flask_app/api  directory directly into the /app  directory inside

the api  container. This is invaluable for development: any code

changes you save on your macOS machine will instantly be available

within the container, and with Flask's debug mode, the server will

often auto-reload.

environment : Passes the database connection details to the API

container. DB_HOST: db  is crucial for internal service discovery.

depends_on: db: condition: service_healthy : This ensures that

the api  container will only start once the db  container has reported

itself as healthy  via its healthcheck . This prevents the API from

trying to connect to a database that isn't ready, reducing startup

errors.

restart: unless-stopped : Similar to the db  service.

volumes : This top-level key declares the named volumes used by our

services, in this case, db_data .

5. Install podman-compose

If you haven't already, install podman-compose  on your macOS host. This tool is

responsible for parsing your compose.yaml  and issuing the corresponding 

podman  commands to your Colima VM.

First, ensure Homebrew is up-to-date:

brew update

Then, install podman-compose . As of 2026-06-22, podman-compose  version 

1.2.x  is stable and recommended.

brew install podman-compose

• 

• 

• 
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Verification: Confirm podman-compose  is installed and accessible:

podman-compose --version

You should see output similar to podman-compose version 1.2.0  (or a later

stable version). If you encounter command not found , ensure Homebrew's binary

path ( /opt/homebrew/bin ) is in your shell's PATH .

6. Start the Services

Now, with our compose.yaml  in place, it's time to bring our application stack

online. Ensure your Colima instance is running before proceeding.

# 🧠 Important: Ensure Colima is running. If not, start it.
colima start

# Navigate to your project's root directory where compose.yaml is located
cd my_flask_app

# Build images and start containers in detached mode
podman-compose up -d

Explanation:

colima start : Verifies or starts your Colima VM. podman-compose  relies

on podman  being connected to this VM.

cd my_flask_app : It's essential to run podman-compose  from the directory

containing your compose.yaml  file.

podman-compose up -d : This command orchestrates the entire process: 

It reads compose.yaml .

For the api  service, it builds the image using the specified 

Dockerfile .

It pulls the postgres:16-alpine-arm64  image if not already present.

It creates a dedicated Podman network for the services.

It starts the db  container, waiting for its healthcheck  to pass.

It then starts the api  container, linking it to the db  service.

The -d  flag runs all containers in "detached" mode, meaning they run

in the background, freeing up your terminal.

• 

• 
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Testing & Verification

After starting the services, it's crucial to verify that everything is running correctly

and that the services can communicate.

1. Check Container Status

Use podman ps  to see the status of your running containers.

podman ps

Expected Output: You should see output similar to this (IDs and names will vary

slightly), showing both db  and api  containers running and healthy:

CONTAINER ID  IMAGE                           COMMAND               
CREATED         STATUS                     PORTS                   NAMES
a1b2c3d4e5f6  docker.io/library/postgres:16-alpine-arm64  postgres -c 
max_co...  About a minute ago  Up About a minute (healthy)  0.0.0.0:5432-
>5432/tcp  my_flask_app-db-1
f6e5d4c3b2a1  localhost/my_flask_app-api:latest  python app.py         About a 
minute ago  Up About a minute          0.0.0.0:5000->5000/tcp  my_flask_app-
api-1

STATUS : For the db  container, look for Up ... (healthy) . This confirms

the PostgreSQL health check passed. The api  container should simply show

Up ... .

PORTS : Confirm that ports 5000  (for API) and 5432  (for DB) are mapped

correctly from your macOS host.

2. Inspect Container Logs

Check the logs for each service to ensure they started without errors and are

performing expected operations.

podman-compose logs db
podman-compose logs api

Expected Output (for db ): You should see PostgreSQL startup messages,

eventually ending with something like database system is ready to accept

connections . Health check messages might also appear.

Expected Output (for api ): You should see Flask startup messages, indicating

the server is running on <http://0.0.0.0:5000/>. If the database connection

was successful, you should see Successfully connected to the database.

and no repeated "Database connection failed" messages.

• 

• 
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3. Test the API from macOS Host

Now, use curl  from your macOS terminal to hit the API endpoints exposed on 

localhost .

First, test the root endpoint:

curl http://localhost:5000/

Expected Output:

{"message": "Hello from Flask API!", "status": "running"}

Next, test the endpoint that interacts with the database:

curl http://localhost:5000/data

Expected Output:

{"database_message": "Message from API at HH:MM:SS", "retrieved_at": "HH:MM:SS
"}

(The exact time will vary). If you see this, it means your Flask API successfully

connected to the PostgreSQL database, created a table, inserted data, and

retrieved it. This confirms full stack functionality.

4. Connect to PostgreSQL Directly (Optional)

Since we mapped port 5432, you can also connect to the database directly from

your macOS host using a psql  client (if installed, e.g., brew install libpq  for

client tools).

psql -h localhost -p 5432 -U myuser -d mydatabase

Enter mypassword  when prompted. Once connected, you can verify the 

messages  table and its content:

SELECT * FROM messages;
\q

This confirms direct host access to the PostgreSQL database running inside

Colima.
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5. Stop and Clean Up Services

When you're finished with your development session, you can stop and remove

the services.

# Stop and remove containers and networks created by podman-compose
podman-compose down

Explanation of Decisions ( podman-compose down ):

This command gracefully stops the running containers and then removes

them, along with any networks created by podman-compose .

By default, podman-compose down does not remove named volumes (like 

db_data ). This is a deliberate design choice: it allows you to preserve your

database state between development sessions. When you run podman-

compose up -d  again, the db  service will reuse the existing db_data

volume, and your data will still be there.

If you want to explicitly remove named volumes (effectively resetting your

database and all its data):

# Stop and remove containers, networks, and named volumes
podman-compose down --volumes

⚠️ What can go wrong: Using --volumes  will permanently delete all data

stored in the db_data  volume. Only use this if you intend to start with a fresh

database.

Production Considerations

While this chapter focuses on local development, the patterns we've used are

highly applicable to production environments.

Image Optimization: Our Dockerfile  already uses an Alpine base and 

--no-cache-dir  for pip  to create smaller images. In production, consider

multi-stage builds for even smaller, more secure final images by separating

build dependencies from runtime dependencies.

Secrets Management: Hardcoding POSTGRES_PASSWORD  in compose.yaml

is acceptable for local development but a major security risk in production.

Production systems use dedicated secret management solutions (e.g.,

Kubernetes Secrets, AWS Secrets Manager, HashiCorp Vault) to inject

sensitive credentials securely at runtime.

• 

• 

• 
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Resource Limits: In production, define CPU and memory limits for your

containers to prevent a single service from monopolizing resources and

impacting other services. podman-compose  supports resources  and 

deploy  keys for this, which translate to underlying container engine limits.

Centralized Logging: For local development, podman-compose logs  is

sufficient. In production, aggregate logs from all containers into a

centralized logging system (e.g., ELK stack, Splunk, cloud-provider logging

services) for monitoring, troubleshooting, and auditing.

Robust Health Checks: The healthcheck  for PostgreSQL is a good start.

For production APIs, implement comprehensive readiness and liveness

probes that check internal dependencies (like database connectivity) to

ensure your application is truly ready to serve traffic.

Common Issues & Solutions

Even with a well-defined setup, you might encounter issues. Here are common

pitfalls and how to address them.

"Cannot connect to the Docker daemon" / podman  not working:

Issue: podman  is not configured to use the Colima instance, or Colima

itself is not running.

Solution: Ensure colima start  has been run. Verify podman  is

connected to Colima by checking podman system connection list .

If colima  is not the default, set it with podman system connection

default colima .

Verification: Run podman ps . It should list containers or show no

errors.

• 
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Database Connection Failed (API Container Startup):

Issue: The API service attempts to connect to PostgreSQL before the

database is fully initialized and ready to accept connections.

Solution: We've addressed this with depends_on: db: condition:

service_healthy  in compose.yaml  and a retry loop in app.py .

Ensure these are correctly implemented. Also, check podman-compose

logs db  to confirm PostgreSQL is starting without errors and its health

checks are passing. Increase start_period  for the DB healthcheck if

needed.

Verification: podman-compose logs api  should show successful

database connection attempts after a few retries, or no retry

messages at all if the database starts quickly.

Port Conflicts:

Issue: A port mapped in compose.yaml  (e.g., 5000  or 5432 ) is

already in use by another application on your macOS host.

Solution: Change the host port mapping in your compose.yaml  (e.g., 

"5001:5000"  for the API) or identify and stop the conflicting process

on your macOS machine using lsof -i :<PORT> .

Verification: podman ps  should show the correct port mappings

without errors. curl  to the new host port should work.

podman-compose  command not found:

Issue: podman-compose  was not installed correctly or its executable

path is not in your shell's PATH  environment variable.

Solution: Re-run brew install podman-compose . If it's installed but

not found, ensure your shell's configuration ( .zshrc , .bashrc )

includes Homebrew's binary path (typically /opt/homebrew/bin  on

Apple Silicon).

Verification: which podman-compose  should return a path like /opt/

homebrew/bin/podman-compose .

2. 
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Volume Mounting Permissions:

Issue: Inside the container, the application cannot read or write to

files within a mounted volume due to permission issues (e.g., the

container user doesn't have access to your macOS user's files).

Solution: This is less common with Colima and podman-compose  as

they often handle user ID mapping. If encountered, you might need to

ensure the user inside the container matches your host user's ID, or

configure permissions more broadly on the host directory (e.g., chmod

-R 777 my_flask_app/api  for development, but use with caution).

Verification: Check podman-compose logs api  for any "Permission

denied" errors when the application tries to access files in /app .

Summary & Next Step

You've successfully established a robust, multi-service local development

environment on your Apple Silicon Mac! You now have a working setup where:

Your Python Flask API and PostgreSQL database run in isolated, native

ARM64 containers within Colima.

Services communicate seamlessly over an internal network.

Project code changes on your macOS host are instantly reflected in the

running API via efficient volume mounts.

Database data persists across container restarts, ensuring a consistent

development state.

You can access and test your application directly from your macOS host.

This milestone provides a powerful and reproducible foundation for developing

complex applications, offering performance advantages and a workflow that

closely mirrors production deployments.

In the next chapter, we will delve into advanced techniques for testing and

debugging services running within this containerized environment, covering

strategies to troubleshoot issues effectively and ensure your application behaves

as expected.

5. 
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CHAPTER 06

Chapter 6: Testing and
Debugging Your Services from
macOS
Debugging and testing are fundamental to developing robust applications. When

your services run in an isolated container machine on your Apple Silicon Mac,

understanding how to interact with them, inspect their state, and step through

code becomes a critical skill. This chapter guides you through establishing

seamless testing and remote debugging workflows from your macOS host into

your Linux container environment.

By the end of this milestone, you will have a fully functional local development

setup where you can:

Access containerized API and database services from your macOS host.

Efficiently inspect real-time logs from individual containers.

Configure and execute remote debugging sessions from your macOS IDE

(e.g., VS Code) into a Python application running inside a container.

Project Overview for This Chapter

In this chapter, we are extending our local container development environment to

include essential testing and debugging capabilities. The goal is to bridge the

isolation boundary between your macOS host and the Linux container machine,

allowing for direct interaction and deep inspection of your running services. This

is crucial for iterating quickly on features and resolving issues without deploying

to a separate test environment.

Relevant Tech Stack Choices

For this chapter, our primary tools and configurations include:

Colima/Lima: Continues to manage the lightweight Linux virtual machine

on Apple Virtualization.framework.

Podman (or Docker CLI via Colima): Used for managing containers,

inspecting logs, and rebuilding images.
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Python debugpy : A popular, open-source Python debugger that enables

remote debugging. We'll integrate this into our Python API container.

VS Code: Our chosen IDE on macOS, configured to attach to the remote

debugger running inside the container.

Network Configuration: We'll leverage the port forwarding capabilities of

Colima and Podman to expose container ports to the macOS host.

Milestones for Testing and Debugging

To achieve our goal, we'll follow these incremental milestones:

Verify External Service Access: Confirm the API and database are

reachable from macOS.

Stream Container Logs: Learn to access real-time output from running

containers.

Prepare Container for Debugging: Modify the API's Dockerfile  to

include a debugger agent.

Rebuild and Redeploy: Update the container image and restart services

with new port mappings.

Configure IDE for Remote Debugging: Set up VS Code to attach to the

containerized application.

Execute Debugging Session: Hit breakpoints and step through code.

Architecture for Debugging Across Boundaries

Our debugging strategy involves extending network access and integrating a

debugger agent within the application container. The macOS host will connect to

specific ports on the container machine's IP address, which are then forwarded to

the respective services and the debugger agent inside the containers.

• 
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The Container Machine  acts as the intermediary, forwarding requests and

debug connections from your macOS Host  to the specific ports exposed by the 

API Container  and DB Container . Logs are streamed from the containers and

can be inspected directly from the macOS Host .

Step-by-Step Implementation

We'll pick up from Chapter 5, assuming you have your sample API and PostgreSQL

containers running. If not, please ensure they are up and running before

proceeding.

Step 1: Verify Service Accessibility from macOS

The first step in debugging is ensuring your services are even reachable. We'll use

simple network tools to confirm connectivity.

Identify the Container Machine's IP Address: Colima or Lima assigns an

IP address to the virtual machine. This is the gateway from your macOS host

to your containerized services.

colima status

Look for the `VM Address` or `Host Address` in the output. For many default 
Colima setups, it's configured to bind to `127.0.0.1` (localhost) on the macOS 
host, making it straightforward to access. If it's a `192.168.x.x` address, 
use that instead. For this guide, we'll assume `127.0.0.1`.

When you use `podman run -p 8000:8000 ...` or define ports in `docker-
compose.yaml` (e.g., `ports: - "8000:8000"`), you are mapping the container's 
internal port (e.g., `8000`) to a port on the *container machine's* network 
interface (also `8000` in this example). Colima then ensures this port on the 
VM is accessible from your macOS host.

Test the API Endpoint from macOS: Open a new terminal on your macOS

host and send a request to your API's health check endpoint.

curl http://127.0.0.1:8000/health

**Expected Output**:

{"status": "ok"}
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If you receive a connection refused error, re-check your `colima status`, 
ensure your `my-api` container is running (`podman ps`), and verify the port 
mappings in your `docker-compose.yaml`.

⚡ **Quick Note**: You can also test database connectivity from your macOS 
host using a tool like `psql` or `DBeaver`, connecting to `127.0.0.1:5432` 
with the credentials configured in Chapter 5.

Step 2: Inspecting Container Logs

Logs are invaluable for understanding application behavior, diagnosing issues,

and observing real-time events.

Stream Logs for the API Service: Assuming your API container is named 

my-api  (as defined in docker-compose.yaml ), you can view its logs in

real-time using the podman logs -f  command.

podman logs -f my-api

If you're using a Docker-compatible CLI via Colima, it would be `docker logs 
-f my-api`.

Now, in a *separate* terminal, send another request to your API:

curl http://127.0.0.1:8000/health

**Expected Output (in log terminal)**: You should see new log entries appear, 
indicating your API processed the request, confirming your application is 
logging correctly and that you can observe its output.

Stream Logs for the Database Service: Similarly, you can monitor the

PostgreSQL database logs. This is essential for debugging database

connection issues, slow queries, or startup failures.

podman logs -f my-postgres

**Expected Output**: You'll see PostgreSQL's internal logs, confirming its 
health and operations.
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Step 3: Setting Up Remote Debugging (Python API with VS
Code)

Remote debugging allows you to attach your IDE to a running process inside a

container, enabling you to set breakpoints, step through code, and inspect

variables. We'll use debugpy  for our Python API.

3.1 Modify the API's Dockerfile for Debugging

To enable remote debugging, we need to install the debugger agent ( debugpy )

within the container and instruct our application to start with it, listening on a

specific port.

Edit api/Dockerfile : Locate your api/Dockerfile  and add the debugpy

installation. Then, modify the CMD  instruction to launch your application

using debugpy .

# api/Dockerfile
FROM python:3.11-slim-bookworm AS builder

WORKDIR /app

# 🧠 Important: Install debugpy for remote debugging.
# We specify a stable, recent version as of 2026-06-22.
RUN pip install --no-cache-dir debugpy==1.8.0

COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt

COPY . .

# Expose both the application port and the debugger port.
# EXPOSE is declarative, it doesn't actually open the port.
EXPOSE 8000
EXPOSE 5678 # Debugger port

# Command to run the application with debugpy.
# --listen 0.0.0.0:5678: Tells debugpy to listen on all interfaces.
# --wait-for-client: Pauses app startup until a debugger connects. Remove

if you want to attach later.
# -m uvicorn main:app: Your actual application startup command.
CMD python -m debugpy --listen 0.0.0.0:5678 --wait-for-client -m uvicorn m

ain:app --host 0.0.0.0 --port 8000

**Explanation of Changes**:
- **`RUN pip install --no-cache-dir debugpy==1.8.0`**: This installs the 
`debugpy` package into your container. `1.8.0` is a stable release as of late 
2023, and remains a solid choice for a current example in 2026. Always prefer 
specific versions for reproducibility.
- **`EXPOSE 5678`**: This line documents that port 5678 will be used by the 
debugger. While `EXPOSE` itself doesn't publish the port, it's good practice 
for image documentation. The actual port mapping happens in `docker-
compose.yaml`.
- **`CMD python -m debugpy --listen 0.0.0.0:5678 --wait-for-client -m uvicorn 
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main:app --host 0.0.0.0 --port 8000`**: This modifies your application's 
entrypoint.
    - `python -m debugpy`: Invokes the `debugpy` module.
    - `--listen 0.0.0.0:5678`: Crucially, this tells `debugpy` to listen for 
incoming debugger connections on *all* available network interfaces within the 
container on port 5678. Using `0.0.0.0` ensures it's accessible from the 
container machine's network.
    - `--wait-for-client`: This flag instructs the application to pause its 
execution right after the debugger starts, and wait until a debugger client 
(like VS Code) connects. This is extremely useful for debugging application 
startup logic. If you prefer the application to start immediately and attach 
the debugger later, you can omit this flag.
    - `-m uvicorn main:app --host 0.0.0.0 --port 8000`: This is your original 
command to start the API, now run *under* the debugger.

3.2 Rebuild and Restart the API Container

After modifying the Dockerfile , you need to rebuild the image and restart your

services to apply the changes.

Navigate to your project root: This is where your docker-compose.yaml

(or equivalent Podman compose file) is located.

Rebuild the API image: This command builds a new image named my-

api-debug  from your updated Dockerfile .

podman build -t my-api-debug api/

If you're using `docker-compose.yaml` with the `docker-compose` CLI (via 
Colima):

docker-compose build api

Update your container definition: Now, modify your docker-

compose.yaml  to use this new debug-enabled image and expose the

debugger port.

# docker-compose.yaml
version: '3.8'

services:
api:

image: my-api-debug:latest # 🧠 Important: Use the new debug image
build:

context: ./api
dockerfile: Dockerfile

ports:
- "8000:8000"
- "5678:5678" # Map debugger port from container to host
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environment:
DATABASE_URL: postgresql://user:password@db:5432/mydatabase

depends_on:
- db

db:
image: postgres:16.3-alpine # Latest stable as of 2026-06-22
environment:

POSTGRES_DB: mydatabase
POSTGRES_USER: user
POSTGRES_PASSWORD: password

ports:
- "5432:5432"

volumes:
- db_data:/var/lib/postgresql/data

volumes:
db_data:

**Explanation of Changes**:
- **`image: my-api-debug:latest`**: We explicitly tell `podman compose` (or 
`docker-compose`) to use the image we just built, which contains `debugpy`.
- **`ports: - "5678:5678"`**: This is critical for network accessibility. It 
maps the debugger port 5678 *inside the container* to port 5678 on the 
*container machine's IP address*. This makes the debugger accessible from your 
macOS host.

Restart your services: Bring down your old services and start the new

ones. If you made changes to docker-compose.yaml , podman compose up

-d  will detect them.

podman compose up -d --build
# --build ensures the api image is rebuilt if changes are detected

or

docker-compose up -d --build

If your API container was configured with `--wait-for-client`, it will start 
but remain in a paused state, waiting for your VS Code debugger to connect. 
You can verify this with `podman ps` (it will show `(health: starting)` or 
similar, and logs will show `debugpy` waiting).
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3.3 Configure VS Code for Remote Debugging

Now, let's set up your IDE to connect to the debugger running in the container.

Install the Python Extension for VS Code: If you haven't already, install

the "Python" extension by Microsoft from the VS Code Extensions view. This

provides the necessary debugging capabilities for Python.

Create a Debug Configuration: Open your api  project folder in VS Code.

Go to the "Run and Debug" view (accessible via the sidebar icon, or 

Cmd+Shift+D  / Ctrl+Shift+D ). Click on "create a launch.json file" (if you

don't have one) and select "Python". This will create a .vscode/

launch.json  file in your project root.

Add a new configuration for remote attaching to this file:

// .vscode/launch.json
{

"version": "0.2.0",
"configurations": [

{
"name": "Python: Remote Attach (Container)",
"type": "python",
"request": "attach",
"port": 5678,
"host": "127.0.0.1", // Or your Colima VM IP, e.g., 

"192.168.106.1"
"pathMappings": [

{
"localRoot": "${workspaceFolder}/

api", // Path to your API code on macOS
"remoteRoot": "/app" // Path to your 

API code inside the container
}

],
"justMyCode": false // Set to true if you only want to debug 

your own code, not library code
}

]
}

**Explanation of Configuration**:
- **`name`**: A descriptive name for this debug configuration.
- **`type: "python"`**: Specifies that this is a Python debugging session.
- **`request: "attach"`**: Indicates we want to attach to an already running 
process (the `debugpy` agent in the container).
- **`port: 5678`**: This must match the debugger port exposed by your 
container (`5678` in our `docker-compose.yaml`).
- **`host: "127.0.0.1"`**: This is the IP address of your container machine as 
seen from your macOS host. Use the IP from `colima status` if it's not 
`127.0.0.1`.
- **`pathMappings`**: `🧠 Important:` This is the most crucial part for remote 
debugging. It tells VS Code how to translate file paths.
    - `"localRoot": "${workspaceFolder}/api"`: This is the absolute path to 
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your API's source code *on your macOS host*. `${workspaceFolder}` is a VS Code 
variable pointing to your project's root. Make sure `/api` is the correct 
subfolder containing your `main.py`.
    - `"remoteRoot": "/app"`: This is the absolute path to the *same* source 
code *inside the container*. This must match the `WORKDIR` defined in your 
`Dockerfile`.
- **`"justMyCode": false`**: When `false`, the debugger will step into library 
code (e.g., Uvicorn internals). Set to `true` to only debug your own 
application code, which is often preferred.

Start Debugging:

Open your API's source file (e.g., api/main.py ) in VS Code.

Set a breakpoint on a line within one of your API endpoints (e.g., inside

the /items  route handler).

In the "Run and Debug" view, select the "Python: Remote Attach

(Container)" configuration from the dropdown.

Click the green play button to start debugging.

VS Code will now attempt to connect to the debugpy  agent in your

container. If your container was started with --wait-for-client , the

container will unpause and begin executing. The VS Code debug console will

show messages indicating a successful connection.

Trigger the Breakpoint: Send a request to the API endpoint where you set

the breakpoint from your macOS terminal:

curl http://127.0.0.1:8000/items

**Expected Behavior**: VS Code should now hit your breakpoint, pausing 
execution at that line. You can then use the debugger controls (step over, 
step into, step out), inspect variables, and evaluate expressions, just as you 
would with local debugging. This confirms your remote debugging setup is fully 
functional.

Testing & Verification

To confirm your debugging environment is correctly configured and operational:

API Connectivity: Successfully execute curl <http://127.0.0.1:8000/

health> from your macOS terminal and receive the expected {"status":

"ok"}  response.
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Log Inspection: Run podman logs -f my-api  (or docker logs -f my-

api ) and observe new log entries appearing in real-time when you interact

with your API.

Remote Debugging: 

Successfully attach VS Code using the "Python: Remote Attach

(Container)" configuration.

Set a breakpoint in your API code.

Trigger the API endpoint that hits the breakpoint.

Verify that VS Code pauses execution at the breakpoint and allows you

to step through the code and inspect variables.

If any of these verification steps fail, consult the "Common Issues & Solutions"

section below for troubleshooting guidance.

Production Considerations

While this local debugging setup is powerful for development, it's crucial to

understand how it differs from production environments:

Debugger Overhead: Debugger agents like debugpy  introduce

performance overhead and can increase the attack surface of your

application. 

Best Practice: Never deploy debug-enabled images to production.

Always maintain separate Dockerfile s or build arguments to create

optimized production images without debugging tools.

Logging Strategy: In production, container logs are typically collected by a

dedicated logging agent (e.g., Fluentd, Vector, Logstash) and shipped to a

centralized logging platform (e.g., Elasticsearch, Loki, Splunk, cloud-native

logging services). While podman logs  is great for local development,

production logging systems offer advanced features like aggregation,

filtering, alerting, and long-term retention.

Security of Debug Ports: Debugger ports (like 5678) should never be

exposed publicly in a production environment due to severe security

implications. Even in development, be mindful of what ports you open,

especially on shared networks.

Performance Impact: Debugging can significantly slow down application

execution. Ensure you disable debugging when performing performance-

critical tests or benchmarks.
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Common Issues & Solutions

Local container environments can sometimes present unique challenges. Here are

common issues and how to resolve them:

Issue 1: curl: (7) Failed to connect to 127.0.0.1 port 8000:
Connection refused

Cause: The container machine ( colima ) is not running, the API container is

not running, or the port mapping is incorrect.

Solution: 

Check Colima Status: Ensure your container machine is active: 

colima status . It should show Running . If not, start it with colima

start .

Check Container Status: Verify your my-api  container is Up : 

podman ps  (or docker ps ).

Verify Port Mappings: Double-check your docker-compose.yaml

for correct port mapping (e.g., 8000:8000 ). Ensure no other process

on your macOS host is already using port 8000.

Inspect Container Logs: Look for startup errors in your API

container: podman logs my-api .

Issue 2: VS Code debugger fails to attach or hangs

Cause: This is often due to incorrect host/port configuration, debugpy  not

running correctly in the container, or mismatched pathMappings .
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Solution: 

Verify Debugger Process: Check the my-api  container logs

( podman logs my-api ). You should see messages from debugpy

indicating it's listening on port 5678 (e.g., debugpy: Listening for

clients on 0.0.0.0:5678... ).

Confirm Port Mapping: Ensure 5678:5678  is correctly defined in

your docker-compose.yaml  for the api  service and that you've

restarted the services ( podman compose up -d ).

Correct host  in launch.json : Confirm the host  in your VS Code 

launch.json  ( 127.0.0.1  or the specific Colima VM IP) is accurate.

pathMappings  Accuracy: This is a very common source of errors.

Mismatched localRoot  (your macOS project path) and remoteRoot

(the path inside the container) will prevent the debugger from

correlating your local code with the running code. Ensure they are

exact.

Firewall: Temporarily disable your macOS firewall to rule it out. If it

works, re-enable and configure an exception for port 5678.

Issue 3: Application starts immediately without waiting for the
debugger

Cause: The --wait-for-client  flag was omitted or incorrectly applied in

your Dockerfile 's CMD  instruction.

Solution: 

Review Dockerfile : Ensure your CMD  in api/Dockerfile  explicitly

includes python -m debugpy --listen 0.0.0.0:5678 --wait-for-

client ... .

Rebuild and Restart: After correcting the Dockerfile , rebuild the

image ( podman build -t my-api-debug api/ ) and restart your

services ( podman compose up -d ).

Summary & Next Step

You have successfully established a robust local development environment on

your Apple Silicon Mac, now enhanced with essential testing and debugging

capabilities. You can seamlessly interact with your containerized services, monitor

their behavior through logs, and perform deep code inspection using an
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integrated remote debugger. This setup provides a high-fidelity development

experience, closely mirroring how you would debug directly on your host, while

leveraging the isolation and reproducibility benefits of containers.

Next, in Chapter 7, we will transition our focus from local development to the

broader container lifecycle: pushing your built OCI images to a remote container

registry. This crucial step makes your images shareable, versionable, and ready

for deployment in other environments.

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 07

Chapter 7: Authenticating and
Pushing OCI Images to a
Registry

Introduction

In the previous chapters, you've established a robust local container development

environment on your Apple Silicon Mac, built a Linux container machine using 

Colima , efficiently mounted project volumes, and successfully built ARM64 OCI

images for your sample application. Now, it's time to share these images with the

world, or at least with your team and deployment pipelines.

This chapter focuses on the critical step of authenticating your local container

environment with a remote OCI (Open Container Initiative) registry and pushing

your custom-built images. Whether you're deploying to a Kubernetes cluster,

sharing with collaborators, or simply archiving your work, a container registry is

the central hub for image management.

By the end of this chapter, you will be able to:

Understand the role of OCI registries in a development workflow.

Authenticate your Colima / nerdctl  or Podman  environment to common

registries like Docker Hub or GitHub Container Registry.

Tag your locally built ARM64 images with the correct registry and repository

format.

Push your tagged images to a remote registry, making them accessible for

pulls.

Planning & Design: Image Distribution Workflow

Pushing an OCI image to a registry is a fundamental step in any containerized

workflow. It transforms a local artifact into a shareable, versioned asset. The

process involves three main logical steps:

Authentication: Proving your identity and authorization to the registry. This

typically involves a username and password (or token).
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Tagging: Giving your image a name and version that includes the registry's

address, making it unique and discoverable within the registry.

Pushing: Uploading the image layers and manifest to the registry.

We will focus on popular public registries like Docker Hub or GitHub Container

Registry, but the principles apply equally to private registries (e.g., AWS ECR,

Google Container Registry, GitLab Container Registry).

Choosing an OCI Runtime and Registry

For this guide, we'll continue using Colima  with containerd  and its client 

nerdctl , as established in previous chapters. If you opted for Podman Desktop

in Chapter 1, the commands will be similar, but we'll provide specific podman

equivalents where useful.

For the registry, Docker Hub is a widely used and accessible option for

demonstration. You'll need a Docker ID and an account.
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Workflow Overview

Step-by-Step Implementation

We'll use the sample-api  image built in Chapter 4. Ensure your colima  instance

is running.

colima start
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1. Authenticate to the OCI Registry

First, you need to log in to the chosen container registry. We'll demonstrate with

Docker Hub.

Using nerdctl (with Colima)

If you're using nerdctl , it can leverage the standard ~/.docker/config.json

file. This means if you've ever logged in via docker login  (e.g., from Docker

Desktop), nerdctl  might pick up those credentials. However, it's good practice

to log in explicitly with nerdctl .

Open your terminal and ensure you're connected to colima .

Execute the login command: Replace YOUR_DOCKER_USERNAME  with your

actual Docker Hub username.

nerdctl login docker.io

You will be prompted to enter your Docker ID and password. For better 
security, especially in automated scripts, consider using a Personal Access 
Token (PAT) instead of your main password. Docker Hub allows you to create 
PATs with specific permissions.

**Expected Output (similar to):**

    Username: YOUR_DOCKER_USERNAME
    Password:
    Login Succeeded

`📌 Key Idea:` `docker.io` is the default registry for Docker Hub. Explicitly 
stating it is good practice, but often optional for Docker Hub.

Using podman

If you are using Podman Desktop  or podman  directly, the command is similar:

Open your terminal.

Execute the login command:

podman login docker.io
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You'll be prompted for your username and password.

**Expected Output (similar to):**

    Authenticating with existing credentials...
    Login Succeeded!

2. Tagging the Image for the Registry

After successful authentication, you need to tag your local image so it includes

the full path to its destination in the registry. The standard format is [registry-

hostname]/[username]/[repository-name]:[tag] .

For Docker Hub, registry-hostname  is docker.io  (or often omitted as it's the

default), and username  is your Docker ID.

List your local images to confirm the sample-api  image exists.

nerdctl images

**Expected Output (truncated):**

    REPOSITORY          TAG         IMAGE ID        CREATED          
PLATFORM    SIZE        BLOB SIZE
    sample-api          latest      a1b2c3d4e5f6    2 minutes ago    linux/
arm64 120.5 MB    120.5 MB
    ...

Tag the sample-api  image: Replace YOUR_DOCKER_USERNAME  with your

Docker ID. We'll tag it as v1.0.0 .

nerdctl tag sample-api:latest docker.io/YOUR_DOCKER_USERNAME/sample-
api:v1.0.0

Now, if you list images again, you'll see the new tag:

nerdctl images
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**Expected Output (truncated, showing new tag):**

    REPOSITORY                                  TAG         IMAGE ID        
CREATED          PLATFORM    SIZE        BLOB SIZE
    sample-api                                  latest      a1b2c3d4e5f6    5 
minutes ago    linux/arm64 120.5 MB    120.5 MB
    docker.io/YOUR_DOCKER_USERNAME/sample-api   v1.0.0      a1b2c3d4e5f6    5 
minutes ago    linux/arm64 120.5 MB    120.5 MB
    ...

`🧠 Important:` The `IMAGE ID` for both tags (`sample-api:latest` and the new 
registry-prefixed tag) is the same. This means they both point to the same 
underlying image layers locally. Tagging doesn't duplicate the image, it just 
creates an alias.

Using podman

For podman , the tagging command is identical:

podman tag sample-api:latest docker.io/YOUR_DOCKER_USERNAME/sample-api:v1.0.0

3. Pushing the Image to the Registry

With the image tagged correctly and authentication established, you can now

push it.

Execute the push command:

nerdctl push docker.io/YOUR_DOCKER_USERNAME/sample-api:v1.0.0

The command will output the progress as it pushes each layer of your image to 
the registry. This might take some time depending on your internet connection 
and image size.

**Expected Output (truncated, showing layer push progress):**

    docker.io/YOUR_DOCKER_USERNAME/sample-api:v1.0.0
    INFO[0000] pushing image "docker.io/YOUR_DOCKER_USERNAME/sample-
api:v1.0.0"
    INFO[0000] pushing layer "sha256:..."
    INFO[0000] pushing layer "sha256:..."
    ...
    INFO[00XX] successfully pushed "docker.io/YOUR_DOCKER_USERNAME/sample-
api:v1.0.0"

1. 
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Using podman

For podman , the push command is also identical:

podman push docker.io/YOUR_DOCKER_USERNAME/sample-api:v1.0.0

Testing & Verification

After the push command reports success, it's crucial to verify that the image is

indeed available in the remote registry.

Check the Registry's Web UI: 

Navigate to <https://hub.docker.com/repositories> (or your

chosen registry's equivalent).

Log in if required.

You should see a new repository named sample-api  under your

username, containing the v1.0.0  tag (and potentially an latest  tag

if you pushed that too, or if the registry automatically adds one).

Pull the Image to a Different Environment (Optional but

Recommended): If you have another machine or even a fresh colima

instance, you can attempt to pull the image to confirm its accessibility. 

From a different terminal, or after colima stop  and colima start

(to clear local cache), try:

nerdctl pull docker.io/YOUR_DOCKER_USERNAME/sample-api:v1.0.0

    This confirms that the image is correctly stored and can be retrieved.

1. 
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• 
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Production Considerations

While pushing an image might seem straightforward, several production-minded

practices are essential:

Security of Credentials: 

Personal Access Tokens (PATs): Always prefer PATs over your main

account password for programmatic access. PATs can be revoked

easily and have fine-grained permissions.

Secrets Management: In CI/CD pipelines, never hardcode

credentials. Use secure secrets management systems (e.g., Vault,

Kubernetes Secrets, CI/CD platform secrets) to inject credentials at

runtime.

Image Versioning: 

Semantic Versioning: Adopt a clear versioning strategy (e.g., 

v1.0.0 , v1.0.1 , v2.0.0 ). This helps in tracking changes and

ensures reproducible deployments.

latest  Tag: While convenient for local development, relying solely on

the latest  tag in production can be risky due to its mutable nature.

Always pin to specific versions ( v1.0.0 ) for deployments to ensure

consistency.

Git SHAs: For advanced workflows, automatically tagging images with

Git commit SHAs can provide an immutable link between code and

image.

Image Scanning: Before pushing to a production registry, integrate

vulnerability scanning tools (e.g., Trivy, Clair, registry-provided scanners)

into your workflow. This helps identify and mitigate known security

vulnerabilities in your base images and application dependencies.

Registry Choice: 

Public vs. Private: For proprietary applications or sensitive data, use

private registries. Public registries are suitable for open-source

projects or testing.

Geographic Proximity: Choose a registry geographically close to

your deployment targets to reduce latency during image pulls.
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Automation with CI/CD: Building and pushing images should ideally be

automated as part of your Continuous Integration/Continuous Delivery (CI/

CD) pipeline. Tools like GitHub Actions, GitLab CI, Jenkins, or CircleCI can

trigger builds and pushes on every code commit.

Common Issues & Solutions

unauthorized: authentication required  or denied: requested

access to the resource is denied : 

Issue: Failed to authenticate or insufficient permissions.

Solution: Double-check your username and password/PAT. Ensure the

PAT has write  permissions to the repository. Try nerdctl logout

docker.io  (or podman logout ) and nerdctl login docker.io

again to re-authenticate. Verify your Docker Hub account is active.

no such image  or reference does not exist  during tagging/

pushing: 

Issue: The local image name/tag you're trying to push doesn't exist,

or you've made a typo.

Solution: Run nerdctl images  (or podman images ) to list all local

images and verify the exact name and tag you built in Chapter 4.

Correct your command accordingly.

Slow push performance or timeouts: 

Issue: Large image size or slow internet connection.

Solution: Optimize your Dockerfile to create smaller images (e.g., use

multi-stage builds, minimal base images like Alpine, remove

unnecessary files). Ensure you have a stable internet connection.

Some registries have rate limits; check their documentation.

name contains invalid characters  during tagging: 

Issue: You used special characters in your image name or tag that are

not allowed by the OCI specification or the registry.

Solution: Stick to lowercase alphanumeric characters, hyphens, and

dots for repository names and tags. Avoid underscores or other

symbols.
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Summary & Next Step

Congratulations! You've successfully authenticated your local container

environment, tagged your custom ARM64 OCI image, and pushed it to a remote

registry. This is a crucial step that transforms your local development artifact into

a shareable, deployable asset, ready for consumption by other systems or team

members. You now have a full end-to-end workflow for developing, building, and

distributing container images directly from your Apple Silicon Mac.

In the final chapter, we'll step back and compare this entire Apple container

machine setup with other popular local development environments, such as

Docker Desktop, full Linux VMs, and remote development containers. This will

help you understand the trade-offs and best use cases for each, empowering you

to make informed decisions for your projects.
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CHAPTER 08

Chapter 8: Workflow
Comparison: Apple Container
Machines vs. Alternatives

Introduction: Navigating Your Local Development
Environment Options

You've successfully built a lean, performant local container development

environment on your Apple Silicon Mac, leveraging Apple's native

Virtualization.framework through tools like Lima or Colima. This "Apple Container

Machine" (ACM) setup provides an ARM64 Linux guest, enabling efficient OCI

image builds and container orchestration.

But the world of local development is rich with choices. As a project mentor, I

know that choosing the right tool for the job significantly impacts your

productivity, project consistency, and overall development experience. This

chapter will guide you through a critical evaluation, comparing the ACM approach

we've built against other popular alternatives: Docker Desktop, traditional full

Linux VMs, and remote development containers.

By the end of this chapter, you'll have a clear understanding of the trade-offs,

strengths, and weaknesses of each option. You'll be equipped to make informed

decisions about which local development workflow best suits your specific project

needs, team requirements, and personal preferences, ensuring you select a setup

that optimizes for performance, ease of use, and alignment with production

environments.

Planning & Design: Defining Our Comparison
Framework

To objectively compare these diverse local development approaches, we need a

structured framework. We'll evaluate each option against a set of key criteria that

matter most to developers and project architects.
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Comparison Criteria:

Performance (ARM64 Native): How efficiently does it run ARM64

containers and leverage Apple Silicon's architecture? Does it involve

emulation (Rosetta 2)?

Ecosystem & Tooling: What range of tools, integrations (e.g., Docker

Compose, Kubernetes), and community support does it offer?

Ease of Use & Setup: How straightforward is the installation,

configuration, and daily operation? What's the learning curve?

Resource Consumption: How much CPU, RAM, and disk space does it

typically consume on the host machine?

Isolation & Control: How isolated are the containers/VMs from the host

OS? What level of granular control do you have over the guest environment?

File Sharing Performance: How well does it handle volume mounts from

macOS into the container environment, especially for large projects or I/O-

intensive tasks?

Production Alignment: How closely does the local environment mirror

typical production container deployments?

The "Apple Container Machine" (ACM) as Our Baseline:

Throughout this guide, "Apple Container Machine" refers to the setup we've

meticulously crafted:

A lightweight Linux VM (e.g., Alpine, Ubuntu) managed by tools like Lima or

Colima.

This VM runs on Apple's native Virtualization.framework.

Inside the VM, an OCI runtime (e.g., containerd  or Podman ) manages

containers.

File sharing between macOS and the VM leverages high-performance

mechanisms like VirtioFS.

This setup prioritizes native ARM64 execution and minimal overhead, making it a

strong contender for performance-sensitive development.

Decision Flow for Local Development Environments

Choosing the right tool often comes down to a few critical needs. This simplified

decision flow can help you navigate the options:
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Step-by-Step Evaluation: Comparing the
Alternatives

Let's break down each alternative against our criteria.
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1. Apple Container Machine (ACM) – Our Built Solution

This is the environment you've just set up, typically involving Lima or Colima with

an OCI runtime.

Performance (ARM64 Native): Excellent. It runs a native ARM64 Linux

VM directly on Apple Silicon via Virtualization.framework, ensuring near-

native performance for ARM64 containers. No Rosetta 2 emulation overhead

for container workloads.

Ecosystem & Tooling: Good. Provides a standard Linux environment where

containerd , Podman , or Docker CLI  (connected to a remote daemon) can

operate. Integrates well with VS Code via SSH. Lacks Docker Desktop's

integrated UI and native Docker Compose experience out-of-the-box, but

Podman Compose or Docker Compose via a remote Docker socket can be

configured.

Ease of Use & Setup: Intermediate. Initial setup requires some command-

line familiarity and understanding of VM/container concepts. Once set up,

daily use is straightforward via CLI.

Resource Consumption: Low. Designed to be lightweight, consuming only

the resources explicitly allocated to the VM, typically less than Docker

Desktop for similar workloads.

Isolation & Control: High. You have full control over the Linux guest OS,

kernel modules, and installed software. The VM provides strong isolation

from macOS.

File Sharing Performance: Excellent. Leverages VirtioFS, offering

significantly better I/O performance for volume mounts compared to older

NFS or FUSE-based solutions.

Production Alignment: High. The environment closely mimics a typical

Linux server or cloud VM, making it ideal for developing applications

targeting Linux production environments.
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2. Docker Desktop

Docker Desktop is the most widely adopted solution for local container

development. On Apple Silicon, it utilizes Virtualization.framework internally,

similar to our ACM setup, but wraps it in a comprehensive GUI and integrated

experience.

Performance (ARM64 Native): Very Good. Docker Desktop on Apple

Silicon runs ARM64 Linux VMs via Virtualization.framework. It handles

ARM64 images natively. For x86-64 images, it transparently uses Rosetta 2

emulation, which adds overhead but can be convenient for legacy images.

Ecosystem & Tooling: Excellent. Unparalleled integration with Docker CLI,

Docker Compose, Kubernetes (optional built-in cluster), and a vast

ecosystem of tools and plugins. The GUI offers easy management of

containers, images, and volumes.

Ease of Use & Setup: Excellent. Simple installation, intuitive GUI, and a

low learning curve for new users. "It just works" for most common use

cases.

Resource Consumption: Moderate to High. While improved on Apple

Silicon, Docker Desktop can still be a significant resource hog due to its

bundled components (VM, Kubernetes, Electron app, etc.), even when idle.

Isolation & Control: Moderate. The underlying VM is managed by Docker

Desktop, limiting direct access and fine-grained control over the guest OS

compared to a manually configured VM.

File Sharing Performance: Good. Modern versions leverage VirtioFS for

improved performance, but historically this has been a bottleneck. Still

generally performs well for typical development.

Production Alignment: Good. Widely used for local development,

providing a consistent Docker experience that translates well to production.

The integrated Kubernetes can help bridge local and cloud-native workflows.

3. Full Linux Virtual Machines (e.g., UTM, Parallels Desktop,
VMware Fusion)

These solutions provide a complete virtualized operating system environment,

allowing you to run a full Linux distribution on your Mac.

Performance (ARM64 Native): Excellent. When running an ARM64 Linux

distribution (like an ARM64 Ubuntu image) on Apple Silicon, performance is

near-native.
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Ecosystem & Tooling: Variable. You get a full Linux OS, so you can install 

any Linux tool, including Docker, Podman, Kubernetes tools, etc. This offers

ultimate flexibility but requires manual setup of the container environment.

Ease of Use & Setup: Moderate. Installing a full OS in a VM requires more

steps and configuration than Docker Desktop. Daily use involves managing

the VM itself.

Resource Consumption: High. Running a full-blown graphical Linux OS

(even if headless) consumes more resources than a minimal container VM,

especially for RAM and disk.

Isolation & Control: Highest. Complete control over the guest OS,

including kernel, services, and networking. Ideal for testing specific OS

configurations or kernel modules.

File Sharing Performance: Good. Modern VM solutions (Parallels, VMware

Fusion, UTM with VirtioFS) offer good file sharing performance, but it can still

be slower than native macOS operations.

Production Alignment: Variable. Can be high if you mirror your production

OS exactly, but the overhead might not be necessary if you only need

containers. More suited for general Linux development than purely

container-focused work.

4. Remote Development Containers (e.g., VS Code Dev
Containers, GitHub Codespaces)

This approach offloads your development environment to a remote server or

cloud instance, often accessed via SSH or a web browser.

Performance (ARM64 Native): N/A (Host-agnostic). Performance depends

entirely on the remote server's specifications. Your local machine is primarily

used as a client. This can be excellent for powerful builds or resource-

intensive tasks.

Ecosystem & Tooling: Excellent. The remote environment can be pre-

configured with all necessary tools, dependencies, and even specific OS

versions, ensuring consistency across a team. Works seamlessly with tools

like VS Code.

Ease of Use & Setup: Excellent (for local client). Once the remote

environment is provisioned, connecting and working is often very simple.

Initial setup of the remote environment (e.g., devcontainer.json  files)

requires some configuration.
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Resource Consumption: Lowest (on local host). Your Mac primarily runs

the IDE/terminal client, consuming minimal local resources. All heavy lifting

happens remotely.

Isolation & Control: High. Each developer (or project) gets a dedicated,

isolated environment. Control depends on the remote platform; typically,

you have root access within your container/VM.

File Sharing Performance: N/A (Local files are synced/streamed). File

operations are performed directly on the remote server, eliminating local file

sharing bottlenecks.

Production Alignment: Highest. You can configure remote environments

to precisely match production OS, dependencies, and even network layouts,

leading to "works on my machine" issues being greatly reduced.

Testing & Verification: Aligning Your Workflow

Verifying your choice isn't about running a command; it's about confirming the

chosen workflow meets your project's demands.

Scenario Simulation: Try developing a feature that involves heavy file I/O,

complex multi-service orchestration, or specific OS-level dependencies using

your chosen environment.

Resource Monitoring: Use Activity Monitor (macOS) or htop / top  (Linux

guest) to observe resource consumption during peak development

activities.

Performance Benchmarking: If performance is critical, run simple

benchmarks (e.g., dd  for disk I/O, time  for build steps) within each

environment.

Team Feedback: If working in a team, gather feedback on ease of

onboarding, consistency, and troubleshooting.

Production Considerations: Bridging Local to Cloud

The choice of your local development environment has implications for your

production workflow:

Consistency: Remote development containers offer the highest

consistency with production, as the environment itself can be version-

controlled and deployed. Docker Desktop and ACM setups also provide good

consistency if base images and toolchains are aligned.
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CI/CD Pipeline: If your local builds differ significantly from your CI/CD

builds (e.g., local uses x86-64 emulation, CI uses native ARM64), you

introduce a risk of subtle bugs. ACM and remote dev containers, with their

native ARM64 focus, reduce this risk.

Deployment Targets: If you deploy to ARM64 cloud instances (e.g., AWS

Graviton), developing on a native ARM64 ACM or remote environment

ensures that your built images are already optimized and tested for the

target architecture.

Security: Using minimal, trusted base images locally (as emphasized in

previous chapters) translates directly to more secure production

deployments.

Common Issues & Solutions: Making the Right Call

Here are some common dilemmas and how to address them when choosing your

environment:

Issue: "I need Docker Compose, but Docker Desktop feels heavy." 

Solution: Consider using Podman Compose  or installing Docker

Compose V2  directly in your ACM (e.g., Lima/Colima) and configuring

your local Docker CLI to connect to the remote daemon. This gives you

the Compose experience with lower overhead.

Issue: "My project has x86-64 dependencies that don't run on ARM64." 

Solution: Docker Desktop's transparent Rosetta 2 emulation can be a

lifesaver here, allowing you to run x86-64 images. Alternatively, you

might need to find ARM64 alternatives for those dependencies or, as a

last resort, run a full x86-64 VM, though this negates the Apple Silicon

performance benefits. Prioritize re-platforming to ARM64 whenever

possible.

Issue: "File I/O is slow, even with VirtioFS." 

Solution: While VirtioFS is fast, it's not always as fast as native disk

operations. For extremely I/O-intensive tasks, consider moving the

data or operations into the VM's native filesystem (e.g., copying large

datasets to /tmp  within the VM for processing). Ensure your specific

ACM tool (Lima/Colima) is correctly configured to use VirtioFS.
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Issue: "My team uses Docker Desktop, but I want the ACM performance." 

Solution: Discuss with your team. If the Dockerfile  and docker-

compose.yml  files are standard, your ACM setup should be

compatible. The key is ensuring everyone's environment produces the

same build artifacts and behaves consistently. You might need to help

colleagues adopt Podman Compose  or a remote Docker CLI setup.

Summary & Next Step: Empowering Your
Development Journey

This guide set out to empower you with a practical, production-minded approach

to local container development on Apple Silicon. You've learned to:

Set up a robust local development environment using Apple's

Virtualization.framework.

Create and manage lightweight ARM64 Linux container machines.

Efficiently mount project directories and build OCI-compliant images.

Run and orchestrate multi-service applications, test them, and push images

to registries.

This final chapter has provided a critical perspective on how this "Apple Container

Machine" approach stands against established alternatives. The key takeaway is

that there is no single "best" solution; the optimal choice depends on your specific

context:

Choose Apple Container Machine (ACM) if: You prioritize native ARM64

performance, minimal host resource consumption, and fine-grained control

over your Linux environment, especially for projects targeting ARM64

production. You're comfortable with CLI-centric workflows.

Choose Docker Desktop if: You need the most comprehensive ecosystem,

integrated GUI, and a seamless Docker Compose experience, and are willing

to accept potentially higher resource usage or occasional x86-64 emulation

overhead for convenience.

Choose a Full Linux VM if: You require a complete Linux operating system

for specific kernel features, OS-level testing, or a non-containerized Linux

development environment alongside your container work.

Choose Remote Development Containers if: Team consistency,

powerful remote resources, strict production alignment, or minimal local

resource consumption are your highest priorities.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Chapter 8: Workflow Comparison: Apple Container Machines vs. Alternatives 109



Your journey as a software engineer involves continuously evaluating tools and

workflows to maximize efficiency and reliability. The skills you've gained in

understanding, building, and comparing these environments will serve you well in

making these critical architectural decisions throughout your career.
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CHAPTER 09

Local Container Development
on Apple Silicon: A Practical
Guide
Developing containerized applications locally on Apple Silicon Macs presents a

unique opportunity to leverage native ARM64 performance. While Docker Desktop

has evolved to support these chips, understanding and utilizing Apple's

underlying Virtualization.framework directly, often via tools like Colima, offers a

lightweight, high-performance alternative for many development workflows. This

guide will walk you through building such an environment from the ground up.

Why a Native Apple Silicon Container Environment Matters

For developers on Apple Silicon, relying on x86-64 emulation (like Rosetta 2) for

container workloads can introduce significant performance overhead, increased

resource consumption, and battery drain. By creating a truly native ARM64 Linux

container machine, we unlock several benefits:

Optimized Performance: Containers run directly on the ARM64

architecture, matching the host CPU, leading to faster build times, quicker

application startup, and more responsive services.

Resource Efficiency: Leveraging Apple's Virtualization.framework allows

for extremely lightweight virtual machines, consuming fewer CPU cycles and

less memory compared to traditional hypervisors or full-blown Linux VMs.

Seamless Integration: High-performance file sharing (VirtioFS) between

macOS and the Linux guest ensures that volume-mounted project

directories perform almost as if they were local, a common bottleneck in

other setups.

Control and Transparency: You gain a deeper understanding and more

control over your local container runtime, moving beyond a black-box

solution.

This approach is particularly valuable for projects where performance and

resource usage are critical, or when you want to minimize the overhead of a

comprehensive solution like Docker Desktop for specific development tasks.
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What We're Building

By the end of this guide, you will have a fully functional, high-performance local

container development environment on your Apple Silicon Mac. This environment

will be capable of:

Running a lightweight ARM64 Linux virtual machine, specifically configured

for container workloads.

Efficiently sharing your macOS project directories with the Linux guest.

Building OCI-compliant ARM64 container images for a sample multi-service

application (a Python/Node.js API backed by PostgreSQL).

Orchestrating and managing these containerized services using familiar

tools like Docker Compose.

Testing and debugging your application services directly from your macOS

host.

Pushing your custom ARM64 images to a remote container registry.

Understanding the trade-offs and best use cases for this setup compared to

other popular development environments.

This isn't just about installing tools; it's about understanding the underlying

architecture and making informed decisions for your daily development workflow.

Core Technologies and Architecture

Our local container environment will be built upon the following stack:

macOS (Apple Silicon): The host operating system, providing the

foundation for native virtualization.

Apple Virtualization.framework: The core macOS framework that

enables us to create and manage lightweight virtual machines with near-

native performance.

Colima: A popular, open-source tool that acts as an abstraction layer.

Colima simplifies the creation and management of ARM64 Linux virtual

machines, leveraging Virtualization.framework, and integrates with OCI

runtimes like containerd or Podman to provide a Docker-compatible API. As

of 2026-06-22, Colima is a robust choice for this purpose. The exact stable

version should be confirmed via its official GitHub repository or

documentation at the time of installation.

Podman / containerd: The underlying OCI-compatible container runtime

managed by Colima, responsible for building, pulling, and running container

images.
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ARM64 Linux (Guest OS): A minimal Linux distribution (e.g., Alpine Linux,

Ubuntu) running inside the virtual machine, optimized for ARM64

architecture.

VirtioFS: A high-performance shared file system protocol that enables

efficient volume mounting between the macOS host and the Linux guest,

crucial for development speed.

Sample Application: A simple application consisting of a Python or Node.js

API service and a PostgreSQL database, demonstrating a common multi-

service setup.

The architecture involves Colima creating and managing an ARM64 Linux VM

using Virtualization.framework. This VM then hosts the OCI runtime (Podman/

containerd). Your project code resides on macOS, and is volume-mounted into the

Linux VM via VirtioFS, allowing containers inside the VM to access your source

code directly and efficiently.

Prerequisites

To follow along with this guide, you'll need:

Apple Silicon Mac: Any model (M1, M2, M3, M4, or later).

macOS: The latest stable version is highly recommended (checked

2026-06-22).

Xcode Command Line Tools: Essential for many development utilities.

Minimum Hardware: At least 16GB RAM and 50GB free storage are

recommended for a smooth experience, especially when running multiple

containers and building images.

Internet Connection: For downloading necessary tools and container

images.

Learning Path

This guide is structured into incremental milestones, allowing you to build and

verify your environment step-by-step.

Chapter 1: Setting Up Your Apple Silicon Container Environment

Install Xcode Command Line Tools and Colima, the lightweight runtime leveraging

Apple's Virtualization.framework.

Chapter 2: Creating and Configuring Your Linux Container Machine

Initialize and configure a performant ARM64 Linux virtual machine using Colima,

optimized for container workloads.
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Chapter 3: Efficient Project Volume Mounting with VirtioFS

Configure high-performance file sharing between your macOS host and the

container machine using VirtioFS for seamless development.

Chapter 4: Building Native ARM64 OCI Images for a Sample
Application

Develop a simple multi-service application (API + Database) and build its OCI-

compliant ARM64 images within the container machine.

Chapter 5: Running and Orchestrating Containerized Services Locally

Deploy and manage the sample application's services using Docker Compose

within your Colima-managed container machine.

Chapter 6: Testing and Debugging Your Services from macOS

Verify the functionality of your containerized application and learn practical

debugging techniques from your macOS host.

Chapter 7: Authenticating and Pushing OCI Images to a Registry

Securely authenticate with a container registry and push your ARM64 images for

sharing or deployment.

Chapter 8: Workflow Comparison: Apple Container Machines vs.
Alternatives

Evaluate the strengths and weaknesses of this setup against Docker Desktop, full

Linux VMs, and remote development environments to inform your workflow

choices.

References

Apple Developer Documentation: Virtualization.framework: https://

developer.apple.com/documentation/virtualization

Colima GitHub Repository: https://github.com/abiosoft/colima

Podman Official Documentation: https://podman.io/docs/

containerd Official Documentation: https://containerd.io/

VirtioFS Project Page: https://virtio-fs.gitlab.io/

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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