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CHAPTER 01

Introduction to Harness
Engineering for AI Agents

Introduction to Harness Engineering for AI Agents

Welcome to the exciting world of Harness Engineering for AI agents! As AI models

become increasingly sophisticated, the focus is rapidly shifting from just training

better models to building reliable, production-grade AI systems that leverage

these models effectively. Think of it: a brilliant AI model is like a powerful engine.

But an engine alone won't get you far; you need a robust vehicle around it – the

chassis, steering, brakes, and diagnostics – to make it useful and safe. This

"vehicle" for your AI agent is precisely what Harness Engineering is all about.

In this guide, we'll embark on a journey to understand how to design, build, and

maintain these crucial agent harnesses. We'll explore systematic environments,

robust state management, comprehensive verification, and intelligent control

systems that transform raw AI models into dependable, autonomous coding

assistants. This first chapter lays the groundwork, introducing you to the core

philosophy and key components of this emerging field.

By the end of this chapter, you'll grasp what Harness Engineering entails, why it's

indispensable for building production-ready AI agents, and how it fundamentally

changes our approach to AI system design. You'll also set up a foundational

development environment for our upcoming hands-on exercises.

Why This Matters: Beyond Model Performance

For a long time, the AI community primarily focused on improving model

performance – higher accuracy, lower perplexity, better benchmarks. While

crucial, a powerful model doesn't automatically translate into a reliable,

predictable, or safe AI agent in a real-world scenario. As highlighted by resources

like RasaHQ's "Why Agents Fail" course, many agent failures stem not from the

underlying model's intelligence, but from systemic issues in the agent's

surrounding infrastructure – its "harness."

Imagine an AI coding agent tasked with refactoring a complex codebase. If its

environment isn't reproducible, its memory is inconsistent, or its actions aren't

properly validated, even the smartest LLM can lead to disastrous outcomes.
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Harness Engineering addresses these challenges head-on, treating AI agents as

complex software systems that require the same (if not more) engineering rigor

as traditional applications.

Core Concepts: What is Harness Engineering?

Harness Engineering for AI agents is the discipline of designing, building, and

maintaining the surrounding infrastructure that enables AI agents to operate

reliably, predictably, and safely in complex environments. It's about creating a

robust "operating system" for your agent, much like a control system for a robot

or a flight computer for an aircraft.

The Agentic System Perspective

Instead of viewing an AI agent as just a large language model (LLM) or a

collection of tools, Harness Engineering encourages a holistic system-level

perspective. An agent is an entity that perceives its environment, makes

decisions, and performs actions to achieve a goal. The harness is everything that

facilitates, controls, and validates this loop.

📌 Key Idea: Harness Engineering shifts the focus from simply what the agent

thinks to how the agent operates reliably within a system.

Consider this simplified view of an agent within its harness:
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Core Components of an Agent Harness

While we'll dive deep into each of these in subsequent chapters, here's a quick

overview of the essential components that make up a robust agent harness:

Systematic Environment Design: Ensuring the agent operates in a

consistent, reproducible, and controlled environment. This includes

dependency management, sandbox execution, and access control.

Agent State Management: Tracking the agent's internal state across

interactions, ensuring context consistency, and preventing "drift" or

forgotten information. This is crucial for multi-step tasks.

• 

• 
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Verification and Evaluation (Evals) Frameworks: Tools and

methodologies to objectively measure an agent's performance, reliability,

and adherence to requirements. This moves beyond simple unit tests to

evaluate complex behaviors.

Agent Control Systems: Mechanisms to guide, constrain, and validate an

agent's actions and tool usage. This prevents agents from going "off-script"

or misusing powerful tools.

Observability for Agentic Systems: Collecting logs, traces, and metrics

to understand an agent's internal reasoning, decision-making, and

interactions with its environment. Essential for debugging and improving

agents.

Memory Management for Agents: Strategies for long-term and short-

term memory, including retrieval-augmented generation (RAG) and

persistent storage of relevant information.

Context Engineering for Agent Skills: Optimizing prompts and tool

descriptions to ensure the agent understands its capabilities and the task at

hand effectively.

Testing Principles for AI Agents: Adapting established software testing

practices (like those from DORA metrics or Kent Beck's principles) to the

non-deterministic nature of AI agents.

⚡ Real-world insight: Many of these concepts are inspired by traditional

software engineering best practices, adapted to the unique challenges of AI's non-

determinism and emergent behavior. Think of it as applying DevOps principles to

intelligent systems.

Setting Up Your Harness Engineering Workspace

Before we dive deeper, let's set up a basic development environment. This will

serve as our sandbox for building and experimenting with agent harnesses. We'll

use Python, which is the de facto standard for AI development.

Step 1: Create Your Project Directory

First, create a dedicated directory for our learning guide. Open your terminal or

command prompt.

mkdir ai-agent-harness-guide
cd ai-agent-harness-guide

• 

• 

• 

• 

• 

• 
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Step 2: Set Up a Python Virtual Environment

It's crucial to use virtual environments to manage project-specific dependencies.

This prevents conflicts between different projects and keeps your system's Python

installation clean.

As of 2026-06-18, Python 3.11 and 3.12 are widely adopted stable versions. We'll

assume Python 3.11.x or later.

python3.11 -m venv .venv

This command creates a .venv  directory in your project, containing a private

Python interpreter and isolated package installations.

Step 3: Activate the Virtual Environment

You need to activate the virtual environment every time you start working on the

project.

On macOS/Linux:

source .venv/bin/activate

On Windows (Command Prompt):

.venv\Scripts\activate.bat

On Windows (PowerShell):

.venv\Scripts\Activate.ps1

You should see (.venv)  prefixing your terminal prompt, indicating that the

virtual environment is active.

Step 4: Install Basic Dependencies

We'll start with a minimal set of dependencies. For agent development, you'll

often interact with LLM APIs, manage configuration, and make HTTP requests.

Create a requirements.txt  file in your project root:
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# ai-agent-harness-guide/requirements.txt
python-dotenv==1.0.1
requests==2.32.3

Now, install these packages:

pip install -r requirements.txt

python-dotenv : This package helps manage environment variables, which

are essential for storing API keys or other sensitive configurations securely

without hardcoding them.

requests : A simple, yet powerful, HTTP library for making API calls.

Step 5: Configure Environment Variables

For interacting with AI models (whether local or API-based), you'll need API keys

or configuration settings. It's best practice to store these in a .env  file, which 

python-dotenv  can load.

Create a file named .env  in your project root:

# ai-agent-harness-guide/.env
# This file stores sensitive environment variables.
# DO NOT commit this file to version control (e.g., Git)!

# Example: Placeholder for an OpenAI API key (replace with your actual key if 
using)
OPENAI_API_KEY="sk-YOUR_ACTUAL_OPENAI_API_KEY_HERE"

# Example: Placeholder for a local LLM endpoint
LOCAL_LLM_ENDPOINT="http://localhost:11434/api/generate"

Remember to add .env  to your .gitignore  file to prevent accidentally

committing sensitive information.

# ai-agent-harness-guide/.gitignore
.venv/
__pycache__/
.env

Mini-Challenge: Verify Your Setup

Now it's your turn to confirm everything is working!

• 

• 
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Challenge:

Ensure your virtual environment is active.

Create a small Python script named check_env.py  in your project root.

In this script, attempt to load an environment variable using 

python-dotenv  and print a confirmation message.

# ai-agent-harness-guide/check_env.py
import os
from dotenv import load_dotenv

# Load environment variables from .env file
load_dotenv()

# Attempt to retrieve a variable
openai_key_present = "OPENAI_API_KEY" in os.environ
local_llm_endpoint = os.getenv("LOCAL_LLM_ENDPOINT", "Not Set")

print("--- Environment Check ---")
print(f"Virtual environment active: {os.getenv('VIRTUAL_ENV') is not None}")
print(f"OPENAI_API_KEY present: {openai_key_present}")
print(f"LOCAL_LLM_ENDPOINT: {local_llm_endpoint}")

if openai_key_present:
print("Great! Environment variables are loading correctly.")

else:
print("Warning: OPENAI_API_KEY not found. Please check your .env file.")

print("--- Setup Complete ---")

What to observe/learn:

Running this script should show Virtual environment active: True .

It should also correctly report the presence of OPENAI_API_KEY  (even if it's

a placeholder) and the LOCAL_LLM_ENDPOINT . This confirms 

python-dotenv  is working and your environment is correctly configured to

load configuration.

1. 

2. 

3. 

• 

• 
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Common Pitfalls & Troubleshooting

Virtual Environment Not Activated: You'll get ModuleNotFoundError  if

you try to import dotenv  or requests  without activating the virtual

environment. Always check your terminal prompt for (.venv) .

.env  File Not Found or Misconfigured: If OPENAI_API_KEY present:

False  appears, double-check that your .env  file is in the project root,

correctly named, and the variables are defined without extra spaces or

quotes around the key name.

Python Version Mismatch: Ensure you're explicitly using python3.11 -m

venv  or whichever specific Python version you intend. If you just use 

python -m venv , it might default to an older version.

Forgetting .gitignore : Accidentally committing your .env  file with real

API keys is a major security risk. Always add .env  to .gitignore .

Summary

In this foundational chapter, we've introduced Harness Engineering for AI agents

as a critical discipline for building reliable, production-ready AI systems. We

explored:

The paradigm shift from model-centric to system-centric AI development.

The core concept of an agent harness and its essential components,

including systematic environments, state management, and evaluation

frameworks.

The importance of applying traditional software engineering rigor to AI

agents.

A practical, step-by-step guide to setting up your Python development

environment, including virtual environments and secure configuration

management with python-dotenv .

You've successfully set up your workspace and are now ready to delve deeper into

each component of the agent harness. In the next chapter, we'll tackle 

Systematic Environment Design, exploring how to create reproducible and

controlled execution environments for your AI agents.

• 

• 

• 

• 

• 

• 

• 

• 
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CHAPTER 02

Setting Up Your Agent
Development Environment
Building reliable AI coding agents demands more than just selecting a powerful

Large Language Model (LLM). It starts with a predictable and robust foundation:

your development environment. Just like any complex software project, the tools

and setup you choose profoundly impact your ability to develop, test, and debug

your agent effectively.

In this chapter, we'll guide you through setting up a systematic development

environment specifically tailored for AI agents. We'll cover essential tools like

Python, virtual environments, and version control, ensuring your agent's behavior

is consistent and reproducible from day one. By the end, you'll have a clean,

organized workspace ready for the exciting journey of Harness Engineering.

The Agent's First Harness: Your Development Environment

When we talk about "Harness Engineering" for AI agents, it's not solely about the

code that orchestrates your agent's actions. It crucially includes the environment

in which that code runs. Think of your development setup as the initial "harness"

for your agent. It's the controlled ecosystem where your agent's code, its

dependencies, and its configurations reside.

Why does this matter so much for AI agents? Imagine your AI agent works

perfectly on your machine, but then fails mysteriously on a colleague's computer

or in a deployment pipeline. This classic "works on my machine" problem is

significantly amplified with AI agents due to their sensitivity to:

Specific library versions

Precise model access configurations

Subtle environment variables

Even operating system differences

A systematic and well-defined environment is your first line of defense against

these inconsistencies. It ensures:

Reproducibility: The agent behaves the same way every time,

everywhere, under the same conditions. This is paramount for debugging

and reliable deployments.

• 

• 

• 

• 

• 
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Consistency: It prevents "dependency hell," where different projects

require conflicting versions of the same library.

Debuggability: When issues arise, you can quickly isolate whether the

problem is in your agent's logic or an environmental factor.

Collaboration: Teams can work on agent projects without environment-

related headaches, as everyone operates from a common, defined baseline.

📌 Key Idea:  Your development environment isn't just a convenience; it's the

fundamental first layer of your agent's harness, critical for reproducibility,

reliability, and efficient collaboration.

Essential Components for AI Agent Development

To build a robust environment for your AI coding agents, we'll focus on configuring

a few key components:

Python: The de-facto programming language for AI and machine learning

development.

Virtual Environments: To isolate project dependencies and avoid version

conflicts.

Version Control (Git): To track changes, enable collaboration, and easily

revert to previous states.

AI Model Access: The mechanism for your agent to communicate with

LLMs or other AI models.

Integrated Development Environment (IDE): Tools to write, debug, and

manage your code efficiently (we'll focus on setup here, but a good IDE like

VS Code is highly recommended).

Let's roll up our sleeves and get these set up!

Step-by-Step Environment Setup

We'll install and configure each component incrementally, explaining each step

along the way.

Step 1: Install Python (Version 3.12.x)

As of 2026-06-18, Python 3.12.x is a stable and widely adopted version, offering

significant performance improvements and new features beneficial for modern AI

development.

• 

• 

• 

1. 

2. 

3. 

4. 

5. 
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How to Install:

macOS/Linux (Recommended: pyenv ): pyenv  is a powerful tool that

allows you to manage multiple Python versions on a single machine

effortlessly. This is ideal for working on various projects with different Python

requirements.

# 1. Install pyenv (if not already installed).
# This command downloads and runs the pyenv installer script.
curl https://pyenv.run | bash

# 2. Add pyenv to your shell's PATH.
# After installation, pyenv will provide instructions. You'll typically 

add these lines
# to your shell configuration file (e.g., ~/.bashrc, ~/.zshrc, or 

~/.profile).
# Example lines to add:
echo 'export PYENV_ROOT="$HOME/.pyenv"' >> ~/.zshrc
echo 'command -v pyenv >/dev/null || export PATH="$PYENV_ROOT/bin:$PATH"'

>> ~/.zshrc
echo 'eval "$(pyenv init -)"' >> ~/.zshrc
echo 'eval "$(pyenv virtualenv-init -)"' >> ~/.zshrc
# Then, reload your shell config:
source ~/.zshrc # Or ~/.bashrc, etc.

# 3. Install Python 3.12.3 (or the latest stable 3.12.x version 
available).

# You can check available versions with `pyenv install --list`.
pyenv install 3.12.3

# 4. Set 3.12.3 as your global default or local for your project.
# For global: pyenv global 3.12.3
# For local (within your project directory): pyenv local 3.12.3

`⚡ Quick Note:` Always check `pyenv install --list` for the absolute latest 
stable 3.12.x version if `3.12.3` isn't the most recent.

Windows (Recommended: Official Python Installer): 

Go to the Official Python Website.

Download the latest Python 3.12.x installer for Windows.

Crucially: During installation, ensure you check the box that says

"Add Python X.Y to PATH". This step is vital for making Python

accessible from your command line.

Verification: After installation, open a new terminal or command prompt and

type:

python3 --version

• 

• 

1. 

2. 

3. 
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You should see output similar to Python 3.12.3 . If not, carefully recheck your

installation steps and PATH configuration.

Step 2: Create a Virtual Environment for Your Project

A virtual environment is a self-contained directory that holds a specific Python

interpreter and its installed packages, completely isolated from other Python

projects and your system's global Python installation.

Explanation: Consider a scenario where Project A requires langchain==0.0.1

and Project B needs langchain==0.2.11 . Without virtual environments, installing

one might inadvertently break the other. Virtual environments solve this by giving

each project its own isolated "bubble" of dependencies, ensuring project stability

and preventing conflicts.

Action: First, create a new directory for your agent project and navigate into it.

# Create a new project directory
mkdir agent-harness-project
cd agent-harness-project

# Create a virtual environment named 'venv' inside your project directory
python3 -m venv venv

This command uses Python's built-in venv  module to create a new folder named 

venv  inside your agent-harness-project  directory. This folder will contain a

local copy of the Python interpreter and directories for installing packages.

Activation: Before installing any packages for your project, you must activate

the virtual environment. This tells your shell to use the Python interpreter and 

pip  (Python's package installer) from within your venv  directory, rather than

your system's global ones.

macOS/Linux:

source venv/bin/activate

Windows (Command Prompt):

    venv\Scripts\activate.bat

Windows (PowerShell):

• 

• 

• 
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.\venv\Scripts\Activate.ps1

Once activated, your terminal prompt will usually change to include (venv)  at

the beginning, indicating that you are now operating within your isolated

environment.

Verification: After activation, let's install a dummy package to confirm isolation,

then deactivate and reactivate.

# With (venv) active:
pip install requests

# Now, deactivate the environment:
deactivate # The (venv) prompt should disappear

# Try importing requests outside the venv (this should likely fail or use a 
system-wide version)
python3 -c "import requests"

# Reactivate the environment:
source venv/bin/activate # Or your OS equivalent

# Try importing requests again (this should now succeed, confirming it's in 
the venv)
python3 -c "import requests"

This sequence demonstrates that requests  is only available when (venv)  is

active, proving the isolation works.

Step 3: Initialize Version Control with Git

Git is an indispensable tool for tracking changes in your codebase, collaborating

with others, and ensuring you can always revert to a previous working state if

something goes wrong. Every serious AI agent project should be under version

control from the start.

Action: From your agent-harness-project  directory (with (venv)  activated,

though Git doesn't strictly require it):

# Initialize a new Git repository in your current directory
git init

# Create a .gitignore file to exclude unnecessary files from version control
# This is crucial for keeping your repository clean and secure.
echo "venv/" >> .gitignore
echo "__pycache__/" >> .gitignore
echo "*.pyc" >> .gitignore
echo ".env" >> .gitignore # CRITICAL: Prevents committing API keys!

# Add the .gitignore file to Git's staging area

AI VOID [https://aivoid.dev]

Setting Up Your Agent Development Environment 16



git add .gitignore

# Make your first commit. This saves the initial state of your project.
git commit -m "Initial project setup with virtual environment and gitignore"

🧠 Important:  The .env  entry in .gitignore  is absolutely crucial. Never

commit sensitive information like API keys or credentials directly into your Git

repository, especially if it's public!

Step 4: Install Core Libraries for Agent Development

With our environment isolated and version-controlled, let's install some

foundational Python libraries that are essential for building AI agents.

Action: Ensure your (venv)  is active before proceeding.

pip install openai~=1.35.10 langchain~=0.2.11 python-dotenv~=1.0.1

Let's break down these libraries:

openai~=1.35.10 : This is the official Python client library for interacting

with OpenAI's various models, including their powerful LLMs like GPT-4o.

(Versions are approximate as of 2026-06-18. Always check PyPI for the

absolute latest stable release if needed for production.)

langchain~=0.2.11 : A widely adopted framework for developing

applications powered by LLMs. It significantly simplifies the orchestration of

agents, chains, and other components, providing abstractions that make

building complex agentic workflows much easier.

python-dotenv~=1.0.1 : A handy library to load environment variables

from a .env  file into your script's environment, keeping sensitive data (like

API keys) out of your codebase.

⚡ Quick Note:  We use the ~=  (compatible release) operator in pip install .

This tells pip  to install a version that is compatible with the specified version,

allowing for minor updates (e.g., 1.35.10  would allow 1.35.11  but not 1.36.0

or 2.0.0 ), while preventing potentially breaking changes from major version

bumps.

After installing these packages, it's best practice to save the exact versions of all

your project's dependencies to a requirements.txt  file. This allows anyone

(including your future self) to recreate your environment precisely.

# Save the exact versions of all installed packages to requirements.txt
pip freeze > requirements.txt

• 

• 

• 
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# Add requirements.txt to Git and commit it
git add requirements.txt
git commit -m "Add core agent development libraries and requirements.txt"

Now, your requirements.txt  file serves as a blueprint for your project's

dependencies.

Step 5: Configure AI Model Access (Environment Variables)

Your AI agent will need to communicate with AI models, typically by using API

keys to authenticate with service providers. Using environment variables is the

most secure and recommended way to handle these keys, preventing them from

being hardcoded into your scripts or accidentally committed to version control.

Action:

Obtain an API Key: If you don't have one, sign up for an OpenAI account

(or another LLM provider like Anthropic, Cohere, etc.) and generate an API

key from their developer dashboard.

Create a .env  file: In the root of your agent-harness-project  directory,

create a new file named .env .

    # .env file content example
    # Replace 'sk-your_openai_api_key_here' with your actual API key.
    # Keep this file private and never commit it to Git!
    OPENAI_API_KEY="sk-your_openai_api_key_here"

`⚠️ What can go wrong:` Reconfirm that `.env` is listed in your `.gitignore` 
file. Accidentally committing your API keys to a public repository is a 
significant security risk!

Load with python-dotenv : In your Python scripts, you'll use the python-

dotenv  library to load these variables automatically.

Let's create a small test script ( agent_test.py ) to verify that everything is

correctly set up and your agent can communicate with the OpenAI API.

# agent_test.py
import os
from dotenv import load_dotenv
from openai import OpenAI
from openai import APIError, AuthenticationError # Import specific error types

# 1. Load environment variables from the .env file.
# This must be called before trying to access os.getenv("OPENAI_API_KEY")
load_dotenv()

# 2. Access your API key from the environment

1. 

2. 

1. 
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api_key = os.getenv("OPENAI_API_KEY")

if not api_key:
print("Error: OPENAI_API_KEY not found in environment variables or .env 

file.")
print("Please ensure your .env file is correctly set up in the project 

root.")
else:

print("OPENAI_API_KEY loaded successfully. Attempting to initialize OpenAI 
client...")

try:
# 3. Initialize the OpenAI client with your API key
client = OpenAI(api_key=api_key)

# 4. Make a simple API call to a chat completion endpoint
# As of 2026-06-18, 'gpt-4o' is a common and capable model.
print("Making a test API call to 'gpt-4o'...")
response = client.chat.completions.create(

model="gpt-4o",
messages=[

{"role": "system", "content": "You are a helpful assistant."},
{"role": "user", "content": "Tell me a short, fun fact about 

Python."},
],
max_tokens=50 # Limit response length for quick testing

)

# 5. Print the response from the AI model
print("\n--- Agent Response ---")
print(response.choices[0].message.content)
print("----------------------")

except AuthenticationError as e:
print(f"\nAuthentication Error: {e}")
print("Please check your OPENAI_API_KEY for correctness and ensure 

it's active.")
except APIError as e:

print(f"\nOpenAI API Error: {e}")
print("A problem occurred with the OpenAI service. Check service 

status or try again later.")
except Exception as e:

print(f"\nAn unexpected error occurred during API call: {e}")
print("Please check your internet connection and verify the script's 

configuration.")

Save this code as agent_test.py  in the root of your agent-harness-project

directory.

Now, run the script from your terminal:

# Ensure your virtual environment is active!
python3 agent_test.py

AI VOID [https://aivoid.dev]
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You should see a fun fact about Python printed to your console, confirming that

your environment is correctly set up and can communicate with the OpenAI API

securely.

Mini-Challenge: Enhance Your Agent Test

It's time to solidify your understanding with a practical challenge.

Challenge: Modify the agent_test.py  script to achieve the following:

Code Generation: Instead of just asking for a fun fact, instruct the LLM to 

generate a simple Python function that calculates the Fibonacci sequence

up to a given number n . Make sure the prompt asks for the function

signature and a docstring.

Error Handling Refinement: Add a specific except  block for 

openai.RateLimitError  (if the openai  library exposes it, or a general 

APIError  if not) to inform the user if they've hit their API usage limits.

Dependency Documentation: Add comments at the top of the 

agent_test.py  script indicating the exact versions of openai  and 

langchain  that are installed in your requirements.txt  file.

Hint:

For code generation, a clear and specific user  message is key. For example:

"Write a Python function fibonacci_sequence(n)  that returns a

list of Fibonacci numbers up to n. Include a docstring."

Refer to the official OpenAI Python Library Documentation for the most

accurate exception types.

What to observe/learn: This challenge will teach you how to effectively prompt

an LLM for structured code output and how to make your agent's interactions with

external APIs more robust through targeted error handling. You'll also practice

keeping your project's dependencies transparent.

1. 

2. 

3. 

• 

• 
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Common Pitfalls & Troubleshooting

Even with careful setup, issues can arise. Here are some common problems you

might encounter and how to debug them:

python3: command not found  or pip: command not found :

Issue: Python or pip is not correctly installed or not in your system's

PATH.

Fix: Re-run the Python installation, making sure "Add Python to PATH"

is checked on Windows. On macOS/Linux, verify your pyenv  setup or

direct Python installation. Open a new terminal after changes.

ModuleNotFoundError: No module named 'openai'  (or any other

installed package):

Issue: Your virtual environment is not activated, or the package was

installed outside the active virtual environment.

Fix: Ensure your (venv)  is active. If the prompt doesn't show 

(venv) , run source venv/bin/activate  (or your Windows

equivalent). If the problem persists, deactivate , then pip install

<package_name> after reactivating the venv .

openai.AuthenticationError: Incorrect API key provided :

Issue: Your OPENAI_API_KEY  is incorrect, expired, or not loaded

properly by python-dotenv .

Fix:

Double-check for typos in your .env  file and ensure the key is

valid on your OpenAI dashboard.

Verify that load_dotenv()  is called at the very beginning of

your Python script.

Make sure there are no extra spaces or characters around the

key in the .env  file.
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Dependency Conflicts:

Issue: Installing new packages causes existing ones to break due to

incompatible version requirements.

Fix:

Use pip check  to find inconsistencies within your active virtual

environment.

Try pip install <package_name> --upgrade  to update a

specific package that might be causing conflicts.

If conflicts are severe, you might need to uninstall and reinstall

problematic packages, or even start with a fresh virtual

environment.

Always commit your requirements.txt  file to Git to document

known working dependency sets.

Error: OPENAI_API_KEY not found...  even with .env  file:

Issue: The .env  file might not be in the expected location (root of

your project directory), or load_dotenv()  isn't being called.

Fix: Ensure .env  is directly inside agent-harness-project/ .

Confirm load_dotenv()  is the first relevant line in your script.

Summary

Congratulations! You've successfully laid the essential groundwork for building

sophisticated AI coding agents. In this chapter, we accomplished several critical

steps:

We understood the paramount role of a systematic development

environment as the initial layer of Harness Engineering for AI agents.

We installed Python 3.12.x (as of 2026-06-18) as our core programming

language.

We set up virtual environments to isolate project dependencies, ensuring

reproducibility and preventing conflicts.

We initialized Git for robust version control, protecting our codebase and

enabling future collaboration.

We installed essential libraries: openai  for LLM interaction, langchain  for

agent orchestration, and python-dotenv  for secure credential

management.
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We configured secure AI model access using environment variables,

protecting sensitive API keys.

We verified our entire setup with a practical Python script that successfully

communicated with the OpenAI API.

This well-structured environment is your first, crucial step towards developing

reliable, robust, and scalable AI agents. In the next chapter, we'll dive deeper into

designing these systematic environments for agent execution, moving beyond

local setup to thinking about how agents interact with their broader operational

context.

References

Official Python Website
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CHAPTER 03

Systematic Environment Design
for Reproducible Agents
Welcome back, future Harness Engineer! In the previous chapters, we explored

the foundational concepts of AI agents and the critical need for robust

engineering around them. Now, we dive into one of the most fundamental aspects

of building reliable agentic systems: Systematic Environment Design.

Imagine a master chef trying to bake the same signature cake twice, but each

time with different ingredients, oven temperatures, and kitchen tools. The results

would be wildly inconsistent, wouldn't they? AI agents, especially those designed

to interact with complex software systems or codebases, face a similar challenge.

Their behavior can be incredibly sensitive to the environment they operate in.

This chapter will teach you how to meticulously craft predictable and reproducible

environments for your agents, ensuring they perform consistently every single

time.

By the end of this chapter, you'll understand why systematic environments are

non-negotiable for AI agents, how to build them using practical tools like Python

virtual environments, and how to avoid common pitfalls that lead to the dreaded

"works on my machine" scenario. Get ready to lay a rock-solid foundation for your

agent's reliability!

The Unpredictable Nature of Agent Environments

AI agents, particularly those interacting with codebases, are complex systems.

They don't just run an algorithm; they interact dynamically with compilers, linters,

file systems, external APIs, and even operating system commands. If these

underlying components vary, even slightly, your agent's behavior can change

dramatically.

Why Inconsistency is the Enemy of Reliability

Consider an AI coding agent designed to fix bugs or refactor code. If it's

developed and tested in an environment with Python 3.10 and a specific version

of a static analysis tool, but then deployed to an environment with Python 3.12

and a different tool version, its behavior might differ significantly.
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⚠️ What can go wrong: This "environment drift" can lead to:

Unpredictable Code Generation: The agent might generate different

code, or even invalid code, due to changes in tool behavior or library APIs.

Execution Failures: Commands might fail to execute due to API changes in

external tools or operating system differences.

Conflicting Feedback: Linters or formatters might produce different errors

or suggestions, confusing the agent and leading to incorrect actions.

Debugging Nightmares: Reproducing an agent's failure becomes nearly

impossible when the environment itself is inconsistent.

How can you trust an agent if you can't guarantee it will perform the same way

under the same conditions? Inconsistency directly undermines reliability, making

evaluation impossible and deployment risky.

What is a Systematic Environment for Agents?

A systematic environment for an AI agent is a carefully constructed, isolated, and

version-controlled setup that provides all the necessary resources for the agent to

execute its tasks consistently.

📌 Key Idea: A systematic environment ensures that if an agent performs a task

once, it can perform the exact same task with the exact same outcome in any

identical environment, given the same inputs. This is the cornerstone of

reproducibility.

Its primary goals are:

Reproducibility: The ability to recreate the exact execution conditions and

inputs at any time, allowing for consistent testing and debugging.

Isolation: Preventing the agent's dependencies from conflicting with other

projects or the host system, ensuring a clean slate.

Consistency: Guaranteeing that all necessary tools, libraries, and

configurations are present and at their specified versions, removing

environmental variables as a source of error.

Versionability: Allowing the environment definition itself to be tracked and

managed like code (e.g., via Git), enabling rollbacks and collaboration.

• 

• 

• 
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Core Components of an Agent's Operational
Environment

To achieve true reproducibility, we need to manage several critical aspects of an

agent's operational context. Think of it like a specialized, self-contained workshop

for your agent, where every tool and material is meticulously organized and

accounted for.

1. Agent Codebase and Dependencies

Just like any software project, your agent's own code and the libraries it relies on

are paramount.

Agent Code: This includes the Python scripts, functions, and modules that

define your agent's logic, its available tools, and how it interacts. This entire

codebase should always be under strict version control (e.g., Git).

External Libraries: These are the third-party Python packages (e.g., 

langchain , openai , black , pytest ) that your agent leverages. Crucially,

these need to be pinned to specific versions to prevent unexpected

breaking changes or behavioral shifts introduced by library updates.

2. Execution Runtime

This is the very foundation upon which your agent executes its instructions.

Python Version: Since many AI agents are built with Python, specifying the

exact Python version (e.g., Python 3.12.3 ) is critical. Even minor version

changes can introduce subtle behavioral differences, deprecations, or

performance shifts.

Operating System: While often abstracted by containers, the underlying

OS (Linux, macOS, Windows) can influence certain system-level commands,

file path conventions, or even the behavior of compiled binaries that your

agent might interact with.

3. Tools and External APIs

This is where coding agents get their "superpowers" – their ability to interact with

the world and perform specific actions.

Development Tools: This category includes essential software engineering

utilities like linters ( flake8 , ruff ), code formatters ( black ), static

analyzers ( mypy ), compilers, test runners ( pytest ), and debuggers.

Version Control Systems: Often, agents need a git  client to interact

with repositories, clone projects, or commit changes.

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Systematic Environment Design for Reproducible Agents 26



External APIs: Access to Large Language Models (LLMs) like OpenAI's GPT

models, Anthropic's Claude, or local models via Ollama. This also

encompasses API keys, authentication tokens, and specific endpoint

configurations.

Databases/Storage: For agents requiring persistent memory, access to

knowledge bases, or structured data storage.

4. Data and Configuration

These are the specific instructions, parameters, and knowledge your agent uses

to guide its decision-making.

Prompt Templates: The structured text used to communicate with LLMs.

These are often versioned and specific to a task or sub-task.

Model Parameters: Specific settings for the LLM, such as temperature , 

top_p , max_tokens , and the exact model ID (e.g., gpt-4o-2024-05-13 ).

Test Data: Files, code snippets, or simulated environments used for

evaluating the agent's performance.

Environment Variables: Sensitive information like API keys or database

connection strings, which are securely passed into the environment without

being hardcoded.

5. Isolation Mechanisms

To prevent conflicts and ensure a clean, repeatable slate every time the agent

runs.

Virtual Environments: Python's venv  module (or conda  for more

complex data science setups) creates isolated Python installations for

specific projects. This prevents dependency conflicts between different

projects on the same machine.

Containers (Docker): This is a more robust form of isolation, packaging

the entire application and all its dependencies (including the operating

system, Python runtime, and libraries) into a single, portable, and

reproducible unit.

⚡ Real-world insight: For production-grade AI agent systems, containers (like

Docker or orchestration platforms like Kubernetes) are the industry standard.

They guarantee environment consistency from a developer's laptop all the way to

cloud production, eliminating "works on my machine" issues.

Here's a simplified view of how these components fit together within a systematic

agent environment:
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Step-by-Step Implementation: Building a Basic
Reproducible Environment

Let's get practical! We'll set up a simple, reproducible environment for a

hypothetical AI coding agent using Python's built-in venv  and a 

requirements.txt  file. For simplicity, our agent will just use a linter ( flake8 )

and a formatter ( black ) as example tools.
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Prerequisites

Make sure you have Python 3.12 (or newer) and pip  installed on your system. 

(Checked on 2026-06-18: Python 3.12.x is the latest stable series, with

3.13.0 expected around October 2024. We'll use 3.12.3 as a concrete

example, but any 3.12.x version will work.)

Create a Project Directory: First, let's make a dedicated space for our

agent's environment and code.

mkdir my_coding_agent_harness
cd my_coding_agent_harness

We've created a folder named `my_coding_agent_harness` and navigated into it. 
This will serve as our project root.

Create a Python Virtual Environment: This crucial step isolates our

project's Python dependencies from your system's global Python

installation, preventing conflicts.

python3.12 -m venv .venv

- `python3.12`: Explicitly specifies the Python interpreter version to use for 
creating the virtual environment. If you only have `python3` and it's 3.12+, 
you can use `python3`.
- `-m venv`: Tells Python to run the `venv` module, which is responsible for 
creating virtual environments.
- `.venv`: This is the chosen name for the directory where the virtual 
environment files will be stored. The leading dot makes it a hidden directory, 
a common convention.

This command creates a `.venv` directory. Inside, you'll find a separate `bin` 
(or `Scripts` on Windows) folder containing `python`, `pip`, and other 
executables specific to this isolated environment.

Activate the Virtual Environment: Before installing any packages, you 

must activate the virtual environment. This ensures that any pip install

commands apply only to this isolated environment, not your global system.

On macOS/Linux:

source .venv/bin/activate

1. 
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- **On Windows (PowerShell):**

.venv\Scripts\Activate.ps1

- **On Windows (Command Prompt):**

        .venv\Scripts\activate.bat

You'll notice your terminal prompt changes, usually by prefixing the current 
directory with `(.venv)`, indicating the environment is active. This is your 
visual cue that you are working in the correct, isolated space.

# Example prompt after activation
(.venv) user@hostname:~/my_coding_agent_harness$

Install Dependencies: Now, let's install the tools our agent might use.

We'll add black  (a code formatter) and flake8  (a linter). Remember to pin

their versions for reproducibility!

pip install black==24.4.2 flake8==7.0.0

- `pip install`: The standard command to install Python packages.
- `black==24.4.2`: We're installing the `black` formatter and explicitly 
pinning it to version `24.4.2`. This is crucial for reproducibility. (Checked 
on 2026-06-18: `black` version `24.4.2` was released in April 2024 and is a 
widely used stable version.)
- `flake8==7.0.0`: Similarly, we pin `flake8` to version `7.0.0`. (Checked on 
2026-06-18: `flake8` version `7.0.0` is a recent stable version.)

Always pin your dependencies to exact versions to avoid unexpected behavior 
when new versions are released!

Generate requirements.txt : This file is your environment's blueprint. It

lists all the exact dependencies and their versions, making it easy to

recreate this environment anywhere.

pip freeze > requirements.txt

1. 

1. 
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- `pip freeze`: Outputs all installed packages in the current virtual 
environment in the `package==version` format.
- `> requirements.txt`: Redirects that output into a file named 
`requirements.txt`.

Open `requirements.txt` and you'll see something like this (the exact list 
might be longer due to transitive dependencies):

    black==24.4.2
    click==8.1.7
    flake8==7.0.0
    mccabe==0.7.0
    pathspec==0.12.1
    platformdirs==4.2.0
    pycodestyle==2.11.1
    pyflakes==3.2.0
    ruff==0.4.8
    tomli==2.0.1

Notice that `pip freeze` also lists the transitive dependencies (packages that 
`black` and `flake8` themselves rely on). This ensures a complete and exact 
environment recreation. Commit this file to your version control system!

Create a Simple Agent Script: Let's make a dummy Python file that our

agent might want to lint and format.

Create a file agent_workflow.py  in your my_coding_agent_harness

directory:

# my_coding_agent_harness/agent_workflow.py
import os
import subprocess

def lint_code_with_flake8(file_path):
"""

        Lints a given Python file using the 'flake8' linter.
        """

print(f"\n--- Linting: {file_path} ---")
try:

# We assume 'flake8' is available in the PATH (due to venv 
activation)

result = subprocess.run(
["flake8", file_path],
capture_output=True,
text=True,
check=False # flake8 exits with 1 if issues found, so don't 

check=True here
)
if result.stdout:

print("Flake8 issues:")
print(result.stdout)

else:
print("No Flake8 issues found.")

1. 
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if result.stderr:
print("Flake8 errors:")
print(result.stderr)

except FileNotFoundError:
print("Error: 'flake8' command not found. Is your virtual 

environment activated?")
except Exception as e:

print(f"An unexpected error occurred during linting: {e}")

def format_code_with_black(file_path):
"""

        Formats a given Python file using the 'black' formatter.
        """

print(f"\n--- Formatting: {file_path} ---")
try:

# We assume 'black' is available in the PATH (due to venv 
activation)

result = subprocess.run(
["black", file_path],
capture_output=True,
text=True,
check=True # black exits with 0 on success, 1 on failure

)
print("Black output:")
print(result.stdout)
if result.stderr:

print("Black errors:")
print(result.stderr)

print(f"Successfully attempted formatting for {file_path}")
except subprocess.CalledProcessError as e:

print(f"Error formatting {file_path}: {e}")
print(f"Stderr: {e.stderr}")

except FileNotFoundError:
print("Error: 'black' command not found. Is your virtual 

environment activated?")
except Exception as e:

print(f"An unexpected error occurred during formatting: {e}")

def main():
# Let's create a messy file for our tools to work on
messy_code_path = "messy_code.py"
with open(messy_code_path, "w") as f:

f.write("def   my_func ( arg1,  arg2 ):\n    return arg1+arg2\n\n\
n") # Added extra newlines for flake8

print(f"Created messy file: {messy_code_path}")

# Agent workflow: lint first, then format
lint_code_with_flake8(messy_code_path)
format_code_with_black(messy_code_path)

# Let's see the final formatted content
with open(messy_code_path, "r") as f:

print("\n--- Final Formatted Content: ---")
print(f.read())

if __name__ == "__main__":
main()
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This `agent_workflow.py` script simulates an agent's typical actions: it 
creates a messy Python file, then uses the `flake8` linter and `black` 
formatter (both installed in our virtual environment) to process it.

Run the Agent Script: Execute your script within the activated virtual

environment.

python agent_workflow.py

You should see `flake8` reporting linting issues on the `messy_code.py` file 
(e.g., "E203 whitespace before ':'" or "E303 too many blank lines"), followed 
by `black` formatting it. Finally, the formatted content will be printed. This 
demonstrates your agent successfully interacting with tools installed in its 
isolated environment.

Deactivating the Environment

When you're done working on this project, you can deactivate the virtual

environment:

deactivate

Your terminal prompt will return to its normal state, and pip  commands will once

again affect your global Python installation. Always remember to reactivate it

when you return to the project!

Mini-Challenge: Integrate an LLM Call (Conceptual)

While we won't set up a full LLM interaction here to keep the environment simple,

let's conceptually extend our agent's workflow.

Challenge: Imagine your agent_workflow.py  needs to use an LLM (e.g.,

OpenAI's gpt-4o ) to generate docstrings for the my_func  function.

Identify the new dependency: What Python package would you need to

install to interact with OpenAI's API?

Update the environment: How would you install this package and ensure

your requirements.txt  reflects the change? (Assume openai==1.30.0  is

the latest stable as of 2026-06-18).

1. 
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Conceptual code modification: Where in agent_workflow.py  would you

conceptually add a step to call the LLM after linting and formatting, perhaps

to refine the code further or add comments?

Hint:

The official Python client for OpenAI is usually named openai .

Remember the pip install  and pip freeze  commands.

Think about the logical flow: lint -> format -> (LLM generates docstring) ->

save.

What to observe/learn:

How easy it is to identify and add new dependencies to your isolated

environment.

The iterative process of updating your requirements.txt  as your agent's

capabilities grow.

The logical sequencing of tools in an agent's workflow.

Common Pitfalls & Troubleshooting in Environment
Design

Even with systematic design, things can go wrong. Understanding these common

pitfalls helps you build more resilient agent harnesses and debug issues quickly.

"Works on my machine, but not on yours!" (Environment Drift):

Problem: You forgot to run pip freeze > requirements.txt  after

installing a new package, or a collaborator installed a different version

of a dependency. This means your requirements.txt  is out of sync

with your actual environment.

Solution: Always commit your requirements.txt  to version

control. When starting a new development session or on a new

machine, always create a fresh virtual environment and then pip

install -r requirements.txt . For production, adopt

containerization (Docker) as early as possible.
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Dependency Conflicts:

Problem: Two different tools or libraries your agent uses require

different, incompatible versions of the same underlying package (e.g., 

tool_A  needs foo==1.0  and tool_B  needs foo==2.0 ). pip  will

often install the latest compatible version it finds, which might break

one of your tools.

Solution: This is a tough one. First, try to find a version of the

conflicting package that satisfies both dependencies. If that's not

possible, you might need to choose alternative tools, or, in extreme

cases, run conflicting agent sub-tasks in separate, isolated

environments (e.g., separate Docker containers or microservices).

Unactivated Virtual Environment:

Problem: You try to run pip install  or python  commands, but

they're inadvertently using your global Python installation instead of

your project's isolated environment. This leads to packages being

installed globally or scripts failing because project-specific

dependencies aren't found.

Solution: Always double-check your terminal prompt for the (.venv)

prefix (or similar) to ensure your virtual environment is active. If not,

run source .venv/bin/activate  (or its Windows equivalent). Make it

a habit!

Missing System-Level Dependencies:

Problem: Your agent needs a system tool (like git  or gcc  for

compiling extensions) that isn't a Python package and isn't installed in

your container or host environment. The agent might try to execute a

command and receive a "command not found" error.

Solution: For venv  setups, ensure these system-level tools are

installed on the host operating system. For Docker, explicitly add

commands to install these dependencies within your Dockerfile .

Summary: The Foundation of Reliable Agents

In this chapter, we've explored the crucial role of systematic environment design

in building reliable and reproducible AI coding agents. This isn't just a best

practice; it's a fundamental requirement for any agentic system that you expect

to perform consistently and predictably.
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Here are the key takeaways from our journey:

Reproducibility is paramount: Inconsistent environments lead directly to

unpredictable agent behavior, making debugging, evaluation, and

deployment impossible.

A systematic environment is isolated and version-controlled: It

carefully manages the agent's code, dependencies, execution runtime,

external tools, APIs, and configurations.

Python virtual environments ( venv ) and requirements.txt  are

essential: They provide project-level isolation and a precise blueprint for

exact dependency recreation.

Pinning dependencies to specific versions (e.g., black==24.4.2 ) is

critical: This prevents unexpected changes or breakages from automatic

library updates.

Containers (like Docker) are the gold standard for production

environments: They encapsulate the entire operating system, runtime,

and all dependencies for ultimate consistency and portability across

different deployment targets.

Activating your virtual environment is a must: Always ensure you're

working within the isolated environment to guarantee consistency.

By mastering systematic environment design, you're laying a solid, dependable

foundation for your AI agent's harness. This ensures that your agent operates

predictably, allowing you to focus your efforts on its intelligence and task

execution, rather than battling frustrating environmental inconsistencies.

Next up, we'll delve into Agent State Management, exploring how to keep

track of your agent's progress, context, and decisions across multiple interactions

without losing its "train of thought." This is another critical piece of the puzzle for

building truly robust and capable AI agents.
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CHAPTER 04

Agent State Management:
Keeping Track of Context and
Progress
Have you ever interacted with an AI agent that seemed to forget what you just

told it, or got confused in the middle of a multi-step task? It's a common

frustration, and often, the culprit isn't the AI model itself, but how the agent's

"memory" and ongoing context are managed. Just like a human needs to

remember past conversations, current tasks, and what they've learned, an AI

agent needs a robust system to track its internal state.

In this chapter, we'll dive deep into Agent State Management. This is where we

learn to equip our AI agents with the ability to keep track of critical information,

ensuring they can operate consistently, complete complex tasks, and recover

gracefully from interruptions. By systematically managing an agent's state, we

move from unreliable, "forgetful" prototypes to dependable, production-grade AI

assistants.

This knowledge builds directly upon our previous discussions on systematic

environment design, as a well-defined environment makes state capture and

restoration much more straightforward. We'll cover the core concepts behind

agent state, explore different ways to represent and store this information, and

then build a practical, step-by-step example in Python.

The Agent's Memory and Identity: What is State?

At its heart, agent state refers to all the information an AI agent needs to

remember to perform its task effectively and consistently. Think of it as the

agent's working memory, its long-term knowledge, and its current understanding

of the world and its objectives.

What Constitutes Agent State?

Agent state isn't just one monolithic block of data; it's a collection of diverse

components that allow the agent to maintain context.

Chat History: The ongoing dialogue with the user or other agents. This is

crucial for conversational continuity.

• 
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Tool Outputs: The results of actions the agent has taken using its tools

(e.g., "the linter found these errors," "the database query returned this

data").

Internal Scratchpad/Thought Process: The agent's internal monologue,

reasoning steps, or temporary notes it generates during its planning or

execution.

Environmental Observations: Data gathered from the agent's operating

environment, such as file contents, system status, or API responses.

Task Progress/Goals: What the agent is currently trying to achieve, what

steps it has completed, and what remains.

Configuration & Preferences: Any specific settings or preferences that

guide the agent's behavior for a particular user or task.

⚡ Real-world insight: Imagine a human software engineer working on a bug.

They remember the user's bug report (chat history), the output of the debugger

(tool output), their mental notes on possible causes (scratchpad), the relevant

code files (environmental observations), and that they're currently in the

"diagnosing" phase of fixing the bug (task progress). Agent state management

aims to capture all these elements for an AI.

Why is Robust State Management Critical?

Without systematic state management, AI agents quickly become unreliable.

Consistency Across Interactions: An agent should behave predictably. If

it forgets previous instructions or context, its actions will become erratic.

Enabling Multi-Step and Long-Running Tasks: Complex tasks like

refactoring a codebase or developing a new feature require many sequential

steps. State management allows the agent to track progress and pick up

where it left off.

Avoiding Context Drift: Large Language Models (LLMs) can sometimes

"drift" off-topic if their core context isn't reinforced. Well-managed state

helps keep them grounded.

Reproducibility for Debugging and Evaluation: If an agent fails, you

need to be able to recreate its exact state at the point of failure to debug.

For evaluation (as we'll discuss in Chapter 5), reproducible states are

essential for fair benchmarking.

Recovery from Interruptions: What if the agent's process crashes or

needs to be restarted? Persisted state allows it to resume its task without

losing all progress.

• 

• 

• 

• 

• 

• 

• 

• 

• 
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📌 Key Idea: Robust state management is the foundation for building reliable,

production-grade AI agents that can handle complex, multi-turn interactions.

Ephemeral vs. Persistent State

Not all state needs to live forever. We can categorize state based on its lifespan:

Ephemeral State: This is temporary data relevant only for a single turn, a

short interaction, or within a specific function call. For example, a temporary

variable holding the result of a calculation before it's integrated into a more

permanent context. It typically resides in memory and is discarded after

use.

Persistent State: This data needs to survive across multiple interactions,

agent restarts, or long-running tasks. This often involves serialization to

disk, a database, or a dedicated state store. Examples include long-term

chat history, ongoing task progress, or learned user preferences.

Most robust agent systems will utilize a blend of both, promoting ephemeral data

to persistent storage when necessary.

State Representation Patterns

How you structure your agent's state can significantly impact its maintainability

and performance.

Flat Dictionaries/JSON: Simple and flexible for basic state. Easy to

serialize.

{
"task_id": "refactor_auth_module",
"stage": "planning",
"chat_history": [

{"role": "user", "content": "Refactor the authentication module."},
{"role": "agent", "content": "Okay, analyzing structure."}

],
"scratchpad": {

"analysis_notes": "Identified AuthService."
}

}

Object-Oriented Models: Provides structure, encapsulation, and type

safety, especially in languages like Python or TypeScript.

class AgentState:
def __init__(self, task_id: str):

self.task_id = task_id
self.current_stage = "start"

• 

• 

• 

• 
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self.chat_history = []

Event Streams: State is represented as a sequence of immutable events.

The current state is derived by replaying these events. Great for auditability

and complex undo/redo functionality, but adds complexity.

Graph-based State: For highly interconnected information, where

relationships between entities are crucial (e.g., dependencies between code

files, relationships between users and resources).

For most coding agents, a combination of object-oriented models for structured

data and flat dictionaries for more dynamic elements (like scratchpad) often

strikes a good balance.

Step-by-Step Implementation: Building a Simple
Agent State Manager

Let's build a basic AgentState  class in Python. This will serve as the central

repository for our agent's context. We'll start simple and add complexity

incrementally.

1. Defining the Basic AgentState Class Structure

First, create a new Python file, say agent_state.py . We'll define a class to hold

our agent's key pieces of information. This initial version sets up the core

attributes and a helper for timestamps.

# agent_state.py

import json
from typing import List, Dict, Any
from datetime import datetime

class AgentState:
"""

    Manages the state of an AI agent, including chat history,
    internal scratchpad, tool outputs, and task progress.
    """

def __init__(self, agent_id: str, initial_task: str):
self.agent_id: str = agent_id
self.current_task: str = initial_task
self.current_stage: str = "planning" # e.g., planning, coding, testing
self.chat_history: List[Dict[str, str]] = [] # [{"role": "user", 

"content": "..."}, ...]
self.scratchpad: Dict[str, Any] = {} # Internal thoughts, temporary 

data
self.tool_outputs: List[Dict[str, Any]] = [] # Records of tool calls 

and their results
self.last_updated_timestamp: str = "" # To track freshness

• 
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self._update_timestamp() # Initialize timestamp

def _update_timestamp(self) -> None:
"""Updates the last_updated_timestamp to the current time."""
self.last_updated_timestamp = datetime.now().isoformat()

def __repr__(self) -> str:
"""Provides a friendly string representation for debugging."""
return f"AgentState(ID='{self.agent_id}', Task='{self.current_task}', 

Stage='{self.current_stage}')"

Explanation:

We import json  for serialization, typing  for clear type hints, and 

datetime  for timestamps.

The AgentState  class initializes with agent_id  and initial_task .

Attributes like current_stage , chat_history , scratchpad , and 

tool_outputs  are defined with their expected types.

_update_timestamp()  is a private helper to mark when the state was last

changed.

__repr__  provides a friendly string representation for debugging.

2. Adding Serialization Methods

For our agent's state to be truly persistent, we need to convert it to a format that

can be saved (like JSON) and then reconstructed. We'll add to_dict()  and 

from_dict()  for this purpose.

Add these methods to your AgentState  class in agent_state.py :

# ... (inside AgentState class, after __repr__)

def to_dict(self) -> Dict[str, Any]:
"""Converts the agent's state to a dictionary for serialization."""
return {

"agent_id": self.agent_id,
"current_task": self.current_task,
"current_stage": self.current_stage,
"chat_history": self.chat_history,
"scratchpad": self.scratchpad,
"tool_outputs": self.tool_outputs,
"last_updated_timestamp": self.last_updated_timestamp

}

@classmethod
def from_dict(cls, data: Dict[str, Any]) -> 'AgentState':

"""Creates an AgentState instance from a dictionary."""
# We assume agent_id and current_task are always present for 

initialization
state = cls(data["agent_id"], data["current_task"])
state.current_stage = data.get("current_stage", "planning")

• 
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state.chat_history = data.get("chat_history", [])
state.scratchpad = data.get("scratchpad", {})
state.tool_outputs = data.get("tool_outputs", [])
state.last_updated_timestamp = data.get("last_updated_timestamp", "")
return state

Explanation:

to_dict() : This method iterates through the AgentState  object's

attributes and packages them into a standard Python dictionary. This is the

format typically saved to JSON.

from_dict() : This is a classmethod  that takes a dictionary (like one

loaded from JSON) and reconstructs an AgentState  object. It uses 

data.get()  with default values to handle cases where an older state

schema might be missing new attributes, ensuring backward compatibility.

3. Adding Methods for State Manipulation

To ensure controlled and consistent updates, we'll add dedicated methods for

modifying different parts of the agent's state.

Add these methods to your AgentState  class in agent_state.py :

# ... (inside AgentState class, after from_dict)

def add_message(self, role: str, content: str) -> None:
"""Adds a new message to the chat history."""
self.chat_history.append({"role": role, "content": content})
self._update_timestamp()

def update_scratchpad(self, key: str, value: Any) -> None:
"""Updates or adds an entry to the agent's internal scratchpad."""
self.scratchpad[key] = value
self._update_timestamp()

def record_tool_output(self, tool_name: str, output: Any, tool_input: Any
= None) -> None:

"""Records the output of a tool execution."""
self.tool_outputs.append({

"tool_name": tool_name,
"input": tool_input,
"output": output,
"timestamp": datetime.now().isoformat()

})
self._update_timestamp()

def set_task_stage(self, stage: str) -> None:
"""Sets the current stage of the task."""
valid_stages = ["planning", "analyzing", "coding", "testing", "refacto

ring", "reviewing", "completed", "failed"]
if stage not in valid_stages:

print(f"⚠️ Warning: '{stage}' is not a recognized task stage. 
Proceeding anyway.")

self.current_stage = stage

• 
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self._update_timestamp()

def get_task_summary(self) -> str:
"""Returns a summary of the current task and stage."""
return f"Current Task: '{self.current_task}'. Stage: '{self.current_st

age}'."

Explanation:

add_message() : Appends a new user or agent message to the 

chat_history .

update_scratchpad() : Allows the agent to store internal thoughts or

temporary data.

record_tool_output() : Stores the results of any tools the agent uses,

including the tool's name, input, and output.

set_task_stage() : Explicitly updates the agent's progress, which is vital

for multi-step tasks. We even add basic validation for recognized stages.

get_task_summary() : Provides a quick overview of the agent's current

objective.

4. Consolidating Context for LLMs

One of the most critical aspects of state management for an LLM-powered agent

is preparing the current context to send to the model. This often involves

combining chat history, internal thoughts, and recent tool outputs.

Add this method to your AgentState  class in agent_state.py :

# ... (inside AgentState class, after get_task_summary)

def get_current_context(self) -> List[Dict[str, str]]:
"""

        Generates a consolidated context list suitable for an LLM prompt.
        This is a simplified example; real systems might summarize or filter.
        """

context = []
# Add chat history
context.extend(self.chat_history)

# Add relevant scratchpad items (simplified, could be more selective)
if self.scratchpad:

# For LLMs, we often represent internal thoughts as system 
messages

context.append({"role": "system", "content": f"Internal Notes: {js
on.dumps(self.scratchpad)}"})

# Add recent tool outputs
if self.tool_outputs:

# We only send the last few tool outputs to avoid context window 
overflow

recent_outputs = self.tool_outputs[-3:] # Get last 3 tool outputs

• 
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for output_item in recent_outputs:
tool_output_str = f"Tool '{output_item['tool_name']}' output: 

{json.dumps(output_item['output'])}"
context.append({"role": "system", "content": tool_output_str})

return context

Explanation:

get_current_context() : This is a crucial method. It demonstrates how

you might consolidate various state components into a single list of

messages, suitable for sending to an LLM as part of its prompt.

🧠 Important:  In a real system, this method would involve sophisticated

summarization, filtering, and token management to avoid exceeding context

window limits, especially for long histories or complex tool outputs. We're

keeping it simple here to illustrate the concept.

5. Basic File-based Persistence (JSON)

For an agent to truly remember across sessions or restarts, its state needs to be

saved to a durable store. We'll implement simple JSON file-based persistence.

Add these two methods to your AgentState  class in agent_state.py :

# ... (inside AgentState class, after get_current_context)

def save_state(self, filepath: str) -> None:
"""Saves the current state to a JSON file."""
with open(filepath, 'w', encoding='utf-8') as f:

json.dump(self.to_dict(), f, indent=4)
print(f"⚡ Quick Note: Agent state saved to {filepath}")

@classmethod
def load_state(cls, filepath: str) -> 'AgentState':

"""Loads agent state from a JSON file."""
try:

with open(filepath, 'r', encoding='utf-8') as f:
data = json.load(f)

print(f"⚡ Quick Note: Agent state loaded from {filepath}")
return cls.from_dict(data)

except FileNotFoundError:
print(f"⚠️ What can go wrong: State file not found at {filepath}. 

This is normal for a first run.")
raise # Re-raise to indicate failure to load, main script will 

catch it
except json.JSONDecodeError:

print(f"⚠️ What can go wrong: Error decoding JSON from 
{filepath}. File might be corrupted.")

raise

• 
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Explanation:

save_state() : Takes the dictionary representation of the state (from 

to_dict() ) and writes it to a JSON file. indent=4  makes the JSON human-

readable.

load_state() : Reads a JSON file, parses it, and then uses from_dict()  to

reconstruct the AgentState  object. It also includes basic error handling for 

FileNotFoundError  (expected on first run) and json.JSONDecodeError

(for corrupted files).

6. Putting it All Together: A Simple Agent Loop with State

Let's create a small script to demonstrate how an agent might use this state

manager.

Create a new file, main_agent.py , in the same directory as agent_state.py :

# main_agent.py

from agent_state import AgentState
import os
import time

def simulate_agent_turn(agent_state: AgentState, user_input: str) -> str:
"""

    Simulates a single turn of an AI agent, updating its state.
    In a real agent, this would involve LLM calls, tool usage, etc.
    """

print(f"\n--- Agent Turn ({agent_state.get_task_summary()}) ---")

# 1. Agent receives user input and adds to history
agent_state.add_message(role="user", content=user_input)
print(f"User: {user_input}")

# 2. Agent internally "thinks" (updates scratchpad)
agent_state.update_scratchpad("last_user_query", user_input)
agent_state.update_scratchpad("thinking_process", "Analyzing user input 

and current task stage...")

# 3. Agent decides on an action (simplified logic)
response = ""
if "refactor" in user_input.lower() and agent_state.current_stage == "plan

ning":
response = "Okay, I understand you want to refactor. I'll start by 

outlining the current module structure."
agent_state.set_task_stage("analyzing")

elif agent_state.current_stage == "analyzing":
# Simulate tool usage for analysis
mock_analysis_result = {"AuthService": {"methods": ["login", "register

"]}, "UserRepository": {"methods": ["find_user"]}}
agent_state.record_tool_output("code_analyzer", mock_analysis_result,

tool_input="authentication_module.py")
response = f"I've analyzed the module. Key components are {', '.join(m

ock_analysis_result.keys())}. What's next?"
agent_state.set_task_stage("coding") # Move to coding after analysis

• 
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elif agent_state.current_stage == "coding":
response = "I'm currently writing code for the refactor. I'll let you 

know when I have a draft."
# Simulate some code generation in scratchpad
agent_state.update_scratchpad("generated_code_snippet", "def 

new_login_logic(): pass")
else:

response = f"Hmm, I'm not sure how to proceed with '{user_input}' at 
stage '{agent_state.current_stage}'. Can you clarify?"

# 4. Agent adds its response to history
agent_state.add_message(role="agent", content=response)
print(f"Agent: {response}")

# 5. Agent updates its internal thinking based on its action
agent_state.update_scratchpad("thinking_process", "Action taken, state 

updated.")

return response

if __name__ == "__main__":
STATE_FILE = "agent_state.json"

# Try to load existing state, or create a new one
try:

agent = AgentState.load_state(STATE_FILE)
except FileNotFoundError:

print("No existing state found. Creating a new agent.")
agent = AgentState(agent_id="coding_assistant_001", initial_task="Refa

ctor Auth Module")
except json.JSONDecodeError:

print("Corrupted state file found. Creating a new agent.")
agent = AgentState(agent_id="coding_assistant_001", initial_task="Refa

ctor Auth Module")

print(f"\n--- Initial Agent State ---")
print(agent)
print(f"Chat History: {len(agent.chat_history)} messages")
print(f"Scratchpad: {agent.scratchpad}")

# Simulate a conversation
simulate_agent_turn(agent, "Hey agent, let's start refactoring the 

authentication module.")
simulate_agent_turn(agent, "Okay, analyze the current structure for 

testability improvements.")
simulate_agent_turn(agent, "Great, now start implementing the changes.")
simulate_agent_turn(agent, "What are you working on right now?")

# Demonstrate context for LLM (simplified)
print("\n--- Agent's Current Context for LLM (Simplified) ---")
current_llm_context = agent.get_current_context()
for msg in current_llm_context:

print(f"  [{msg['role']}] {msg['content']}")

# Save the state before exiting
agent.save_state(STATE_FILE)

print("\n--- Agent State After Saving ---")
print(agent)
print(f"Last updated: {agent.last_updated_timestamp}")
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# Simulate reloading the agent later
print("\n--- Simulating Agent Restart ---")
time.sleep(1) # Simulate some time passing
try:

reloaded_agent = AgentState.load_state(STATE_FILE)
except FileNotFoundError:

print("Failed to reload after save, this should not happen!")
exit(1)

except json.JSONDecodeError:
print("Corrupted state file found during reload. This indicates an 

issue with saving.")
exit(1)

print(f"Reloaded Agent: {reloaded_agent}")
print(f"Reloaded Chat History: {len(reloaded_agent.chat_history)}

messages")
print(f"Reloaded Scratchpad: {reloaded_agent.scratchpad}")
print(f"Reloaded Task Stage: {reloaded_agent.current_stage}")

# Continue the conversation with the reloaded agent
simulate_agent_turn(reloaded_agent, "Did you finish the coding part yet?")
reloaded_agent.save_state(STATE_FILE)

To run this code:

Make sure you have Python 3.10 or newer installed.

Save the AgentState  class code (all snippets combined) as 

agent_state.py .

Save the main_agent.py  script in the same directory.

Run python main_agent.py  in your terminal.

Observe how the agent's current_stage , chat_history , scratchpad , and 

tool_outputs  are updated with each turn. Notice how the agent "remembers"

its task and stage, even after simulating a restart by loading the state from 

agent_state.json .

Visualizing the Agent Loop with State

This diagram illustrates how the AgentState  object fits into a typical agent

processing loop:

1. 

2. 

3. 

4. 
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Explanation of the Flow:

Start Agent: The process begins.

Load/Initialize State: The agent tries to load its previous state from a

persistent store (e.g., agent_state.json ). If no state is found, a new 

AgentState  object is initialized.

Agent State Object: This is the central repository of all the agent's

context, as defined by our AgentState  class.

1. 

2. 

3. 

AI VOID [https://aivoid.dev]

Agent State Management: Keeping Track of Context and Progress 49



Agent Processing Loop: This subgraph represents the continuous cycle of

the agent's operation: 

Process Input: The agent receives new input (e.g., a user message).

Decide Action: Based on its current AgentState  (chat history,

scratchpad, task stage), the agent decides what to do next (e.g., call

an LLM, use a tool, change its stage).

Use Tool?: A decision point for whether a tool needs to be executed.

Execute Tool: If a tool is needed, it's invoked (e.g., a code linter, a

database query).

Update State: Crucially, after any action (tool execution, internal

thinking, or generating a response), the AgentState  object is updated

to reflect the new reality (e.g., record_tool_output , add_message , 

set_task_stage ).

Generate Response: The agent formulates a response to the user or

an internal thought.

This loop continues, feeding back into the AgentState  object.

Save State: When the agent session ends or at regular intervals, the

current AgentState  is saved back to persistent storage.

End Session: The agent gracefully shuts down.

Mini-Challenge: Enhancing State with Task Progress
Detail

Our AgentState  currently tracks current_stage . Let's make it more granular to

capture richer information about task progress.

Challenge: Modify the AgentState  class (in agent_state.py ) to not just store

the current_stage , but also a list of completed_stages  and a stage_details

dictionary.

completed_stages : A list of strings, marking stages the agent has

successfully passed through.

stage_details : A dictionary mapping stage names to additional

information (e.g., {"coding": {"files_modified": ["auth.py",

"user.py"], "pr_link": "..."}} ).

4. 
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Then, update the set_task_stage  method to:

If the previous current_stage  was valid (not "planning" or "start"), add it

to completed_stages  before updating to the new stage.

Allow set_task_stage  to accept an optional details: Dict[str, Any]

argument. If provided, store these details in stage_details  for the new

current_stage .

Hint:

You'll need to add self.completed_stages: List[str] = []  and 

self.stage_details: Dict[str, Any] = {}  to the __init__  method.

Remember to update to_dict()  and from_dict()  to handle these new

attributes so they can be saved and loaded.

The logic in set_task_stage  should check if self.current_stage  is a

valid "completed" stage before adding it to completed_stages . You might

want to prevent "planning" or "start" from being added to 

completed_stages .

What to observe/learn: This challenge helps you understand how to evolve

your agent's state to capture richer, more structured information about its

progress. This granular detail enables more intelligent decision-making, better

audit trails, and clearer reporting on the agent's work.

1. 

2. 
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Common Pitfalls & Troubleshooting

Even with a well-designed state manager, agents can run into issues that impact

reliability.

Context Overload/Drift:

Problem: The agent's chat_history  or scratchpad  grows too large,

pushing relevant information out of the LLM's context window, or

leading the agent to focus on irrelevant details. This is a common

issue as highlighted by resources like RasaHQ's "why-agents-fail"

repository.

Solution: Implement intelligent summarization techniques for chat

history and tool outputs. Use hierarchical state where only relevant

summaries are passed to the LLM at each step. Explicitly filter 

scratchpad  contents before generating prompts, possibly using

techniques from Context Engineering.

🔥 Optimization / Pro tip: For long-running agents, consider using

vector databases to store and retrieve relevant past interactions or

internal thoughts, ensuring only the most pertinent information is

injected into the prompt, effectively extending the agent's long-term

memory.

Inconsistent State Updates:

Problem: Different parts of your agent's logic update the state in

conflicting or unexpected ways, leading to an incorrect or corrupted

state. This can be particularly problematic in complex, multi-module

agents.

Solution: Centralize state modification through well-defined methods

(like add_message , update_scratchpad , set_task_stage ). Avoid

direct manipulation of state attributes from various modules. Consider

using immutable state patterns where each "update" creates a new

state object, making changes explicit and traceable.

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Agent State Management: Keeping Track of Context and Progress 52



Lack of Reproducibility:

Problem: Despite saving state, you can't reliably recreate an agent's

exact behavior or failure point. This often happens if not all relevant

parts of the environment or internal state are captured.

Solution: Ensure your to_dict()  method captures every piece of

information that influences the agent's decision-making. Version your

state schema so that you can load older states correctly, even if your 

AgentState  class evolves. For truly robust reproducibility, consider

also capturing the exact model parameters, tool versions, and even

the random seed used by the LLM.

Summary

In this chapter, we've explored the critical role of Agent State Management in

building reliable and effective AI coding agents.

Here are the key takeaways:

Agent state is the comprehensive collection of information an agent needs

to maintain context, track progress, and make informed decisions.

It encompasses chat history, internal thoughts (scratchpad), tool outputs,

environmental observations, and task progress.

Robust state management is essential for consistency, enabling multi-

step tasks, preventing context drift, and ensuring reproducibility

for debugging and evaluation.

We distinguished between ephemeral (short-lived) and persistent (long-

lived) state, recognizing the need for both.

We implemented a practical AgentState  class in Python, demonstrating

how to: 

Structure various state components.

Provide controlled methods for updating state.

Implement basic JSON-based persistence to save and load agent

progress.

Consolidate various state components into a context suitable for LLMs.

We also discussed common pitfalls like context overload, inconsistent

updates, and lack of reproducibility, along with strategies to mitigate them.
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By systematically managing your agent's state, you empower it to tackle more

complex, multi-turn tasks with confidence and reliability. In the next chapter, we'll

build on this foundation by diving into Verification and Evaluation (Evals)

Frameworks, where a stable and reproducible agent state becomes

indispensable for measuring performance and reliability.
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CHAPTER 05

Crafting Agent Control
Systems: Guiding Actions and
Tool Use

Introduction

Welcome back! In our journey through Harness Engineering, we've already laid

crucial groundwork. We've learned how to design systematic environments to

ensure consistent agent execution and how to implement robust state

management to maintain context and continuity across interactions. These are

foundational for any reliable AI agent.

But here's a critical question: once an agent has a clear environment and knows

its current state, how do we ensure it takes the right actions? How do we prevent

it from going off-script, misusing tools, or simply "hallucinating" an action that

doesn't make sense in its current context?

This is where Agent Control Systems come into play. In this chapter, we'll dive

deep into the mechanisms you can build to guide your agent's behavior, manage

its access to tools, and enforce desired operational boundaries. By the end, you'll

understand how to blend explicit rules with intelligent prompting to create agents

that are not just capable, but also predictable and trustworthy.

Core Concepts: The Agent's Guiding Hand

Imagine your AI agent isn't just a brain, but a sophisticated robot with various

tools at its disposal. A control system is like the robot's operating manual and its

internal safety protocols, ensuring it uses its tools correctly and stays focused on

its mission.

What are Agent Control Systems?

Agent Control Systems are the frameworks and mechanisms you implement to

steer an agent's behavior, manage its decision-making process, and orchestrate

its interaction with external tools and environments. They are vital for moving

beyond basic prompt-response models to truly reliable, production-grade agentic

systems.
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Why do we need them? While Large Language Models (LLMs) are incredibly

powerful, they are fundamentally predictive text generators. Without guardrails,

they can be prone to:

Drift: Slowly moving away from the intended goal.

Hallucination: Inventing non-existent tools or actions.

Misinterpretation: Using a tool incorrectly or at the wrong time.

Security Risks: Accessing sensitive resources without proper authorization.

Control systems solve these problems by injecting structure and constraints,

ensuring the agent adheres to its purpose, even in complex or ambiguous

situations.

Types of Control

Effective control systems often combine different strategies, balancing rigidity

with flexibility.

Explicit Control (Structured Guidance)

Explicit control involves defining clear, hardcoded rules, policies, or state

machines that dictate an agent's permissible actions. This is about setting non-

negotiable boundaries.

What it is: Code-based logic, whitelists, blacklists, input validation

schemas, execution limits, and predefined workflows.

Why it's important: Provides strong guarantees for safety, security, and

adherence to critical business logic. It's ideal for scenarios where agent

actions must be precise and predictable.

When to use it: For critical paths, security-sensitive operations (like file

writes, API calls), resource management (e.g., maximum retries), or

enforcing compliance.

Prompt-Based Control (Soft Guidance)

Prompt-based control leverages the LLM's natural language understanding to

guide its behavior through carefully crafted instructions, examples, and

contextual information within the prompt itself.

What it is: System messages, few-shot examples, negative constraints

(e.g., "do NOT use tool X"), role-playing instructions, and explicit goal

definitions.

• 

• 

• 
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Why it's important: Offers flexibility and adaptability. It allows the agent

to reason about situations and make choices within a defined scope, without

requiring every permutation to be hardcoded.

When to use it: For flexible tasks, creative problem-solving, adapting to

novel situations, or guiding the agent's internal thought process (e.g., "Think

step-by-step").

Tool Orchestration

Tools are the agent's primary means of interacting with the world—reading files,

calling APIs, running code, or interacting with a version control system. Tool

orchestration is a specialized form of control focused on managing these

interactions.

What it is: Defining which tools an agent can access, providing clear

descriptions and input schemas for each tool, and implementing

mechanisms to call these tools safely and effectively.

Why it's important: Prevents tool misuse, ensures correct parameter

passing, and protects external systems from unintended agent actions. Tools

are powerful; their use must be controlled.

Concepts:

Tool Registry: A central place to define and store available tools.

Tool Descriptors: Detailed descriptions (often in JSON Schema) of

what a tool does, its parameters, and expected outputs. These are

often included in the agent's prompt.

Execution Wrappers: Functions that validate inputs, handle errors,

and execute the actual tool logic in a controlled environment.

The Agent Control Loop Pattern

Most agentic systems operate within a continuous loop. Control systems are

integrated into various stages of this loop to ensure guidance is applied

throughout the agent's operation.

Here's a simplified view of a common control loop:

• 

• 

• 

• 

• 

• 

• 
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In this loop:

Observe: The agent gathers information from its environment and internal

state.

Plan: Based on observations and its goal, the agent formulates a plan,

which might include calling a specific tool.

Control System Checks: Before any action is taken, the control system

intercepts the proposed action. It verifies if the action is allowed, if the tool

exists, if parameters are valid, and if any other explicit policies are met.

Act: If the action passes control checks, it's executed safely.

• 

• 

• 

• 
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Reflect: The agent reviews the outcome of its action, updates its state, and

potentially adjusts its plan. If the action was blocked by the control system,

reflection helps the agent understand why and formulate an alternative.

Step-by-Step Implementation: Building a Basic Tool
Control System

Let's build a simple, explicit control system for an AI coding agent that can

interact with files. We'll focus on managing its access to read_file  and 

write_file  tools.

We'll use Python for our examples, as it's the de facto standard for AI agent

development. Make sure you have a Python 3.9+ environment set up.

Step 1: Define Agent Tools

First, let's define the core functions our agent can use. These are simple Python

functions that simulate file operations. In a real-world scenario, these would

interact with a sandboxed file system.

Create a file named agent_tools.py :

# agent_tools.py

import os

def read_file(file_path: str) -> str:
"""

    Reads the content of a specified file.
    Args:
        file_path (str): The path to the file to read.
    Returns:
        str: The content of the file, or an error message if not found.
    """

try:
if not os.path.exists(file_path):

return f"Error: File not found at {file_path}"
with open(file_path, 'r') as f:

content = f.read()
return f"File '{file_path}' content:\n{content}"

except Exception as e:
return f"Error reading file '{file_path}': {str(e)}"

def write_file(file_path: str, content: str) -> str:
"""

    Writes content to a specified file. Overwrites if the file exists.
    Args:
        file_path (str): The path to the file to write.
        content (str): The content to write into the file.
    Returns:
        str: A success or error message.
    """

• 
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try:
with open(file_path, 'w') as f:

f.write(content)
return f"Successfully wrote to file '{file_path}'."

except Exception as e:
return f"Error writing to file '{file_path}': {str(e)}"

# In a real system, you'd also provide a schema for the LLM to understand 
these tools.
# For example, using Pydantic or a simple dict:
TOOL_METADATA = {

"read_file": {
"name": "read_file",
"description": "Reads the content of a specified file.",
"parameters": {

"type": "object",
"properties": {

"file_path": {"type": "string", "description": "The path to 
the file."}

},
"required": ["file_path"]

}
},
"write_file": {

"name": "write_file",
"description": "Writes content to a specified file, overwriting if it 

exists.",
"parameters": {

"type": "object",
"properties": {

"file_path": {"type": "string", "description": "The path to 
the file."},

"content": {"type": "string", "description": "The content to 
write."}

},
"required": ["file_path", "content"]

}
}

}

Explanation:

We define read_file  and write_file  as standard Python functions.

They include basic error handling.

TOOL_METADATA  provides structured descriptions of each tool, including

their names, descriptions, and expected parameters (using a simplified JSON

Schema-like format). An LLM would use this metadata to understand how to

call the tools.

Step 2: Implement a Tool Registry

The tool registry is our first explicit control mechanism. It acts as a whitelist of

available functions that the agent can potentially call.

Create a new file agent_harness.py  and add the following:

• 

• 

• 
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# agent_harness.py

import json
from typing import Callable, Dict, Any, List

from agent_tools import read_file, write_file, TOOL_METADATA

class AgentToolRegistry:
def __init__(self, tools: Dict[str, Callable]):

self._tools = tools
self._tool_metadata = TOOL_METADATA # In a larger system, this would 

be dynamic

def get_tool(self, tool_name: str) -> Callable | None:
"""Retrieves a tool function by its name."""
return self._tools.get(tool_name)

def get_tool_description(self, tool_name: str) -> Dict[str, Any] | None:
"""Retrieves the metadata description for a tool."""
return self._tool_metadata.get(tool_name)

# Initialize our registry with the defined tools
tool_registry = AgentToolRegistry({

"read_file": read_file,
"write_file": write_file,

})

Explanation:

AgentToolRegistry  holds a mapping of tool names (strings) to their

corresponding Python functions.

It also stores the TOOL_METADATA  so the agent can understand how to

describe tools to an LLM.

This registry provides a controlled way to access tool functions. If a tool isn't

in _tools , the agent simply cannot retrieve it.

Step 3: Agent's Decision Logic (Simplified)

In a real agent, an LLM would generate a response that includes a tool call. For

this example, we'll simulate that output as a JSON string.

Still in agent_harness.py , let's add a function to simulate an LLM's tool call

output and a parser for it:

# agent_harness.py (continued)

# ... (previous code) ...

def simulate_llm_tool_call(prompt: str) -> str:
"""

    Simulates an LLM's output containing a tool call in JSON format.
    In a real system, this would be an actual LLM API call.
    """

• 

• 

• 
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if "read about" in prompt:
return json.dumps({

"tool_name": "read_file",
"parameters": {"file_path": "example.txt"}

})
elif "write a note" in prompt:

return json.dumps({
"tool_name": "write_file",
"parameters": {"file_path": "my_note.txt", "content": "Hello from 

the agent!"}
})

elif "delete file" in prompt: # This tool doesn't exist
return json.dumps({

"tool_name": "delete_file",
"parameters": {"file_path": "important.txt"}

})
else:

return json.dumps({"response": "I'm not sure how to help with that."})

def parse_llm_output(llm_output: str) -> Dict[str, Any] | None:
"""

    Parses the LLM's output to extract tool call information.
    """

try:
data = json.loads(llm_output)
if "tool_name" in data and "parameters" in data:

return data
elif "response" in data:

print(f"Agent response: {data['response']}")
return None # Not a tool call

else:
print(f"Warning: Unexpected LLM output format: {llm_output}")
return None

except json.JSONDecodeError:
print(f"Error: LLM output is not valid JSON: {llm_output}")
return None

Explanation:

simulate_llm_tool_call  stands in for an actual LLM. It generates JSON

strings that look like tool calls based on simple prompt keywords. Notice it

can also generate a call for delete_file , which is not a tool we defined.

parse_llm_output  attempts to parse this JSON and extract the tool_name

and parameters .

Step 4: Controlled Tool Execution

This is the core of our explicit control system. We'll create a function that takes

the parsed LLM output and safely executes the requested tool.

Add execute_tool_safely  to agent_harness.py :

# agent_harness.py (continued)

# ... (previous code) ...

• 

• 
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def execute_tool_safely(tool_call_data: Dict[str, Any]) -> str:
"""

    Executes a tool call only if it's registered and parameters are valid.
    This is our control system's execution gate.
    """

tool_name = tool_call_data.get("tool_name")
parameters = tool_call_data.get("parameters", {})

# 1. Check if the tool is registered (Explicit Control)
tool_func = tool_registry.get_tool(tool_name)
if not tool_func:

return f"Error: Tool '{tool_name}' is not registered and cannot be 
executed."

# 2. Basic parameter validation (Explicit Control)
tool_meta = tool_registry.get_tool_description(tool_name)
if tool_meta and "parameters" in tool_meta:

required_params = tool_meta["parameters"].get("required", [])
for req_param in required_params:

if req_param not in parameters:
return f"Error: Tool '{tool_name}' requires parameter '{req_pa

ram}', but it was not provided."
# More advanced validation (e.g., type checking) would go here

print(f"Executing tool '{tool_name}' with parameters: {parameters}")
try:

result = tool_func(**parameters)
return result

except TypeError as e:
return f"Error: Invalid parameters for tool '{tool_name}': {e}. Check 

tool definition."
except Exception as e:

return f"Error during tool execution '{tool_name}': {str(e)}"

Explanation:

execute_tool_safely  acts as a gatekeeper.

Registration Check: It first queries tool_registry  to see if tool_name  is

even recognized. This is a fundamental explicit control.

Parameter Validation: It then performs a basic check for required

parameters based on the TOOL_METADATA . This prevents the agent from

calling a function with missing arguments, which could lead to runtime

errors.

Execution: Only if both checks pass, the tool function is called with the

provided parameters. Error handling is included for robustness.

Let's test it out! Add a main execution block to agent_harness.py :

# agent_harness.py (continued)

# ... (previous code including execute_tool_safely) ...

• 

• 

• 
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if __name__ == "__main__":
# Create a dummy file for reading
with open("example.txt", "w") as f:

f.write("This is some example content for the agent to read.")

print("--- Test Case 1: Valid Read File ---")
llm_output_read = simulate_llm_tool_call("Please read about the example 

file.")
parsed_read = parse_llm_output(llm_output_read)
if parsed_read:

print(execute_tool_safely(parsed_read))
print("-" * 30)

print("--- Test Case 2: Valid Write File ---")
llm_output_write = simulate_llm_tool_call("Please write a note for me.")
parsed_write = parse_llm_output(llm_output_write)
if parsed_write:

print(execute_tool_safely(parsed_write))
print("-" * 30)

print("--- Test Case 3: Non-existent Tool ---")
llm_output_delete = simulate_llm_tool_call("I want to delete file 

important.txt.")
parsed_delete = parse_llm_output(llm_delete)
if parsed_delete:

print(execute_tool_safely(parsed_delete))
print("-" * 30)

print("--- Test Case 4: Missing Required Parameter (Simulated) ---")
# Manually create a malformed tool call for demonstration
malformed_call = {

"tool_name": "write_file",
"parameters": {"file_path": "incomplete.txt"} # Missing 'content'

}
print(execute_tool_safely(malformed_call))
print("-" * 30)

print("--- Test Case 5: Agent response (not a tool call) ---")
llm_output_response = simulate_llm_tool_call("Tell me a joke.")
parse_llm_output(llm_output_response)

# This will print the agent response directly
print("-" * 30)

# Clean up dummy files
if os.path.exists("example.txt"):

os.remove("example.txt")
if os.path.exists("my_note.txt"):

os.remove("my_note.txt")

Run this script from your terminal:

python agent_harness.py

You should see output similar to this:

--- Test Case 1: Valid Read File ---
Executing tool 'read_file' with parameters: {'file_path': 'example.txt'}
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File 'example.txt' content:
This is some example content for the agent to read.
------------------------------
--- Test Case 2: Valid Write File ---
Executing tool 'write_file' with parameters: {'file_path': 'my_note.txt', 
'content': 'Hello from the agent!'}
Successfully wrote to file 'my_note.txt'.
------------------------------
--- Test Case 3: Non-existent Tool ---
Error: Tool 'delete_file' is not registered and cannot be executed.
------------------------------
--- Test Case 4: Missing Required Parameter (Simulated) ---
Error: Tool 'write_file' requires parameter 'content', but it was not 
provided.
------------------------------
--- Test Case 5: Agent response (not a tool call) ---
Agent response: I'm not sure how to help with that.
------------------------------

Notice how delete_file  was blocked because it wasn't in our tool_registry ,

and the write_file  call with missing content  was also caught by our

validation. This demonstrates the power of explicit control!

Step 5: Adding a Whitelist (Explicit Policy)

What if we want to dynamically restrict which registered tools an agent can use in

a specific context? Let's add an explicit whitelist to execute_tool_safely .

Modify agent_harness.py  to add an allowed_tools  parameter to 

execute_tool_safely :

# agent_harness.py (modified)

# ... (previous imports and AgentToolRegistry class) ...

def execute_tool_safely(tool_call_data: Dict[str, Any], allowed_tools: List[st
r] | None = None) -> str:

"""
    Executes a tool call only if it's registered, in the allowed_tools list,
    and parameters are valid.
    """

tool_name = tool_call_data.get("tool_name")
parameters = tool_call_data.get("parameters", {})

# 1. Check if the tool is in the explicit whitelist (NEW Explicit Control)
if allowed_tools is not None and tool_name not in allowed_tools:

return f"Error: Tool '{tool_name}' is not allowed in this context."

# 2. Check if the tool is registered
tool_func = tool_registry.get_tool(tool_name)
if not tool_func:

return f"Error: Tool '{tool_name}' is not registered and cannot be 
executed."

# 3. Basic parameter validation
tool_meta = tool_registry.get_tool_description(tool_name)
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if tool_meta and "parameters" in tool_meta:
required_params = tool_meta["parameters"].get("required", [])
for req_param in required_params:

if req_param not in parameters:
return f"Error: Tool '{tool_name}' requires parameter '{req_pa

ram}', but it was not provided."

print(f"Executing tool '{tool_name}' with parameters: {parameters}")
try:

result = tool_func(**parameters)
return result

except TypeError as e:
return f"Error: Invalid parameters for tool '{tool_name}': {e}. Check 

tool definition."
except Exception as e:

return f"Error during tool execution '{tool_name}': {str(e)}"

# ... (rest of the file, update the __main__ block) ...

if __name__ == "__main__":
# ... (previous setup and test cases) ...

print("--- Test Case 6: Whitelisted Tool (read_file only) ---")
# In this context, only 'read_file' is allowed.
llm_output_read_again = simulate_llm_tool_call("Please read about the 

example file.")
parsed_read_again = parse_llm_output(llm_output_read_again)
if parsed_read_again:

print(execute_tool_safely(parsed_read_again, allowed_tools=["read_file
"]))

print("-" * 30)

print("--- Test Case 7: Whitelisted Tool (write_file blocked) ---")
# Even though write_file is registered, it's not in the allowed_tools for 

this context.
llm_output_write_blocked =

simulate_llm_tool_call("Please write a note for me.")
parsed_write_blocked = parse_llm_output(llm_output_write_blocked)
if parsed_write_blocked:

print(execute_tool_safely(parsed_write_blocked, allowed_tools=["read_f
ile"]))

print("-" * 30)

# Clean up dummy files
if os.path.exists("example.txt"):

os.remove("example.txt")
if os.path.exists("my_note.txt"):

os.remove("my_note.txt")

Run python agent_harness.py  again.

You should now see the new test cases:

... (previous output) ...
--- Test Case 6: Whitelisted Tool (read_file only) ---
Executing tool 'read_file' with parameters: {'file_path': 'example.txt'}
File 'example.txt' content:
This is some example content for the agent to read.
------------------------------
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--- Test Case 7: Whitelisted Tool (write_file blocked) ---
Error: Tool 'write_file' is not allowed in this context.
------------------------------

Explanation: By adding the allowed_tools  parameter, we've introduced

another layer of explicit control. This allows us to define context-specific

permissions for tools. An agent might have access to a broad set of tools, but a

control system can restrict that access based on the current task, user

permissions, or security policies.

Mini-Challenge: Enhancing Tool Control

You've successfully implemented basic tool registration, parameter validation, and

a dynamic whitelist. Now, let's add another common explicit control.

Challenge: Implement a max_execution_time  constraint for any tool. Modify

the execute_tool_safely  function so that if a tool call takes longer than a

specified duration (e.g., 5 seconds), it is interrupted and an error message is

returned.

Hint: Python's threading  module can be used with a Thread  and a join  with a

timeout  argument, or for a simpler illustrative example, you could simulate a

delay within a tool and check time.time()  before and after the call. For a

production system, consider libraries like joblib.Parallel  or 

concurrent.futures  for more robust timeouts.

What to observe/learn: How to add temporal constraints to agent actions,

preventing long-running or unresponsive tool calls from blocking the agent's

progress or consuming excessive resources. This is crucial for managing agent

performance and reliability in real-time systems.
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Common Pitfalls & Troubleshooting

Building robust control systems is an art of balancing guidance and autonomy.

Here are some common issues:

Over-constraining the Agent:

What can go wrong: Too much explicit control, rigid rules, or overly

strict whitelists can stifle the agent's ability to reason, adapt, and

solve novel problems. It becomes a glorified script rather than an

intelligent agent.

Troubleshooting: Start with soft, prompt-based guidance. Only

introduce explicit controls for critical paths, safety, or non-negotiable

business rules. Review your explicit rules regularly to ensure they are

still necessary and not overly restrictive.

Ambiguous Prompt-Based Control:

What can go wrong: Vague instructions, conflicting directives, or

insufficient examples in the prompt can lead to unpredictable agent

behavior, misinterpretations, or ignoring your guidance entirely.

Troubleshooting: Be precise, concise, and explicit in your prompts.

Use few-shot examples to demonstrate desired behavior. Leverage

negative constraints (e.g., "Do NOT access the database directly, use

the query_data  tool instead"). Test your prompts thoroughly across

various scenarios.

Ignoring Tool Input Validation:

What can go wrong: Even if an agent calls a valid tool, it might

provide invalid parameters (e.g., a non-existent file path, incorrect

data type, or malicious input). This can lead to runtime errors,

unexpected behavior, or security vulnerabilities in the underlying

tools.

Troubleshooting: Always validate tool inputs against expected

schemas (like we did with TOOL_METADATA ). Use libraries like Pydantic

for robust schema validation. Ensure the tool itself handles invalid

inputs gracefully.

• 
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Lack of Observability into Control Decisions:

What can go wrong: If an agent behaves unexpectedly, and you

don't know why a particular tool was chosen (or blocked), debugging

becomes incredibly difficult. You lose insight into the control system's

effectiveness.

Troubleshooting: Log all control decisions. Record when a tool call is

proposed, if it passes validation, if it's blocked by a whitelist, and the

outcome of its execution. This creates a traceable audit trail for

understanding agent behavior.

Summary

In this chapter, we've explored the crucial role of Agent Control Systems in

building reliable and predictable AI coding agents. We've learned that:

Control systems are essential for guiding agent behavior, preventing

drift, and ensuring safe tool usage.

They blend explicit control (hardcoded rules, registries, validation) for

reliability and safety with prompt-based control (careful instructions,

examples) for flexibility and adaptability.

Tool orchestration is a key component, managing what tools an agent can

access, and ensuring their correct and secure execution.

Implementing explicit checks like tool registration and parameter

validation are fundamental steps toward building trustworthy agentic

systems.

By systematically applying these control mechanisms, you move closer to agents

that are not only intelligent but also dependable and aligned with your

operational goals.

In our next chapter, we'll delve into Observability for Agentic Systems. We'll

learn how to monitor, log, and analyze agent behavior to understand what they're

doing, why they're doing it, and how to debug issues when they arise.

• 
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CHAPTER 06

Context Engineering:
Optimizing Prompts and Tool
Definitions

Introduction to Context Engineering

Welcome back, future Harness Engineers! In the previous chapters, we laid the

groundwork for building robust AI agents by focusing on systematic environments,

robust state management, verification, and control systems. Now, it's time to dive

into what truly powers these agents' decision-making: the context they operate

within.

Imagine an AI agent as a brilliant but literal-minded apprentice. No matter how

smart they are, their effectiveness hinges entirely on the clarity and

completeness of the instructions you provide and the tools you give them. This is

the essence of Context Engineering: the art and science of meticulously

crafting the inputs—prompts and tool definitions—that guide an agent's behavior

to achieve desired outcomes reliably.

In this chapter, we'll explore how to design these critical pieces of context. You'll

learn sophisticated prompt engineering techniques, how to define tools that

agents can understand and use effectively, and strategies for managing the ever-

present challenge of context window limitations. By the end, you'll be equipped to

give your AI agents the precise "brain food" they need to excel, moving beyond

basic prompting to truly engineered context.

Prerequisites

To get the most out of this chapter, you should have a basic understanding of:

Python programming fundamentals.

The concepts of Large Language Models (LLMs) and their role in AI agents.

Familiarity with the agent architecture discussed in previous chapters,

particularly how agents interact with their environment and tools.

A development environment set up with Python 3.10+ and pip .

• 

• 

• 

• 
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The Agent's World: What is Context?

At its core, an AI agent operates within a defined "world" of information. This

world is its context. It includes everything the agent knows or can know at any

given moment to make decisions and perform actions.

What does this context typically include?

System Prompt (Instructions): The overarching directives, persona,

goals, and constraints for the agent. This is its mission statement.

User Prompt (Current Task): The specific request or problem the user

wants the agent to solve right now.

Conversation History: Previous turns in a dialogue, providing continuity

and memory.

Tool Definitions: Descriptions of the functions or APIs the agent can call,

along with their expected inputs and outputs.

External Knowledge: Information retrieved from databases,

documentation, or the internet, often provided by a Retrieval-Augmented

Generation (RAG) system.

Observation Results: The outcomes of previous tool calls or environment

interactions.

Context engineering is about carefully curating and presenting all this information

to the agent's underlying LLM, ensuring it has everything it needs—and nothing it

doesn't—to make optimal decisions.

Why Context Engineering Matters

Without effective context engineering, even the most powerful LLM will struggle.

Ambiguity: Vague prompts lead to unpredictable agent behavior or

"hallucinations."

Inefficiency: Providing too much irrelevant information can waste precious

context window tokens and confuse the agent.

Unreliability: Poorly defined tools might be misused or ignored, leading to

failed tasks.

Security Risks: Without proper guardrails in the prompt, agents might

perform unintended or harmful actions.

📌 Key Idea:  Context engineering transforms an LLM from a general-purpose

text generator into a focused, goal-oriented agent.

1. 

2. 

3. 

4. 

5. 

6. 
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Crafting Effective Prompts: The Agent's Mission
Brief

The prompt is the agent's primary directive. It's where you define its identity, its

purpose, and the rules of its engagement. For AI coding agents, this means

setting up a persona, defining coding standards, and outlining the problem-

solving process.

Let's break down the components of a robust prompt for a coding agent.

System Prompt: Setting the Stage

The system prompt acts as the foundational layer, shaping the agent's overall

behavior.

# python_agent_harness/prompts/system_prompt.py
SYSTEM_PROMPT = """
You are a highly skilled, senior Python software engineer specializing in 
clean code, robust testing, and maintainable architecture.
Your primary goal is to assist the user by writing, refactoring, and debugging 
Python code.

Here are your core principles:
1.  **Understand the Request Fully:** Always ask clarifying questions if the 
request is ambiguous or incomplete.
2.  **Plan First:** Before writing or changing code, outline your approach. 
Explain your reasoning.
3.  **Write Clean, Modern Python:** Adhere to PEP 8, use type hints, and favor 
idiomatic Python.
4.  **Test Thoroughly:** When implementing new features or fixing bugs, 
consider unit tests or integration tests.
5.  **Iterate and Reflect:** After performing an action (e.g., writing code, 
running tests), evaluate the outcome and adjust your plan.
6.  **Safety First:** Never execute arbitrary shell commands or access 
sensitive files unless explicitly instructed and fully understood.

You have access to a set of tools to interact with the codebase and 
environment. Use them judiciously.
When asked to perform a task, think step-by-step and explain your reasoning.
"""

Explanation:

Persona: "Highly skilled, senior Python software engineer..." establishes

authority and expertise.

Primary Goal: "assist the user by writing, refactoring, and debugging

Python code" defines its core purpose.

Core Principles: These are explicit behavioral guidelines. They prevent

common pitfalls (e.g., rushing to code, ignoring tests) and enforce best

practices (PEP 8, type hints).

• 

• 

• 
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Tool Access: Informs the agent it has tools, hinting at their usage.

Think Step-by-Step: Encourages chain-of-thought reasoning, making the

agent's process more transparent and debuggable.

🧠 Important:  The system prompt is your most powerful lever for shaping

agent behavior. Invest time in refining it.

User Prompt: The Specific Task

The user prompt is the immediate instruction from the user. For a coding agent,

this might be a bug report, a feature request, or a refactoring task.

USER_PROMPT_TEMPLATE = """
The user has provided the following task:
{task_description}

Current context and relevant files:
{file_contents}

Please analyze the task and the provided code, then formulate a plan.
"""

Explanation:

task_description : This placeholder will be filled with the user's specific

request (e.g., "Fix the bug in utils.py  where division by zero occurs").

file_contents : This is crucial for a coding agent. It allows you to inject

relevant code snippets or entire file contents, providing the agent with the

necessary code context to understand and modify.

⚡ Real-world insight:  For complex coding tasks, file_contents  might be

dynamically populated by a RAG system that retrieves relevant files based on the 

task_description .

Few-Shot Examples (Optional but Powerful)

For tricky or nuanced tasks, providing a few examples of desired input/output

pairs (or interaction sequences) can significantly improve agent performance.

This is known as few-shot prompting.

For a coding agent, a few-shot example might demonstrate:

How to respond when asking for clarification.

The desired format for a code change (e.g., providing a diff).

A typical interaction where the agent uses a tool, observes the result, and

then takes the next logical step.

• 

• 

• 

• 

• 

• 
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# Example of a few-shot interaction snippet (conceptual)
FEW_SHOT_EXAMPLE = """
User: "Refactor `calculate_total` in `order.py` to use a more functional 
approach."

Agent: "Okay, I understand. I will refactor the `calculate_total` function in 
`order.py` to be more functional.
My plan is:
1.  Read the content of `order.py`.
2.  Identify `calculate_total` and analyze its current implementation.
3.  Propose a functional refactoring, perhaps using `map` or `reduce`.
4.  Present the proposed changes as a diff.

Tool Use: read_file(file_path='order.py')
... (tool output) ...
Proposed diff:
```diff
--- a/order.py
+++ b/order.py
@@ -5,7 +5,7 @@
 def calculate_total(items):
-    total = 0
-    for item in items:
-        total += item.price * item.quantity
-    return total
+    return sum(item.price * item.quantity for item in items)

Does this look good?" """

**Explanation:** This example provides a concrete demonstration of the desired 
planning, tool usage, and output format.

## Defining Agent Tools: Extending Capabilities

An agent's usefulness skyrockets when it can interact with its environment 
through tools. For a coding agent, these tools might be:
- Reading/writing files.
- Running shell commands (with extreme caution!).
- Executing Python code in a sandbox.
- Interacting with a debugger or linter.
- Performing Git operations.

Modern LLMs (like OpenAI's GPT models or Google's Gemini) often support 
**function calling** or **tool use** natively. This means the LLM can parse a 
user request, decide which tool to use, and generate the correct arguments for 
that tool based on its definition.

### Tool Definition Structure

Each tool needs a clear definition that the LLM can understand. This typically 
involves:
1.  **Name:** A unique identifier for the tool (e.g., `read_file`).
2.  **Description:** A human-readable explanation of what the tool does and 
when to use it. This is crucial for the LLM's decision-making.
3.  **Parameters/Schema:** A structured definition (often using JSON Schema or 
Pydantic) of the arguments the tool expects.

Let's define a `read_file` tool using Python and Pydantic (a popular library 
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for data validation and settings management, version `2.x` as of 2026).

First, ensure you have Pydantic installed:
```bash
pip install "pydantic>=2.0"

Then, define the tool:

# python_agent_harness/tools/file_tools.py
import os
from pydantic import BaseModel, Field
from typing import Callable, Dict, Any

# --- Pydantic Schema for Tool Input ---
class ReadFileInput(BaseModel):

"""Input schema for the read_file tool."""
file_path: str = Field(

..., description="The path to the file to read. Must be a valid, 
existing file."

)

# --- Tool Function ---
def read_file_tool(file_path: str) -> str:

"""
    Reads the content of a specified file.
    Returns the file content as a string.
    Raises FileNotFoundError if the file does not exist.
    """

if not os.path.exists(file_path):
raise FileNotFoundError(f"File not found: {file_path}")

if not os.path.isfile(file_path):
raise ValueError(f"Path is not a file: {file_path}")

with open(file_path, 'r', encoding='utf-8') as f:
content = f.read()

return content

# --- Tool Definition (for LLM consumption) ---
# This structure is often adapted to the specific agent framework (e.g., 
LangChain)
def get_read_file_tool_definition() -> Dict[str, Any]:

"""
    Returns the definition of the read_file tool in a format
    compatible with common LLM function calling mechanisms.
    """

return {
"name": "read_file",
"description": "Reads the content of a specified file and returns it 

as a string. Use this to inspect code or documentation.",
"parameters": ReadFileInput.model_json_schema() # Pydantic v2.x method

}
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Explanation:

ReadFileInput  (Pydantic Model): This defines the expected arguments

for read_file_tool . 

file_path: str = Field(...) : Declares file_path  as a required

string.

description : Provides a clear explanation for both humans and the

LLM about what file_path  represents.

read_file_tool  (Python Function): This is the actual Python logic that

performs the file reading. 

Includes basic error handling ( FileNotFoundError , ValueError ) for

robustness.

get_read_file_tool_definition  (LLM-Friendly Definition): This

function packages the tool's metadata into a dictionary format that LLM

frameworks (like LangChain or directly interacting with OpenAI/Gemini APIs)

can use. 

"name" : The name the LLM will use to refer to this tool.

"description" : A detailed explanation of the tool's purpose. This is 

critical for the LLM to decide when to use it.

"parameters" : The JSON Schema generated directly from our 

ReadFileInput  Pydantic model. This ensures consistency and strict

validation of arguments.

🔥 Optimization / Pro tip:  Always provide precise and descriptive 

description  fields for your tools. The LLM relies heavily on these descriptions to

understand when and how to use a tool correctly.

Workflow with Tools

Here's how an agent typically uses a tool:

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Explanation of the flow:

User Request: The user provides a task.

Agent Decision Cycle: The agent's LLM, given the system prompt, user

request, and tool definitions, decides the next best action.

LLM Tool Call: If a tool is needed, the LLM generates a structured call to

one of the defined tools with appropriate arguments (e.g., 

read_file(file_path='main.py') ).

Harness Executes Tool: The agent harness (your code) intercepts this tool

call and executes the corresponding Python function ( read_file_tool ).

1. 

2. 

3. 

4. 
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Observation Result: The output of the tool (e.g., the content of main.py )

is returned.

Observation back to Agent: The tool's output is injected back into the

LLM's context as an "observation."

Continue Decision Cycle: The LLM now has new information and can

decide on the next step (e.g., use another tool, generate a final answer).

Agent Response: Once the task is complete, the agent generates a final

response to the user.

Managing Context Window Limits: The Ever-Present
Challenge

LLMs have a finite context window—the maximum amount of text (tokens) they

can process at once. For coding agents, this is a major bottleneck because

codebases can be vast, and conversations can be long. Exceeding this limit leads

to truncation, causing the agent to "forget" crucial information.

Here are strategies to manage context effectively:

Summarization:

Concept: Periodically summarize conversation history or long tool

outputs.

Application: After several turns, condense the chat log into a concise

summary that preserves key decisions and information.

Caveat: Summarization can lose fine-grained details, so use it

judiciously, especially for code.

Retrieval-Augmented Generation (RAG):

Concept: Instead of putting all possible information into the context,

retrieve only the most relevant pieces dynamically.

Application: When the agent needs to reference code,

documentation, or past interactions, use an embedding model and

vector database to fetch relevant chunks of text.

Benefit: Keeps context windows small and focused, allowing agents to

work with large codebases. This is a cornerstone of advanced coding

agents.

5. 

6. 

7. 

8. 
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Sliding Window / Fixed Window:

Concept: Keep only the most recent N tokens or messages in the

context, discarding the oldest ones.

Application: Simple to implement for conversation history, but can

lead to forgetting early context.

Trade-off: Easy, but less intelligent than summarization or RAG.

Hierarchical Context:

Concept: Maintain different levels of context (e.g., a high-level project

overview, a medium-level file context, and a low-level function

context).

Application: The agent can "zoom in" or "zoom out" by swapping out

context based on the current task's scope.

Example: For a project-wide refactor, load project-level goals. When

working on a specific file, load that file's content.

⚠️ What can go wrong:  Aggressive context reduction (especially

summarization) can lead to agents "forgetting" critical details, causing subtle

bugs or missed requirements. Always evaluate the impact of your context

management strategy.

Step-by-Step Implementation: Building a Basic
Context-Aware Agent

Let's put these concepts into practice by building a simple Python coding agent

that can read files and is guided by our engineered prompts. We'll use a

conceptual agent framework (similar to LangChain, but simplified for clarity).

First, create a project structure:

python_agent_harness/
├── agent.py
├── main.py
├── prompts/
│   └── system_prompt.py
├── tools/
│   └── file_tools.py
└── test_file.py

python_agent_harness/prompts/system_prompt.py : (Already defined

above)

3. 
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python_agent_harness/tools/file_tools.py : (Already defined above)

test_file.py : A simple file for our agent to interact with.

# test_file.py
def greet(name: str) -> str:

"""
        Greets the given name.
        """

return f"Hello, {name}!"

def add(a: int, b: int) -> int:
"""

        Adds two numbers.
        """

return a + b

python_agent_harness/agent.py : This file will contain our conceptual

agent class.

We'll simulate an LLM's function-calling ability. In a real scenario, you'd

integrate with an actual LLM API (e.g., openai.ChatCompletion.create  or 

google.generativeai.GenerativeModel ).

# python_agent_harness/agent.py
import json
from typing import List, Dict, Any, Tuple
from .prompts.system_prompt import SYSTEM_PROMPT
from .tools.file_tools import read_file_tool, get_read_file_tool_definitio

n

class SimpleCodingAgent:
def __init__(self, llm_model_name: str = "gpt-4o-2026-06-18"): # 

Simulate a modern LLM
self.llm_model_name = llm_model_name
self.tools = {

"read_file": read_file_tool
}
self.tool_definitions = [

get_read_file_tool_definition()
]
self.messages: List[Dict[str, str]] = [{"role": "system", "content

": SYSTEM_PROMPT}]
print(f"Agent initialized with LLM: {self.llm_model_name}")

def _call_llm(self) -> Tuple[str, Dict[str, Any]]:
"""

            Simulates an LLM call. In a real scenario, this would interact
            with an actual LLM API. For this example, we'll hardcode a
            tool call response.
            """

print("\n--- Simulating LLM Call ---")
# For demonstration, let's hardcode the LLM to call 'read_file'
# when asked about `test_file.py`.
# In a real LLM, it would generate this based on the prompt.

2. 

3. 

1. 
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if "test_file.py" in self.messages[-1]["content"]:
print("LLM decided to call read_file for test_file.py")
return "tool_call", {

"tool_name": "read_file",
"tool_args": {"file_path": "test_file.py"}

}
else:

# If no specific tool call, simulate a general response
print("LLM decided to respond directly.")
return "response", {"content":

"I am a coding agent. How can I help you with your Python code?"}

def run(self, user_task: str) -> str:
self.messages.append({"role": "user", "content": user_task})
print(f"\nUser: {user_task}")

while True:
action_type, action_details = self._call_llm()

if action_type == "tool_call":
tool_name = action_details["tool_name"]
tool_args = action_details["tool_args"]
print(f"Agent requested tool: {tool_name} with args: {tool

_args}")

if tool_name in self.tools:
try:

# Execute the tool
tool_output = self.tools[tool_name](**tool_args)
print(f"Tool '{tool_name}' executed 

successfully.")
# Add tool output as an observation to context
self.messages.append({"role": "tool", "content": j

son.dumps(
{"tool_name": tool_name, "args": tool_args, "o

utput": tool_output}
)})
print("\n--- Tool Output Added to Context ---")
print(tool_output[:200] + "..." if

len(tool_output) > 200 else tool_output) # Truncate for display
print("Agent will continue thinking with new 

observation.")
except Exception as e:

error_message = f"Error executing tool 
'{tool_name}': {e}"

self.messages.append({"role": "tool", "content": j
son.dumps(

{"tool_name": tool_name, "args": tool_args, "e
rror": error_message}

)})
print(f"\n--- Tool Error Added to Context ---")
print(error_message)
return f"Agent encountered an error: {error_messag

e}"
else:

error_message = f"Agent requested unknown tool: {tool_
name}"

self.messages.append({"role": "tool", "content":
json.dumps(

{"tool_name": tool_name, "args": tool_args, "error
": error_message}

)})
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print(f"\n--- Unknown Tool Error Added to Context 
---")

print(error_message)
return f"Agent encountered an error: {error_message}"

elif action_type == "response":
final_response = action_details["content"]
self.messages.append({"role": "assistant", "content": fina

l_response})
print(f"\nAgent: {final_response}")
return final_response

else:
return "Unexpected action type from LLM."

**Explanation of `agent.py`:**
- **`SimpleCodingAgent.__init__`**: Initializes the agent with a simulated LLM 
name, registers the `read_file_tool`, and sets up the initial `SYSTEM_PROMPT`.
- **`_call_llm()`**: This is a *simulated* LLM interaction. In a real system, 
you'd make an API call to an LLM like `openai.ChatCompletion.create` which 
would take `self.messages` and `self.tool_definitions` as input and return 
either a text response or a tool call. For this example, we're hardcoding a 
tool call to `read_file` if the user task mentions `test_file.py`.
- **`run(user_task)`**: This is the agent's main loop.
    - It adds the user's task to the `messages` (the agent's context).
    - It calls the simulated LLM.
    - If the LLM decides to `tool_call`, it executes the tool, captures the 
output (or error), and adds it back to `self.messages` as a `role: "tool"` 
message (an observation). This new observation then becomes part of the 
context for the *next* simulated LLM call, enabling multi-step reasoning.
    - If the LLM decides to `response`, it returns the final answer.

main.py : To run our agent.

# main.py
from python_agent_harness.agent import SimpleCodingAgent

def main():
print("Starting Simple Coding Agent...")
agent = SimpleCodingAgent()

# Task 1: A general query, should not trigger tool call in our 
simulation

agent.run("Tell me about the principles of clean code.")

print("\n" + "="*50 + "\n")

# Task 2: A specific query that should trigger the read_file tool

agent.run("What are the contents of test_file.py? I need to understand the 
functions defined there.")

if __name__ == "__main__":
main()

1. 
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To run this example:

Save the files into the python_agent_harness  directory as structured

above.

Make sure test_file.py  is in the root of your project, alongside the 

python_agent_harness  directory.

From your project root (where main.py  and test_file.py  are), run:

python main.py

You should observe the agent responding to the first query generally, and then for

the second query, it will "decide" to call read_file  for test_file.py  and

present its contents (simulated).

Mini-Challenge: Enhance the Agent's Toolset

Now it's your turn! Let's give our agent another crucial capability.

Challenge: Implement a write_file  tool for our SimpleCodingAgent .

Define a Pydantic Schema: Create a WriteFileInput  model for 

file_path  and content .

Implement the Tool Function: Create write_file_tool(file_path:

str, content: str) -> str  that writes the content  to file_path .

Handle potential errors (e.g., directory not found).

Create Tool Definition: Add get_write_file_tool_definition()  to 

file_tools.py  similar to read_file .

Integrate into Agent: Register the new tool in 

SimpleCodingAgent.__init__ .

Modify _call_llm  (simulation): Update the _call_llm  method in 

agent.py  to simulate calling write_file  if the user asks to "create" or

"modify" a file (e.g., "Create a new file called temp.py  with content 

print('Hello') ").

Test in main.py : Add a new agent.run()  call to test your write_file

tool.

Hint: For write_file_tool , you might want to use 

os.makedirs(os.path.dirname(file_path), exist_ok=True)  to ensure the

directory exists before writing the file.

1. 
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What to observe/learn:

How adding new tools requires defining both the Pydantic schema and the

executable function.

How the LLM's "decision-making" (even simulated here) would rely on the

tool's description to choose the correct tool.

The importance of error handling in tool functions for robust agent behavior.

• 

• 

• 
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Common Pitfalls & Troubleshooting
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Vague Tool Descriptions:

Pitfall: If your tool's description  is unclear or generic, the LLM

won't know when to use it, or it might use it incorrectly.

Troubleshooting: Make tool descriptions highly specific, including

examples of use cases if necessary. Emphasize preconditions and

postconditions. 

Bad: "A tool to get info."

Good: "Retrieves the current weather for a specific city. Use this

when the user asks about weather conditions in a geographical

location."

Context Window Overload:

Pitfall: Pushing too much information (long chat histories, huge code

files) into the LLM's context. This leads to truncation, "forgetting," and

expensive API calls.

Troubleshooting: Implement robust context management strategies:

Start with RAG for large knowledge bases.

Summarize conversation history after a certain number of turns

or token count.

Only pass relevant code snippets, not entire repositories.

Schema Mismatch/Validation Errors:

Pitfall: The LLM generates arguments for a tool that don't match your

Pydantic schema, leading to runtime errors when executing the tool.

Troubleshooting:

Ensure your tool's parameter description  in the tool definition

is crystal clear.

Review the LLM's output for malformed JSON or incorrect

argument types.

Ensure your Pydantic models are robust and handle edge cases

(e.g., optional fields, default values).

🔥 Optimization / Pro tip:  Some frameworks allow you to

"repair" LLM-generated tool calls if they're slightly malformed,

using another LLM call or regex.

1. 
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Lack of Observability into Agent Decisions:

Pitfall: The agent makes a decision (or doesn't use a tool when it

should), and you don't understand why.

Troubleshooting: Log the LLM's input (the full context, including

system prompt, user prompt, and tool definitions) and its raw output

(tool calls, responses). This allows you to trace its reasoning. Tools like

LangSmith (a product by LangChain) are designed specifically for this.

Summary

In this chapter, we've explored the critical discipline of Context Engineering,

understanding how to provide AI agents with the precise information they need to

function effectively.

Here are the key takeaways:

Context is King: An agent's performance is directly tied to the quality and

relevance of its input context, including system prompts, user prompts,

conversation history, tool definitions, and observations.

Prompt Engineering is Foundational: Craft robust system prompts to

define the agent's persona, goals, and principles. Use user prompts to

provide specific tasks and relevant context. Few-shot examples can guide

complex behaviors.

Tools Extend Capabilities: Define tools with clear names, descriptions,

and structured parameters (using Pydantic schemas) to allow agents to

interact with their environment.

Context Window Management is Essential: Employ strategies like

summarization, RAG, and sliding windows to keep the context within LLM

limits without losing critical information.

Iterate and Observe: Context engineering is an iterative process.

Continuously refine your prompts and tool definitions based on agent

performance and observed behaviors, using thorough logging for

debugging.

4. 
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What's Next?

With a solid understanding of how to engineer an agent's context, we're ready to

dive into the mechanisms that allow us to systematically test and validate their

performance. In the next chapter, we'll explore Verification and Evaluation

(Evals) Frameworks, learning how to measure and ensure the reliability of your

AI coding agents. Get ready to build confidence in your agents!
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CHAPTER 07

Verification and Evaluation
(Evals) Frameworks for Agents
Welcome to Chapter 7! In our journey to build reliable AI coding agents, we've

already laid the groundwork by understanding systematic environment design

and robust state management. But how do we truly know if our agents are

performing as expected? How do we measure their reliability, accuracy, and

efficiency? This is where Verification and Evaluation (Evals) Frameworks come into

play.

This chapter will equip you with the knowledge to design and implement

comprehensive evals for your AI agents. We'll move beyond simple sanity checks

to establish rigorous testing methodologies that ensure your agents are not just

functional, but genuinely dependable in production. By the end, you'll understand

how to systematically assess agent behavior, identify weaknesses, and drive

continuous improvement.

The Imperative of Agent Evals

When we talk about AI agents, especially those designed for complex tasks like

coding, the stakes are high. A small error can lead to incorrect code, security

vulnerabilities, or wasted resources. Relying solely on anecdotal evidence or basic

functional tests is a recipe for disaster.

What are Evals?

Evals, short for Evaluations, are structured methodologies and frameworks used

to systematically measure the performance, reliability, and quality of AI agents.

They go beyond unit tests to assess the end-to-end behavior of an agent within its

operating environment, often focusing on task completion, correctness, efficiency,

and robustness.

Why Traditional Testing Falls Short for Agents

Traditional software testing, while crucial, often struggles with the probabilistic

and emergent nature of AI agents:

Non-Determinism: AI models, especially large language models (LLMs),

can produce different outputs for the same input, making deterministic

assertion-based testing challenging.

• 
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Complex Interactions: Agents interact with complex environments, tools,

and potentially other agents. The number of possible interaction paths is

vast, making exhaustive testing impractical.

Subjective "Correctness": What constitutes "correct" behavior for an

agent can be nuanced. For a coding agent, is it just syntax, or also semantic

correctness, efficiency, and adherence to best practices?

Emergent Behavior: Agents can exhibit behaviors not explicitly

programmed, which can be beneficial or detrimental, and hard to predict or

test for with static test cases.

📌 Key Idea: Harness Engineering shifts the focus from merely improving the

underlying model to systematically engineering the entire agentic system for

reliability and predictability. Evals are central to this shift.

Core Components of an Agent Evals Framework

A robust evals framework for AI agents typically comprises several interconnected

components:

1. Evaluation Metrics: Defining Success

Before you can evaluate, you need to define what "success" looks like. Metrics

help quantify agent performance.

Task Completion Rate: Did the agent successfully achieve its primary goal

(e.g., fix the bug, generate the test, refactor the code)?

Correctness/Accuracy: How accurate was the agent's output? For coding

agents, this might involve: 

Syntactic Correctness: Is the generated code valid Python,

JavaScript, etc.?

Semantic Correctness: Does the code actually solve the problem or

implement the feature as intended? (Often requires running tests

against the generated code).

Functional Equivalence: Does the refactored code behave

identically to the original?

Latency/Speed: How long did the agent take to complete the task? Crucial

for user experience and real-time applications.

Cost: What was the computational cost (e.g., API tokens consumed, GPU

hours) for the agent to complete the task?

• 
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Robustness: How well does the agent handle unexpected inputs, edge

cases, or adversarial prompts?

Safety/Alignment: Does the agent avoid generating harmful, biased, or

inappropriate content? Does it stick to its defined ethical boundaries?

Human Feedback Integration: For tasks where objective metrics are hard

to define, human evaluators can provide qualitative feedback or label

outputs.

2. Test Case Generation: Building the Scenarios

Evals are only as good as the test cases they run against. You need a diverse and

representative set of scenarios.

Synthetic Data Generation: Create programmatic test cases that cover

various conditions, including common use cases and known edge cases.

Real-world Logs and Interactions: Capture actual agent interactions

from production or user testing to create realistic test scenarios. This helps

identify issues that might not appear in synthetic tests.

Adversarial Generation: Design prompts or environments that specifically

try to break the agent, expose biases, or push its boundaries. This is crucial

for robustness testing.

Fuzzing: Automatically generate a large number of semi-random inputs to

discover unexpected behaviors or vulnerabilities.

3. Execution Environment: Reproducible Testing

As discussed in Chapter 5, a systematic and reproducible execution environment

is paramount for reliable evals.

Isolated Environments: Run each agent evaluation in a clean, isolated

sandbox to prevent contamination between runs and ensure consistent

starting conditions.

Version Control: Explicitly track the agent's code, its dependencies, the

environment configuration, and the test data used for each eval run.

Resource Management: Allocate consistent computational resources to

ensure fair comparison across different agent versions or evaluation runs.

4. Result Analysis & Reporting: Making Sense of the Data

Once evals are run, the results need to be analyzed and communicated

effectively.

Quantitative Analysis: Aggregate metrics (averages, distributions,

success rates) to get a statistical overview.
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Qualitative Analysis: For failures or unexpected behaviors, deep-dive into

individual agent traces (inputs, intermediate thoughts, tool calls, outputs) to

understand why something went wrong.

Dashboards and Visualizations: Present eval results clearly using charts,

graphs, and performance dashboards. This helps track progress over time

and identify regressions.

Alerting: Set up alerts for significant drops in performance or increases in

failure rates.

Designing an Evals Loop: A Practical Approach

An effective evals framework isn't a one-off process; it's a continuous loop of

testing, analysis, and improvement.

• 
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Define Goals and Metrics: What specific problem is your agent solving?

How will you measure its success? (e.g., "Our coding agent should fix 80%

of identified syntax errors with less than 500 tokens consumed.")

Generate Test Scenarios: Create a diverse set of inputs or tasks that

represent both typical and challenging use cases.

Execute Agent in Environment: Run your agent against the generated

test scenarios within a controlled, reproducible environment.

Collect and Analyze Results: Gather all relevant metrics (completion,

correctness, cost, latency) and analyze the agent's trace for failures.

1. 

2. 

3. 

4. 

AI VOID [https://aivoid.dev]

Verification and Evaluation (Evals) Frameworks for Agents 94



Identify Failure Modes and Improve Agent: If the agent doesn't meet

its goals, diagnose why. Is it a prompt issue? A tool usage error? A state

management problem? Iterate on the agent's design, prompts, or tools.

Deploy or Promote Agent: If the agent meets its performance targets, it's

ready for deployment or promotion to the next stage (e.g., A/B testing).

Continuous Monitoring: Even after deployment, continue running evals to

detect performance degradation or new failure modes.

⚡ Real-world insight: Many organizations adapt DORA metrics (Deployment

Frequency, Lead Time for Changes, Mean Time to Restore, Change Failure Rate) to

agentic systems. For agents, "Change Failure Rate" might translate to "Agent

Regression Rate" after a new deployment.

Step-by-Step Implementation: Building a Basic Eval for a Coding
Agent

Let's build a very basic evaluation framework for a hypothetical AI coding agent.

Our agent's task will be to generate a simple Python function that adds two

numbers.

We'll create a single Python file, eval_framework.py , and build it piece by piece.

1. Setting Up Our Agent Placeholder

First, let's create a placeholder for our AI agent. In a real-world scenario, this

function would interact with an LLM to generate code. For simplicity, ours will

return a fixed string of Python code.

Create a file named eval_framework.py  and add the following code:

# eval_framework.py

import subprocess # We'll use this later for potential sandbox execution
import os
import tempfile # For safely writing and executing generated code

# --- Hypothetical Agent Function ---
def simple_add_agent(description: str) -> str:

"""
    A placeholder for our AI coding agent.
    In a real scenario, this would involve an LLM call to generate code
    based on the 'description' input.
    For this example, it generates a fixed 'add' function.
    """

print(f"Agent received description: '{description}'")
# Simulate agent generating code based on description
generated_code = """

def add_numbers(a, b):
    return a + b

5. 

6. 

7. 
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"""
return generated_code

Explanation:

We import os  and tempfile  for safe file operations, and subprocess

which we might use for more robust sandboxing later.

The simple_add_agent  function takes a description  (what we want the

agent to code) and returns a string representing the generated Python code.

For now, it's hardcoded to produce a simple add_numbers  function. This

allows us to focus on the evaluation logic itself.

2. Initializing Our Evaluation Function

Now, let's start building the evaluate_add_function . This function will take the

generated code and determine its correctness. We'll set up its signature and a

dictionary to store our evaluation results.

Add this function right below simple_add_agent  in eval_framework.py :

# ... (previous code for imports and simple_add_agent)

# --- Evaluation Function ---
def evaluate_add_function(generated_code: str) -> dict:

"""
    Evaluates if the generated code correctly implements an 'add' function.
    Checks for syntactic correctness and functional correctness.
    """

results = {
"syntactic_correct": False,
"functional_correct": False,
"error_message": None,
"output": None

}

# Use a temporary file to execute the generated code safely
with tempfile.NamedTemporaryFile(mode='w', suffix='.py', delete=False) as

temp_file:
temp_file.write(generated_code)
temp_file_path = temp_file.name

# We'll add the try-except block and evaluation logic here next
# For now, just return the initial results
return results # This line will be removed in the next step

Explanation:

evaluate_add_function  takes the generated_code  string.

It initializes a results  dictionary to track different aspects of correctness

and any errors.
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tempfile.NamedTemporaryFile  is used to create a temporary file. This is a

crucial safety measure. Instead of directly executing arbitrary strings, we

write them to a file. This gives us more control and prepares for running the

code in an isolated process if needed. The delete=False  ensures the file

persists until we explicitly remove it in the finally  block.

3. Checking for Syntactic Correctness

The first step in evaluating code is ensuring it's valid Python syntax. We can use

Python's built-in compile()  function for this.

Replace the return results  line in evaluate_add_function  with the following 

try  block:

# ... (previous code in evaluate_add_function)

try:
# 1. Syntactic Correctness Check (basic parsing)
# compile() attempts to parse the code. If it's invalid syntax, it 

raises a SyntaxError.
compile(generated_code, '<string>', 'exec')
results["syntactic_correct"] = True
print("Syntactic check: Passed") # Added for immediate feedback

# We'll add functional correctness here next

except SyntaxError as e:
results["error_message"] = f"Syntax Error: {e}"
print(f"Syntactic check: Failed - {e}")

except Exception as e: # Catch any other unexpected errors during initial 
compilation

results["error_message"] = f"Unexpected Error during compilation: {e}"
print(f"Compilation check: Failed - {e}")

finally:
# Clean up the temporary file, regardless of success or failure
os.remove(temp_file_path)

return results

Explanation:

The try...except SyntaxError  block attempts to compile  the 

generated_code . If compile  succeeds, syntactic_correct  is set to 

True .

If a SyntaxError  occurs, we catch it, store the error message, and 

syntactic_correct  remains False .

A finally  block is introduced to ensure the temporary file is always

cleaned up using os.remove(temp_file_path) , preventing clutter. This is

good practice for resource management.
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4. Verifying Functional Correctness

Syntactically correct code isn't necessarily correct code. We need to run it and

test its behavior. We'll use exec()  to run the code and then call the function

defined within it.

Insert the following code inside the try  block, right after 

results["syntactic_correct"] = True :

# ... (inside try block of evaluate_add_function, after syntactic check)

# 2. Functional Correctness Check
# exec() runs the code. We provide an empty dictionary for its global 

namespace
# to ensure isolation and prevent side effects.
exec_globals = {}
exec(generated_code, exec_globals)
print("Code executed successfully in isolated environment.")

# Check if the expected function ('add_numbers') exists and is 
callable

if 'add_numbers' in exec_globals and callable(exec_globals['add_number
s']):

print("Function 'add_numbers' found.")
# Define a set of simple test cases for the add_numbers function
test_cases = [

(1, 2, 3), # Positive numbers
(5, -3, 2), # Positive and negative
(0, 0, 0), # Zero
(-7, -8, -15) # Negative numbers

]
all_functional_tests_pass = True
for a, b, expected in test_cases:

actual = exec_globals['add_numbers'](a, b)
if actual != expected:

print(f"Functional test failed: add_numbers({a}, {b}) 
expected {expected}, got {actual}")

all_functional_tests_pass = False
break # Stop on first failure

results["functional_correct"] = all_functional_tests_pass
if all_functional_tests_pass:

print("All functional tests passed.")
else:

results["error_message"] = results["error_message"] or "Functi
onal tests failed." # Update if no syntax error

else:
results["error_message"] = "Function 'add_numbers' not found or 

not callable."
print(f"Functional check: Failed - {results['error_message']}")

# ... (rest of evaluate_add_function, including except and finally blocks)
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Explanation:

exec_globals = {} : We create an empty dictionary to serve as the global

namespace for the executed code. This isolates the agent's code,

preventing it from interfering with our evaluation script's environment.

exec(generated_code, exec_globals) : This line executes the agent's

code. After execution, any functions or variables defined in 

generated_code  will be available in the exec_globals  dictionary.

We then check if add_numbers  exists in exec_globals  and is callable.

test_cases : A list of tuples, each representing (input_a, input_b,

expected_output) . We iterate through these to perform black-box testing

on the agent's generated function.

If any test case fails, all_functional_tests_pass  is set to False , and we

record an error message.

It's important to note that exec()  can be a security risk if used with

untrusted code in a production environment. For true isolation, consider

running the generated code in a separate process, a Docker container, or a

sandboxed execution environment.

5. Bringing It All Together: The Main Evaluation Loop

Finally, let's create the main part of our script that orchestrates the agent's code

generation and its evaluation.

Add this block at the very end of eval_framework.py , after the 

evaluate_add_function :

# ... (previous code for simple_add_agent and evaluate_add_function)

# --- Main Eval Loop ---
if __name__ == "__main__":

print("--- Starting Agent Evaluation ---")

task_description = "Write a Python function called 'add_numbers' that 
takes two arguments and returns their sum."

# 1. Agent generates code
print("\n--- Agent Generating Code ---")
generated_code = simple_add_agent(task_description)
print("\n--- Generated Code ---")
print(generated_code)

# 2. Evaluate the generated code
print("\n--- Evaluating Generated Code ---")
eval_results = evaluate_add_function(generated_code)

print("\n--- Evaluation Results Summary ---")
for key, value in eval_results.items():

print(f"{key}: {value}")
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if eval_results["syntactic_correct"] and
eval_results["functional_correct"]:

print("\n✅ Agent successfully generated a correct 'add_numbers' 
function!")

else:
print("\n❌ Agent failed to generate a fully correct 'add_numbers' 

function.")
if eval_results["error_message"]:

print(f"Reason: {eval_results['error_message']}")

print("\n--- Evaluation Complete ---")

Explanation:

The if __name__ == "__main__":  block ensures this code only runs when

the script is executed directly.

We define a task_description  that our simple_add_agent  will

"interpret".

The agent generates code.

The evaluate_add_function  is called with the generated code.

Finally, the script prints a clear summary of the evaluation results, indicating

overall success or failure based on both syntactic and functional checks.

To Run This Example:

Ensure your eval_framework.py  file contains all the incremental code

blocks combined.

Open your terminal or command prompt.

Navigate to the directory where you saved the file.

Run the script using Python 3.x (as of 2026-06-18, Python 3.10+ is

common):

python eval_framework.py

You should see output similar to this, indicating that the agent successfully

generated a correct add_numbers  function:

--- Starting Agent Evaluation ---

--- Agent Generating Code ---
Agent received description: 'Write a Python function called 'add_numbers' that 
takes two arguments and returns their sum.'

--- Generated Code ---
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def add_numbers(a, b):
    return a + b

--- Evaluating Generated Code ---
Syntactic check: Passed
Code executed successfully in isolated environment.
Function 'add_numbers' found.
All functional tests passed.

--- Evaluation Results Summary ---
syntactic_correct: True
functional_correct: True
error_message: None
output: None

✅ Agent successfully generated a correct 'add_numbers' function!

--- Evaluation Complete ---

Mini-Challenge: Enhance the Eval with Docstring Check

Challenge: Modify the evaluate_add_function  to also check for a specific

docstring in the generated add_numbers  function. The docstring should contain

the word "sum". This adds a quality check beyond just functional correctness.

Hint: After exec(generated_code, exec_globals) , you can access the function

object using exec_globals['add_numbers'] . Python function objects have a 

__doc__  attribute that stores their docstring. Remember to add a new key, 

has_docstring_sum , to the results  dictionary and include it in the final

success check.

What to Observe/Learn: This challenge helps you understand how to add more

specific, qualitative checks to your evaluation framework, moving beyond just

functional correctness to adherence to coding standards or best practices. It

demonstrates how to inspect properties of the generated code objects.

Advanced Evals Concepts

As your agents become more complex, your evaluation strategies need to evolve.

A/B Testing for Agents

Just like A/B testing web features, you can A/B test different versions of your

agents.

Purpose: Compare the performance of a new agent version (B) against a

baseline (A) in a real-world or simulated production environment.

• 

AI VOID [https://aivoid.dev]

Verification and Evaluation (Evals) Frameworks for Agents 101



Methodology: Route a percentage of traffic (or test cases) to Agent A and

another percentage to Agent B. Collect metrics for both and analyze which

performs better.

Metrics: Focus on key business or performance indicators like task success

rate, latency, cost, and user satisfaction.

Continuous Evaluation (CI/CD for Agents)

Integrate your evals into your Continuous Integration/Continuous Deployment (CI/

CD) pipeline.

Automated Triggers: Run a suite of evals automatically whenever new

agent code is committed or merged.

Gatekeeping: If evals fail or performance degrades below a defined

threshold, block the deployment of the new agent version.

Regression Detection: Ensure that new changes don't inadvertently break

existing functionality or introduce regressions. This is similar to how

traditional software CI/CD prevents broken builds.

Human-in-the-Loop Evaluation

For highly subjective tasks or when automated metrics are insufficient, human

oversight is invaluable.

Expert Review: Have human experts review agent outputs for quality,

nuance, and alignment with complex guidelines.

Reinforcement Learning from Human Feedback (RLHF): Collect

human preferences (e.g., "output A is better than output B") to fine-tune

agent behavior.

User Feedback: Directly incorporate feedback from end-users to identify

pain points and areas for improvement.

Common Pitfalls & Troubleshooting

Building effective evals is an art and a science. Here are some common traps to

avoid:

Over-reliance on Simple Metrics: If you only measure "success/failure,"

you miss the nuance of why an agent failed or how it could be improved.

Deep-dive into traces, intermediate thoughts, and tool calls.

Lack of Diverse Test Cases: Testing only "happy paths" will lead to brittle

agents that fail in the real world. Actively seek out edge cases, adversarial

inputs, and real-world failure logs. Consider fuzzing or generative testing for

broader coverage.
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Ignoring the Environment's Impact: An agent might perform well in a

pristine dev environment but struggle with noisy, high-latency, or resource-

constrained production systems. Ensure your eval environments mimic

production as closely as possible.

Difficulty in Defining "Correct" Behavior: For creative or open-ended

tasks, defining objective correctness can be hard. This is where human

evaluation, qualitative analysis, and even comparison against multiple "gold

standard" references become critical.

Evaluation Bias: Ensure your test data is representative and unbiased. If

your test cases only cover a narrow range of scenarios, your agent will only

be optimized for that narrow range, potentially failing on diverse real-world

inputs.

🧠 Important: "Why Agents Fail" (RasaHQ) emphasizes that many agent failures

are not due to the core LLM's intelligence, but rather systemic issues in the 

harness—how the agent is prompted, how it uses tools, how its state is managed,

and crucially, how it's evaluated. Evals help pinpoint these harness-level issues.

Summary

In this chapter, we've explored the critical role of Verification and Evaluation

(Evals) Frameworks in building reliable AI coding agents. We covered:

The necessity of robust evals due to the non-deterministic and complex

nature of agents.

Key components of an evals framework: defining metrics, generating test

cases, ensuring reproducible execution, and analyzing results.

A practical, iterative evals loop for continuous improvement, illustrated with

a Mermaid diagram.

A hands-on Python example demonstrating how to build a basic eval for a

coding agent, broken down into incremental steps.

Advanced concepts like A/B testing, continuous evaluation, and human-in-

the-loop approaches.

Common pitfalls to avoid when designing and implementing your evaluation

strategies.

By systematically evaluating your agents, you move closer to building

dependable, production-grade AI tools. In the next chapter, we'll delve into Agent

Control Systems, exploring how to guide and constrain agent behavior to

ensure they stay on task and operate within defined boundaries.

3. 
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CHAPTER 08

Observability for Agentic
Systems: Seeing Inside the
Black Box
Imagine your AI coding agent is trying to fix a bug, but it keeps making the wrong

changes. You see the final output, which is incorrect, but how do you figure out 

why it went wrong? Did it misinterpret the task? Did it use the wrong tool? Did its

internal reasoning go astray?

This is where observability comes in. Just like a black box flight recorder for an

airplane, observability for agentic systems allows us to peer into the agent's

internal workings, understand its decisions, and diagnose failures. In this chapter,

we'll equip you with the tools and techniques to make your agents transparent,

debuggable, and ultimately, more reliable.

By the end of this chapter, you'll understand:

Why traditional debugging falls short for agents and why observability is

essential.

The core pillars of observability: logging, tracing, and metrics, adapted for

agentic systems.

How to implement structured logging and conceptual tracing to track your

agent's journey.

Before we dive in, ensure you have a basic Python development environment set

up and a foundational understanding of how AI agents interact with tools and

manage their internal state, as covered in previous chapters.

The Need for Observability in Agentic Systems

Traditional software is largely deterministic. Given the same input, a function will

always produce the same output, making debugging straightforward with

breakpoints and step-through execution. You can pause execution, inspect

variables, and follow a predictable path.
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Agentic systems, however, are a different beast. Their nature introduces unique

challenges for debugging:

Non-deterministic: Due to the probabilistic nature of Large Language

Models (LLMs) and their dynamic decision-making, an agent might behave

differently even with identical inputs. This makes reproducing a specific

failure difficult.

Multi-step and Iterative: Agents often involve complex chains of

reasoning, tool calls, and self-correction loops. A failure in one early step can

cascade through many subsequent iterations, making it hard to pinpoint the

root cause.

Context-dependent: Their behavior is heavily influenced by their

accumulated context and memory. This state can change dynamically,

making it elusive to inspect or fully recreate at a given moment.

"Black Box" by Nature: The internal reasoning of an LLM is opaque. We

can't easily "step into" an LLM's thought process or understand why it

generated a particular output or made a specific decision.

Without observability, debugging an agent becomes a frustrating guessing game.

You're left staring at a final incorrect output, with no insight into the journey that

led there. This is why we need systematic ways to capture and analyze data

about an agent's execution. It's about seeing the entire process, not just the

outcome.

Agent Workflow and Critical Observability Points

Consider a typical agent workflow for a coding task. It might involve steps like

planning, tool execution, reflection, and state updates. Each of these steps is a

crucial point where we want to gather information about what the agent did and 

thought.

• 

• 

• 

• 
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In this flow, every significant step within the agent's execution, from planning to

reflection, becomes an opportunity to emit valuable data. This data helps us

understand the agent's internal state and decision-making at each stage.

Core Pillars of Agent Observability

To achieve true visibility into our agent's behavior, we rely on three

interconnected pillars: logging, tracing, and metrics. Together, they provide a

comprehensive view of how your agent is performing.
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Logging: The Agent's Diary

What is it? Logging is the practice of recording discrete events or messages

during an agent's execution. Think of it as your agent writing a detailed diary of

its day, describing every significant action, thought, and observation.

Why does it exist? Logs provide granular details about what happened at

specific points in time. For agents, this includes their internal monologues, tool

calls, observations, errors, and state changes. They are the raw, factual records of

execution.

What problem does it solve? Logs are your primary source for debugging

specific incidents, understanding execution flow, and reconstructing the sequence

of events that led to a particular outcome. When something goes wrong, logs help

you trace the exact steps the agent took.

What to Log for Agents:

Agent's internal thoughts/reasoning: The "thought process" before

taking an action, often exposed by LLM frameworks as intermediate steps.

Inputs and Outputs: Raw user prompts, the exact prompts sent to the

LLM, and the raw responses received from the LLM.

Tool Calls: Which tool was called, with what arguments, and what was the

raw output (both success and failure) from the tool.

State Changes: Updates to the agent's memory, context window, or

internal variables. This helps track how the agent's understanding evolves.

Errors and Exceptions: Any failures during execution, tool calls, parsing,

or LLM interaction.

Decision Points: When the agent chooses between options, such as

"continue iterating" versus "task completed."

Structured Logging: Beyond Plain Text

While simple print statements or basic log messages are a start, structured

logging is crucial for agentic systems. Instead of a human-readable string like 

Agent thought: I will use tool X , you log machine-readable data, often in

JSON format.

{
"timestamp": "2026-06-18T10:30:00Z",
"level": "INFO",
"event_type": "agent_thought",
"agent_id": "bugfixer-v1",
"task_id": "TASK-123",
"thought": "I need to identify the relevant file to fix the bug.",

• 

• 

• 

• 

• 

• 
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"step_number": 1
}

Why structured?

Easier Analysis: Centralized logging systems (like Elastic Stack, Splunk,

Loki, Datadog) can easily parse, filter, and query structured data based on

specific fields (e.g., all logs for task_id: TASK-123  or all event_type:

tool_execution_fail ).

Automation: You can automate analysis, build dashboards, and trigger

alerts based on specific field values, making debugging faster and more

efficient.

Consistency: Enforces a consistent format across all your agent

components, regardless of who wrote which part, making logs easier to

understand and process.

Tracing: Following the Agent's Journey

What is it? Tracing allows you to follow the complete path of a single request or

operation as it propagates through your agent's multi-step execution. It links

related log messages and events into a single, cohesive "trace." Each trace

represents one full execution of an agent for a given task.

Why does it exist? For complex, multi-stage agents, a single log message

doesn't tell the whole story. Tracing helps you understand the causal relationship

between different steps and components. Did the planning stage take too long?

Did a specific tool call fail, affecting subsequent steps? It shows the flow, not just

individual events.

What problem does it solve? Tracing is invaluable for performance analysis,

latency identification across multiple steps, and understanding the end-to-end

flow of an agent's decision-making process, especially when it involves multiple

sub-agents or external services.

Tracing Concepts for Agents:

Trace ID: A unique identifier that links all operations belonging to a single

agent execution (e.g., one user request).

Span ID: A unique identifier for a single operation or step within a trace

(e.g., "plan generation," "tool execution: linter," "reflection"). Spans

represent units of work within a trace.

• 

• 

• 

• 

• 
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Parent Span ID: Links a span to its parent operation, creating a

hierarchical view. For example, an "LLM call" span might have a "planning

phase" span as its parent.

Tools like OpenTelemetry (a vendor-neutral standard for instrumentation) are

excellent for implementing distributed tracing. While full OpenTelemetry

integration can be complex, understanding its core concepts allows you to

structure your logs to imply traces, even if you're not using a dedicated tracing

backend initially.

Metrics: Quantifying Agent Performance

What is it? Metrics are numerical measurements captured over time, providing

aggregated insights into the health and performance of your agent system. They

are typically collected at regular intervals.

Why does it exist? Metrics answer questions like "How often does my agent

succeed?" or "How long does a typical tool call take?" They give you a high-level,

aggregate view of system behavior and trends, rather than individual events.

What problem does it solve? Metrics are essential for monitoring the overall

health of your agents, identifying performance bottlenecks, tracking key business

outcomes (e.g., successful bug fixes), and detecting regressions after

deployments. They help you spot patterns and deviations quickly.

Key Metrics for Agentic Systems:

Success Rate: Percentage of tasks completed correctly by the agent.

Failure Rate: Percentage of tasks where the agent failed or produced an

incorrect output.

Latency per Step: Time taken for planning, tool execution, reflection, etc.

(e.g., average LLM call duration).

Total Task Latency: End-to-end time from user request to final agent

response.

Tool Usage Frequency: How often each specific tool is called (e.g., 

linter_calls_total ).

Token Usage: Number of LLM tokens consumed per task or per step,

critical for cost management.

Cost per Task: Estimated cost based on token usage and tool API calls.

Number of Iterations: How many loops the agent performs before

completing a task (can indicate efficiency).

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Error Types: Categorization of common errors (e.g., ToolNotFound , 

ParsingError , LLMGenerationError ).

Metrics are typically collected by agents and sent to a time-series database (like

Prometheus, InfluxDB, or cloud-native monitoring services) and visualized in

dashboards (like Grafana).

Monitoring & Alerting: Being Proactive

What is it? Monitoring is the continuous observation of metrics and logs to

detect anomalies or undesirable states. Alerting is the act of notifying a human or

automated system when predefined thresholds are crossed.

Why does it exist? It's impossible to manually watch all agent logs and

dashboards constantly. Monitoring automates the detection of problems, and

alerting ensures you're informed when critical issues arise, even when you're not

actively looking.

What problem does it solve? Proactive problem detection. Instead of waiting

for users to report that your agent is failing, you get notified immediately when its

success rate drops, latency spikes, or error rates climb. This allows for rapid

response and minimizes impact.

Examples of Agent Alerts:

High Failure Rate: If agent_success_rate  drops below 80% for 5

minutes.

Excessive Token Usage: If avg_tokens_per_task  exceeds a certain

threshold, indicating potential cost overruns or inefficient reasoning.

Tool Call Errors: If a specific tool's error_rate  spikes above 5% in a 1-

minute window.

Stalled Agents: If an agent's execution latency  exceeds a very long

duration (e.g., 30 minutes), suggesting it's stuck in a loop or encountered an

unhandled error.

Implementing Observability: A Step-by-Step
Example

Let's enhance a simple Python agent with structured logging and conceptual

tracing. We'll use Python's built-in logging  module and the json  library for

structured output.

• 

• 

• 

• 

• 
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First, ensure you have Python 3.9+ installed. No special packages are needed for

this basic example, but in a real-world scenario, you might use libraries like 

loguru  for easier structured logging or opentelemetry-sdk  for full tracing.

Step 1: Basic Agent Setup with Structured Logging

We'll start with a very simple agent that "plans" and "executes" a "tool." Our

initial focus is on ensuring every significant action is logged in a structured (JSON)

format.

Create a file named agent_with_observability.py :

# agent_with_observability.py
import logging
import json
import uuid
import time

# --- Configuration ---
# Set up basic logging to output to console
# We use a simple format, as our _log_event will handle the JSON structure.
logging.basicConfig(level=logging.INFO, format='%(message)s')
logger = logging.getLogger(__name__)

# --- Agent Logic ---
class SimpleCodingAgent:

def __init__(self, agent_id="coding-agent-v1"):
self.agent_id = agent_id
self.current_task_id = None # Unique ID for the current task being run

def _log_event(self, level, event_type, message, **kwargs):
"""

        Helper method to log structured events in JSON format.
        This ensures all our logs are machine-readable and consistent.
        """

log_entry = {
"timestamp": time.time(), # Unix timestamp for when the event 

occurred
"level": level, # Log level (e.g., INFO, WARNING, ERROR)
"agent_id": self.agent_id,
"task_id": self.current_task_id,
"event_type": event_type, # A specific identifier for the type of 

event (e.g., "agent_thought", "tool_execution_start")
"message": message, # A human-readable message
**kwargs # Any additional context-specific key-

value pairs
}
# Convert the dictionary to a JSON string and log it
logger.info(json.dumps(log_entry))

def _simulate_llm_call(self, prompt, delay=0.5):
"""

        Simulates an LLM call. In a real agent, this would be an API call to 
OpenAI, Anthropic, etc.
        We log the prompt before sending and the response after receiving.
        """

self._log_event("INFO", "llm_call_prompt", "Sending prompt to LLM.", l
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lm_prompt=prompt)
time.sleep(delay) # Simulate network latency or processing time
if "plan" in prompt.lower():

response = "Plan: Identify the bug in the provided code snippet."
elif "fix" in prompt.lower():

response = "Action: Apply a fix using 'sed' command."
else:

response = "Generic LLM response."
self._log_event("INFO", "llm_call_response", "Received response from 

LLM.", llm_response=response)
return response

def _execute_tool(self, tool_name, args):
"""

        Simulates a tool execution. In a real agent, this would be calling a 
linter, a code editor, etc.
        We log the start, arguments, and end result of the tool.
        """

self._log_event("INFO", "tool_execution_start", f"Executing tool: {too
l_name}", tool_name=tool_name, tool_args=args)

time.sleep(1) # Simulate work
if tool_name == "linter":

result = {"output": "No linting errors found."}
elif tool_name == "sed_command":

result = {"output": f"Applied fix with: {args}"}
else:

result = {"output": f"Tool '{tool_name}' not recognized."}
self._log_event("INFO", "tool_execution_end", f"Tool '{tool_name}' 

completed.", tool_name=tool_name, tool_args=args, tool_result=result)
return result

def run_task(self, user_request):
# Assign a unique task ID for this entire execution
self.current_task_id = str(uuid.uuid4())
self._log_event("INFO", "task_start", "Agent starting new task.", user

_request=user_request)

# --- Step 1: Planning ---
# Agent's internal thought process for planning
self._log_event("INFO", "agent_thought", "Agent is now planning the 

task.", current_phase="planning")
plan_prompt = f"User request: '{user_request}'. Generate a plan to 

address it."
plan = self._simulate_llm_call(plan_prompt)
self._log_event("INFO", "agent_plan_generated", "Agent generated 

plan.", agent_plan=plan)

# --- Step 2: Decide and Execute Tool ---
# Agent decides which tool to use based on the request
self._log_event("INFO", "agent_thought",

"Agent is deciding which tool to use.", current_phase="tool_selection")
if "bug" in user_request.lower():

tool_to_use = "sed_command"
tool_arguments = "s/old_buggy_code/new_fixed_code/"

else:
tool_to_use = "linter"
tool_arguments = "main.py"

tool_result = self._execute_tool(tool_to_use, tool_arguments)
self._log_event("INFO", "agent_action_taken", "Agent executed a 

tool.", chosen_tool=tool_to_use, tool_args=tool_arguments, tool_output=tool_re
sult)
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# --- Step 3: Final Response ---
# Agent formulates its final response
final_response = f"Task completed. Agent applied {tool_to_use} with 

result: {tool_result['output']}"
self._log_event("INFO", "task_end", "Agent finished task.", final_resp

onse=final_response)
return final_response

# --- Main execution ---
if __name__ == "__main__":

agent = SimpleCodingAgent()
print("--- Running Agent for Bug Fix ---")
agent.run_task("Fix the bug in the authentication module.")
print("\n--- Running Agent for Linting ---")
agent.run_task("Check main.py for linting issues.")

Run this script from your terminal:

python agent_with_observability.py

You'll see a stream of JSON-formatted logs. Each line is a structured event

capturing a specific action or thought of the agent. Notice how task_id  links all

events belonging to a single run_task  call. This is our first step towards

observability!

Step 2: Conceptual Tracing with trace_id and span_id

While full OpenTelemetry integration is beyond a simple example, we can

introduce the concept of tracing by adding trace_id  and span_id  to our

structured logs. This allows us to group related events hierarchically, forming a

trace.

We'll modify the SimpleCodingAgent  class to include current_trace_id  and 

current_span_id  attributes. We'll also add helper methods _start_span  and 

_end_span  to manage these IDs for each logical step.

Update agent_with_observability.py  by replacing the existing 

SimpleCodingAgent  class with the following code:

# agent_with_observability.py (continued, replacing SimpleCodingAgent class)
import logging
import json
import uuid
import time
from contextlib import contextmanager # New: for better span management

# --- Configuration ---
logging.basicConfig(level=logging.INFO, format='%(message)s')
logger = logging.getLogger(__name__)
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# --- Agent Logic ---
class SimpleCodingAgent:

def __init__(self, agent_id="coding-agent-v1"):
self.agent_id = agent_id
self.current_task_id = None
self.current_trace_id = None # New: for linking all events in one 

request
self.span_stack = [] # New: A stack to manage nested spans

def _log_event(self, level, event_type, message, **kwargs):
"""

        Helper to log structured events, now including trace and span IDs.
        The current_span_id is the top of the stack.
        """

current_span_id = self.span_stack[-1] if self.span_stack else None

log_entry = {
"timestamp": time.time(),
"level": level,
"agent_id": self.agent_id,
"task_id": self.current_task_id,
"trace_id": self.current_trace_id, # Include trace_id
"span_id": current_span_id, # Include current span_id
"event_type": event_type,
"message": message,
**kwargs

}
logger.info(json.dumps(log_entry))

@contextmanager
def _span(self, span_name):

"""
        A context manager to manage the lifecycle of a span.
        This automatically handles starting and ending a span, and managing 
the span_stack.
        """

parent_span_id = self.span_stack[-1] if self.span_stack else None
new_span_id = str(uuid.uuid4())

# Log span start and push to stack
self._log_event("INFO", "span_start", f"Starting span: {span_name}",

span_name=span_name, span_id=new_span_id, parent_span_
id=parent_span_id)

self.span_stack.append(new_span_id)

try:
yield new_span_id # Yield the span ID so the caller can use it if 

needed
finally:

# Log span end and pop from stack
self.span_stack.pop()
self._log_event("INFO", "span_end", f"Ending span: {span_name}",

span_name=span_name, span_id=new_span_id)

def _simulate_llm_call(self, prompt, delay=0.5):
"""Simulates an LLM call, now wrapped in its own span."""
with self._span("llm_call") as span_id:

self._log_event("INFO", "llm_call_prompt", "Sending prompt to 
LLM.", llm_prompt=prompt)

time.sleep(delay)
if "plan" in prompt.lower():
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response = "Plan: Identify the bug in the provided code 
snippet."

elif "fix" in prompt.lower():
response = "Action: Apply a fix using 'sed' command."

else:
response = "Generic LLM response."

self._log_event("INFO", "llm_call_response", "Received response 
from LLM.", llm_response=response)

return response

def _execute_tool(self, tool_name, args):
"""Simulates a tool execution, now wrapped in its own span."""
with self._span(f"tool_execution:{tool_name}") as span_id:

self._log_event("INFO", "tool_execution_start", f"Executing tool: 
{tool_name}", tool_name=tool_name, tool_args=args)

time.sleep(1) # Simulate work
if tool_name == "linter":

result = {"output": "No linting errors found."}
elif tool_name == "sed_command":

result = {"output": f"Applied fix with: {args}"}
else:

result = {"output": f"Tool '{tool_name}' not recognized."}
self._log_event("INFO", "tool_execution_end", f"Tool 

'{tool_name}' completed.", tool_name=tool_name, tool_args=args, tool_result=re
sult)

return result

def run_task(self, user_request):
# Start a new trace and task ID for each overall task
self.current_task_id = str(uuid.uuid4())
self.current_trace_id = str(uuid.uuid4())
self.span_stack = [] # Ensure stack is clear for a new task

# The entire task execution is the root span of our trace
with self._span("task_execution") as root_span_id:

self._log_event("INFO", "task_start", "Agent starting new task.",
user_request=user_request)

# --- Step 1: Planning ---
with self._span("planning_phase"):

self._log_event("INFO", "agent_thought", "Agent is now 
planning the task.", current_phase="planning")

plan_prompt = f"User request: '{user_request}'. Generate a 
plan to address it."

plan = self._simulate_llm_call(plan_prompt)
self._log_event("INFO", "agent_plan_generated", "Agent 

generated plan.", agent_plan=plan)

# --- Step 2: Decide and Execute Tool ---
with self._span("action_phase"):

self._log_event("INFO", "agent_thought", "Agent is deciding 
which tool to use.", current_phase="tool_selection")

if "bug" in user_request.lower():
tool_to_use = "sed_command"
tool_arguments = "s/old_buggy_code/new_fixed_code/"

else:
tool_to_use = "linter"
tool_arguments = "main.py"

tool_result = self._execute_tool(tool_to_use, tool_arguments)
self._log_event("INFO", "agent_action_taken", "Agent executed 

a tool.", chosen_tool=tool_to_use, tool_args=tool_arguments, tool_output=tool_
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result)

# --- Step 3: Final Response ---
with self._span("final_response_phase"):

final_response = f"Task completed. Agent applied 
{tool_to_use} with result: {tool_result['output']}"

self._log_event("INFO", "task_end", "Agent finished task.", fi
nal_response=final_response)

# Reset trace/span for next task (managed by context manager, but good to be 
explicit)

self.current_trace_id = None
self.current_task_id = None
self.span_stack = []
return final_response

# --- Main execution ---
if __name__ == "__main__":

agent = SimpleCodingAgent()
print("--- Running Agent for Bug Fix ---")
agent.run_task("Fix the bug in the authentication module.")
print("\n--- Running Agent for Linting ---")
agent.run_task("Check main.py for linting issues.")

Now, when you run this, each log entry will include trace_id  and span_id ,

along with parent_span_id  for span start events. You can use these IDs to filter

and group logs in a log management system, effectively reconstructing the

agent's full journey for a given task. This is the foundation of tracing, allowing you

to visualize the nested sequence of operations.

⚡ Quick Note: Real-world Tracing

For production systems, you would integrate with a dedicated tracing library like 

opentelemetry-python . As of late 2024, OpenTelemetry Python is very stable

(e.g., version 1.24.0 ). By 2026, you can expect even broader adoption and

maturity. These libraries handle context propagation automatically, sending

traces to collectors like Jaeger, Zipkin, or commercial APM solutions. They abstract

away the manual management of span_id  and parent_span_id  for a much

cleaner implementation.

Mini-Challenge: Enhance Agent Reflection
Observability

Your agent currently plans, executes a tool, and then finishes. A more advanced

agent often includes a "reflection" step where it evaluates its own work, checks

the tool's output, and decides if further action is needed.
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Challenge: Modify the SimpleCodingAgent  to include a _reflect_on_task

method. This method should simulate an LLM call where the agent "thinks" about

the tool_result  and the original user_request , then decides if the task was

truly successful.

Add a new method _reflect_on_task(self, user_request,

tool_result)  to the SimpleCodingAgent  class.

Inside _reflect_on_task , simulate an LLM call (using 

_simulate_llm_call ) to generate a reflection. The prompt should ask the

LLM to evaluate the tool_result  in the context of the user_request .

The simulated LLM response could be something like: "The tool output looks

good, task completed." or "The linter found no issues, indicating success."

Integrate this reflection step into the run_task  method after tool execution

and before the final response. Wrap it in its own with

self._span("reflection_phase")  block.

Crucially, ensure this new reflection step is fully observable: 

Log its start and end with structured data using _log_event .

The trace_id  and span_id  should automatically be included due to

the _span  context manager.

Log the LLM prompt and response specifically for the reflection

process.

Hint: Think about what information would be most useful to log during reflection.

What did the agent consider? What was its conclusion? How did it evaluate

success?

1. 

2. 

3. 

4. 

5. 

• 

• 

• 
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Common Pitfalls & Troubleshooting

Even with robust observability tools, it's easy to fall into traps that hinder your

ability to understand and debug agents. Being aware of these common pitfalls

can save you significant time and effort.

Logging Too Much or Too Little (The Goldilocks Problem):

Problem: Over-logging (too much detail) can overwhelm your storage,

increase costs, and make it impossible to find relevant information

amidst the noise. Conversely, under-logging (too little detail) leaves

you with blind spots, forcing you to guess the agent's internal state.

Solution: Start by logging key decision points, inputs, outputs, errors,

and state changes. Iteratively add more detail as you encounter

specific debugging challenges. Use log levels (DEBUG, INFO,

WARNING, ERROR) to control verbosity in different environments. For

example, DEBUG  for development, INFO  for production.

Unstructured or Inconsistent Logs:

Problem: If your logs are just free-form text, querying and analyzing

them programmatically is nearly impossible. Different parts of your

agent logging in different, inconsistent formats also creates chaos,

making automated parsing difficult.

Solution: Enforce structured logging (JSON is highly recommended)

across all components of your agent harness. Define a consistent

schema for common fields like task_id , agent_id , event_type , 

trace_id , span_id . This consistency is vital for effective analysis.

Lack of Correlation (Missing trace_id / span_id ):

Problem: You have many logs, but you can't easily connect them to a

single user request or a specific agent execution. This is like having

individual diary pages but no way to know which day they belong to or

what larger story they tell.

Solution: Always ensure that every relevant log entry includes a 

task_id  (or request_id ) and, ideally, trace_id  and span_id  to

link related events hierarchically. These IDs are the glue that turns

disparate logs into a coherent story, allowing you to trace an agent's

journey from start to finish.

1. 

• 

• 

2. 

• 

• 

3. 

• 

• 
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No Monitoring or Alerting:

Problem: You've set up great logging and tracing, but you're not

actively watching for problems. You only discover issues when users

complain, costs skyrocket, or the agent consistently produces incorrect

outputs. This is a reactive approach to problem-solving.

Solution: Define key metrics (success rate, latency, token usage,

error rates) and set up dashboards to visualize them. Crucially,

configure alerts for deviations from normal behavior. This shifts you

from reactive debugging to proactive issue detection, allowing you to

address problems before they significantly impact users or resources.

Summary

Observability is not just a nice-to-have; it's a fundamental requirement for

building reliable and debuggable AI coding agents. By systematically applying

logging, tracing, and metrics, you gain unprecedented insight into the "mind" of

your agents, transforming them from opaque black boxes into transparent,

understandable systems. This engineering discipline is crucial as agents move

into production environments.

Here's what we covered:

The "Why": Agentic systems' non-determinism, multi-step nature, and

inherent opacity necessitate robust observability beyond traditional

debugging methods.

Logging: Capturing structured events (thoughts, tool calls, state changes)

as the agent's detailed, machine-readable diary.

Tracing: Linking related events across the agent's execution path using 

trace_id  and span_id  to understand causal flows and the hierarchical

structure of operations.

Metrics: Quantifying agent performance and health with numerical data

like success rates, latency, and token usage, for high-level monitoring and

trend analysis.

Monitoring & Alerting: Proactively detecting issues by continuously

observing metrics and logs for anomalies and configuring notifications for

critical deviations.

Practical Implementation: We built a basic agent with structured logging

and conceptual tracing, demonstrating how to infuse observability from the

ground up using Python's standard library.
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In the next chapter, we'll delve into Memory Management for Agents,

exploring how agents remember past interactions and learn from their

experiences, and how that memory impacts their overall behavior and

performance.
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CHAPTER 09

Testing Principles for AI Agents:
Adapting Software Engineering
Practices

Introduction to Agent Testing

Welcome back, future Harness Engineers! In the previous chapters, we laid the

groundwork for building robust AI agents by focusing on systematic environments,

state management, control systems, and observability. Now, it's time to tackle

one of the most critical aspects of any reliable software system: testing.

Just as traditional software requires rigorous testing to ensure correctness and

stability, AI agents demand their own specialized testing strategies. However,

testing agentic systems presents unique challenges due to their non-deterministic

nature, reliance on external models, and complex interactions with tools and

environments.

In this chapter, we'll bridge the gap between established software engineering

testing principles and the emerging needs of AI agents. You'll learn how to adapt

familiar concepts like unit, integration, and end-to-end testing, and discover how

to build evaluation (evals) frameworks that provide meaningful insights into your

agent's performance and reliability. By the end, you'll have a clear understanding

of how to systematically verify your AI agents, ensuring they perform as expected

in production environments.

The "Why" of Agent Testing: Beyond Model
Accuracy

When developing AI agents, it's easy to fall into the trap of focusing solely on the

underlying Large Language Model (LLM) performance. We might think, "If the LLM

is good, the agent will be good." This is a common pitfall, as highlighted by

resources like RasaHQ's "why-agents-fail" course.

📌 Key Idea: Agent failures are often systemic, not just model-centric.

An agent is more than just an LLM. It's an entire system comprising:

The LLM: The "brain" that reasons and generates responses.

The Prompt: The instructions guiding the LLM's behavior.

• 
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Tools/Functions: External capabilities the agent can invoke (e.g., code

interpreter, API calls, database access).

Memory: How the agent retains information across interactions.

Environment: The context in which the agent operates (e.g., a codebase, a

simulated web browser).

Control Logic: The orchestrator that decides when to use which tool,

update memory, or respond.

Testing an agent, therefore, means testing the entire harness – the intricate dance

between all these components. Without comprehensive testing, you risk:

Silent Failures: The agent might appear to work but subtly misinterpret

context or misuse tools, leading to incorrect or harmful outputs.

Regression: Changes to one part of the harness (e.g., a new tool, a prompt

tweak) inadvertently break existing functionality.

Unpredictable Behavior: The agent performs differently in production

than during development due to environmental discrepancies.

Lack of Trust: Without objective metrics, it's impossible to confidently

deploy agents into critical workflows.

Adapting Traditional Software Testing for Agents

Traditional software engineering offers a rich toolkit of testing methodologies. We

don't need to reinvent the wheel; instead, we adapt these proven techniques for

the unique characteristics of AI agents.

1. Unit Testing for Agent Components

Just like individual functions or classes in traditional code, components of your

agent harness can and should be unit tested.

Tool Functions: Does your search_codebase  tool correctly parse inputs

and return relevant results?

Prompt Templates: Does your templating engine correctly inject variables

without errors?

Memory Modules: Does your memory system store and retrieve context

as expected?

Control Flow Logic: Does your orchestrator correctly decide which tool to

call given a specific internal state?
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Example: Testing a simple code_linter  tool function.

# tools/linter.py
def lint_code(code_snippet: str) -> str:

"""
    Simulates a code linter. In a real scenario, this would call a static 
analysis tool.
    Returns a string indicating linting issues or 'No issues found'.
    """

if "  " in code_snippet: # Simple check for double spaces
return "Linting issue: Found double spaces."

if "print(" in code_snippet: # Simple check for print statements
return "Linting issue: Found print() statement, consider logging."

return "No issues found."

# tests/test_linter.py
import pytest
from tools.linter import lint_code

def test_lint_code_no_issues():
"""Test a clean code snippet."""
clean_code = "def hello():\n    pass"
assert lint_code(clean_code) == "No issues found."

def test_lint_code_double_spaces():
"""Test code with double spaces."""
spaced_code = "def hello():\n      pass"
assert "double spaces" in lint_code(spaced_code)

def test_lint_code_print_statement():
"""Test code with a print statement."""
print_code = "def hello():\n    print('Hello')"
assert "print() statement" in lint_code(print_code)

print("Unit tests for linter run successfully!") # Placeholder for pytest 
output

Explanation: We've created a mock lint_code  function and corresponding unit

tests using pytest . These tests verify that the lint_code  tool behaves correctly

for different inputs, isolating its functionality from the rest of the agent.

2. Integration Testing: Agent Components Talking Together

Integration tests verify that different components of your agent harness work

together as intended.

Agent-Tool Interaction: Does the agent correctly invoke the code_linter

tool and interpret its output?

Agent-Memory Interaction: Does the agent correctly store conversation

history and retrieve relevant past context for a new turn?

Agent-Environment Interaction: Does the agent successfully read from

and write to a simulated file system?

• 
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3. End-to-End (E2E) Testing: The Agent's Full Journey

E2E tests simulate real-world user interactions with the agent, covering its entire

workflow from input to final output. This is where "evals" (evaluation frameworks)

shine.

Scenario-Based Evals: Provide a specific prompt or task and evaluate the

agent's final output against predefined success criteria.

Human-in-the-Loop Evals: Involve human reviewers to assess the quality,

correctness, and helpfulness of agent responses, especially for subjective

tasks.

Golden Datasets: Create a set of input-output pairs (or input-expected

actions) that represent ideal agent behavior.

4. Regression Testing: Preventing Backslides

As your agent evolves, you'll make changes to prompts, tools, or control logic.

Regression tests ensure that these changes don't inadvertently break existing,

validated functionality. E2E evals, run consistently, are crucial for catching

regressions.

The Agent Testing Loop: Environment, Execution,
Evaluation, Feedback

Building reliable agents is an iterative process. The core of effective agent testing

is a continuous feedback loop.

• 
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Explanation: This flowchart illustrates the continuous testing cycle for an AI

agent.

Agent Codebase: Your agent's logic, prompts, and tools.

Test Scenarios: Defined inputs, tasks, or conditions for testing.

Systematic Environment Setup: Creating a controlled, reproducible

environment for the agent to operate in.

Agent Execution: Running the agent against the test scenarios within the

controlled environment.

Capture Outputs and Actions: Recording the agent's responses, tool

calls, and internal state changes.
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Evaluation Framework (Evals): Automated or human-assisted

assessment of the captured outputs against defined metrics.

Results: Pass/Fail/Score: Quantifiable outcomes from the evaluation.

Feedback to Developer: Communicating the results to improve the agent.

Key Principles from DORA and Kent Beck for Agents

We can draw powerful insights from traditional software engineering thought

leaders to enhance our agent testing strategies.

DORA Metrics for Agent Performance

The DevOps Research and Assessment (DORA) metrics provide a framework for

measuring software delivery performance. While originally for human teams, we

can adapt them for agents:

Deployment Frequency: How often can you confidently deploy changes to

your agent? (Indicates test confidence and automation).

Lead Time for Changes: How long does it take for a change to go from

commit to production for an agent? (Reflects testing and deployment

efficiency).

Mean Time to Restore (MTTR): How quickly can you recover when an

agent fails in production? (Highlights observability and debugging

capabilities).

Change Failure Rate: What percentage of changes to your agent result in

degraded service? (Directly measured by robust regression evals).

Applying DORA metrics to agents encourages a focus on continuous delivery,

quick feedback, and resilience.

Kent Beck's Testing Principles: Small, Fast, Focused

Kent Beck, a pioneer of Extreme Programming, emphasizes principles like:

Test-Driven Development (TDD): While challenging for agents, the spirit

of TDD—writing tests before the code—can be adapted. This means defining

desired agent behavior and evaluation criteria before crafting complex

prompts or tool orchestration.

Small, Fast Tests: Prioritize unit tests and quick integration tests. Heavy

E2E evals can be slow, so reserve them for critical paths and run them less

frequently.
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Tests are Code: Treat your tests and evaluation frameworks with the same

rigor as your agent's production code. They need to be maintainable,

readable, and version-controlled.

Step-by-Step Implementation: Building a Basic
Agent Eval

Let's walk through setting up a simple evaluation for an AI coding agent. We'll

focus on an agent tasked with fixing a small bug in a Python file.

Prerequisites

Ensure you have Python 3.11+ and pip  installed. We'll use a simple mock LLM

for this example to keep it focused on the harness.

1. Setting up a Basic Agent Testing Environment

A systematic environment means creating a temporary, isolated workspace for

each test run.

# utils/test_env.py
import os
import shutil
from pathlib import Path

class AgentTestEnvironment:
def __init__(self, base_dir: Path):

self.base_dir = base_dir.resolve()
self.temp_dir = None

def setup(self):
"""Creates a temporary directory for the agent to work in."""
self.temp_dir = Path(f"test_workspace_{os.getpid()}")
if self.temp_dir.exists():

shutil.rmtree(self.temp_dir)
self.temp_dir.mkdir(parents=True, exist_ok=True)
print(f"Created temporary workspace: {self.temp_dir}")
return self.temp_dir

def cleanup(self):
"""Removes the temporary directory."""
if self.temp_dir and self.temp_dir.exists():

shutil.rmtree(self.temp_dir)
print(f"Cleaned up workspace: {self.temp_dir}")

def create_file(self, filename: str, content: str):
"""Creates a file within the temporary workspace."""
if not self.temp_dir:

raise RuntimeError("Environment not set up. Call .setup() first.")
file_path = self.temp_dir / filename
file_path.write_text(content)
return file_path
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def read_file(self, filename: str) -> str:
"""Reads a file from the temporary workspace."""
if not self.temp_dir:

raise RuntimeError("Environment not set up. Call .setup() first.")
file_path = self.temp_dir / filename
return file_path.read_text()

# Example usage (not part of the agent, just for demonstration):
# if __name__ == "__main__":
#     env = AgentTestEnvironment(Path("."))
#     try:
#         workspace = env.setup()
#         test_file = env.create_file("buggy_code.py", "def add(a, b):\n  
return a - b\n")
#         print(f"Content of buggy_code.py:
\n{env.read_file('buggy_code.py')}")
#     finally:
#         env.cleanup()

Explanation: The AgentTestEnvironment  class provides methods to create a

unique temporary directory for each test run, create files within it, and clean it up

afterwards. This ensures that each test starts from a clean slate, preventing test

interference and making results reproducible. We use pathlib.Path  for robust

path handling and os.getpid()  to ensure unique directory names in case

multiple tests run concurrently.

2. Designing an Evaluation Function

Now, let's create a simple evaluation function. For a bug-fixing agent, an effective

evaluation might involve:

Checking if the file was modified.

Running unit tests against the modified file (if provided).

Static analysis (e.g., checking for specific bug patterns).

For this example, we'll simulate a simple check for a specific bug fix.

# evals/bug_fix_eval.py
from pathlib import Path
import subprocess
import sys

def evaluate_bug_fix(workspace_path: Path, original_code_path: Path, expected_
fix: str) -> dict:

"""
    Evaluates if the agent successfully fixed a bug in a file.
    Args:
        workspace_path: The temporary directory where the agent executed.
        original_code_path: The path to the original buggy file (for 
comparison).
        expected_fix: A string pattern expected to be in the fixed code.
    Returns:
        A dictionary with evaluation results (pass/fail, feedback).

1. 
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    """
results = {"passed": False, "feedback": []}
fixed_file_path = workspace_path / original_code_path.name

if not fixed_file_path.exists():
results["feedback"].append(f"FAIL: Agent did not create or modify {ori

ginal_code_path.name}")
return results

original_content = original_code_path.read_text()
fixed_content = fixed_file_path.read_text()

if original_content == fixed_content:
results["feedback"].append("FAIL: File content is unchanged.")
return results

if expected_fix in fixed_content:
results["feedback"].append(f"PASS: Expected fix 

'{expected_fix}' found in code.")
results["passed"] = True

else:
results["feedback"].append(f"FAIL: Expected fix '{expected_fix}' not 

found in code.")
results["feedback"].append(f"Fixed content:

\n```python\n{fixed_content}\n```")

# Optional: Try to execute the code to catch syntax errors (basic check)
try:

subprocess.run([sys.executable, "-c", fixed_content], check=True, capt
ure_output=True, text=True)

results["feedback"].append("PASS: Fixed code is syntactically valid 
(basic check).")

except subprocess.CalledProcessError as e:
results["feedback"].append(f"FAIL: Fixed code has syntax/runtime 

errors: {e.stderr}")
results["passed"] = False # Mark as fail if code execution fails

except Exception as e:
results["feedback"].append(f"FAIL: Unexpected error during code 

execution check: {e}")
results["passed"] = False

return results

# Example usage (not part of the agent, just for demonstration):
# if __name__ == "__main__":
#     # This part would typically be run within a test harness
#     pass

Explanation: The evaluate_bug_fix  function takes the agent's workspace, the

original file, and an expected_fix  pattern. It checks if the file was modified and

if the expected_fix  string is present. It also includes a basic syntax check by

attempting to execute the code. This is a rudimentary eval, but it demonstrates

the principle of defining objective success criteria.
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3. Integrating Tests into an Agent Workflow

Now, let's put it all together. We'll simulate a very simple agent that always

applies a specific fix, then test it. In a real scenario, MockCodingAgent  would use

an LLM and tools.

# agent/mock_coding_agent.py
from pathlib import Path

class MockCodingAgent:
def __init__(self, workspace_path: Path):

self.workspace_path = workspace_path

def run_bug_fix_task(self, filename: str, bug_description: str):
"""

        Simulates an agent attempting to fix a bug in a given file.
        In a real agent, this would involve LLM calls, tool usage, etc.
        For this mock, it just applies a hardcoded fix.
        """

file_path = self.workspace_path / filename
if not file_path.exists():

print(f"Mock Agent: File {filename} not found in workspace.")
return

original_content = file_path.read_text()
print(f"Mock Agent: Received task to fix '{bug_description}' in {filen

ame}")

# Simulate agent's "thought process" and action:
# Replace 'return a - b' with 'return a + b'
fixed_content = original_content.replace("return a - b", "return a + 

b")

file_path.write_text(fixed_content)
print(f"Mock Agent: Applied simulated fix to {filename}.")

# tests/test_bug_fix_agent.py
import pytest
from pathlib import Path
from utils.test_env import AgentTestEnvironment
from evals.bug_fix_eval import evaluate_bug_fix
from agent.mock_coding_agent import MockCodingAgent

# Define a buggy file and its expected fix
BUGGY_CODE = "def add(a, b):\n  return a - b\n"
EXPECTED_FIX = "return a + b"
BUG_DESCRIPTION = "The add function incorrectly subtracts instead of adds."
TEST_FILENAME = "buggy_add.py"

def test_agent_bug_fix_scenario():
"""

    End-to-end test for the mock coding agent fixing a bug.
    """

env = AgentTestEnvironment(Path("."))
try:

workspace = env.setup()
original_buggy_file = env.create_file(TEST_FILENAME, BUGGY_CODE)

# 1. Agent Execution
agent = MockCodingAgent(workspace)
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agent.run_bug_fix_task(TEST_FILENAME, BUG_DESCRIPTION)

# 2. Evaluation
eval_results = evaluate_bug_fix(workspace, original_buggy_file, EXPECT

ED_FIX)

# 3. Assertions based on evaluation
print("\n--- Evaluation Results ---")
for line in eval_results["feedback"]:

print(line)
print("--------------------------")

assert eval_results["passed"] is True, f"Agent failed the bug fix: {ev
al_results['feedback']}"

finally:
env.cleanup()

print("E2E test for bug fix agent run successfully!")
# Placeholder for pytest output

Explanation:

MockCodingAgent : This class simulates an agent. For simplicity, it has a

hardcoded logic to fix the add  function. In a real scenario, this would

involve LLM interactions, tool calls (like a code editor tool), and reasoning.

test_agent_bug_fix_scenario : This is our E2E test function. 

It sets up a clean AgentTestEnvironment .

Creates a buggy_add.py  file within that environment.

Instantiates MockCodingAgent  with the workspace path and runs its 

run_bug_fix_task .

Calls evaluate_bug_fix  to assess the agent's performance.

Uses pytest 's assert  to check if the evaluation passed.

Ensures cleanup of the temporary environment.

This example demonstrates how to integrate environment setup, agent execution,

and an evaluation framework into a reproducible test.

Mini-Challenge: Extend the Evaluation

You've seen a basic evaluation. Now, let's make it a bit more robust.

Challenge: Modify the evaluate_bug_fix  function to also check for a new

failure mode:

Introduce a new bug: The original BUGGY_CODE  had return a - b .
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Agent's (bad) fix: Imagine the agent instead changes it to return b - a

(still wrong, but different).

Update evaluate_bug_fix : Add a check to ensure the fixed code doesn't

contain this specific wrong fix. The agent should not just avoid the old bug,

but also not introduce a known wrong fix.

Hint: You'll need to pass an additional parameter to evaluate_bug_fix  (e.g., 

forbidden_patterns ) and add a loop to check for these patterns in the 

fixed_content .

What to observe/learn: This exercise reinforces the idea that evaluations need

to be comprehensive, checking not just for desired outcomes but also guarding

against undesired ones. Robust evals often involve multiple criteria.

Common Pitfalls & Troubleshooting

Developing and testing AI agents is complex. Here are some common traps:

⚠️ What can go wrong: Testing Only the LLM, Not the Whole
Agent

Pitfall: Focusing solely on prompt engineering and assuming the LLM's

output directly translates to agent performance without considering tool

interactions, memory, or control flow.

Troubleshooting: Design E2E evals that simulate the entire agent

workflow, including environment setup, tool calls, and final output. Use

mock tools for unit/integration tests, but ensure E2E tests use real tools or

highly realistic simulations.

⚠️ What can go wrong: Lack of Reproducible Test Environments

Pitfall: Agents behaving differently between test runs or development

environments and production, leading to "works on my machine" syndrome.

Troubleshooting: Always use isolated, systematic environments (like our 

AgentTestEnvironment ). Containerization (e.g., Docker) is excellent for

ensuring consistent environments across all stages of development and

deployment. Version control all environment configurations and

dependencies.

⚠️ What can go wrong: Over-reliance on Qualitative Evaluations

Pitfall: Only using human review or subjective assessments, which can be

slow, expensive, inconsistent, and difficult to scale.
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Troubleshooting: Strive for quantitative metrics wherever possible. Define

clear pass/fail criteria, accuracy scores, latency targets, and specific checks

for desired (and undesired) patterns in agent outputs. Augment quantitative

evals with targeted human review for subjective aspects like creativity or

user experience.

Summary

In this chapter, we explored the critical role of testing in building reliable AI

agents. We learned that:

AI agent failures are often systemic, requiring a holistic testing approach

beyond just LLM performance.

Traditional software testing principles—unit, integration, E2E, and regression

testing—can be adapted effectively for agentic systems.

A continuous agent testing loop involving environment setup, execution,

evaluation, and feedback is essential for iterative improvement.

Insights from DORA metrics (Deployment Frequency, Lead Time, MTTR,

Change Failure Rate) and Kent Beck's testing principles (TDD mindset, small/

fast tests, tests as code) provide valuable guidance.

We built a foundational AgentTestEnvironment  and a simple 

evaluate_bug_fix  function to demonstrate practical agent evaluation.

By embracing these testing principles, you're not just making your agents

smarter; you're making them more trustworthy and ready for production.

What's Next?

With a solid understanding of testing, we're ready to dive into the final piece of

the Harness Engineering puzzle: Observability for Agentic Systems. In the

next chapter, we'll learn how to monitor, log, and trace agent behavior to quickly

diagnose issues and understand performance in real-time.
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CHAPTER 10

Advanced Memory
Management: Long-Term
Context and Knowledge
Retrieval

Introduction: Beyond the Ephemeral Context
Window

Imagine an expert software engineer who can only remember the last few

paragraphs they've read. They'd struggle with complex projects, constantly

forgetting previous architectural decisions, bug reports, or even the code they

wrote just moments ago. This is precisely the challenge our AI coding agents face

with the limited "short-term memory" of their Large Language Model (LLM)

context windows.

In previous chapters, we touched upon basic state management to maintain

conversational flow and task progress. However, true intelligence and robust

agent behavior in complex coding environments demand a far more sophisticated

memory system. We need agents that can remember months of project history,

vast codebases, and intricate documentation without being overwhelmed.

This chapter dives deep into advanced memory management techniques. We'll

learn how to equip our agents with "long-term memory" by leveraging external

knowledge bases and intelligent retrieval mechanisms. This is a critical step in

building production-grade agents that can consistently deliver reliable results

over extended periods and complex tasks.

The Limits of Short-Term Memory and the Need for
External Knowledge

Large Language Models (LLMs) are powerful, but their primary mode of operation

involves processing information within a fixed-size "context window." This window

is like a temporary scratchpad. While it has grown significantly in recent years

(e.g., up to 128k tokens or more as of 2026), it still represents a finite capacity.
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Why Context Window Limitations Matter for Agents

Information Overload: A full codebase, extensive documentation, or a

long history of interactions can easily exceed even the largest context

windows. Trying to cram everything in leads to truncation, losing vital

information.

Cost and Latency: The larger the input context, the more expensive and

slower the LLM inference becomes. Constantly passing massive amounts of

data is inefficient for production systems.

"Lost in the Middle" Phenomenon: Research suggests that LLMs often

struggle to effectively utilize information placed in the middle of a very long

context window, sometimes favoring information at the beginning or end.

State Drift: Without a mechanism to persist and retrieve relevant

information, an agent's understanding of a project or task can drift, leading

to inconsistent or incorrect actions over time.

To overcome these limitations, agents need to interact with external memory

systems, acting more like humans who consult books, databases, or colleagues

when they need specific information.

Core Concept: Retrieval Augmented Generation
(RAG)

The leading paradigm for giving LLMs access to external, long-term knowledge is 

Retrieval Augmented Generation (RAG). RAG allows an LLM to retrieve

relevant information from a separate knowledge base before generating a

response. This process significantly enhances the LLM's ability to provide

accurate, up-to-date, and contextually rich answers, especially for domain-specific

tasks like coding.

How RAG Works: A Mental Model

Think of RAG as an agent having a super-fast librarian at its disposal. When the

agent needs to answer a question or perform a task, it first asks its librarian (the

retrieval system) to find all relevant documents, code snippets, or historical notes

from a vast library (the knowledge base). Only then does the agent (the LLM) read

these retrieved pieces and formulate its response.

The RAG Pipeline

Let's visualize the RAG process:

• 

• 

• 

• 
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User Query / Agent Task: The agent receives an instruction or needs to

figure something out.

Embed Query: The query is converted into a numerical representation

called a vector embedding. This vector captures the semantic meaning of

the query.

Vector Database: This embedding is then used to query a specialized

database, the Vector Database.

Retrieve Top-K Documents: The vector database finds documents (or

"chunks" of documents) whose embeddings are most similar to the query

embedding. These are the "most relevant" pieces of information.

1. 

2. 

3. 

4. 
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Augment Prompt with Context: The retrieved documents are then added

to the original prompt, forming an "augmented prompt."

LLM Generates Response: The LLM receives this augmented prompt and

uses the provided context to generate a more informed and accurate

response.

Agent Response: The agent delivers its final output.

Vector Databases and Embeddings: The Agent's External Brain

At the heart of RAG are vector databases and embeddings.

Embeddings: These are high-dimensional numerical representations of text

(or images, audio, etc.) that capture semantic meaning. Texts with similar

meanings will have embeddings that are "close" to each other in this high-

dimensional space. 

Why they are important: They allow us to translate human

language into a format that computers can efficiently compare for

similarity.

How they work: Pre-trained embedding models (like those from

OpenAI, Cohere, or open-source models like all-MiniLM-L6-v2 ) take

text as input and output a fixed-size array of floating-point numbers.

Vector Databases: These are specialized databases designed to efficiently

store, index, and query vector embeddings. They excel at finding the

"nearest neighbors" to a given query vector, which translates to finding the

most semantically similar pieces of information. 

Why they are important: Traditional databases are optimized for

exact matches or structured queries. Vector databases are built for 

semantic similarity search, which is crucial for RAG.

Examples: ChromaDB, Pinecone, Weaviate, Milvus, FAISS (a library,

not a full DB, but often used as a local vector store).

5. 

6. 

7. 
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Memory Tiers: A More Granular Approach

For robust agents, we often think of memory in tiers, much like a computer's

memory hierarchy (CPU cache, RAM, disk):

Short-Term Memory (Context Window):

Purpose: Immediate conversational context, current instruction,

recent outputs.

Characteristics: Very fast access, limited capacity, ephemeral.

Managed by: The LLM itself and the immediate prompt construction.

Medium-Term Memory (Scratchpad/Summaries):

Purpose: Summaries of longer conversations, agent's internal

monologue, intermediate thoughts, state variables for multi-step

tasks.

Characteristics: Persists across a single session or sub-task, higher

capacity than short-term, but not infinite.

Managed by: Agent harness (e.g., storing in a simple key-value store,

generating summaries with the LLM).

Long-Term Memory (Vector Database):

Purpose: Project documentation, codebase, past successful solutions,

general domain knowledge, historical data.

Characteristics: Very large capacity, persistent, accessed via

retrieval.

Managed by: Vector database and RAG pipeline.

Context Engineering for Retrieval

The quality of RAG heavily depends on how we prepare our knowledge base and

formulate our queries. This falls under Context Engineering.

Chunking Strategy: How do we break down large documents (e.g., a

1000-line Python file, a long documentation page) into smaller, manageable

"chunks" for the vector database? 

Considerations: Chunk size (too small loses context, too large

exceeds LLM context), overlap between chunks, preserving semantic

units (e.g., don't split a function definition in half).

Metadata: Attaching metadata (e.g., file path, author, date, source URL,

code language) to each chunk can improve retrieval accuracy and allow for

filtering.

1. 

• 

• 

• 

2. 

• 

• 

• 

3. 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Advanced Memory Management: Long-Term Context and Knowledge Retrieval 140



Query Formulation: How does the agent phrase its question to the

retrieval system? A well-formed query that clearly states the intent will yield

better results. Sometimes, the LLM itself can rephrase or expand a user's

query before sending it to the vector database.

Re-ranking: After initial retrieval, a smaller, more powerful model or even

the main LLM can re-rank the top-k retrieved documents to pick the

absolute most relevant ones.

Step-by-Step Implementation: Building a Simple
RAG System

Let's build a basic RAG system using Python, langchain  (a popular framework

for LLM applications), and chromadb  (a lightweight, embeddable vector

database).

Prerequisites

Ensure you have Python 3.10+ installed. We'll use langchain  (version ~0.2.x as

of 2026-06-18), chromadb  (version ~0.2.x), and sentence-transformers  for

local embeddings. For API-based embeddings like OpenAI, you'd also need the 

openai  library and an API key. We'll stick to a local embedding model for

simplicity and cost-effectiveness in this example.

First, let's install the necessary libraries:

pip install langchain~=0.2.0 chromadb~=0.2.0 sentence-transformers~=2.7.0

Step 1: Prepare Your Knowledge Base

Let's imagine our agent needs to know about common Python design patterns.

We'll start with some simple text representing this knowledge. In a real-world

scenario, this would come from documentation files, code, or other data sources.

Create a new Python file, agent_memory.py .

# agent_memory.py

from langchain.text_splitter import RecursiveCharacterTextSplitter
from langchain_community.embeddings import SentenceTransformerEmbeddings
from langchain_community.vectorstores import Chroma

# 1. Define our knowledge base (example documentation snippets)
# In a real system, these would be loaded from files, databases, etc.
python_design_patterns_docs = [

"The Singleton pattern ensures that a class has only one instance and 
provides a global point of access to it. It's often used for logging, 

• 

• 
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configuration, or managing shared resources.",
"The Factory Method pattern defines an interface for creating an object, 

but lets subclasses decide which class to instantiate. This pattern promotes 
loose coupling by decoupling the client code from the concrete classes.",

"The Observer pattern defines a one-to-many dependency between objects so 
that when one object changes state, all its dependents are notified and 
updated automatically. It's commonly used in GUI frameworks.",

"The Strategy pattern defines a family of algorithms, encapsulates each 
one, and makes them interchangeable. Strategy lets the algorithm vary 
independently from clients that use it. Useful for different sorting 
algorithms or payment methods.",

"The Decorator pattern attaches additional responsibilities to an object 
dynamically. Decorators provide a flexible alternative to subclassing for 
extending functionality. Think of adding features to a coffee order.",

"Python's `functools.wraps` is often used when creating decorators to 
preserve metadata of the original function.",

"When designing agent tools, consider using the Command pattern to 
encapsulate a request as an object, thereby allowing for parameterization of 
clients with different requests, queuing or logging of requests, and support 
for undoable operations."
]

# 2. Chunk the documents
# This is crucial for RAG. We split large texts into smaller, manageable 
pieces.
text_splitter = RecursiveCharacterTextSplitter(

chunk_size=200, # Max characters per chunk
chunk_overlap=20, # Overlap between chunks to maintain context
length_function=len,
is_separator_regex=False,

)
chunks = text_splitter.create_documents(python_design_patterns_docs)

print(f"Original documents split into {len(chunks)} chunks.")
for i, chunk in enumerate(chunks):

print(f"Chunk {i+1}: '{chunk.page_content}'")

# 3. Initialize the embedding model
# We'll use a local Sentence Transformer model for demonstration.
# For production, you might use OpenAIEmbeddings, CohereEmbeddings, etc.
embedding_model = SentenceTransformerEmbeddings(model_name="all-MiniLM-L6-v2")

# 4. Create and persist the vector store
# ChromaDB will store our chunks and their embeddings.
# We'll save it to a local directory for persistence.
persist_directory = "./chroma_db"
vector_store = Chroma.from_documents(

documents=chunks,
embedding=embedding_model,
persist_directory=persist_directory

)

vector_store.persist()
print(f"\nVector store created and persisted to {persist_directory}")
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Explanation:

python_design_patterns_docs : This list simulates our raw knowledge. In

a real application, you'd load this from files (e.g., .py , .md , .txt ) using 

DocumentLoader  from langchain_community.document_loaders .

RecursiveCharacterTextSplitter : This is a smart way to break down

text. It tries to split on common separators (like newlines, then spaces)

recursively until chunks fit the chunk_size . chunk_overlap  helps ensure

that important context isn't lost at chunk boundaries.

SentenceTransformerEmbeddings : This class wraps a pre-trained model

( all-MiniLM-L6-v2  in this case) that converts text into dense vector

embeddings. This model runs locally.

Chroma.from_documents : This line initializes ChromaDB. It takes our 

chunks  and the embedding_model , then processes each chunk, generates

its embedding, and stores both in the vector database.

persist_directory : We tell ChromaDB to save its data to a local folder, so

we don't have to re-embed everything every time we run the script.

vector_store.persist() : Explicitly saves the state of the vector store.

Run this script once:

python agent_memory.py

You should see output indicating chunks were created and the vector store

persisted. A chroma_db  directory will be created.

Step 2: Retrieve Information from the Vector Store

Now that our knowledge base is built, let's query it.

Modify agent_memory.py  to add retrieval logic:

# agent_memory.py (continued)

# ... (previous code for imports, docs, chunking, embedding_model) ...

# 4. Create and persist the vector store
# ... (previous code for vector_store initialization and persist) ...

# 5. Load the vector store for retrieval (or use the one we just created)
# If you run this script again later, you would load it like this:
# embedding_model = SentenceTransformerEmbeddings(model_name="all-MiniLM-L6-
v2") # Re-initialize embedding model
# vector_store = Chroma(
#     persist_directory=persist_directory,
#     embedding_function=embedding_model # Pass the embedding function

• 

• 

• 
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# )

print("\n--- Performing Retrieval ---")

# Simulate an agent's query
agent_query =
"How can I add extra functionality to an existing object without changing its 
class?"

# Perform a similarity search
# `k` specifies how many top-k most relevant documents to retrieve
retrieved_docs = vector_store.similarity_search(agent_query, k=2)

print(f"\nAgent Query: '{agent_query}'")
print("\nRetrieved Documents:")
for i, doc in enumerate(retrieved_docs):

print(f"Document {i+1} (Score: {doc.metadata.get('score', 'N/A')}):") # 
Score might not be directly available for all Chroma retrievals

print(f"Content: '{doc.page_content}'")
print("-" * 20)

# 6. Conceptual Integration with an LLM (not an actual LLM call)
print("\n--- Conceptual LLM Prompt Augmentation ---")
llm_prompt = f"Based on the following context, answer the question: '{agent_qu
ery}'\n\n"
llm_prompt += "Context:\n"
for doc in retrieved_docs:

llm_prompt += f"- {doc.page_content}\n"
llm_prompt += "\nAnswer:"

print(llm_prompt)

# In a real scenario, you would then pass `llm_prompt` to an LLM.
# For example:
# from langchain_openai import ChatOpenAI
# llm = ChatOpenAI(model_name="gpt-4o", temperature=0)
# response = llm.invoke(llm_prompt)
# print(response.content)

Explanation:

vector_store.similarity_search(agent_query, k=2) : This is the core

retrieval step. It takes our agent_query , converts it to an embedding (using

the same embedding_model  used for storage), and then finds the 2 ( k=2 )

most similar document chunks in our vector_store .

retrieved_docs : This will be a list of Document  objects, each containing

the page_content  (the text chunk) and metadata .

Conceptual LLM Prompt Augmentation: We construct a prompt string

that clearly separates the instruction from the retrieved Context . This is

the "Augment Prompt" step in the RAG pipeline. The LLM will then use this

combined information to generate a better answer.

Run the updated agent_memory.py  script:

• 

• 

• 
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python agent_memory.py

You should see the query, and then the retrieved documents which are highly

relevant to the "Decorator pattern." Finally, you'll see how the prompt would be

structured for an LLM.

Mini-Challenge: Expanding Knowledge and Refining
Retrieval

It's your turn to practice!

Challenge:

Add New Knowledge: Extend the python_design_patterns_docs  list

with at least two new entries about other software engineering concepts or

Python-specific best practices (e.g., "Dependency Injection," "Context

Managers," "Generators").

Rebuild the Vector Store: Re-run the script to update the ChromaDB with

the new knowledge.

New Query: Formulate a new agent_query  that specifically targets one of

your newly added concepts.

Test Retrieval: Run the script again and verify that the retrieval system

correctly identifies and returns the relevant documents for your new query.

Hint: Pay attention to how you phrase your new knowledge entries. Clear and

concise descriptions will lead to better embeddings and more accurate retrieval.

What to observe/learn: How does adding new, distinct knowledge impact

retrieval? Does a query about "Dependency Injection" correctly retrieve

information about it, rather than, say, the "Observer pattern"? This demonstrates

the power of semantic search.

1. 

2. 

3. 

4. 

AI VOID [https://aivoid.dev]

Advanced Memory Management: Long-Term Context and Knowledge Retrieval 145



Common Pitfalls & Troubleshooting in Advanced
Memory Management

Building robust memory systems for agents isn't without its challenges. Here are

some common pitfalls:

Poor Chunking Strategies:

Too Small: Chunks are too tiny, losing necessary context for the LLM

to understand the full meaning. For example, splitting a function

signature from its docstring.

Too Large: Chunks are too big, exceeding the LLM's context window

after augmentation, or bringing in too much irrelevant information.

Solution: Experiment with chunk_size  and chunk_overlap . Use

intelligent TextSplitter  implementations that respect code structure

(e.g., PythonRecursiveCharacterTextSplitter  from LangChain for

code).

Irrelevant Embeddings/Models:

Mismatched Model: Using an embedding model trained on general

text for highly specialized code or domain-specific jargon might lead to

poor semantic similarity.

Low-Quality Embeddings: Some embedding models are better than

others. Using a weaker model can result in less accurate retrieval.

Solution: Research and choose embedding models appropriate for

your data (e.g., code-specific embedding models for coding agents).

Evaluate retrieval quality with different models.

"Hallucination" from Bad Retrieval:

Problem: If the RAG system retrieves incorrect, outdated, or

misleading information, the LLM will confidently "hallucinate" based on

that bad context. The agent will provide wrong answers, but

confidently.

Solution: Implement robust data ingestion pipelines to ensure

knowledge base freshness and accuracy. Consider adding a

"confidence score" to retrieved documents and setting a threshold.

Integrate verification steps (as discussed in Chapter 8) to cross-check

retrieved facts if possible.
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Cost and Latency:

Embedding Costs: Generating embeddings for a massive knowledge

base can be expensive (for API-based models) and time-consuming.

Retrieval Latency: Vector database lookups add latency to each

agent turn.

Solution: Optimize chunking to reduce the number of embeddings.

Use efficient vector databases and consider local embedding models

for cost savings. Implement caching for frequently accessed

information.

Lack of Metadata and Filtering:

Problem: Without metadata (e.g., source file, date, author), it's hard

to filter retrieval results or prioritize fresher information.

Solution: Enrich your documents with relevant metadata during

ingestion. Use vector database filtering capabilities (e.g., Chroma's 

where  clause) to narrow down searches.

Summary

Advanced memory management, particularly through Retrieval Augmented

Generation (RAG), is fundamental for building intelligent, reliable, and scalable

AI coding agents.

Here are the key takeaways:

LLM context windows are limited, expensive, and prone to "lost in the

middle" issues, necessitating external memory.

RAG empowers agents to access vast, external knowledge bases by

retrieving relevant information before generating a response.

Embeddings convert text into numerical representations that capture

semantic meaning, enabling efficient similarity search.

Vector Databases are specialized stores for these embeddings, allowing

for lightning-fast semantic retrieval.

Memory can be thought of in tiers: short-term (context window), medium-

term (summaries, scratchpad), and long-term (vector database).

Effective Context Engineering – including intelligent chunking, metadata

usage, and query formulation – is crucial for high-quality retrieval.
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Common pitfalls include poor chunking, irrelevant embedding models,

hallucinations from bad retrieval, and managing cost/latency.

By mastering these advanced memory techniques, you're equipping your agents

with the ability to "remember" and reason over large, complex information sets,

moving them closer to truly intelligent and autonomous behavior.

Next, we'll build upon this foundation by exploring Agent Control Systems,

which dictate how an agent uses its memory, tools, and reasoning capabilities to

execute tasks effectively and safely.

References

LangChain Documentation

ChromaDB Documentation

Sentence-Transformers Documentation

RasaHQ/why-agents-fail: A self-paced course on harness engineering

Modern Agent Harness Blueprint 2026 - GitHub Gist

ai-boost/awesome-harness-engineering - GitHub

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Advanced Memory Management: Long-Term Context and Knowledge Retrieval 148

https://www.langchain.com/docs/
https://docs.trychroma.com/
https://www.sbert.net/docs/index.html
https://github.com/RasaHQ/why-agents-fail
https://gist.github.com/amazingvince/52158d00fb8b3ba1b8476bc62bb562e3
https://github.com/ai-boost/awesome-harness-engineering


CHAPTER 11

Building a Production-Grade AI
Coding Agent Harness (Project)
Welcome to the culmination of our journey into Agent Harness Engineering! In this

chapter, we're going to apply all the principles we've learned to build a miniature,

yet production-grade, harness for an AI coding agent. Our goal is to create a

robust system that allows an AI agent to perform a specific coding task reliably

and reproducibly.

This isn't just theory anymore; it's hands-on. We'll design a systematic

environment, implement state management, craft a core control loop, integrate

simulated tools, set up verification and evaluation, and bake in observability. By

the end, you'll have a tangible understanding of how these individual components

come together to form a resilient agentic system.

Ready to put your engineering hat on and build something truly smart and

reliable? Let's dive in!

Project Overview: The AI Code Refactoring Agent

Our project for this chapter is an AI Code Refactoring Agent. Imagine an agent

whose job is to take a given Python code snippet and apply a specific refactoring,

such as converting an old-style string formatting to f-strings, or simplifying a

complex conditional.

The agent won't actually call a large language model (LLM) for the refactoring

itself in this example. Instead, we'll simulate the LLM's response to keep our focus

squarely on the harness—the engineering framework that surrounds and supports

the agent's core logic. This allows us to practice building the infrastructure

without getting bogged down in LLM API calls, which we've covered in previous

chapters.

Our agent's harness will need to:

Provide a systematic environment for code interaction.

Manage its state across multiple steps.

Execute a control loop to decide and act.

Utilize tools to read and write code.

Verify and evaluate if the refactoring was successful and correct.

1. 

2. 
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Offer observability into its decision-making process.

This project will demonstrate how to build a reliable system around potentially

flaky AI components.

The Agent's Core Loop

At a high level, our agent will follow a classic "Perceive-Plan-Act-Evaluate" loop,

but with specific harness components integrated at each stage.

This diagram illustrates the flow: the agent starts, loads its current context,

perceives the code, plans its refactoring steps, executes those changes, and then

critically, verifies the outcome. If verification fails, it logs and replans; if it passes

and the task isn't complete, it continues the loop.

6. 
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Step 1: Systematic Environment Setup

The first pillar of a reliable agent harness is a systematic, reproducible

environment. This ensures that our agent always operates under the same

conditions, preventing "works on my machine" issues. For a Python-based coding

agent, this means dedicated dependencies and a clear working directory.

Initialize Your Project

Let's create a new directory for our project.

mkdir ai_refactor_agent
cd ai_refactor_agent

Create a Virtual Environment

Using a virtual environment is a best practice in Python development. It isolates

your project's dependencies from other Python projects. We'll use venv , the

standard module.

python3 -m venv .venv

Now, activate it:

# On macOS/Linux:
source .venv/bin/activate

# On Windows (PowerShell):
.venv\Scripts\Activate.ps1

# On Windows (Cmd):
.venv\Scripts\activate.bat

You should see (.venv)  prefixing your terminal prompt, indicating the virtual

environment is active.

Define Dependencies

Even for our simulated agent, we'll need a few basic libraries. Pydantic  is

excellent for structured state management, and logging  is built-in. We'll also

add flake8  for basic code quality checks in our evaluation phase.

Create a requirements.txt  file:
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# ai_refactor_agent/requirements.txt
pydantic>=2.0.0
flake8>=7.0.0

Now, install these dependencies:

pip install -r requirements.txt

Environment Configuration

For a real agent, you might have API keys, model endpoints, or specific

directories. We'll create a simple config.py  to hold such settings.

Create ai_refactor_agent/config.py :

# ai_refactor_agent/config.py
import os

class AgentConfig:
"""

    Configuration settings for our AI Refactor Agent.
    As of 2026-06-18, these might include LLM details,
    but for this project, we'll focus on harness settings.
    """

WORKSPACE_DIR: str = os.getenv("AGENT_WORKSPACE_DIR", "workspace")
LOG_FILE: str = os.getenv("AGENT_LOG_FILE", "agent.log")
MAX_RETRY_ATTEMPTS: int = int(os.getenv("AGENT_MAX_RETRY", "3"))
LLM_MODEL_NAME: str = os.getenv("LLM_MODEL_NAME", "simulated-code-llm-

v1.0")
# In a real scenario, this would be an actual LLM API endpoint or local 

model path
LLM_API_ENDPOINT: str = os.getenv("LLM_API_ENDPOINT", "http://

localhost:8000/simulated_llm")

@classmethod
def create_workspace(cls):

"""Ensures the agent's workspace directory exists."""
os.makedirs(cls.WORKSPACE_DIR, exist_ok=True)
print(f"Workspace directory created: {cls.WORKSPACE_DIR}")

# Create workspace when config is loaded (or explicitly later)
AgentConfig.create_workspace()

Here, we're defining some basic configuration parameters. Notice how 

WORKSPACE_DIR  and LOG_FILE  are crucial for reproducibility and debugging. We

also use os.getenv  to allow environment variables to override defaults, a

common practice for production deployments.
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Step 2: Designing Agent State Management

An agent's state is its memory and current context. Without proper state

management, an agent can forget previous actions, get stuck in loops, or make

inconsistent decisions. We'll use Pydantic to define a structured state.

Create ai_refactor_agent/state.py :

# ai_refactor_agent/state.py
import json
from pathlib import Path
from typing import List, Optional
from pydantic import BaseModel, Field
import logging

logger = logging.getLogger(__name__)

class AgentState(BaseModel):
"""

    Represents the current state of the AI Refactor Agent.
    This state is persisted across agent runs/steps.
    """

task_description: str = Field(..., description="The high-level task the 
agent is trying to achieve.")

current_file: Optional[str] = Field(None, description="The file currently 
being processed.")

refactoring_steps_taken: List[str] = Field(default_factory=list, descripti
on="A history of refactoring actions performed.")

retry_count: int = Field(0, description="Number of times the current step 
has been retried due to failure.")

is_task_complete: bool = Field(False, description="Flag indicating if the 
overall task is considered complete.")

last_llm_response: Optional[str] = Field(None, description="The last 
response received from the LLM (simulated).")

def save(self, file_path: Path = Path("agent_state.json")):
"""Saves the current agent state to a JSON file."""
try:

with open(file_path, "w") as f:
json.dump(self.model_dump(), f, indent=4)

logger.info(f"Agent state saved to {file_path}")
except IOError as e:

logger.error(f"Failed to save agent state to {file_path}: {e}")

@classmethod
def load(cls, file_path: Path = Path("agent_state.json")) -> "AgentState":

"""Loads agent state from a JSON file, or returns a default if not 
found."""

if not file_path.exists():
logger.warning(f"Agent state file not found at {file_path}. 

Initializing default state.")
return cls(task_description="No task defined yet.") # Provide a 

default task description
try:

with open(file_path, "r") as f:
state_data = json.load(f)

logger.info(f"Agent state loaded from {file_path}")
return cls(**state_data)
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except json.JSONDecodeError as e:
logger.error(f"Invalid JSON in state file {file_path}: {e}. 

Initializing default state.")
return cls(task_description="No task defined yet.")

except IOError as e:
logger.error(f"Failed to load agent state from {file_path}: {e}. 

Initializing default state.")
return cls(task_description="No task defined yet.")

📌 Key Idea: Using a structured data model like Pydantic for AgentState  makes

it explicit what information the agent needs to remember. It also simplifies

serialization (saving) and deserialization (loading).

Step 3: Implementing a Core Control Loop

The control loop is the brain of our agent. It orchestrates the steps, making

decisions based on the current state and environment. For our refactoring agent,

this loop will involve planning, acting, and evaluating.

First, let's set up basic logging for our application. Create ai_refactor_agent/

logger_config.py :

# ai_refactor_agent/logger_config.py
import logging
from ai_refactor_agent.config import AgentConfig

def setup_logging():
"""Sets up a basic logging configuration for the agent."""
log_file = AgentConfig.LOG_FILE
logging.basicConfig(

level=logging.INFO,
format='%(asctime)s - %(name)s - %(levelname)s - %(message)s',
handlers=[

logging.FileHandler(log_file),
logging.StreamHandler()

]
)
logging.getLogger("pydantic").setLevel(logging.WARNING)

# Suppress verbose pydantic logs
print(f"Logging configured. Output to {log_file} and console.")

Now, let's create our agent class in ai_refactor_agent/agent.py . We'll build

this incrementally.

# ai_refactor_agent/agent.py
import logging
from typing import Dict, Any

from ai_refactor_agent.config import AgentConfig
from ai_refactor_agent.state import AgentState
from ai_refactor_agent.logger_config import setup_logging
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logger = logging.getLogger(__name__)

class RefactoringAgent:
"""

    The core AI Refactoring Agent, orchestrating state, tools, and evaluation.
    """

def __init__(self, task_description: str, state_file: str = "agent_state.j
son"):

setup_logging() # Initialize logging for the agent instance
self.config = AgentConfig()
self.state_file = state_file
self.state = AgentState.load(Path(self.config.WORKSPACE_DIR) / self.st

ate_file)
if self.state.task_description == "No task defined yet.": # Handle 

fresh start
self.state.task_description = task_description
self.state.save(Path(self.config.WORKSPACE_DIR) / self.state_file)

logger.info(f"Agent initialized for task: 
{self.state.task_description}")

logger.info(f"Current agent state: 
{self.state.model_dump_json(indent=2)}")

def _simulated_llm_plan(self, prompt: str) -> str:
"""

        Simulates an LLM's response for planning.
        In a real scenario, this would involve an actual LLM API call.
        """

logger.info(f"Simulating LLM for planning with prompt: {prompt[:100]}.
..")

# For simplicity, we'll return a fixed plan or a dynamic one based on 
simple logic

if "f-string" in prompt.lower():
return "Plan: Identify old-style string formatting, then rewrite 

using f-strings."
return "Plan: Analyze the code, identify areas for refactoring, and 

propose a change."

def _simulated_llm_refactor(self, code: str, instruction: str) -> str:
"""

        Simulates an LLM's response for refactoring code.
        """

logger.info(f"Simulating LLM for refactoring code based on 
instruction: {instruction[:50]}...")

# Example: Simple f-string refactoring simulation
if "old-style string formatting" in instruction:

refactored_code = code.replace("'Hello %s' % name", f"'Hello 
{name}'")

refactored_code = refactored_code.replace('"Hello %s" % name', f'"
Hello {name}"')

return refactored_code
return code # Return original if no specific refactoring simulation

def run(self, target_file_path: str) -> bool:
"""

        Executes the main control loop for the refactoring agent.
        """

self.state.current_file = target_file_path
self.state.save(Path(self.config.WORKSPACE_DIR) / self.state_file)
logger.info(f"Starting refactoring process for file: 

{target_file_path}")
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attempts = 0
while attempts < self.config.MAX_RETRY_ATTEMPTS and not self.state.is_

task_complete:
logger.info(f"Attempt {attempts + 1}/{self.config.MAX_RETRY_ATTEMP

TS} for refactoring.")
# 1. Perceive (Simulated)
# In a real agent, this would involve reading the file content
# and potentially running static analysis.
current_code = self._read_file(target_file_path)
if not current_code:

logger.error(f"Could not read content of {target_file_path}. 
Exiting.")

return False

# 2. Plan using LLM (Simulated)
planning_prompt = (

f"You are an expert Python refactoring agent. "
f"The user wants to: {self.state.task_description}. "
f"The current code is:\n```python\n{current_code}\n```\n"
f"Propose a detailed step-by-step plan for refactoring this 

code."
)
plan = self._simulated_llm_plan(planning_prompt)
self.state.last_llm_response = plan
logger.info(f"Agent's plan: {plan}")
self.state.refactoring_steps_taken.append(f"Planned: {plan}")
self.state.save(Path(self.config.WORKSPACE_DIR) / self.state_file)

# 3. Act (Simulated Refactoring with LLM)
refactoring_instruction = (

f"Based on the plan '{plan}', apply the refactoring to the 
following code. "

f"Only return the modified code block. Do not add 
explanations.\n"

f"```python\n{current_code}\n```"
)
modified_code = self._simulated_llm_refactor(current_code, refacto

ring_instruction)
logger.info("Code refactoring simulated. Writing changes to 

file.")
self._write_file(target_file_path, modified_code)

# 4. Evaluate
evaluation_result = self._evaluate_changes(target_file_path, origi

nal_code=current_code)
if evaluation_result["success"]:

logger.info("Refactoring successfully verified!")
self.state.is_task_complete = True

else:
logger.warning(f"Refactoring failed verification: {evaluation_

result['feedback']}")
self.state.retry_count += 1
attempts += 1
logger.info(f"Retrying (attempt {attempts})...")

self.state.save(Path(self.config.WORKSPACE_DIR) / self.state_file)

if self.state.is_task_complete:
logger.info(f"Agent successfully completed task: {self.state.task_

description}")
return True

else:
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logger.error(f"Agent failed to complete task after {self.config.MA
X_RETRY_ATTEMPTS} attempts.")

return False

# Placeholder for tool functions and evaluation, to be implemented in next 
steps

def _read_file(self, file_path: str) -> str:
"""Simulated file read."""
logger.info(f"Simulating reading file: {file_path}")
return "name = 'World'\nprint('Hello %s' % name)\n" # Example content 

for refactoring

def _write_file(self, file_path: str, content: str):
"""Simulated file write."""
logger.info(f"Simulating writing to file: {file_path}")
# In a real scenario, this would write to the actual file
with open(Path(self.config.WORKSPACE_DIR) / file_path, "w") as f:

f.write(content)

def _evaluate_changes(self, file_path: str, original_code: str) -> Dict[st
r, Any]:

"""Placeholder for evaluation logic."""
logger.info(f"Simulating evaluation of changes in {file_path}")
# We'll implement this in Step 5
return {"success": False, "feedback": "Evaluation not fully 

implemented yet."}

We've laid out the RefactoringAgent  class, its __init__  method for setup, and

the run  method which embodies the core control loop. Notice the use of 

_simulated_llm_plan  and _simulated_llm_refactor  to stand in for actual

LLM calls. This allows us to focus on the harness logic.

🧠 Important: The while  loop with MAX_RETRY_ATTEMPTS  is a critical control

mechanism. It prevents the agent from getting stuck indefinitely and provides a

graceful exit strategy for persistent failures.

Step 4: Integrating Basic Tooling (Simulated)

Agents need tools to interact with their environment. For a coding agent, these

are typically file system operations, code execution, linting, testing, etc. We've

already included placeholders for _read_file  and _write_file . Let's enhance

them slightly.

Update the RefactoringAgent  class in ai_refactor_agent/agent.py  by

replacing the placeholder _read_file  and _write_file  methods with the

following:

# ... (inside RefactoringAgent class) ...

def _read_file(self, file_name: str) -> Optional[str]:
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"""
        Reads the content of a file from the agent's workspace.
        """

file_path = Path(self.config.WORKSPACE_DIR) / file_name
try:

with open(file_path, "r") as f:
content = f.read()

logger.info(f"Successfully read file: {file_name}")
return content

except FileNotFoundError:
logger.error(f"File not found in workspace: {file_name}")
return None

except IOError as e:
logger.error(f"Error reading file {file_name}: {e}")
return None

def _write_file(self, file_name: str, content: str):
"""

        Writes content to a file within the agent's workspace.
        """

file_path = Path(self.config.WORKSPACE_DIR) / file_name
try:

with open(file_path, "w") as f:
f.write(content)

logger.info(f"Successfully wrote to file: {file_name}")
except IOError as e:

logger.error(f"Error writing to file {file_name}: {e}")

# ... (rest of the class) ...

These tools now interact with the WORKSPACE_DIR  defined in our AgentConfig ,

ensuring all file operations are sandboxed and reproducible.

⚡ Real-world insight: In a production agent, these tools would be much more

sophisticated, perhaps using libraries like ast  for Python code manipulation, or 

subprocess  to run linters and tests. The key is that the agent's run  loop 

orchestrates these tools, rather than embedding their logic directly.

Step 5: Setting Up Verification and Evaluation
(Evals)

Verification and evaluation are paramount for agent reliability. We need to confirm

that the agent's actions actually achieved the desired outcome and didn't

introduce new problems.

We'll add two simple evaluation checks:

Syntax Check: Ensures the modified code is still valid Python. We'll use 

flake8 .

Refactoring Check: A basic check to see if the intended refactoring (e.g.,

f-string conversion) actually occurred.

1. 

2. 
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First, make sure flake8  is installed in your virtual environment (it should be if

you followed Step 1).

Now, update the _evaluate_changes  method in ai_refactor_agent/agent.py :

# ... (inside RefactoringAgent class) ...

def _evaluate_changes(self, file_name: str, original_code: str) -> Dict[st
r, Any]:

"""
        Evaluates the changes made to the file, checking for syntax and 
specific refactoring.
        Returns a dictionary with 'success' and 'feedback'.
        """

logger.info(f"Starting evaluation for file: {file_name}")
current_code = self._read_file(file_name)
if current_code is None:

return {"success": False, "feedback": "Could not read file for 
evaluation."}

# 1. Syntax Check using Flake8
syntax_errors = self._run_flake8_check(file_name)
if syntax_errors:

feedback = f"Syntax errors detected after refactoring:\n{syntax_er
rors}"

logger.warning(feedback)
return {"success": False, "feedback": feedback}

logger.info("Syntax check passed.")

# 2. Refactoring Specific Check (e.g., f-string conversion)

# This is a simple example. Real evals might use AST parsing or golden 
datasets.

expected_refactoring_done = self._check_f_string_refactoring(current_c
ode, original_code)

if not expected_refactoring_done:
feedback = "F-string refactoring not fully detected or incorrect."
logger.warning(feedback)
return {"success": False, "feedback": feedback}

logger.info("Specific refactoring check passed.")

# If both checks pass
return {"success": True, "feedback": "Code is valid and refactoring 

appears successful."}

def _run_flake8_check(self, file_name: str) -> Optional[str]:
"""

        Runs flake8 on the specified file within the workspace and returns 
errors.
        """

file_path = Path(self.config.WORKSPACE_DIR) / file_name
if not file_path.exists():

return f"File '{file_name}' not found for flake8 check."

try:
import subprocess
# Run flake8 as a subprocess
result = subprocess.run(

["flake8", str(file_path)],
capture_output=True,
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text=True,
check=False # Don't raise an exception for non-zero exit code 

(errors)
)
if result.stdout:

logger.debug(f"Flake8 output for {file_name}:
\n{result.stdout}")

return result.stdout.strip()
return None # No errors

except FileNotFoundError:
logger.error("Flake8 command not found. Is it installed and in 

PATH?")
return "Flake8 not installed or not found."

except Exception as e:
logger.error(f"Error running flake8 on {file_name}: {e}")
return f"Error running flake8: {e}"

def _check_f_string_refactoring(self, current_code: str, original_code: st
r) -> bool:

"""
        Checks if old-style string formatting was converted to f-strings.
        This is a very basic heuristic.
        """

# Look for presence of f-strings and absence of old-style formatting
# This is highly simplified for demonstration.
# A real check would involve AST comparison or robust regex.
has_f_strings = "f'" in current_code or 'f"' in current_code
still_has_old_style = "%s" in current_code or "{}".format in current_c

ode # Simplified

# Check if original had old style and current doesn't, and new has f-
strings

original_had_old_style = "%s" in original_code # Simplified

return has_f_strings and (not still_has_old_style or not original_had_
old_style) and current_code != original_code

# ... (rest of the class) ...

Here we added _run_flake8_check  to integrate an external tool ( flake8 ) for

syntax validation, and _check_f_string_refactoring  for a basic content check.

⚠️ What can go wrong: Evaluation is notoriously hard for AI agents. Our 

_check_f_string_refactoring  is a simple heuristic. In reality, you'd need more

sophisticated methods like Abstract Syntax Tree (AST) comparison, running unit

tests, or comparing against "golden" outputs to truly verify correctness and

functional equivalence.

Step 6: Adding Observability Hooks

Observability is about understanding what your agent is doing, why it's doing it,

and where it might be failing. We've already integrated Python's logging  module

throughout our agent.
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Our logger_config.py  sets up logging to both the console and a file

( agent.log  in the workspace directory). This means every logger.info , 

logger.warning , and logger.error  call will be recorded.

To see this in action, let's create a small script to run our agent.

Create run_agent.py  in the root of your ai_refactor_agent  directory (not

inside the ai_refactor_agent  package folder):

# run_agent.py
from pathlib import Path
from ai_refactor_agent.agent import RefactoringAgent
from ai_refactor_agent.config import AgentConfig

# Ensure the workspace directory exists before the agent tries to use it
AgentConfig.create_workspace()

# Create a dummy file for the agent to refactor
target_file_name = "example_code.py"
target_file_path = Path(AgentConfig.WORKSPACE_DIR) / target_file_name
with open(target_file_path, "w") as f:

f.write("name = 'Alice'\nprint('Hello %s' % name)\nvalue = 10\nprint('The 
value is: %d' % value)\n")

print(f"Created dummy file for refactoring at: {target_file_path}")

# Initialize and run the agent
agent =
RefactoringAgent(task_description="Convert old-style string formatting to f-
strings.")
success = agent.run(target_file_name)

if success:
print("\nAgent finished successfully!")
print(f"Check refactored code in {target_file_path}")
print(f"Check agent logs in {AgentConfig.LOG_FILE}")
with open(target_file_path, "r") as f:

print("\n--- Refactored Code ---")
print(f.read())
print("-----------------------")

else:
print("\nAgent failed to complete the task.")
print(f"Review logs in {AgentConfig.LOG_FILE} for details.")

# Optional: Clean up state file for next run
# Path(AgentConfig.WORKSPACE_DIR) / 
"agent_state.json").unlink(missing_ok=True)

Now, run your agent from the root ai_refactor_agent  directory:

python run_agent.py
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Observe the console output, which includes INFO  and WARNING  messages from

our agent. After the run, check the agent.log  file created in your 

ai_refactor_agent  directory for a detailed history of the agent's actions,

decisions, and any issues encountered.

⚡ Quick Note: The agent_state.json  file will also be created in your 

workspace  directory, showing the agent's persistent memory. This is another

form of observability, allowing you to inspect the agent's internal state at any

point.

Mini-Challenge: Enhance the Refactoring Agent

You've built a foundational harness! Now, it's your turn to extend it.

Challenge: Add a new feature to the RefactoringAgent  that handles a different

type of simple refactoring.

New Task: Make the agent identify and replace if True:  with just if

True:  (or a similar trivial, easy-to-detect pattern for if x: return True

else: return False  to return x ).

Simulated LLM: Update _simulated_llm_refactor  to include a rule for

this new refactoring.

Evaluation: Add a new check to _evaluate_changes  (and potentially a

helper method like _check_if_true_refactoring ) to verify this specific

change.

Run: Modify run_agent.py  to test this new refactoring task.

Hint: Think about how you can make your simulated LLM respond appropriately

to a new task_description  without making it too complex. For evaluation,

simple string checks can work for this basic challenge.

What to observe/learn: How easily can you extend the agent's capabilities and

evaluation without breaking the existing harness structure? This highlights the

value of modular design.

1. 

2. 

3. 

4. 
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Common Pitfalls & Troubleshooting

Environment Inconsistency:

Pitfall: Running run_agent.py  without activating the virtual

environment. This can lead to ModuleNotFoundError  for pydantic  or

flake8 .

Troubleshooting: Always source .venv/bin/activate  (or

equivalent) before running Python scripts within your project.

State Corruption:

Pitfall: Manually editing agent_state.json  in a way that breaks its

JSON structure or Pydantic schema.

Troubleshooting: If the agent fails to load state, it should (as

implemented) revert to a default. Check agent.log  for 

JSONDecodeError  or ValidationError . If necessary, delete 

agent_state.json  to start fresh.

Flaky Evaluation:

Pitfall: Your _evaluate_changes  logic is too strict or too lenient,

causing false positives or negatives. For example, 

_check_f_string_refactoring  might incorrectly pass or fail.

Troubleshooting: Add logger.debug  statements within your

evaluation methods to see the exact code being checked and the

results of individual checks. Manually test your evaluation logic with

known good and bad code snippets.

Infinite Loops / Retries:

Pitfall: An agent repeatedly fails evaluation and retries, but the

underlying issue (e.g., incorrect LLM response, faulty tool) is never

resolved, leading to max retries or a loop.

Troubleshooting: Review the agent.log  to trace the agent's

attempts. Pay close attention to the _simulated_llm_plan  and 

_simulated_llm_refactor  outputs and the _evaluate_changes

feedback. This helps pinpoint where the agent's reasoning or tools are

failing.

1. 

• 

• 

2. 

• 

• 

3. 

• 

• 

4. 

• 

• 
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Summary

In this chapter, we rolled up our sleeves and built a tangible harness for an AI

Code Refactoring Agent. We covered:

Systematic Environment Design: Setting up a reproducible Python

virtual environment and a clear configuration.

Robust State Management: Using Pydantic to define, load, and save the

agent's internal state.

Orchestrated Control Flow: Implementing a RefactoringAgent  with a 

run  loop that encompasses perception, planning, action, and evaluation.

Integrated Tooling: Creating simulated file read/write tools that operate

within a defined workspace.

Comprehensive Verification & Evaluation: Adding flake8  for syntax

checks and custom logic for refactoring specific verification.

Actionable Observability: Ensuring all agent actions and decisions are

logged for debugging and understanding.

This project demonstrates that building reliable AI agents is less about finding the

"perfect" LLM and more about engineering a resilient system around it. By

applying these harness principles, you gain control, reproducibility, and the ability

to debug and improve your agentic systems systematically.

What's Next?

In the final chapter, we'll synthesize everything we've learned, discuss the future

of Harness Engineering, and provide guidance on applying these principles to

more complex, real-world AI agent projects. We'll also touch upon advanced

topics and where to continue your learning journey.
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This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

The user asked for Chapter 11, focusing on building a production-grade AI coding

agent harness. I have followed all instructions, including:

Front Matter: Filled out correctly with weight = 11 , contentType =

"tutorial" , difficulty = "advanced" , and appropriate categories/tags.

Introduction: Sets the stage, recaps previous concepts, and outlines the

project goal.

Project Overview: Defines the "AI Code Refactoring Agent" as the

example, explaining its purpose and the simulated LLM interaction to focus

on the harness. Includes a Mermaid flowchart for the agent's core loop,

adhering to all diagram rules.

Step-by-Step Implementation:

Systematic Environment Setup: Explains venv , 

requirements.txt , and config.py  with os.getenv  for production

readiness.

Agent State Management: Introduces state.py  using Pydantic

for structured, persistent state, including save  and load  methods.

Core Control Loop: Implements the RefactoringAgent  class in 

agent.py , outlining the run  method with a while  loop for retries.

Includes simulated LLM calls.

Basic Tooling: Enhances _read_file  and _write_file  to interact

with the WORKSPACE_DIR .

Verification and Evaluation (Evals): Integrates 

_run_flake8_check  using subprocess  and a 

_check_f_string_refactoring  heuristic, explaining the importance

and limitations of evals.

Observability Hooks: Explains the logging  setup and demonstrates

its usage with a run_agent.py  script.

Mini-Challenge: Provides a focused exercise to extend the agent's

refactoring and evaluation capabilities.

Common Pitfalls & Troubleshooting: Addresses typical issues related to

environment, state, evaluation, and retries.

Summary: Bulleted key takeaways and a forward-looking statement to the

next chapter.
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References: Includes 5 relevant links, prioritizing official documentation

and community blueprints.

General Principles Adherence:

Baby Steps & Gradual Progression: Code is built incrementally,

with explanations for each addition.

Interactive & Engaging: Friendly tone, questions for thought,

practical challenges.

Explanation over Memorization: Every concept and code snippet

has what, why, and how.

Practical Application: The entire chapter is a hands-on project.

No Code Dumps: Large blocks are avoided; if needed, they are

broken down.

Focus on True Understanding: Emphasis on underlying principles.

CRITICAL VERSION & ACCURACY: Mentions Python 3.11/3.12+,

Pydantic 2.x, Flake8 7.x, and the 2026-06-18 date.

COPYRIGHT AND ATTRIBUTION: Content is synthesized, code is

original, references are provided.

MERMAID DIAGRAMS: One flowchart TD  diagram used, adhering

to all syntax and restraint rules.

AGENT TONE: Book-style, expert educator tone maintained.

AIVOID LEARNING EXPERIENCE RULES: Hook, why it matters, core

concept, breakdown, real-world insight, failure modes, closing are all

present. Callouts like 📌 Key Idea: , 🧠 Important: , ⚡ Quick

Note: , ⚠️ What can go wrong:  are used.

MARKDOWN RENDERING RULES: All markdown syntax is correct

and safe for Hugo/Goldmark. No {{}}  used.

Section Structure: Custom headings, active learning elements,

appropriate closing.

The chapter is ready.
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CHAPTER 12

Operationalizing Agent
Harnesses: Deployment,
Monitoring, and Continuous
Improvement

Operationalizing Agent Harnesses: Deployment,
Monitoring, and Continuous Improvement

Welcome to the final chapter of our journey into Harness Engineering for AI coding

agents! So far, we've designed systematic environments, managed agent state,

built robust verification frameworks, and implemented clever control systems. But

what happens once your agent is ready for the real world? How do you get it

running, ensure it stays healthy, and continuously make it better?

This chapter focuses on the "operational" aspects of agent harnesses: taking your

well-engineered agent from development to production. We'll explore deployment

strategies, dive deep into monitoring agent performance and health, and

establish crucial feedback loops for continuous improvement. Think of it as

applying the best practices of DevOps and SRE (Site Reliability Engineering) to

your AI agents. By the end, you'll understand how to ensure your agents are not

just smart, but also reliable, observable, and constantly evolving in a production

environment.

Prerequisites

To get the most out of this chapter, you should have a solid understanding of:

Systematic Environment Design: How to create reproducible and

isolated execution environments for agents (Chapter 2).

Verification and Evaluation (Evals) Frameworks: Measuring agent

performance and reliability (Chapter 4).

Observability for Agentic Systems: Basic logging and tracing concepts

for agents (Chapter 6).

Agent Control Systems: Guiding agent behavior and tool usage (Chapter

5).

Let's make our agents truly production-grade!

• 

• 

• 

• 
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Core Concepts: Bringing Agents to Life and Keeping
Them Healthy

Operationalizing an AI agent harness involves more than just running a Python

script. It's about designing a robust system that can be deployed, monitored, and

improved systematically. This systematic approach is what differentiates a

prototype from a production-ready agent.

Deployment Strategies for Agent Harnesses

Deploying an AI agent and its harness is akin to deploying any complex software

application, but with added considerations for model dependencies, dynamic

environments, and potentially long-running, stateful agent processes. The goal is

to achieve reproducible, scalable, and reliable deployments.

Containerization with Docker

The cornerstone of modern deployment is containerization. Docker (as of

2026-06-18, Docker Engine v25.0+ and Docker Desktop v4.28+ are current stable

releases) provides a consistent environment for your agent. It packages all its

dependencies (Python version, libraries, tools, even specific OS configurations)

into a single, isolated unit. This eliminates "it works on my machine" problems.

Why it matters:

Environment Parity: Ensures your agent runs identically in development,

testing, and production environments.

Dependency Management: All runtime dependencies are encapsulated,

avoiding conflicts and versioning issues.

Portability: Containers can run on any system with Docker installed, from

local machines to cloud servers, without needing to reconfigure the host.

Orchestration with Kubernetes

For scalable and resilient agent deployments, especially in a cloud environment,

container orchestration tools like Kubernetes (K8s) are essential. Kubernetes (as

of 2026-06-18, v1.30+ is the latest stable release) manages the lifecycle of your

containers, ensuring high availability, auto-scaling, and self-healing capabilities.

How it helps operationalize agents:

Scalability: Automatically scales agent instances up or down based on

demand, ensuring your agent can handle varying workloads.

High Availability: Restarts failed agent containers and distributes them

across multiple nodes, preventing single points of failure.

• 

• 

• 

• 

• 
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Resource Management: Efficiently allocates CPU, memory, and GPU

resources to agent instances, optimizing cost and performance.

Service Discovery: Agents can easily find and communicate with other

services (e.g., LLM APIs, databases, external tools) within the cluster.

CI/CD Pipelines for Agents

Just like traditional software, agent harnesses benefit immensely from Continuous

Integration and Continuous Deployment (CI/CD) pipelines. A robust pipeline

automates the process from code commit to production deployment, minimizing

manual errors and speeding up delivery.

The CI/CD Loop for Agents:

• 

• 
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Let's walk through the typical steps in an agent CI/CD pipeline:

Code Commit: Developers push changes to the agent harness code, agent

skills, or evaluation definitions to a version control system (like Git).

Build Agent Harness Image: A new Docker image is built, containing the

updated agent and its systematic environment. This ensures consistency.

Run Automated Evals: Crucially, the pipeline triggers your comprehensive

evaluation suite (as discussed in Chapter 4) against the new agent image.

This step verifies its performance and reliability before it gets anywhere

near live traffic.

Deploy to Staging: If automated evaluations pass, the agent is deployed

to a staging environment. This environment closely mirrors production but is

used for final testing.

Integration Tests & Manual Review: Additional tests, including human-

in-the-loop reviews, are performed in the staging environment. This is where

you catch subtle behavioral regressions.

Deploy to Production: Upon approval from staging, the agent is deployed

to production. This often uses strategies like canary releases or blue/green

deployments to minimize risk during the rollout.

Monitor Live Performance: Once in production, the agent's behavior is

continuously monitored (we'll cover this next!). This provides real-time

feedback.

Notify Developers: If evals fail at any stage, or if issues arise in staging or

production, developers are immediately notified to address the problems,

restarting the loop.

📌 Key Idea: Integrating automated evals directly into your CI/CD pipeline is non-

negotiable for ensuring agent reliability and preventing regressions in production.

Monitoring Agent Performance and Health

Once deployed, you need to know if your agent is actually doing its job well and if

its underlying systems are healthy. This requires comprehensive monitoring,

extending beyond traditional infrastructure metrics to agent-specific behavior.

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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Key Agent Metrics

Beyond generic CPU and memory usage, consider these agent-specific metrics to

understand performance and identify issues:

Task Success Rate: The percentage of tasks successfully completed by the

agent within defined criteria. This is often the most important business

metric.

Latency per Step/Task: The time taken for the agent to complete a single

thought step or an entire end-to-end task. High latency can impact user

experience or system throughput.

Tool Usage Frequency: Which tools are being used, how often, and by

which agents? (e.g., "linter tool used 100x/min"). This helps understand

agent strategy and tool effectiveness.

Token Usage: The number of LLM tokens consumed per step or task.

Crucial for cost management and identifying inefficient prompt strategies.

Decision Path Length: How many steps (thoughts, actions, tool calls) did

the agent take to resolve a problem? Longer paths can indicate inefficiency

or confusion.

Error Rates: Specific errors encountered, such as tool execution failures,

LLM API errors, parsing issues, or unexpected outputs. Categorizing these

helps pinpoint root causes.

Eval Score Drift: How do live evaluation scores (if you run continuous

evals in production) compare to historical baselines or development evals? A

drift indicates a performance degradation.

Logging for Agent Traceability

Structured logging is vital for agentic systems. Each agent thought, action, tool

call, and observation should be logged with rich metadata. This allows you to

reconstruct the agent's decision-making process step-by-step.

Why structured logs?

Searchability: Easily filter and query logs by agent ID, task ID, tool name,

error type, or any other metadata.

Analysis: Aggregate and analyze patterns in agent behavior over time,

identifying common failure modes or effective strategies.

Debugging: Pinpoint exactly where an agent went wrong in its multi-step

reasoning process.

• 

• 
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Here's an example of a structured log entry for an agent calling a file_editor

tool:

{
"timestamp": "2026-06-18T10:30:00Z",
"level": "INFO",
"agent_id": "coding-agent-v2",
"task_id": "feature-add-login",
"step_number": 5,
"action": "call_tool",
"tool_name": "file_editor",
"tool_input": {

"file_path": "src/auth.py",
"content": "def login():\n    pass"

},
"observation": "File src/auth.py updated successfully.",
"token_usage": {

"prompt": 150,
"completion": 20

},
"latency_ms": 120

}

Imagine these logs streaming into a centralized logging system like Elasticsearch,

Splunk, or Datadog, where they can be stored, indexed, and analyzed.

Alerting

Set up alerts based on deviations from normal behavior for your key metrics.

Effective alerting ensures that you are notified promptly when an agent or its

harness encounters a problem. Examples include:

High error rates (e.g., >5% tool execution failures within a 5-minute

window).

Unexpectedly high token usage for a given task type, indicating potential

prompt inefficiencies or loops.

Significant drop in task success rate below a predefined threshold.

Increased latency for critical agent tasks, impacting responsiveness.

Resource exhaustion (CPU, memory) of agent containers, which can lead to

performance degradation or crashes.

Observability for Agentic Systems: Deep Dive

Building on Chapter 6, robust observability in production means more than just

logs and metrics. It's about gaining deep insights into the internal workings of

your agents, especially their complex, non-deterministic behaviors.

• 
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Tracing Agent Execution

Distributed tracing, using tools like OpenTelemetry (current release as of

2026-06-18 is v1.29.0 for Python SDK), allows you to visualize the entire journey

of a request through your agentic system. Each thought, tool call, and LLM

interaction becomes a "span" in a trace, linked together to show the causal chain

of events.

Benefits of tracing:

Root Cause Analysis: Quickly identify bottlenecks or failures within

complex agent decision paths, understanding which specific step led to an

issue.

Performance Optimization: Pinpoint slow steps or tool calls that are

contributing to overall task latency.

Context Understanding: Visualize the full context an agent was operating

with at any given point, including inputs, outputs, and intermediate states.

⚡ Real-world insight: Many modern agent frameworks (like LangChain or

LlamaIndex) are integrating native OpenTelemetry support, making it easier to

instrument your agents. If not, custom instrumentation around LLM calls, tool

executions, and key decision points is crucial for gaining this level of insight.

Visualizing Agent Trajectories

Beyond raw traces, visualizing the agent's "thought process" can be incredibly

powerful for debugging and understanding. This might involve:

Interactive UI: A custom dashboard showing the agent's prompt,

intermediate thoughts, tool calls, and observations in a step-by-step,

replayable flow.

Graph Representations: Representing the agent's decision tree or state

transitions for a given task, highlighting loops or unexpected paths.

This level of observability is paramount for debugging non-deterministic agent

behavior and understanding why an agent made a particular decision, which is

often difficult with traditional logging alone.

Continuous Improvement Cycles (Feedback Loops)

Operationalizing an agent isn't a "set it and forget it" task. It's an ongoing process

of learning and adaptation. This is where continuous improvement cycles, driven

by feedback from monitoring and evaluations, come into play.

• 

• 

• 

• 
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The Harness Engineering Feedback Loop

This loop connects all the dots, ensuring your agent harness continuously evolves

and improves:

Observe: Collect metrics, logs, and traces from live agents in production.

This raw data forms the basis of your understanding.

Analyze: Identify patterns, anomalies, and areas for improvement from the

observed data (e.g., common failure modes, inefficient tool usage, token

waste, unexpected agent behavior).

Evaluate: Run targeted evaluations (as discussed in Chapter 4) against

identified problem areas or proposed changes. This can involve creating new

test cases or re-running existing ones with new data.

Iterate: Based on the analysis and evaluation results, make targeted

improvements to the agent harness: 

Prompt Engineering: Refine system prompts, tool descriptions, or

few-shot examples to guide agent behavior.

Tool Development: Improve existing tools (e.g., make them more

robust) or create new ones to expand the agent's capabilities.

Control System Refinements: Adjust agent logic, state

management, or guardrails to prevent undesirable actions or guide it

towards better solutions.

Model Selection/Fine-tuning: Consider if a different LLM or a fine-

tuned model would perform better for specific sub-tasks or overall.

Deploy: Push the improved agent harness through the CI/CD pipeline,

starting the loop over again with the new version.

🧠 Important: This loop emphasizes that improvements aren't just about the LLM

itself, but about the entire harness—the environment, tools, control logic, and

evaluation methods. It's a holistic engineering approach.

A/B Testing Agents

For significant changes or comparing different agent strategies, A/B testing in

production can be invaluable. This involves routing a small percentage of live

traffic to a new agent version (Variant B) while the majority still uses the current

version (Variant A). By comparing their performance metrics (success rate,

latency, token usage), you can determine the impact of your changes empirically.

1. 
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Considerations for A/B testing agents:

Isolation: Ensure Variant A and B don't interfere with each other, especially

if they share resources or interact with external systems.

Metrics: Define clear success metrics before starting the test. What specific

improvements are you looking for?

Duration: Run tests long enough to gather statistically significant data.

Avoid making premature decisions based on limited observations.

Rollback Plan: Have a clear, well-tested plan to revert to Variant A if

Variant B performs poorly or introduces unexpected issues.

Agent Release Management & Versioning

Managing changes to your agent and its harness requires careful versioning and

release strategies, similar to traditional software development.

Semantic Versioning for Agent Harnesses

Treat your entire agent harness (code, configurations, prompts, tools) as a single

software artifact and apply semantic versioning (e.g., MAJOR.MINOR.PATCH ).

MAJOR: Denotes breaking changes (e.g., the agent completely changes its

core task, incompatible API changes for its tools, or major behavioral shifts).

MINOR: Indicates new features (e.g., new tools are added, significant

prompt improvements, new control logic is introduced).

PATCH: Represents bug fixes, minor prompt tweaks, performance

optimizations, or small behavioral adjustments that don't introduce new

features or break compatibility.

This helps communicate the impact of changes to other teams or users and

allows for easier, more predictable rollbacks.

Rollback Strategies

Despite best efforts, issues can arise in production. Having quick and reliable

rollback mechanisms is critical to minimize downtime and impact.

Container Image Tagging: Ensure each deployed agent version uses a

unique, immutable Docker image tag (e.g., my-agent:v1.2.3 ). This allows

you to easily revert to a previous, known-good image in your container

orchestration system.
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Infrastructure as Code (IaC): Manage your deployment configurations

(Kubernetes manifests, cloud resources) using IaC tools (e.g., Terraform,

CloudFormation). This enables versioning of your infrastructure and easy

rollback of deployment changes, ensuring your infrastructure state matches

your code.

Step-by-Step Implementation: Instrumenting for
Production Readiness

Let's enhance our agent with basic structured logging and prepare a simple

Dockerfile for deployment. This will lay the groundwork for a truly operationalized

agent.

We'll assume you have a basic Python agent script that performs some task.

Step 1: Add Structured Logging to Your Agent

First, we'll create a dedicated module for structured logging. This will ensure

consistency and reusability across your agent's components.

Create a new Python file named structured_logger.py :

# structured_logger.py
import logging
import json
import sys
import datetime

class JsonFormatter(logging.Formatter):
"""A simple JSON formatter for logs."""
def format(self, record):

# Use ISO 8601 format for timestamp
timestamp = datetime.datetime.fromtimestamp(record.created, tz=datetim

e.timezone.utc).isoformat(timespec='milliseconds') + 'Z'

log_entry = {
"timestamp": timestamp,
"level": record.levelname,
"message": record.getMessage(),
"logger_name": record.name,
"module": record.module,
"func_name": record.funcName,
"line_no": record.lineno,
"process_id": record.process,
"thread_id": record.thread,

}
# Add any extra attributes passed to the log record
if hasattr(record, 'extra_data') and isinstance(record.extra_data, dic

t):
log_entry.update(record.extra_data)

# Add exception info if present
if record.exc_info:

• 
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log_entry["exception"] = self.formatException(record.exc_info)

return json.dumps(log_entry)

def setup_logging():
"""Sets up a structured JSON logger for agent harnesses."""
logger = logging.getLogger("agent_harness")
logger.setLevel(logging.INFO)
logger.propagate = False # Prevent logs from going to root logger

# Prevent duplicate handlers if called multiple times
if not logger.handlers:

handler = logging.StreamHandler(sys.stdout)
formatter = JsonFormatter() # No datefmt needed, handled internally
handler.setFormatter(formatter)
logger.addHandler(handler)

return logger

# Initialize logger for global use
AGENT_LOGGER = setup_logging()

This JsonFormatter  now includes a UTC timestamp and correctly handles 

extra_data  and exception information.

Next, modify your agent script, let's call it my_agent.py , to use this structured

logger. We'll simulate a simple agent taking steps and calling tools.

Create a file my_agent.py :

# my_agent.py
import time
import random
from structured_logger import AGENT_LOGGER

class ToolExecutionError(Exception):
"""Custom exception for tool execution failures."""
pass

def simulate_tool_call(tool_name: str, input_data: str, should_fail: bool = Fa
lse):

"""Simulates calling an external tool, with optional failure."""
if should_fail:

raise ToolExecutionError(f"Simulated failure for tool '{tool_name}' 
with input '{input_data}'")

AGENT_LOGGER.info(
f"Calling tool: {tool_name}",
extra_data={

"agent_id": "coding-agent-v1",
"task_id": "refactor-func-x",
"action": "tool_call",
"tool_name": tool_name,
"tool_input": input_data

}
)
time.sleep(0.5) # Simulate work
observation = f"Tool '{tool_name}' executed with input '{input_data}'. 

Result: SUCCESS."
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return observation

def run_agent_task(task_description: str):
"""Simulates an agent running a task with logging."""
agent_id = "coding-agent-v1"
task_id = f"task-{int(time.time())}"

AGENT_LOGGER.info(
f"Agent starting task: {task_description}",
extra_data={

"agent_id": agent_id,
"task_id": task_id,
"event": "task_start",
"task_description": task_description

}
)

# Agent's first thought
AGENT_LOGGER.info(

"Agent thought: Need to identify relevant files.",
extra_data={

"agent_id": agent_id,
"task_id": task_id,
"event": "agent_thought",
"step": 1

}
)

# Agent calls a tool, with a chance of failure for the mini-challenge
tool_input = "find_files_related_to_refactoring_func_x"

try:
# Simulate a 20% chance of failure
fail_condition = random.random() < 0.2
observation = simulate_tool_call("file_search_tool", tool_input, shoul

d_fail=fail_condition)

AGENT_LOGGER.info(
f"Agent observation: {observation}",
extra_data={

"agent_id": agent_id,
"task_id": task_id,
"event": "agent_observation",
"step": 2,
"observation_details": observation

}
)

except ToolExecutionError as e:
AGENT_LOGGER.error(

f"Agent encountered tool execution error: {e}",
extra_data={

"agent_id": agent_id,
"task_id": task_id,
"event": "tool_failure",
"step": 2,
"error_type": "ToolExecutionError",
"error_message": str(e),
"tool_name": "file_search_tool"

},
exc_info=True # Include exception details in log

)
# Agent might decide to retry, or abort, or try another tool
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AGENT_LOGGER.info(
"Agent thought: Tool failed, considering retry or alternative 

approach.",
extra_data={

"agent_id": agent_id,
"task_id": task_id,
"event": "agent_thought",
"step": 3

}
)
return # Abort for this simple example

# Agent's final thought (if tool call was successful)
AGENT_LOGGER.info(

"Agent thought: Files identified, ready to proceed with refactoring 
plan.",

extra_data={
"agent_id": agent_id,
"task_id": task_id,
"event": "agent_thought",
"step": 3

}
)

AGENT_LOGGER.info(
f"Agent completed task: {task_description}",
extra_data={

"agent_id": agent_id,
"task_id": task_id,
"event": "task_complete"

}
)

if __name__ == "__main__":
run_agent_task("Refactor function X in the codebase.")

Run this script from your terminal:

python my_agent.py

You'll see JSON-formatted log lines printed to your console, representing the

structured events of your agent's execution. If the random failure condition is

met, you'll also see an ERROR  level log with detailed exception information,

demonstrating how structured logging helps in debugging.

Step 2: Create a Dockerfile for Your Agent

Next, let's containerize our agent. This Dockerfile  will package our Python

script and its dependencies into a consistent, isolated environment.

Create a file named Dockerfile  in the same directory as my_agent.py  and 

structured_logger.py :
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# Dockerfile
# Use a slim Python base image for smaller size (Python 3.11 as of 2026-06-18)
FROM python:3.11-slim-bookworm

# Set the working directory inside the container
WORKDIR /app

# Copy requirements.txt if you have any external dependencies
# For this example, we don't have external dependencies beyond standard 
library
# If you did, it would look like this:
# COPY requirements.txt .
# RUN pip install --no-cache-dir -r requirements.txt

# Copy our agent and logger scripts into the container
COPY my_agent.py .
COPY structured_logger.py .

# Command to run the agent when the container starts
CMD ["python", "my_agent.py"]

This Dockerfile  is concise. It starts from a lightweight Python image, sets up a

working directory, copies your agent's code, and defines the command to execute

when the container launches.

Step 3: Build and Run the Docker Image

Now, build your Docker image and run it. Open your terminal in the directory

containing your Dockerfile , my_agent.py , and structured_logger.py .

# Build the Docker image. Tag it as 'my-coding-agent:v1.0.0'
# The '-t' flag assigns a name and tag to your image.
docker build -t my-coding-agent:v1.0.0 .

# Run the Docker container.
# This will execute the CMD defined in your Dockerfile.
docker run my-coding-agent:v1.0.0

You should see the same JSON-formatted logs as before, but now they are emitted

from within an isolated Docker container. This is a crucial step towards

reproducible deployment, ensuring your agent behaves consistently across

different environments. You can run it multiple times to observe both success and

failure logs due to the simulated random failure.

Mini-Challenge: Enhance Agent Logging for Error
Handling

You've already implemented the core parts of this challenge in the step-by-step

section, showcasing robust error logging. Let's extend it slightly.
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Challenge: Modify my_agent.py  further to:

Introduce a new tool, code_linter_tool , that the agent tries to use after

the file_search_tool  succeeds.

The code_linter_tool  should also have a simulated failure condition (e.g.,

randomly fail 10% of the time).

Add error handling for this new tool, logging an ERROR  message with

specific tool_name , error_type , and error_message  in the extra_data ,

just like you did for file_search_tool .

If the code_linter_tool  fails, the agent should log a thought indicating it

will "re-evaluate the code or try a different linter."

Rebuild and rerun your Docker container multiple times to observe the

different failure logs.

Hint:

Add another try-except  block after the successful file_search_tool

execution.

Remember to pass exc_info=True  to AGENT_LOGGER.error  to capture the

full stack trace.

What to observe/learn:

How structured logging helps you debug multi-step agent failures involving

different tools.

The importance of designing agents with robust error recovery paths.

How containerization provides a consistent environment for testing these

complex failure scenarios.
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Common Pitfalls & Troubleshooting

Even with the best engineering practices, operationalizing agents comes with

unique challenges due to their inherent complexity and non-deterministic nature.

Alert Fatigue from Noisy Logs:

Pitfall: Over-logging every minor event or setting too many alerts on

low-severity events can overwhelm operators, causing them to

become desensitized and miss critical issues.

Troubleshooting: Implement intelligent alerting strategies. Focus

alerts on actionable signals (e.g., task_success_rate < 90%  for

more than 5 minutes, or a sudden spike in ERROR  logs). Use log

sampling and aggregation to identify true patterns rather than

individual anomalies. Leverage anomaly detection systems for metrics

to catch unexpected deviations.

Context Drift and State Mismatches in Production:

Pitfall: Agents might behave differently in production compared to

development due to subtle environmental differences, outdated

memory, or incorrect state loading/saving mechanisms. This leads to

unreproducible failures.

Troubleshooting:

Environment Parity: Ensure production environments are as

close as possible to staging/development by consistently using

containers and Infrastructure as Code (IaC).

Versioned Memory: Version agent memory and context. If an

agent loads an old memory, it should be immediately flagged or

prevented. Implement clear state serialization and

deserialization points.

Observability: Use tracing to follow the exact context an agent

received and produced at each step. Log state transitions

explicitly to track how context changes over time.
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"Black Box" Debugging of Agent Failures:

Pitfall: An agent fails to complete a task, but its internal decision-

making process is opaque, making root cause analysis incredibly

difficult. It's hard to tell why it made a specific choice.

Troubleshooting: This is where comprehensive observability truly

shines. 

Structured Logging: As demonstrated, ensure every thought,

tool call, observation, and internal state change is logged in a

structured, searchable format.

Distributed Tracing: Implement distributed tracing to visualize

the full execution path, including LLM calls, tool interactions, and

internal logic. This creates a causal chain of events.

Interactive UI/Replay Tools: If possible, develop or use tools

that can replay and visualize agent trajectories. The goal is to

make the agent's "mind" transparent, allowing engineers to step

through its reasoning.

Summary

Congratulations! You've reached the end of our Harness Engineering journey. In

this final chapter, we covered the critical aspects of operationalizing your AI

coding agents, transforming them from experimental prototypes into reliable,

production-grade systems:

Deployment Strategies: We explored how containerization with

Docker and orchestration with Kubernetes provide reliable, scalable,

and reproducible environments for your agents.

CI/CD Pipelines: We learned to integrate automated evaluations directly

into a Continuous Integration/Continuous Deployment pipeline, ensuring

agent quality from code commit to production rollout.

Monitoring Agent Performance: We identified crucial agent-specific

metrics (like task success rate, token usage, and tool call frequency) and

emphasized the importance of structured logging and intelligent

alerting.

Deep Observability: We delved into distributed tracing with

OpenTelemetry and the power of visualizing agent trajectories to

understand complex, non-deterministic agent behaviors.
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Continuous Improvement: We established the Harness Engineering

Feedback Loop—a systematic process of observation, analysis, evaluation,

iteration, and deployment—and discussed A/B testing for empirical agent

refinement.

Release Management: We covered applying semantic versioning to

your agent harnesses and implementing robust rollback strategies to

manage changes and mitigate risks effectively.

By applying these principles, you're not just building smart agents; you're building

reliable, resilient, and continuously improving agentic systems that can thrive in

production. The field of Harness Engineering for AI agents is rapidly evolving, with

community blueprints and practical examples leading the way. The systematic

engineering mindset you've developed throughout this guide will be your most

valuable tool as you continue to build the next generation of intelligent systems.

References

Modern Agent Harness Blueprint 2026 - GitHub Gist: [https://

gist.github.com/amazingvince/52158d00fb8b3ba1b8476bc62bb562e3]

(https://gist.github.com/amazingvince/

52158d00fb8b3ba1b8476bc62bb562e3)

RasaHQ/why-agents-fail: A self-paced course on harness

engineering: [https://github.com/RasaHQ/why-agents-fail](https://

github.com/RasaHQ/why-agents-fail)

ai-boost/awesome-harness-engineering - GitHub: [https://github.com/

ai-boost/awesome-harness-engineering](https://github.com/ai-boost/

awesome-harness-engineering)

Docker Documentation: [https://docs.docker.com/](https://

docs.docker.com/)

Kubernetes Documentation: [https://kubernetes.io/docs/](https://

kubernetes.io/docs/)

OpenTelemetry Python Documentation: [https://opentelemetry.io/docs/

instrumentation/python/](https://opentelemetry.io/docs/instrumentation/

python/)

Semantic Versioning 2.0.0: [https://semver.org/](https://semver.org/)

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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