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CHAPTER 01

IPv8 Draft: Separating Hype
from Protocol Reality
Just when network engineers thought they had enough on their plate with IPv6

adoption, an 'IPv8' draft appeared in April 2026, sparking immediate questions: Is

this a serious proposal, a clever April Fool's, or a symptom of deeper issues with

internet protocol evolution?

The core thesis of this analysis is clear: The IPv8 draft, an unendorsed IETF

proposal published in April 2026, attempts to address IPv4 exhaustion with

backward compatibility but faces significant technical scrutiny, risks creating new

interoperability burdens, and is unlikely to solve real deployment pain given its

lack of IETF standing and the ongoing challenges of IPv6 adoption.

The Sudden Appearance of IPv8: What the Draft Proposes

In mid-April 2026, a new Internet-Draft, draft-thain-ipv8 , surfaced, authored

by Jamie Thain, Simon Painter, and Willie Howe from Voldeta. This proposal

quickly ignited discussions across the networking community. Its timing, close to

April Fool's Day, initially fueled skepticism, but the content pointed to a more

profound underlying sentiment.

The draft's central claim is a bold one: "100% backward compatibility" with IPv4.

It asserts that "no existing device, application, or network requires modification."

The stated motivation is to offer an alternative solution to IPv4 address

exhaustion, bypassing the perceived complexities and slow adoption rate of IPv6.

This approach proposes an "expansion of IPv4" to extend its lifespan. The initial

reaction from network engineers and architects was a mix of curiosity about a

new approach, skepticism given its ambitious claims, and speculation about its

true intent.

IETF Drafts vs. Internet Standards: A Crucial Distinction for
Engineers

For network engineers, understanding the Internet Engineering Task Force (IETF)

process is paramount. An Internet-Draft is merely a preliminary document. It's a

work in progress, often submitted by individuals or small groups to solicit

feedback.
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The IETF datatracker explicitly states that draft-thain-ipv8  "is not endorsed

by the IETF and has no formal standing in the IETF standards process"

(checked 2026-06-01). This status is critical. It means the draft has not been

reviewed or approved by any IETF working group, nor has it undergone the

rigorous consensus-building and peer review required for an official RFC (Request

for Comments) or Internet Standard.

📌 Key Idea: An Internet-Draft is a personal contribution, not a step on the

official path to becoming an internet standard without working group

endorsement.

For network architects making strategic infrastructure decisions, relying on an

unendorsed draft would be akin to basing a production deployment on a

whitepaper rather than a ratified specification. It offers no stability, no guarantee

of interoperability, and no clear path to broad industry support.

IPv8's Core Design: Expanding IPv4 and Its Compatibility Claims

The IPv8 draft aims to expand the IPv4 address space by leveraging existing

header fields or introducing new extensions. The core idea is to add more bits to

an IPv4 address, effectively creating a larger addressing pool while maintaining

compatibility.

The draft's claim of "100% backward compatible" and "no existing device,

application, or network requires modification" faces significant technical scrutiny.

While IPv8 might attempt to encapsulate or translate addresses, true backward

compatibility without any modification is highly improbable in complex, real-world

networks.

Consider these potential breakdowns:

Deep Packet Inspection (DPI): Firewalls, intrusion detection systems, and

load balancers often rely on fixed IPv4 header formats. Any modification or

expansion, even if subtle, could break their functionality, requiring costly

software and firmware upgrades.

Routing Tables and BGP: Global routing tables are already massive, with

RIPE Labs noting over "1,002,006 routes in 2025." Introducing a new

addressing scheme, even an "expanded IPv4," would necessitate updates to

BGP implementations and routing hardware, potentially increasing routing

complexity and table size.

• 

• 
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Address Translation: If IPv8 relies on some form of translation or

tunneling to interact with pure IPv4 segments, this introduces new layers of

complexity and potential performance overhead, contradicting the "no

modification" claim.

🧠 Important: "Backward compatibility" in networking often means a transition

mechanism, not a magic bullet where everything just works without any changes.

The Shadow of IPv6: Comparing Goals and Adoption Realities

IPv6 was designed specifically to address IPv4 address exhaustion, offering a vast

128-bit address space. Its design goals included improved routing efficiency,

simplified header processing, and built-in security features.

Despite its clear advantages, IPv6 adoption has been a long, challenging road.

Network operators cite several reasons for the slow pace:

Cost and Complexity: Upgrading legacy equipment, reconfiguring

networks, and training staff for dual-stack environments represent

significant investments.

Perceived Lack of Immediate Benefit: For many enterprises, IPv4 with

NAT still "works," delaying the perceived urgency of migration.

Interoperability Challenges: Maintaining connectivity between IPv4-only

and IPv6-only segments adds operational burden.

The IPv8 draft attempts to capitalize on this frustration by offering a seemingly

"simpler" alternative to IPv6. By 'extending' IPv4, it aims to avoid the perceived

disruption of a full protocol shift. However, this approach risks inheriting or even

exacerbating existing deployment pain points. Instead of solving the long-term

problem with a future-proof solution, it proposes a patch that might introduce its

own set of complex, proprietary, or non-standard interoperability burdens.

Technical Deep Dive: Interoperability Challenges and Protocol
Reality

Moving beyond abstract claims, the draft-thain-ipv8  faces profound technical

challenges that question its viability as a practical internet protocol.

Global Routing Scalability: The internet's routing infrastructure, primarily

BGP, is designed around established IPv4 and IPv6 address families.

Introducing a third, non-standard address family, even one that "expands"

IPv4, would require massive, coordinated upgrades across all internet

service providers and peering points. This would drastically increase global

routing table size and complexity, potentially leading to instability.

• 

• 

• 

• 

• 
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IPv6 Incompatibility: A significant criticism leveled against IPv8 is its

inherent incompatibility with IPv6. Rather than bridging the gap, it proposes

a parallel, divergent path. This would not unify the internet but fragment it

further, creating more "islands" of connectivity and complicating global

reachability. The Network DNA highlights this as a "significant technical

scrutiny \u2014 particularly around IPv6 incompatibility."

Middlebox Functionality: Network Address Translation (NAT) and other

middleboxes are pervasive in IPv4 networks. While IPv8 aims to circumvent

the need for NAT by providing more addresses, its introduction would still

require these devices to understand and process the new IPv8 format. This

would inevitably lead to "non-trivial modifications" for firewalls, load

balancers, and other network devices, directly contradicting the draft's "no

modification required" claim.

Security Implications: Any new protocol introduces new attack surfaces.

An unvetted, unstandardized protocol like IPv8 would lack the years of

security analysis, implementation hardening, and operational experience

that IPv4 and IPv6 have accumulated. This could introduce unknown

vulnerabilities and complicate existing security measures.

Deployment Pain or New Burden? Evaluating Real-World Impact

The ultimate test for any new internet protocol is its deployability. From an

operational and economic standpoint, IPv8 presents a compelling case for not

adopting it.

Network operators and enterprises are driven by practical considerations:

No Clear Gain: As one Reddit user commented, "Nobody will deploy a new

protocol if they can't gain something from it. That was the problem with

IPv6." IPv8 offers a larger address space but at the cost of introducing a

non-standard protocol. It doesn't offer the cleaner architecture, better

security, or mobility features that IPv6 does. The immediate, tangible

benefits for a typical network operator are unclear.

Immense Upgrade Costs: The cost and complexity of upgrading global

internet infrastructure are staggering. Every router, switch, firewall, server,

and application would need to be made IPv8-aware. This mirrors, and

potentially exceeds, the challenges faced by IPv6 adoption, but without the

established industry consensus or a clear long-term vision.

• 

• 

• 

• 

• 
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Network Fragmentation Risk: Partial adoption of IPv8 would lead to

network fragmentation. If some networks run IPv4, others IPv6, and yet

others IPv8, the interoperability burden would become unmanageable. This

would severely hinder global connectivity and the very principle of a unified

internet.

The Verdict: Why IPv8 is Unlikely to Become the Next Internet
Protocol (and What Engineers Should Do)

The draft-thain-ipv8  proposal, while generating discussion, lacks the

fundamental prerequisites for becoming a viable internet protocol. Its unendorsed

status, significant technical flaws, and the insurmountable deployment hurdles

make it an unlikely successor to IPv4 or a credible alternative to IPv6.

Yet, its very existence, despite its dismissal by many as an April Fool's joke,

highlights a persistent and legitimate frustration within the networking

community. The slow pace of IPv6 adoption and the ongoing challenges of IPv4

exhaustion continue to vex engineers seeking simpler, less disruptive solutions.

What builders should do now:

Prioritize IPv6 Adoption: IPv6 remains the only viable and standardized

long-term solution for internet address exhaustion. Focus efforts on dual-

stack deployments, application compatibility, and operational readiness for

IPv6 within your networks.

Monitor Legitimate IETF Work: Keep an eye on established IETF working

groups and their progress on existing RFCs and proposed standards that

address real-world networking challenges. These are the consensus-driven

efforts that genuinely shape the internet's future.

Critically Evaluate New Proposals: Apply rigorous technical scrutiny to

any new protocol proposal. Ask: Does it have IETF backing? What are the

actual deployment costs? What tangible benefits does it offer over existing

solutions?

What to ignore for the moment:

Unendorsed, technically unproven proposals that lack broad community

support and clear deployment paths. These often create more noise than

signal in the quest for stable, scalable internet infrastructure.

The internet's evolution is a complex, collaborative process. While innovation is

always welcome, new protocols must demonstrate clear technical superiority,

broad consensus, and a practical path to deployment to earn their place. IPv8, in

its current form, falls far short of these requirements.

• 

• 

• 

• 

• 
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