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CHAPTER 01

Advanced Tooling and External
Integrations: Beyond the Basics

Advanced Tooling and External Integrations:
Beyond the Basics

Welcome back, intrepid agent architect! In previous chapters, we laid the

groundwork for understanding AI agents and their basic capabilities. You've seen

how agents can reason and even use simple tools to perform actions. But what if

your agent needs to check the live stock market, send an email, or interact with a

complex database? This is where advanced tooling and external integrations

come into play.

This chapter will propel your agents from simple internal reasoning machines to

powerful entities capable of interacting with the real world. We'll dive deep into

defining robust tools that leverage external APIs, handle intricate data flows,

manage errors gracefully, and even perform operations asynchronously.

Mastering these techniques is crucial for building truly intelligent and autonomous

AI applications that can perform meaningful work.

Get ready to empower your agents with the ability to reach out and touch the

digital world! We'll explore these concepts with practical, hands-on examples,

building on your existing knowledge of Python and the agent frameworks we've

covered.

The Agent's Gateway to the Real World: External APIs

Think of an AI agent as a highly intelligent, but initially blind and deaf, entity. Tools

are its hands and eyes, allowing it to perceive information from its environment

and perform actions within it. External APIs (Application Programming Interfaces)

are the digital equivalent of these senses and actions. They provide structured

ways for software components to communicate, enabling your agent to:

Fetch real-time data: Current weather, stock prices, news headlines,

sports scores.

Perform actions: Send emails, update calendar events, post on social

media, interact with databases.

Access specialized capabilities: Image generation, complex calculations,

data analysis.

• 

• 

• 
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Designing effective tools is about wrapping these API interactions in a way that

your agent (and the underlying Large Language Model, LLM) can easily

understand and utilize.

Designing Robust Tools: Principles for Success

Creating powerful tools isn't just about making an API call; it's about making that

call reliable, understandable, and safe. Here are some key principles:

Clear Purpose and Single Responsibility: Each tool should do one thing

and do it well. Avoid "Swiss Army knife" tools that try to handle too many

disparate tasks. This makes them easier to describe to the LLM, easier to

debug, and more reusable.

Well-Defined Input Schemas: The LLM needs to know exactly what

arguments a tool expects. Using schema definitions (like Pydantic models in

Python) is paramount. This ensures the LLM generates correct, typed inputs,

reducing hallucinations and errors.

Predictable Output Formats: Tools should return information in a

consistent, easily parseable format (e.g., JSON, a clear string). Ambiguous

outputs can confuse the LLM and break subsequent reasoning steps.

Graceful Error Handling: External APIs can fail due to network issues,

invalid inputs, rate limits, or server errors. Your tool must anticipate these

failures and report them back to the agent in an understandable way,

allowing the agent to potentially retry, adapt, or inform the user.

Security Considerations: When integrating with external services,

especially those requiring authentication (API keys, tokens), always prioritize

security.

Environment Variables: Never hardcode API keys directly in your code.

Use environment variables.

Least Privilege: Grant your tools only the necessary permissions.

Input Sanitization: If your tool accepts free-form text inputs that are then

passed to an API, ensure they are properly sanitized to prevent injection

attacks or unexpected behavior.

Let's visualize the journey of an agent using a tool to interact with an external

API:

1. 

2. 

3. 

4. 

5. 

• 

• 

• 
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Step-by-Step Implementation: Real-time Stock Price Checker

For our hands-on example, let's create a tool that fetches real-time stock prices.

This involves: 1. Using an external API (we'll use a mock for simplicity, but you

can easily swap in a real one). 2. Defining clear input schemas using Pydantic. 3.

Handling potential errors.

Prerequisites: Make sure you have the necessary libraries installed. We'll focus

primarily on LangGraph for the detailed implementation, but the core tool logic is

reusable.
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pip install "langchain>=0.2.0" "langgraph>=0.0.50" "pydantic>=2.0"
"requests>=2.30.0" "python-dotenv>=1.0.0"

(Note: As of 2026-03-20, these versions represent stable and widely adopted

releases. Always consult official documentation for the absolute latest

compatibility, e.g., LangChain and LangGraph release notes at LangChain Docs

and LangGraph Docs.)

Step 1: Set Up Your Environment and Mock API Tool

First, we need a way to get stock data. For a real application, you'd register with a

service like Alpha Vantage, Finnhub, or Twelve Data to get an API key. For this

tutorial, we'll create a simple mock function that simulates an API call.

Create a new Python file, say stock_tools.py .
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# stock_tools.py
import os
import requests
from pydantic import BaseModel, Field
from typing import Dict, Any

# --- Mock Stock API for demonstration ---
# This dictionary simulates a database of stock prices.
MOCK_STOCK_DATA: Dict[str, Dict[str, Any]] = {

"AAPL": {"price": 170.50, "currency": "USD", "change": 1.25, "volume": 120_
000_000},

"GOOGL": {"price": 1500.20, "currency": "USD", "change": -5.10, "volume": 8
0_000_000},

"MSFT": {"price": 400.10, "currency": "USD", "change": 2.00, "volume": 95_0
00_000},

"AMZN": {"price": 180.00, "currency": "USD", "change": 0.75, "volume": 110_
000_000},
}

def _fetch_mock_stock_price(symbol: str) -> Dict[str, Any]:
"""

    Simulates fetching real-time stock price data for a given symbol.
    In a real scenario, this would make an HTTP request to an external API.
    """

symbol = symbol.upper()
if symbol in MOCK_STOCK_DATA:

return MOCK_STOCK_DATA[symbol]
else:

# Simulate an API error for unknown symbols
raise ValueError(f"Stock symbol '{symbol}' not found.")

# --- Pydantic Model for Tool Input ---
class GetStockPriceInput(BaseModel):

"""Input for getting the current stock price of a company."""
symbol: str = Field(description="The stock ticker symbol (e.g., AAPL for 

Apple).")

# --- Tool Function Definition ---
def get_current_stock_price(symbol: str) -> str:

"""
    Fetches the current real-time stock price for a given ticker symbol.
    """

try:
# For a real API, you'd use requests.get() here.
# Example for Alpha Vantage (uncomment and configure if used):
# ALPHA_VANTAGE_API_KEY = os.getenv("ALPHA_VANTAGE_API_KEY")
# ALPHA_VANTAGE_BASE_URL = "https://www.alphavantage.co/query"
# params = {
#     "function": "GLOBAL_QUOTE",
#     "symbol": symbol,
#     "apikey": ALPHA_VANTAGE_API_KEY
# }
# response = requests.get(ALPHA_VANTAGE_BASE_URL, params=params)
# response.raise_for_status() # Raise an exception for HTTP errors
# data = response.json()
# if "Global Quote" in data:
#     quote = data["Global Quote"]
#     price = float(quote["05. price"])
#     change = float(quote["09. change"])
#     return f"Current price of {symbol}: ${price:.2f}, Change: $
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{change:.2f}"
# else:
#     return f"Could not retrieve stock data for {symbol}. API 

response: {data}"

# Using our mock data for demonstration
stock_info = _fetch_mock_stock_price(symbol)
price = stock_info["price"]
change = stock_info["change"]
currency = stock_info["currency"]
volume = stock_info["volume"]
return (f"Current price of {symbol.upper()}: {price:.2f} {currency}. "

f"Change today: {change:.2f} {currency}. Volume: {volume:,}")
except ValueError as e:

return f"Error fetching stock price for {symbol}: {e}"
except requests.exceptions.RequestException as e:

return f"Network or API error for {symbol}: {e}"
except Exception as e:

return f"An unexpected error occurred for {symbol}: {e}"

Explanation of the Code: * MOCK_STOCK_DATA : This dictionary acts as our

simulated external API database. In a real application, 

_fetch_mock_stock_price  would be replaced by requests.get()  calls to a live

API. * _fetch_mock_stock_price(symbol) : A helper function to retrieve data

from our mock database. It simulates an error if the symbol isn't found,

demonstrating basic error handling. * GetStockPriceInput(BaseModel) : This is

a Pydantic model. It defines the expected input for our 

get_current_stock_price  tool. The symbol: str = Field(...)  tells the LLM

that it needs a string argument named symbol  and provides a clear description.

This is crucial for the LLM to correctly format its tool calls. * 

get_current_stock_price(symbol) : This is our main tool function. * It takes 

symbol  as an argument, as defined by our Pydantic model. * It calls our mock

data fetcher. * It includes a try-except  block to gracefully handle ValueError

(from our mock API) and requests.exceptions.RequestException  (for real API

network errors) and other unexpected errors. This is vital for robust tools. * It

returns a user-friendly string summarizing the stock information or the error.

Step 2: Integrating the Tool with LangGraph

Now, let's integrate our get_current_stock_price  tool into a LangGraph agent.

LangGraph leverages LangChain's RunnableTool  for tool integration.

First, ensure you have an .env  file in your project root with your OpenAI API key:

# .env
OPENAI_API_KEY="your_openai_api_key_here"

Then, create a new Python file, e.g., langgraph_agent_with_tools.py .
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# langgraph_agent_with_tools.py
import os
from dotenv import load_dotenv
from langchain_core.tools import tool
from langchain_core.messages import BaseMessage, FunctionMessage
from langchain_openai import ChatOpenAI
from langgraph.prebuilt import ToolExecutor
from langgraph.graph import StateGraph, END
from typing import List, Annotated, TypedDict

# Load environment variables (e.g., OPENAI_API_KEY)
load_dotenv()

# Ensure your OpenAI API key is set
if not os.getenv("OPENAI_API_KEY"):

raise ValueError("OPENAI_API_KEY environment variable not set. Please 
create a .env file.")

# --- Import our custom tool function and its input schema ---
from stock_tools import get_current_stock_price, GetStockPriceInput

# --- Define the tool for LangChain/LangGraph ---
# We use the @tool decorator from langchain_core.tools.
# The `args_schema` links our Pydantic model to the tool's input.
@tool(args_schema=GetStockPriceInput)
def get_stock_price_tool(symbol: str) -> str:

"""
    Fetches the current real-time stock price for a given ticker symbol.
    """

return get_current_stock_price(symbol)

# --- Initialize the LLM ---
# Using OpenAI's gpt-4o for its strong function calling capabilities
llm = ChatOpenAI(model="gpt-4o", temperature=0)

# --- Bind tools to the LLM ---
# This tells the LLM about the available tools and their schemas.
llm_with_tools = llm.bind_tools([get_stock_price_tool])

# --- Define the agent state for LangGraph ---
# LangGraph uses a state object to pass information between nodes.
class AgentState(TypedDict):

"""
    Represents the state of our agent, which is a list of messages.
    """

messages: Annotated[List[BaseMessage], lambda x, y: x + y]

# --- Define the nodes of our graph ---
def call_llm(state: AgentState) -> AgentState:

"""
    Node to invoke the LLM with the current state.
    """

response = llm_with_tools.invoke(state["messages"])
return {"messages": [response]}

# Initialize the ToolExecutor with our tools
tools = [get_stock_price_tool]
tool_executor = ToolExecutor(tools)

def call_tool(state: AgentState) -> AgentState:
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"""
    Node to execute a tool call requested by the LLM.
    """

# Get the latest message, which should contain tool_calls
last_message = state["messages"][-1]

# LangGraph's ToolExecutor expects a specific format for tool calls
tool_outputs = []
for tool_call in last_message.tool_calls:

# Execute the tool
output = tool_executor.invoke(tool_call)
# Add the tool's output as a FunctionMessage back to the state
tool_outputs.append(FunctionMessage(content=str(output),

name=tool_call.name))

return {"messages": tool_outputs}

# --- Define the conditional edge logic ---
def should_continue(state: AgentState) -> str:

"""
    Determines whether to continue calling the LLM or end the graph.
    If the last message has tool_calls, we need to execute them.
    Otherwise, the LLM has responded directly.
    """

last_message = state["messages"][-1]
# If the LLM generates tool calls, route to the tool node
if last_message.tool_calls:

return "continue_tool_execution"
else:

# If no tool calls, the LLM has provided a final answer, so end
return "end"

# --- Build the LangGraph ---
workflow = StateGraph(AgentState)

# Define the nodes
workflow.add_node("llm", call_llm)
workflow.add_node("tool", call_tool)

# Set the entry point
workflow.set_entry_point("llm")

# Define edges
# If LLM wants to call a tool, go to the 'tool' node
workflow.add_conditional_edges(

"llm",
should_continue,
{

"continue_tool_execution": "tool",
"end": END

}
)
# After tool execution, always loop back to the LLM to process the tool output
workflow.add_edge("tool", "llm")

# Compile the graph
app = workflow.compile()

# --- Run the agent ---
print("--- Agent ready. Type 'exit' to quit. ---")
while True:

user_input = input("\nYou: ")
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if user_input.lower() == 'exit':
break

# Initial message from the user
# LangGraph expects the initial state to be a dictionary matching 

AgentState
initial_state = {"messages": [("user", user_input)]}

# Invoke the graph and stream output
print("\n--- Agent's thought process ---")
final_response_content = ""
for s in app.stream(initial_state):

if "__end__" not in s: # Exclude the final END marker from printing
print(s)

# Capture the final LLM message for the user
if "llm" in s and s["llm"]:

last_llm_message = s["llm"][-1]
if not last_llm_message.tool_calls:

# If it's a final response, not a tool call
final_response_content = last_llm_message.content

print("\n--- Final Agent Response ---")
print(f"Agent: {final_response_content}")

Explanation of the LangGraph Integration: 1. .env  and load_dotenv() :

Essential for securely loading your API key. Make sure you have a .env  file in the

same directory with OPENAI_API_KEY="your_openai_key_here" . 2. 

@tool(args_schema=GetStockPriceInput) : This decorator from 

langchain_core.tools  transforms our get_current_stock_price  Python

function into a LangChain tool. Crucially, args_schema  links it to our Pydantic

model, providing the LLM with a clear, structured definition of the tool's inputs. 3. 

llm_with_tools = llm.bind_tools([get_stock_price_tool]) : This step tells

our ChatOpenAI  instance about the tools it has access to. The LLM will then be

able to "call" these tools by generating specific tool_call  messages. 4. 

AgentState(TypedDict) : Our graph state is now a TypedDict  containing a 

messages  list. Annotated  with a custom reducer lambda x, y: x + y  ensures

that new messages are appended to the existing list, maintaining conversation

history. 5. call_llm  Node: This node is responsible for invoking the LLM with the

current conversation history. The LLM will either respond directly or indicate a tool

call. 6. ToolExecutor  and call_tool  Node: * ToolExecutor  is a pre-built

LangGraph component that can execute tool calls. * The call_tool  node takes

the tool_call  messages generated by the LLM, passes them to the 

ToolExecutor , and then adds the FunctionMessage  (the tool's output) back

into the agent's state. 7. should_continue  Conditional Edge: This function

inspects the latest message from the LLM. If the LLM requested a tool call

( last_message.tool_calls  is not empty), the graph transitions to the tool

node. Otherwise, the LLM has provided a final answer, and the graph END s. 8. 
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Graph Structure ( workflow.add_node , workflow.set_entry_point , 

workflow.add_conditional_edges , workflow.add_edge ): This defines the

flow: * Start at llm . * From llm , either go to tool  (if a tool call is needed) or 

END . * From tool , always loop back to llm  so the LLM can process the tool's

output and continue its reasoning. 9. Running the Agent: The app.stream()

method allows us to see the intermediate steps as the graph executes, which is

great for debugging complex workflows. We then extract the final LLM response.

Try it out! Run python langgraph_agent_with_tools.py  and try these

prompts: * What is the current stock price of AAPL?  * Tell me about

GOOGL.  * What about MSFT and AMZN?  (The agent might call the tool multiple

times or try to handle multiple symbols with one call, depending on the LLM's

capability and prompt engineering.) * What is the price of XYZ?  (This should

trigger the error handling for an unknown symbol.)

Conceptual Integration with Other Frameworks

While we focused on LangGraph, the core principles of defining a tool and

integrating it apply across frameworks. Let's look at how our 

get_current_stock_price  tool would conceptually integrate with other popular

frameworks.

AutoGen: AutoGen integrates tools as Python functions. You'd typically define

your get_current_stock_price  function and then register it with an agent or a 

UserProxyAgent .

```python

autogen_tool_integration.py
(Conceptual Snippet)
import autogen from stock_tools import get_current_stock_price # Our tool

function

autogen_tool_integration.py (Conceptual Snippet) 12



Configuration for AutoGen

Ensure you have a
OAI_CONFIG_LIST file or similar
setup for LLM access

Example OAI_CONFIG_LIST:

[

{

"model": "gpt-4o",

"api_key":
os.getenv("OPENAI_API_KEY")

}

]
config_list = autogen.config_list_from_json( "OAI_CONFIG_LIST",

filter_dict={ "model": ["gpt-4o"], }, )

llm_config = {"config_list": config_list, "cache_seed": 42, "temperature": 0}

Define a UserProxyAgent that
can execute tools
user_proxy = autogen.UserProxyAgent( name="User_Proxy",

human_input_mode="NEVER", # Set to ALWAYS for interactive debugging

max_consecutive_auto_reply=10, is_termination_msg=lambda x: x.get("content",

"").rstrip().endswith("TERMINATE"), code_execution_config={"work_dir": "coding",

"use_docker": False}, # Set use_docker to True for secure execution )

Configuration for AutoGen 13



Define an AssistantAgent
assistant = autogen.AssistantAgent( name="Assistant", llm_config=llm_config,

system_message="You are a helpful assistant. You can use the

stock_price_checker tool to get real-time stock prices.", )

Register the tool with the
assistant for it to call the tool
assistant.register_for_llm(name="stock_price_checker", description="Fetches the

current stock price for a given ticker symbol.", func=get_current_stock_price)

Register the tool with the
user_proxy for it to execute the
tool
user_proxy.register_for_execution(name="stock_price_checker",

func=get_current_stock_price)

Start the conversation
(uncomment to run)

print(user_proxy.initiate_chat(assistant,
message="What is the current
price of GOOGL?"))
``- **Key Idea:** AutoGen uses register_for_llm to inform the LLM about

the tool and register_for_execution for the agent (oftenUserProxyAgent`)

that can actually run the Python function. This clear separation is a hallmark of

AutoGen's multi-agent conversational approach.

CrewAI: CrewAI uses its own Tool  class and integrates tools directly into Agent

definitions.

```python

Define an AssistantAgent 14



crewai_tool_integration.py
(Conceptual Snippet)
import os from dotenv import load_dotenv from crewai import Agent, Task, Crew,

Process, Tool from langchain_openai import ChatOpenAI from stock_tools import

get_current_stock_price # Our tool function

load_dotenv() if not os.getenv("OPENAI_API_KEY"): raise

ValueError("OPENAI_API_KEY environment variable not set. Please create a .env

file.")

Initialize the LLM
llm = ChatOpenAI(model="gpt-4o", temperature=0)

Define the CrewAI Tool
stock_price_tool = Tool( name="Stock Price Checker",

func=get_current_stock_price, description="Useful for getting the current real-

time stock price of a company. Input should be a stock ticker symbol (e.g.,

AAPL).", args_schema=GetStockPriceInput # Optional, but good practice for

explicit schema )

Define an Agent that has access
to the tool
researcher_agent = Agent( role='Stock Market Researcher', goal='Provide up-to-

date stock price information to the user.', backstory='An expert in financial

markets and stock analysis, capable of fetching live prices and analyzing trends.',

verbose=True, allow_delegation=False, # For simplicity, this agent doesn't

delegate tools=[stock_price_tool], # Here's where the tool is assigned llm=llm )

Define a task for the agent
stock_task = Task( description="Find the current stock price for Apple (AAPL) and

Microsoft (MSFT).", agent=researcher_agent, expected_output="A concise

summary of the current stock prices for AAPL and MSFT, including their change

today." )

crewai_tool_integration.py (Conceptual Snippet) 15



Form the crew and kick it off
(uncomment to run)

crew = Crew(

agents=[researcher_agent],

tasks=[stock_task],

verbose=2, # You can set it to 1
or 2 for different logging levels

process=Process.sequential #
Tasks are executed sequentially

)

result = crew.kickoff()

print(result)
``- **Key Idea:** CrewAI uses a Tool class where you provide

a name , func , and description . These tools are then passed directly to

the tools list when defining an Agent . The args_schema` is an optional but

recommended addition for clearer LLM understanding.

Semantic Kernel: Semantic Kernel organizes tools into "plugins" (or "skills").

These can contain native functions (Python code) or semantic functions

(prompts).

```python

Form the crew and kick it off (uncomment to run) 16



semantic_kernel_tool_integration.py
(Conceptual Snippet)
import os from dotenv import load_dotenv import semantic_kernel as sk from

semantic_kernel.connectors.ai.open_ai import OpenAIChatCompletion from

semantic_kernel.functions import kernel_function from semantic_kernel.planners

import FunctionCallingStepwisePlanner from stock_tools import

get_current_stock_price # Our tool function

load_dotenv() if not os.getenv("OPENAI_API_KEY"): raise

ValueError("OPENAI_API_KEY environment variable not set. Please create a .env

file.")

Initialize the Kernel
kernel = sk.Kernel()

Configure your LLM (using
OpenAI, similar for Azure
OpenAI)
api_key = os.getenv("OPENAI_API_KEY")

kernel.add_service( OpenAIChatCompletion(service_id="chat-gpt",

ai_model_id="gpt-4o", api_key=api_key) )

--- Define a Native Function
Plugin ---

In Semantic Kernel, you often
define a class to group related
functions (a "plugin").
class StockPlugin: @kernel_function( description="Fetches the current real-time

stock price for a given ticker symbol.", name="GetStockPrice" ) def

get_stock_price(self, symbol: str) -> str: """ Wrapper for our stock_tools function.

semantic_kernel_tool_integration.py (Conceptual Snippet) 17



Semantic Kernel will automatically understand the 'symbol' parameter from the

signature. """ return get_current_stock_price(symbol)

Import the plugin into the
kernel
stock_plugin = kernel.add_plugin(StockPlugin(), plugin_name="StockMarket")

--- Example of using the planner
to invoke the tool ---
planner = FunctionCallingStepwisePlanner(service_id="chat-gpt", kernel=kernel)

async def main(): print("--- Semantic Kernel Agent with Stock Tool ---") question =

"What is the current price of AAPL?" result = await planner.invoke(question)

print(f"Result: {result.final_answer}")

if name == "main": import asyncio asyncio.run(main()) ``- **Key Idea:**

Semantic Kernel uses plugins (collections of kernel_function s).

The@kernel_function decorator is used on a method within a class, and

Semantic Kernel automatically infers parameters from the method

signature. The planner` then uses these functions to fulfill user requests,

orchestrating calls to the native functions.

Mini-Challenge: Extend the Stock Tool with Company News

You've built a solid stock price checker. Now, let's make it more powerful!

Challenge: Modify your stock_tools.py  to include a new tool that can fetch a

summary of recent news for a given company. * You'll need a new Pydantic input

model, perhaps GetCompanyNewsInput , requiring a company_name  or symbol . *

You'll need a new function, get_company_news , that takes this input. * For

simplicity, you can mock the news data with a dictionary similar to 

MOCK_STOCK_DATA . * Integrate this new tool into your LangGraph agent (or your

chosen framework's example).

Hint: * Start by defining a new dictionary for mock news data in 

stock_tools.py . * Create a Pydantic model for news input, similar to 

GetStockPriceInput . * Write the get_company_news  function, including error

handling. * Remember to use the @tool(args_schema=...)  decorator for

LangChain/LangGraph, or the equivalent registration for other frameworks. * Add

Import the plugin into the kernel 18



the new tool to your llm.bind_tools()  list (LangGraph) or agent's tools  list

(CrewAI), etc.

What to observe/learn: * How easy is it to extend your agent's capabilities by

adding new, independent tools? * Does the LLM correctly choose between 

get_stock_price_tool  and get_company_news_tool  based on the user's query

(e.g., "What's the news on Google?" vs. "What's Google's stock price?")? * How do

you manage multiple tools with distinct purposes within your chosen framework?

Common Pitfalls & Troubleshooting

Incorrect Tool Input/Output Schemas:

Pitfall: The LLM hallucinates arguments or formats them incorrectly

because the description  or args_schema  is vague or wrong. Your tool

might receive symbol='Apple'  instead of symbol='AAPL' .

Troubleshooting:

Refine description : Make tool descriptions extremely clear and provide

examples of expected input. This is the primary way the LLM understands

your tool.

Strict Pydantic Models: Use Field(description=...)  for every

argument in your Pydantic models. Pydantic helps enforce types and

provides rich metadata to the LLM.

LLM Choice: Some LLMs (like GPT-4o, Claude 3 Opus) are much better at

function calling than others. Consider using more capable models for

complex tool use.

Inspect LLM Output: Print the raw tool_call  messages from the LLM

(available in LangGraph's stream output or AutoGen's verbose logs) to see

exactly what arguments it's trying to pass.

External API Rate Limits or Errors:

Pitfall: Your agent works fine for a few queries, then suddenly starts failing

because you hit an API rate limit, or the external service is temporarily

down.

Troubleshooting:

Robust try-except  Blocks: Implement comprehensive error handling in

your tool functions, specifically catching 

requests.exceptions.RequestException  for network errors, and parsing

API-specific error messages (e.g., HTTP status codes 429 for rate limit, 500

for server error).

1. 
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Retry Mechanisms: For transient errors (like rate limits or temporary

network issues), consider implementing a retry logic (e.g., using the 

tenacity  library) with exponential backoff.

Caching: For frequently requested, non-real-time data, implement a caching

layer (e.g., functools.lru_cache  or a more robust cache like Redis) to

reduce API calls.

Monitor API Usage: Keep an eye on your API provider's dashboard for

usage statistics and alerts.

Debugging Complex Multi-Tool Interactions:

Pitfall: An agent needs to use multiple tools in sequence, but the flow

breaks down after the first tool call, or the LLM doesn't correctly use the

output of one tool as input for the next.

Troubleshooting:

Verbose Logging: Enable verbose logging for your agent framework (e.g., 

verbose=True  in CrewAI, app.stream()  in LangGraph). This shows you the

LLM's thought process and tool calls, helping you trace the execution path.

Step-by-Step Execution: For graph-based frameworks like LangGraph,

visualize the graph and trace the state transitions. This helps identify where

the flow deviates from your expectation.

Intermediate Output Inspection: Print the output of each tool call before

it's fed back to the LLM. Ensure the output is in a format the LLM can easily

understand and use. Sometimes, the tool output is too verbose or too

sparse.

Refine Prompts: Guide the LLM on how to combine information from

different tools in your system_message  or specific task descriptions.

Explicitly tell the LLM what to do with the output of a tool.

Summary

Congratulations! You've gone beyond basic tool usage and delved into the

intricacies of advanced tooling and external integrations. Here's what we've

covered:

The Critical Role of APIs: Understood how external APIs serve as the

agent's interface to the real world, enabling data fetching and action

execution.
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Principles of Robust Tool Design: Learned to create effective tools with

clear purposes, well-defined Pydantic input schemas, predictable outputs,

and essential error handling.

Hands-on Tool Implementation: Built a get_current_stock_price  tool

from scratch, including mock API interaction and error management.

Framework-Specific Integration: Implemented the stock tool within a

LangGraph agent, demonstrating how the LLM uses tool definitions to make

informed calls. We also conceptually explored integration with AutoGen,

CrewAI, and Semantic Kernel, highlighting their unique approaches.

Mini-Challenge: Practiced extending agent capabilities by designing and

integrating a new news-fetching tool, reinforcing the concepts of modularity

and LLM decision-making.

Troubleshooting: Identified common pitfalls like schema mismatches, API

rate limits, and complex multi-tool debugging, along with practical strategies

to overcome them.

By mastering advanced tooling, you're now equipped to build agents that are not

just intelligent but also highly capable of performing real-world tasks. The ability

to integrate with any external service via an API is a superpower for your AI

applications!

In the next chapter, we'll shift our focus to Advanced Memory Management:

Beyond Short-Term Context, exploring how agents can retain and recall

information over longer periods and across multiple interactions.
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CHAPTER 02

AutoGen: Crafting
Conversational and
Collaborative Agent Teams

AutoGen: Crafting Conversational and Collaborative
Agent Teams

Welcome back, aspiring AI architect! In our previous chapters, we explored the

foundational concepts of AI agents and dipped our toes into the world of

LangChain with LangGraph, focusing on state machines and explicit graph

definitions. Now, we're going to shift our perspective and dive into a framework

that takes a distinctly conversational approach to multi-agent collaboration: 

AutoGen.

AutoGen, developed by Microsoft, empowers you to build sophisticated AI

applications by orchestrating multiple "conversable agents" that can talk to each

other to accomplish tasks. Instead of rigid state transitions, AutoGen emphasizes

natural language communication and emergent behavior, making it incredibly

flexible for scenarios where agents need to brainstorm, debate, or delegate. By

the end of this chapter, you'll understand AutoGen's unique philosophy, learn how

to define and connect different agent types, enable them to use tools, and set up

collaborative workflows. Get ready to witness your AI agents engaging in

surprisingly human-like conversations!

AutoGen's Philosophy: Agents as Conversational Peers

AutoGen stands out by modeling interactions between AI agents as a series of

conversations. Think of it like a team of human experts collaborating on a project:

they talk, ask questions, suggest solutions, and sometimes even write code or use

tools to get the job done. AutoGen aims to replicate this dynamic, allowing agents

to:

Chat and Collaborate: Agents exchange messages, share information, and

refine their understanding of a task.

Delegate Tasks: One agent might ask another to perform a specific sub-

task.

Use Tools: Agents can execute code (like Python functions) to gather

information, perform calculations, or interact with external systems.

• 

• 

• 
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Provide Feedback: Agents can review each other's outputs and suggest

improvements.

This conversational paradigm makes AutoGen particularly powerful for tasks that

require iterative refinement, problem-solving, and dynamic decision-making,

where a predefined, rigid workflow might fall short.

Core Components of an AutoGen System

Let's break down the key players in an AutoGen multi-agent system:

Conversable Agent: This is the fundamental building block in AutoGen. All

agents, whether they represent a human user or an AI assistant, inherit from

this class. They have the ability to send and receive messages. Imagine

them as the base class for anyone who can "speak" in our AI team.

UserProxyAgent:

What it is: This agent acts as a proxy for the human user. It's designed to

receive messages from other agents, optionally ask for human input, and

crucially, execute code.

Why it's important: It bridges the gap between the AI agents and the real

world. When an AI agent suggests running a Python script, the 

UserProxyAgent  is often the one responsible for actually running it in your

local environment and reporting the results back. It can also simulate human

approval or intervention, making it a critical control point.

How it functions: It listens for code blocks (e.g., Python code wrapped in 

python ... ) in messages from other agents. If human_input_mode  is set to

ALWAYS  or TERMINATE , it will prompt the human for input. If set to NEVER

and code is received, it will execute the code directly. It also manages

function calling.

AssistantAgent:

What it is: This agent is powered by a Large Language Model (LLM). Its

primary role is to generate responses, ask questions, write code, and

generally drive the conversation towards solving the given task.

Why it's important: It's the "brain" of your AI team, capable of reasoning,

planning, and generating creative solutions. It embodies the AI's intelligence

and problem-solving capabilities.

How it functions: It uses an LLM (like GPT-4o or Claude) to process

incoming messages and generate an appropriate response. It's often
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configured with a system_message  to define its persona, capabilities, and

constraints, guiding its conversational style and actions.

GroupChat and GroupChatManager:

What they are: For scenarios involving more than two agents, AutoGen

provides GroupChat  to manage a multi-agent conversation and 

GroupChatManager  to orchestrate who speaks next.

Why they're important: They enable complex collaborations where

multiple specialized agents can contribute to a discussion, ensuring that all

relevant perspectives are considered. This is where the magic of "teamwork"

truly shines in AutoGen.

How they function: The GroupChat  holds the list of participating agents

and the conversation history. The GroupChatManager  decides which agent

should speak next based on predefined rules (e.g., round-robin) or by using

its own LLM to intelligently select the most appropriate speaker given the

current conversation context ( speaker_selection_method="auto" ).

Orchestration in AutoGen: Emergent Conversations

Unlike LangGraph's explicit graph definitions, AutoGen's orchestration is often

more emergent. Agents communicate, and the flow of control shifts based on the

content of their messages. When a UserProxyAgent  receives code from an 

AssistantAgent , it executes it. When an AssistantAgent  receives results, it

processes them and generates the next step.

However, for more structured multi-agent interactions, the GroupChat  and 

GroupChatManager  provide a layer of orchestration. The manager ensures that

agents take turns, allowing for a structured debate or collaborative problem-

solving session. This allows for a flexible balance between emergent behavior and

guided workflow.

1. 
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Figure 1: Basic AutoGen Agent Interaction Flow

In this basic flow, the UserProxyAgent  acts as an intermediary, handling human

input, executing code suggested by the AssistantAgent , and reporting back.

This cycle continues until the task is resolved, demonstrating a fundamental

perception-action loop within AutoGen.

Step-by-Step Implementation: Building a Simple AutoGen Team

Let's get our hands dirty and build a simple AutoGen team that can perform a

calculation and report the result.

Step 1: Setting Up Your Environment

First, ensure you have Python 3.9+ installed. As of 2026-03-20, AutoGen has been

actively developed, with pyautogen  being the primary package. We'll target a

recent stable version, typically ~=0.3.0  or ~=0.4.0 , and openai~=1.0  for LLM

interaction.

Create a Project Directory: bash mkdir autogen_tutorial cd

autogen_tutorial

Create a Virtual Environment: bash python -m venv .venv

Activate the Virtual Environment:

On macOS/Linux: bash source .venv/bin/activate

On Windows (PowerShell): 

powershell .venv\Scripts\Activate.ps1

On Windows (Command Prompt): cmd .venv\Scripts\activate.bat

1. 

2. 

3. 
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Install AutoGen and OpenAI: We'll install pyautogen  and the openai

client library. bash pip install "pyautogen~=0.3.0" "openai~=1.0"

Why these versions? pyautogen~=0.3.0  (or a slightly newer 0.4.x )

ensures we're on a stable release from late 2025/early 2026, avoiding

potential breaking changes from very new pre-releases while keeping up-to-

date. openai~=1.0  refers to the major re-architecture of the OpenAI Python

client library, which is the current standard.

Set Up Your API Key: AutoGen primarily uses environment variables or a 

OAI_CONFIG_LIST  file for API keys. For simplicity and security in

development, we'll use environment variables. ```bash # For macOS/Linux

export OPENAI_API_KEY="sk-YOUR_OPENAI_KEY"

For Windows (PowerShell)
$env:OPENAI_API_KEY="sk-YOUR_OPENAI_KEY" `` Replace "sk-

YOUR_OPENAI_KEY"` with your actual OpenAI API key. Remember: For

production deployments, consider using a more robust secret management

system and never hardcode API keys.

Step 2: Your First Conversational Duo

Let's create a Python file named calculator_agent.py . This script will set up an 

AssistantAgent  and a UserProxyAgent  to perform a simple calculation. The 

AssistantAgent  will reason about the problem, write Python code to solve it,

and the UserProxyAgent  will execute that code.

4. 

5. 
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# calculator_agent.py

import os
from autogen import AssistantAgent, UserProxyAgent

# --- Configuration for LLM ---
# AutoGen can load configurations from a JSON file (OAI_CONFIG_LIST)
# or directly from environment variables. We'll use the latter for simplicity.
# For 2026-03-20, gpt-4o or gpt-4-turbo are strong, capable choices.
config_list = [

{
"model": "gpt-4o", # Or "gpt-4-turbo", "gpt-3.5-turbo" for cost-

effectiveness
"api_key": os.environ.get("OPENAI_API_KEY"),

}
]

# A quick check to ensure the API key is actually set.
if not config_list[0]["api_key"]:

raise ValueError("OPENAI_API_KEY environment variable not set. Please set 
it before running.")

# --- Define the Assistant Agent ---
# This agent will be powered by an LLM and will try to solve the task.
# It's capable of writing Python code when instructed.
assistant = AssistantAgent(

name="calculator_assistant",
llm_config={"config_list": config_list},
system_message="You are a helpful AI assistant. You can write and execute 

Python code to solve math problems. "
"When you need to execute code, wrap it in a ```python ... 

``` block. "
"Always output the final numerical answer clearly, and end 

your response with 'FINAL ANSWER'."
)

# --- Define the User Proxy Agent ---
# This agent represents the user and is responsible for executing code 
suggested by other agents.
user_proxy = UserProxyAgent(

name="user_proxy",
human_input_mode="NEVER",

# Set to "ALWAYS" or "TERMINATE" to ask for human confirmation
max_consecutive_auto_reply=10, # Max number of auto-replies before stopping
is_termination_msg=lambda msg: "TERMINATE" in msg["content"].upper() or "FI

NAL ANSWER" in msg["content"].upper(),
code_execution_config={"work_dir": "coding", "use_docker": False}, # 

Execute code in a 'coding' subdirectory
llm_config={"config_list": config_list}, # User proxy can also use LLM for 

replies/reasoning if needed
)

# --- Initiate the conversation ---
# The user_proxy starts the conversation by sending a message to the assistant.
# The assistant will then respond, potentially with code, which the user_proxy 
will execute.
user_proxy.initiate_chat(

assistant,
message="What is the result of (123 + 456) * 789?",

)
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Explanation of the Code:

import os , AssistantAgent , UserProxyAgent : We import the necessary

modules. os  is used to access environment variables for our API key.

config_list : This is how AutoGen knows which LLM to use. We create a list

of dictionaries, where each specifies a model and its API key. We're using 

gpt-4o  (a modern, powerful model) and fetching the API key from the 

OPENAI_API_KEY  environment variable.

assistant = AssistantAgent(...) :

name : A unique identifier for the agent, helpful for debugging.

llm_config : This dictionary tells the agent which LLM to use,

referencing our config_list .

system_message : This is a crucial prompt that defines the agent's

persona and instructions. We're telling it to solve math problems by

writing Python code and to wrap code in python ...  blocks. This

guides the LLM's behavior significantly. We also instruct it to use "FINAL

ANSWER" for termination.

user_proxy = UserProxyAgent(...) :

name : Its identifier.

human_input_mode="NEVER" : This is important! It means the 

UserProxyAgent  will automatically execute any code suggested by

other agents without asking you for confirmation. For debugging or

sensitive operations, you might set it to "ALWAYS"  or "TERMINATE" .

max_consecutive_auto_reply : Prevents an infinite loop of replies by

limiting the number of turns.

is_termination_msg : A lambda function that defines when the

conversation should end. If any message contains "TERMINATE" or

"FINAL ANSWER" (case-insensitive), the chat stops. This is essential for

controlling the agent's run time and cost.

code_execution_config :

work_dir="coding" : The UserProxyAgent  will create a

directory named coding  (if it doesn't exist) and execute Python

scripts within it. This keeps your main project directory clean.

use_docker=False : For simplicity, we're executing code directly

on your machine. For more isolated and secure execution,

especially with untrusted code, use_docker=True  is highly
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recommended (requires Docker to be installed and

running).

llm_config : Even the UserProxyAgent  can use an LLM to generate

replies, especially if human_input_mode  is not ALWAYS .

user_proxy.initiate_chat(...) : This starts the conversation. The 

user_proxy  sends the initial message ("What is the result of...") to the 

assistant .

Step 3: Running Your First AutoGen Conversation

Save the file as calculator_agent.py  and run it from your terminal (with your

virtual environment activated and OPENAI_API_KEY  set):

python calculator_agent.py

You'll see a conversation unfold in your terminal. The calculator_assistant  will

likely generate Python code to perform the calculation, the user_proxy  will

execute it, and then the assistant will report the final answer.

What to Observe: * The assistant  receives the prompt. * It reasons and

generates a Python code block (e.g., print((123 + 456) * 789) ). * The 

user_proxy  detects the code block, creates a temporary Python file (e.g., 

tmp_code_0.py ) in the coding  directory, executes it, and captures the output. *

The user_proxy  sends the execution result back to the assistant . * The 

assistant  then processes the result and provides the final answer, often

including "FINAL ANSWER" to trigger termination.

Step 4: Adding a Custom Tool (Function Calling)

AutoGen agents can also call pre-defined Python functions, which is a powerful

way to integrate "tool use" or "function calling" capabilities. Let's modify our 

calculator_agent.py  to include a simple custom tool. This provides a more

structured and reliable way for agents to perform specific actions compared to

just generating raw code.

First, create a tools.py  file in your autogen_tutorial  directory:

◦ 
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# tools.py

def calculate_expression(expression: str) -> str:
"""

    Evaluates a mathematical expression and returns the result.
    Args:
        expression (str): The mathematical expression to evaluate (e.g., "123 + 
456 * 789").
    Returns:
        str: The result of the expression or an error message.
    """

try:
# WARNING: Using eval() can be risky with untrusted input as it 

executes arbitrary code.

# For a real-world application, use a safer math expression parser or a 
sandboxed environment.

# For this controlled educational example, it's used for demonstration.
result = eval(expression)
return str(result)

except Exception as e:
return f"Error evaluating expression: {e}"

Now, modify calculator_agent.py  to use this tool. Let's call the new file 

calculator_agent_with_tool.py .
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# calculator_agent_with_tool.py

import os
from autogen import AssistantAgent, UserProxyAgent, register_function
from tools import calculate_expression # Import our new tool

# --- Configuration for LLM ---
config_list = [

{
"model": "gpt-4o",
"api_key": os.environ.get("OPENAI_API_KEY"),

}
]

if not config_list[0]["api_key"]:
raise ValueError("OPENAI_API_KEY environment variable not set. Please set 

it before running.")

# --- Define the Assistant Agent ---
assistant = AssistantAgent(

name="calculator_assistant",
llm_config={"config_list": config_list},
system_message="You are a helpful AI assistant. You can use the 

'calculate_expression' tool to solve math problems. "
"When you have the final numerical answer, say 'FINAL 

ANSWER'."
)

# --- Define the User Proxy Agent ---
user_proxy = UserProxyAgent(

name="user_proxy",
human_input_mode="NEVER",
max_consecutive_auto_reply=10,
is_termination_msg=lambda msg: "TERMINATE" in msg["content"].upper() or "FI

NAL ANSWER" in msg["content"].upper(),
code_execution_config={"work_dir": "coding", "use_docker": False},
llm_config={"config_list": config_list},

)

# --- Register the custom function with the User Proxy Agent ---
# This makes the 'calculate_expression' function available for agents to call.
# The user_proxy is designated as the executor of this function.
register_function(

calculate_expression,
caller=assistant, # The agent that is allowed to 'call' this function
executor=user_proxy # The agent that will 'execute' this function

)

# --- Initiate the conversation ---
user_proxy.initiate_chat(

assistant,
message="What is the result of (123 + 456) * 789? Also, what is 987 - 

654?",
)

Explanation of Changes:

from tools import calculate_expression : We import our custom

Python function from the tools.py  file.

1. 

AI VOID [https://aivoid.dev]

For Windows (PowerShell) 31



register_function(...) : This is the magic! It's how AutoGen enables

function calling.

The first argument is the Python function itself

( calculate_expression ).

caller=assistant : We tell AutoGen that the calculator_assistant

is allowed to "call" this function. The LLM powering the assistant will

dynamically learn about this function's signature (its name, arguments,

and docstring) and use it when appropriate.

executor=user_proxy : We specify that the user_proxy  agent is

responsible for executing this function. When the assistant  decides

to call calculate_expression , the user_proxy  will receive that

function call, run the actual Python function, and return the result back

into the conversation.

assistant 's system_message : We updated it to explicitly mention the 

calculate_expression  tool. This helps guide the LLM to use the tool,

though modern LLMs are often good at inferring tool usage from context

alone.

Now, run calculator_agent_with_tool.py :

python calculator_agent_with_tool.py

You'll see a slightly different interaction. Instead of the assistant generating a 

```python  block with raw arithmetic, it will likely generate a function call (e.g., 

calculator_expression("...") ), which the user_proxy  will then execute via

the registered function. This is a cleaner, more structured, and often more robust

way to provide capabilities to your agents, as it leverages the LLM's function-

calling abilities.

Step 5: Multi-Agent Collaboration with GroupChat

For more complex scenarios, you might want multiple specialized agents

collaborating. Let's imagine a scenario where we have a "Code Reviewer" agent

and a "Code Writer" agent, overseen by our UserProxyAgent  acting as an

"Admin". This demonstrates AutoGen's GroupChat  capabilities.

2. 
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# multi_agent_team.py

import os
from autogen import AssistantAgent, UserProxyAgent, GroupChat, GroupChatManager

# --- Configuration for LLM ---
config_list = [

{
"model": "gpt-4o",
"api_key": os.environ.get("OPENAI_API_KEY"),

}
]

if not config_list[0]["api_key"]:
raise ValueError("OPENAI_API_KEY environment variable not set. Please set 

it before running.")

# --- Define the User Proxy Agent (Admin) ---
user_proxy = UserProxyAgent(

name="Admin",
human_input_mode="NEVER",
max_consecutive_auto_reply=10,
is_termination_msg=lambda msg: "TERMINATE" in msg["content"].upper(),
code_execution_config={"work_dir": "coding", "use_docker": False},
llm_config={"config_list": config_list},
system_message="A human admin. You can execute code, provide feedback, and 

ultimately approve or reject solutions. "
"Once the task is complete and verified, say 'TERMINATE'."

)

# --- Define the Code Writer Agent ---
code_writer = AssistantAgent(

name="CodeWriter",
llm_config={"config_list": config_list},
system_message="You are an expert Python programmer. Your goal is to write 

clean, efficient, and correct Python code "
"to solve the problem. Only output the code in a 

```python ... ``` block. "

"Do not explain the code or provide any conversational text unless asked. "
"If you are asked to revise, provide the full revised 

code."
)

# --- Define the Code Reviewer Agent ---
code_reviewer = AssistantAgent(

name="CodeReviewer",
llm_config={"config_list": config_list},
system_message="You are a meticulous code reviewer. Your task is to review 

the Python code provided by the CodeWriter. "
"Check for correctness, efficiency, best practices, and 

potential bugs. "

"Provide constructive feedback. If the code is perfect, say 'Looks good!'. "
"If changes are needed, explain them clearly and ask the 

CodeWriter to revise."
)

# --- Create a GroupChat ---
# The GroupChat manages the conversation among multiple agents.
groupchat = GroupChat(
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agents=[user_proxy, code_writer, code_reviewer],
messages=[], # Initial message list
max_round=12, # Max number of turns in the group chat
speaker_selection_method="auto", # AutoGen will decide who speaks next 

based on LLM reasoning
)

# --- Create a GroupChatManager ---
# The manager orchestrates the group chat, deciding which agent speaks next.
manager = GroupChatManager(

groupchat=groupchat,
llm_config={"config_list": config_list},
is_termination_msg=lambda msg: "TERMINATE" in msg["content"].upper(),
system_message="You are the manager of a coding team. Your job is to 

facilitate communication between the CodeWriter "
"and CodeReviewer, ensuring they work together to produce 

correct Python code. "
"Once the code is approved by the reviewer and executed 

successfully by the Admin, "
"instruct the Admin to say 'TERMINATE'."

)

# --- Initiate the conversation with the manager ---
# The user_proxy (Admin) initiates the chat with the manager, who then 
orchestrates the group.
user_proxy.initiate_chat(

manager,
message="Write a Python function that calculates the nth Fibonacci number 

efficiently (e.g., using dynamic programming or memoization). "

"The function should be named `fibonacci(n)` and return an integer. "
"Ensure it handles edge cases like n=0 or n=1 correctly.",

)

Explanation of Multi-Agent Code:

New Agents ( code_writer , code_reviewer ): We define two new 

AssistantAgent  instances, each with a specific system_message  that

dictates their role and behavior.

CodeWriter : Focuses solely on writing Python code when prompted.

CodeReviewer : Focuses on reviewing that code, identifying issues, and

providing constructive feedback.

GroupChat(...) :

agents : A list of all agents participating in this group chat. The order

can sometimes matter for initial turns or default speaker selection.

messages : The initial message history (empty for a new chat).

max_round : Limits the number of turns to prevent endless

conversations, acting as a safeguard.

speaker_selection_method="auto" : This is powerful! AutoGen's

manager will intelligently decide who should speak next based on the

1. 
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conversation context and the manager's system_message . Other

options include "round_robin" for a simpler, fixed turn order.

GroupChatManager(...) :

groupchat : The GroupChat  instance it will manage.

llm_config : The manager itself uses an LLM to decide who speaks

next and to generate its own responses if needed, essentially acting as

an AI moderator.

is_termination_msg : Defines when the entire group chat should

terminate. This is separate from individual agent termination

conditions.

system_message : Guides the manager's behavior, telling it to facilitate

and ensure the task is completed and terminated correctly.

Run this script ( multi_agent_team.py ). You'll observe a fascinating conversation

where the CodeWriter  proposes code, the CodeReviewer  provides feedback,

and this cycle continues until the code is deemed satisfactory, potentially

executed by the Admin  ( user_proxy ), and the Admin  ultimately terminates the

process. This showcases the emergent, conversational problem-solving

capabilities of AutoGen.

Mini-Challenge: Extend the Code Review Workflow

Challenge: Modify the multi_agent_team.py  script to include an additional

agent: a TesterAgent . This TesterAgent  should be responsible for writing unit

tests for the code produced by the CodeWriter  and then using the 

UserProxyAgent  (Admin) to execute those tests. The CodeReviewer  should only

approve the code after the TesterAgent  has confirmed the tests pass.

Hints:

Create a TesterAgent : Define a new AssistantAgent  named 

TesterAgent  with an appropriate system_message  instructing it to write

Python unit tests (e.g., using unittest  or pytest  syntax, though simple 

assert  statements are fine for this exercise).

Add to GroupChat : Include the TesterAgent  in the agents  list within

your GroupChat  instance.

Update system_message s: You will need to adjust the system_message  of

the CodeReviewer  and the GroupChatManager  to explicitly include the

testing phase in the workflow. The TesterAgent  will generate Python code

for tests, which the UserProxyAgent  (Admin) will execute.

3. 
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Communication: The TesterAgent  should communicate test results (pass/

fail) back to the group, and the CodeReviewer  should wait for a "Tests

passed" message before approving the CodeWriter 's solution.

What to Observe/Learn: You'll see how AutoGen allows for dynamic, emergent

workflows where agents organically take on sub-tasks. The conversation flow will

become more complex, reflecting the added responsibility of testing. This exercise

reinforces the power of defining clear agent roles and letting the conversational

model orchestrate the interaction, leading to more robust and verified solutions.

Common Pitfalls & Troubleshooting with AutoGen

As you build more complex agent systems, you might encounter some common

challenges. Here's how to troubleshoot them:

API Key Not Set / LLM Configuration Issues:

Pitfall: Errors like openai.api_key  not found, config_list  is empty, or

an incorrect model name. This often leads to AuthenticationError  or 

BadRequestError .

Troubleshooting:

Environment Variables: Double-check your environment variables

( OPENAI_API_KEY ) are correctly set before running your Python script.

Remember to activate your virtual environment.

config_list : Verify that your config_list  (or OAI_CONFIG_LIST  file) is

correctly structured and that the api_key  is being loaded.

Model Name: Ensure the model  name (e.g., gpt-4o ) is spelled correctly

and is available for your OpenAI account. Refer to the OpenAI models

documentation for current availability.

AutoGen Docs: AutoGen versions can sometimes have slightly different

configuration expectations; always refer to the official AutoGen

documentation on agent configuration for the most current setup.

Infinite Loops / Agents Not Terminating:

Pitfall: Agents keep talking without reaching a conclusion, leading to high

token usage and potentially high costs.

Troubleshooting:

is_termination_msg : This is your primary control. Ensure your 

UserProxyAgent  (and GroupChatManager  for group chats) has a robust 

is_termination_msg  lambda function that correctly identifies when the
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task is done (e.g., looking for keywords like "TERMINATE", "FINAL ANSWER",

"APPROVED"). Make these keywords explicit in your agents' 

system_message s.

max_consecutive_auto_reply  / max_round : Set reasonable limits on

these parameters to prevent runaway conversations. Start with small

numbers during development.

Clear system_message : Ensure your AssistantAgent s are explicitly

instructed on how to signal completion or pass control when their part of the

task is done. Ambiguous instructions can lead to agents looping.

Code Execution Failures:

Pitfall: The UserProxyAgent  tries to execute code, but it fails with Python

errors, or the output isn't what's expected.

Troubleshooting:

code_execution_config : Verify the work_dir  exists or is creatable. If 

use_docker=True , ensure Docker is installed, running, and accessible to

your user. Check Docker logs for errors.

Agent Prompts: Refine the system_message  of your AssistantAgent  to

encourage it to write correct, self-contained, and valid Python code. Agents

might forget necessary imports, define variables incorrectly, or make logical

errors. Provide examples in the prompt if possible.

human_input_mode : Temporarily set human_input_mode="ALWAYS"  on your 

UserProxyAgent  to manually inspect the code before execution, or to

provide feedback if an error occurs. This is invaluable for debugging what

the AI is trying to do and why it might be failing.

Tool Registration: If using register_function , ensure the function

signature and docstring are clear, and the caller  and executor  agents

are correctly assigned.

Summary

Congratulations! You've successfully navigated the conversational world of

AutoGen. Here's a quick recap of what we covered:

AutoGen's Conversational Paradigm: We learned how AutoGen models

AI agent interactions as natural conversations, fostering collaboration and

emergent behavior, often leading to flexible problem-solving.
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Key Agent Types: You met the UserProxyAgent  (representing the human,

executing code and tools) and the AssistantAgent  (the LLM-powered brain

for reasoning and action generation).

Orchestration: We saw how simple two-agent chats are implicitly

orchestrated through message exchange, and how GroupChat  and 

GroupChatManager  enable complex multi-agent collaborations with

intelligent speaker selection.

Hands-on Implementation: You set up an AutoGen environment, built a

basic calculator agent that writes code, integrated custom tools via 

register_function , and orchestrated a multi-agent coding and review

team using GroupChat .

Debugging Strategies: We discussed common pitfalls like termination

issues and code execution failures, along with practical troubleshooting tips

to keep your agents on track.

AutoGen offers a powerful and flexible way to build multi-agent systems,

particularly excelling in tasks that benefit from iterative discussion, dynamic

problem-solving, and emergent workflows. Its emphasis on natural language

communication makes it intuitive for designing complex, human-like

collaborations.

In the next chapter, we'll explore another exciting framework, CrewAI, which

focuses heavily on defining explicit roles, tasks, and hierarchical structures for

your agent teams. This will provide yet another perspective on orchestrating

intelligent agents, allowing you to choose the best tool for your specific agentic

application!

References

AutoGen Official Documentation: The primary and most authoritative

source for all AutoGen features, examples, and API references.

https://microsoft.github.io/autogen/

AutoGen GitHub Repository: For checking the latest code, issues, and

community discussions, and contributing to the project.

https://github.com/microsoft/autogen

• 

• 

• 

• 

1. 

◦ 

2. 

◦ 

AI VOID [https://aivoid.dev]

For Windows (PowerShell) 38

https://microsoft.github.io/autogen/
https://github.com/microsoft/autogen


OpenAI API Documentation: Essential for understanding LLM models,

their capabilities, and API key management, as AutoGen often integrates

with OpenAI services.

https://platform.openai.com/docs/api-reference

Python venv  Documentation: For best practices on managing Python

virtual environments.

https://docs.python.org/3/library/venv.html
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CHAPTER 03

Core Components: LLMs, Tools,
and Memory Essentials
Welcome back, aspiring AI architect! In the previous chapter, we embarked on an

exciting journey into the world of AI agents, understanding their potential to

revolutionize how we interact with technology. We learned that agents are more

than just chatbots; they are intelligent entities capable of perceiving, planning,

acting, and adapting to achieve specific goals.

But how do these agents actually work? What are the fundamental building blocks

that empower them to perform complex tasks? That's precisely what we'll

uncover in this chapter. Think of it as peeking under the hood of a sophisticated

machine. We'll explore the three indispensable components that form the bedrock

of any modern AI agent:

Large Language Models (LLMs): The Agent's Brain – This is where the

magic of understanding, reasoning, and generation happens.

Tools: The Agent's Hands – These allow agents to interact with the

outside world, fetch real-time data, and perform actions beyond their

linguistic capabilities.

Memory: The Agent's Experience – This enables agents to remember

past interactions, learn from experiences, and maintain context over time,

preventing them from "forgetting" crucial information.

By the end of this chapter, you'll not only understand what these components are

but also why they are essential and how they lay the groundwork for building

truly intelligent and autonomous agents. Get ready to dive in and build your

foundational knowledge!

Core Concepts

Let's break down these critical components one by one, understanding their role

and significance in the agentic paradigm.

The Large Language Model (LLM): The Agent's Brain

At the heart of almost every modern AI agent lies a Large Language Model (LLM).

You can think of the LLM as the agent's brain – it's the primary engine for

understanding, reasoning, and generating human-like text.

1. 
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What is an LLM? An LLM is a type of artificial intelligence model trained on vast

amounts of text data. This training allows it to understand context, generate

coherent and relevant responses, summarize information, translate languages,

and even write creative content. When an agent receives a prompt or an

observation, it's the LLM that processes this information, interprets the user's

intent, and formulates a plan or response.

Why is it important for agents? The LLM provides the agent with:

Reasoning: The ability to deduce, infer, and make logical connections.

Natural Language Understanding (NLU): Comprehending human

language, including nuances, sentiment, and intent.

Natural Language Generation (NLG): Producing coherent and

contextually appropriate text responses.

Planning: Given a goal, the LLM can often break it down into smaller,

actionable steps.

Without an LLM, an AI agent would be a collection of disconnected rules or

functions, lacking the dynamic intelligence to adapt to varied situations or

understand open-ended requests. Popular LLMs you might encounter include

OpenAI's GPT series (GPT-3.5, GPT-4, GPT-4o), Anthropic's Claude, Google's

Gemini, and various open-source models.

Tools: Extending Agent Capabilities

While LLMs are incredibly powerful for reasoning and language, they have

inherent limitations. They only know what they were trained on (which typically

ends at a certain date), cannot perform real-time calculations accurately, access

current web data, or interact with external systems. This is where tools come into

play.

What are Tools (or Functions)? Tools are external functions or APIs that an

agent can call to perform specific actions or retrieve information from the outside

world. They are the agent's "hands" and "eyes," allowing it to:

Access real-time data: Search the web for current news, check stock

prices, get weather updates.

Perform calculations: Use a calculator for precise mathematical

operations.

Interact with databases: Query information from an internal knowledge

base.
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Execute actions: Send emails, update a calendar, control smart home

devices, run code.

How do Agents use Tools? The process often involves what's called "function

calling" or "tool use." When an LLM determines that it needs external information

or action to fulfill a request, it generates a structured call to a predefined tool,

including the necessary parameters. The agent then executes this tool, gets the

result, and feeds that result back to the LLM for further processing or response

generation.

Let's visualize this core interaction:

• 
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Tools are absolutely crucial for overcoming the inherent limitations of LLMs,

transforming a conversational model into an active, problem-solving entity.

Memory: Remembering the Past, Informing the Future

Imagine trying to hold a conversation where you forgot everything said more than

two sentences ago. Frustrating, right? This is the challenge LLMs face. By default,

LLMs are stateless; each interaction is treated as new, completely independent

of previous ones. This is where memory becomes essential for AI agents.

Memory enables agents to retain context, learn from past interactions, and

provide more coherent and personalized experiences. We can broadly categorize

memory into two types:

Short-Term Memory (Context Window)

What is it? This refers to the information that an LLM can hold within its

immediate processing window. Every time you send a prompt to an LLM, the

previous turns of a conversation, along with system instructions and tool

definitions, are often packed into this "context window."

Why is it important?

Maintains conversational flow: Allows the agent to remember what was

just discussed.

Provides immediate context: Helps the LLM understand follow-up

questions or refer back to recent details.

Limitations: The context window has a finite size (measured in "tokens"). Once

the conversation or input exceeds this limit, older messages are "forgotten"

because they are pushed out of the window. This is like having a short-term

memory that can only hold a few recent thoughts.

Long-Term Memory (Persistent Knowledge)

What is it? Long-term memory allows agents to store and retrieve information

beyond the immediate context window. This could be factual knowledge, past

user preferences, learning from previous tasks, or even complex documents. It's

about giving the agent a persistent knowledge base.

How does it work? A common approach involves: 1. Embeddings: Converting

text (e.g., documents, past conversations) into numerical vectors (embeddings)

that capture their semantic meaning. 2. Vector Stores: Storing these

embeddings in specialized databases (vector stores) that allow for efficient

similarity searches. 3. Retrieval Augmented Generation (RAG): When the

agent needs information not in its short-term memory, it can query the vector

• 

• 

AI VOID [https://aivoid.dev]

Core Components: LLMs, Tools, and Memory Essentials 43



store to retrieve relevant pieces of information (based on semantic similarity to

the current query). This retrieved information is then added to the LLM's context

window, allowing the LLM to generate a more informed response.

Why is it important?

Overcomes context window limitations: Enables agents to access vast

amounts of information without overwhelming the LLM.

Personalization: Remembers user preferences or past interactions over

extended periods.

Knowledge retention: Allows agents to learn and grow their knowledge

base over time.

Think of short-term memory as your brain's active working memory, holding what

you're currently focusing on. Long-term memory is like a vast library or database

you can query when needed, bringing relevant books (information) to your

working memory.

Step-by-Step Implementation: Building Our First
Agentic Blocks

Let's get our hands dirty and implement these core concepts in Python. We'll start

by setting up our environment, interacting with an LLM, and then defining a

simple tool. For this, we'll use langchain-openai  (a popular library for

interacting with OpenAI models) and langchain-core  for tool definitions.

1. Setting Up Your Environment

First, ensure you have Python 3.9+ installed. We'll install the necessary libraries

and set up our API key.

Open your terminal or command prompt and run:

pip install langchain-openai python-dotenv

As of 2026-03-20, langchain-openai  is the recommended package for OpenAI

integrations within the LangChain ecosystem. python-dotenv  helps manage

environment variables securely.

Next, you'll need an OpenAI API key. If you don't have one, sign up at 

platform.openai.com and generate a new secret key.
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Create a file named .env  in the root of your project directory and add your API

key:

OPENAI_API_KEY="your_openai_api_key_here"

Important: Never share your API key publicly or commit it directly to version

control! The .env  file and python-dotenv  help keep it secure.

2. Interacting with an LLM

Now, let's write our first Python script to interact with an LLM.

Create a file named core_components.py  and add the following code:
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# core_components.py
import os
from dotenv import load_dotenv

# Load environment variables from .env file
load_dotenv()

# Check if the API key is loaded
if not os.getenv("OPENAI_API_KEY"):

raise
ValueError("OPENAI_API_KEY not found in environment variables. Please set it in 
your .env file.")

from langchain_openai import ChatOpenAI
from langchain_core.messages import HumanMessage, SystemMessage

print("--- LLM Interaction ---")

# 1. Initialize the ChatOpenAI model
# We'll use gpt-4o as it's a capable model for agentic workflows,
# but you can also use gpt-3.5-turbo for cost-efficiency.
llm = ChatOpenAI(model="gpt-4o", temperature=0.7) # Using temperature for 
creativity

# 2. Define a simple prompt using messages
messages = [

SystemMessage(content="You are a helpful AI assistant."),
HumanMessage(content="What is the capital of France?"),

]

# 3. Invoke the LLM and print the response
response = llm.invoke(messages)
print(f"LLM Response: {response.content}")

# Let's try another one
messages_2 = [

SystemMessage(content="You are a helpful AI assistant."),
HumanMessage(content="Tell me a fun fact about Python (the programming 

language)."),
]
response_2 = llm.invoke(messages_2)
print(f"\nLLM Response (Fun Fact): {response_2.content}")

Explanation:

load_dotenv() : This line loads the variables from your .env  file into your

script's environment.

ChatOpenAI(model="gpt-4o", temperature=0.7) : We initialize our LLM.

model="gpt-4o" : Specifies which OpenAI model to use. GPT-4o is a

powerful, multimodal model. gpt-3.5-turbo  is a good, faster, and

cheaper alternative for many tasks.

temperature=0.7 : Controls the creativity/randomness of the LLM's

output. Higher values mean more creative, lower means more

deterministic.
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SystemMessage  and HumanMessage : These are part of 

langchain_core.messages .

SystemMessage : Sets the overall behavior or persona of the AI.

HumanMessage : Represents the user's input or query.

llm.invoke(messages) : This is how we send our prompt (a list of

messages) to the LLM and get a response. The response object contains

various details, but response.content  gives us the actual text generated

by the LLM.

Run this script:

python core_components.py

You should see the LLM's answers to your questions! This is your agent's brain in

action.

3. Defining a Simple Tool

Now, let's define a tool that our agent could potentially use. We'll create a

function that "gets the current weather" for a given city.

Add the following code to your core_components.py  file, after the LLM

interaction section:

• 
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# Continue core_components.py
from langchain_core.tools import tool

print("\n--- Tool Definition ---")

# 4. Define a simple Python function that mimics fetching weather data
def get_current_weather_data(location: str) -> dict:

"""
    Fetches the current weather for a specified location.
    The weather data is simulated for demonstration purposes.
    """

weather_data = {
"New York": {"temperature": "22°C", "conditions": "Sunny", "humidity":

"60%"},
"London": {"temperature": "15°C", "conditions": "Cloudy", "humidity": "

85%"},
"Tokyo": {"temperature": "28°C", "conditions": "Partly Cloudy", "humidi

ty": "70%"},
}
return weather_data.get(location, {"temperature": "N/A", "conditions": "Unk

nown", "humidity": "N/A"})

# 5. Wrap the function as a tool using the @tool decorator
@tool
def current_weather_tool(location: str) -> dict:

"""
    Fetches the current weather for a specified location.
    Use this tool when you need to know the current weather conditions.
    """

print(f"DEBUG: Calling current_weather_tool for location: {location}")
return get_current_weather_data(location)

# 6. Observe the tool's schema (how the LLM "sees" the tool)
# The @tool decorator automatically generates a JSON schema for the function.
print("Generated Tool Schema:")
print(f"  Name: {current_weather_tool.name}")
print(f"  Description: {current_weather_tool.description}")
print(f"  Arguments: {current_weather_tool.args}") # This shows the parameters 
the tool expects

Explanation:

from langchain_core.tools import tool : We import the tool

decorator.

def get_current_weather_data(location: str) -> dict: : This is a

regular Python function. For this example, it simulates fetching weather data

using a dictionary lookup. In a real application, this would make an API call

(e.g., to OpenWeatherMap).
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@tool : This is the magic! By decorating our current_weather_tool

function with @tool , langchain_core  automatically converts this Python

function into a format (a JSON schema) that LLMs can understand.

The docstring within the current_weather_tool  becomes the 

description  for the LLM, explaining what the tool does and when to

use it.

The function's parameters (like location: str ) are translated into

the tool's input schema ( args ).

current_weather_tool.name , current_weather_tool.description , 

current_weather_tool.args : These attributes allow us to inspect the

schema generated by the @tool  decorator. This is precisely what the LLM

would receive to understand how to call this tool.

Run the script again:

python core_components.py

You'll now see the LLM interactions and then the details of your 

current_weather_tool , including its name, description, and the arguments it

expects. This confirms that our tool is properly defined and ready for an agent to

potentially use it!

In this chapter, we've only defined the tool. In upcoming chapters, we'll learn how

to actually integrate these tools with LLMs so the LLM can decide when to call

them and how to use their results.

Mini-Challenge: Create Another Tool

Now it's your turn! To solidify your understanding of tool definition, create a new

tool that provides a simple piece of information.

Challenge: Define a new tool named get_current_time_tool  that takes a 

timezone  (e.g., "UTC", "America/New_York") as a string argument and returns the

current time for that timezone. You can use Python's datetime  and pytz

libraries for this. If pytz  is not installed, install it with pip install pytz .

Hint: * Remember to use the @tool  decorator. * Your tool's docstring should

clearly explain its purpose and parameters to the LLM. * You'll need import

datetime  and import pytz . * A simplified implementation might look like:

```python # ... other code ... from datetime import datetime import pytz # Make

sure to install: pip install pytz
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@tool
def get_current_time_tool(timezone: str) -> str:
    """
    Returns the current time for a specified timezone.
    Use this tool to get the current time in different parts of the world.
    Example timezones: "UTC", "America/New_York", "Europe/London", "Asia/
Tokyo".
    """
    try:
        tz = pytz.timezone(timezone)
        now = datetime.now(tz)
        return now.strftime("%Y-%m-%d %H:%M:%S %Z%z")
    except pytz.exceptions.UnknownTimeZoneError:
        return f"Error: Unknown timezone '{timezone}'. Please provide a valid 
IANA timezone name."
```

What to observe/learn: * How to define a function with type hints. * How the 

@tool  decorator automatically generates the tool's schema. * The importance of

a clear docstring for the tool's description. * The actual schema (name,

description, args) generated for your new tool.

Add this new tool to your core_components.py  file, after the 

current_weather_tool  definition, and print its schema details.

Common Pitfalls & Troubleshooting

Building AI agents can be tricky, and understanding these core components helps

in debugging. Here are a few common pitfalls:

API Key Issues:

Problem: AuthenticationError  or ValueError: OPENAI_API_KEY not

found .

Solution: Double-check your .env  file for typos, ensure load_dotenv()  is

called at the very beginning of your script, and verify your API key is correct

and active on the OpenAI platform. Sometimes, regenerating a new key is

the quickest fix.

Context Window Limitations ("Forgetting"):

Problem: The agent seems to forget earlier parts of a long conversation or

instructions given at the start.

Solution: This is typically due to the LLM's finite context window. Older

messages are literally pushed out. For short-term fixes, try to keep prompts

concise. For long-term solutions, you'll need to implement memory
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management strategies, which we'll cover in future chapters (e.g.,

summarizing past conversations, using RAG with long-term memory).

Poor Tool Descriptions/Schemas:

Problem: The LLM consistently fails to use a tool when it should, or uses it

incorrectly, even though the tool is defined.

Solution: The LLM relies heavily on the description  and args

(parameters) of your tool to decide when and how to call it.

Clarity is Key: Make your tool's docstring (which becomes its description)

extremely clear and specific about what the tool does, when it should be

used, and what parameters it needs.

Accurate Types: Ensure your function's type hints ( location: str ) are

correct, as these inform the LLM about the expected data types for

parameters.

Descriptive Parameter Names: Use clear, descriptive parameter names

( location  instead of loc ).

Summary

Phew! You've just laid the essential groundwork for understanding modern AI

agents. Let's recap the key takeaways from this chapter:

LLMs are the Agent's Brain: They provide the core reasoning,

understanding, and generation capabilities, allowing agents to interpret

prompts and formulate responses.

Tools are the Agent's Hands: They extend the LLM's capabilities by

allowing agents to interact with the external world, fetch real-time data, and

perform actions beyond linguistic generation. We saw how the @tool

decorator simplifies defining these capabilities.

Memory is the Agent's Experience:

Short-Term Memory (context window) keeps track of recent

interactions but has limitations.

Long-Term Memory (via embeddings and vector stores) provides

persistent knowledge, overcoming context window constraints and

enabling RAG for informed responses.

You've successfully set up your environment, made your first LLM call, and

defined a basic tool, understanding how its schema is presented to the LLM.
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These three components – LLMs, Tools, and Memory – are the fundamental pillars

upon which all sophisticated AI agents are built. Understanding them is crucial

before we dive into how different frameworks orchestrate them into complex,

multi-step workflows.

In the next chapter, we'll explore Orchestration Patterns: How Agents Work

Together, where we'll see how these core components are combined and

managed to create intelligent, goal-driven systems. Get ready to connect the dots

and see the bigger picture of agentic design!

References

OpenAI API Documentation: https://platform.openai.com/docs/

LangChain Python Documentation - Tools: https://python.langchain.com/

docs/modules/tools/

LangChain Python Documentation - LLMs: https://python.langchain.com/

docs/modules/model_io/llms/

LangChain Python Documentation - Memory: https://python.langchain.com/

docs/modules/memory/

Python dotenv  library: https://pypi.org/project/python-dotenv/

pytz  documentation: https://pythonhosted.org/pytz/

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 04

CrewAI: Empowering Agents
with Roles, Tasks, and
Collective Goals

Introduction to CrewAI: The Power of Teamwork

Welcome back, aspiring AI architect! In our previous chapters, we laid the

groundwork for understanding AI agents, their core components, and the

fundamental concept of multi-step workflows. We've seen how individual agents

can be empowered with tools and memory to tackle specific problems. But what

happens when a problem is too complex for a single agent? What if you need a

team of specialized experts to collaborate, delegate, and collectively achieve a

grand goal?

This is where CrewAI shines! CrewAI is a cutting-edge framework designed

specifically for orchestrating multi-agent systems, where each agent has a

distinct role, a clear goal, and a unique backstory, allowing them to collaborate

seamlessly on a shared mission. Think of it like building your dream team of AI

experts, each bringing their unique skills to the table.

In this chapter, you'll learn how to define these specialized agents, assign them

specific tasks, form them into a cohesive "crew," and watch them work together

to solve complex problems. We'll dive into CrewAI's philosophy, explore its core

components, and build a practical, hands-on example to bring these concepts to

life. Get ready to unlock the power of AI teamwork!

Core Concepts of CrewAI

CrewAI is built on the principle that complex problems are best solved through

collaboration. It provides a structured way to define agents, tasks, and the overall

"crew" that orchestrates their interactions. Let's break down its fundamental

building blocks.
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The CrewAI Philosophy: Role-Playing Agents

At its heart, CrewAI encourages you to think about your AI system as a team of

human experts. Each member has:

A Role: Their job title and primary area of expertise (e.g., "Senior Research

Analyst").

A Goal: What they aim to achieve within their role (e.g., "Gather

comprehensive, up-to-date information on a given topic").

A Backstory: A brief narrative that defines their experience and

perspective, influencing their responses and reasoning.

This role-playing approach makes agents more focused, predictable, and effective

in their delegated tasks.

Key Components of a CrewAI System

Let's explore the essential elements you'll be working with:

1. Agents: The Team Members

An Agent  in CrewAI is an autonomous entity equipped with an LLM, a specific

role, a goal, and a backstory. They can also be assigned tools, enabling them to

interact with the outside world.

role : A descriptive title for the agent (e.g., "Senior Research Analyst").

goal : What the agent is trying to achieve within the crew (e.g., "Find the

latest trends in AI agents").

backstory : A narrative that provides context and personality (e.g.,

"Experienced in market research and data analysis.").

llm : The Large Language Model instance the agent uses for reasoning.

tools : A list of functions or capabilities the agent can use (e.g., web search,

code interpreter).

verbose : A boolean to control the level of logging output during execution.

allow_delegation : If True , the agent can delegate sub-tasks to other

agents in the crew if it deems necessary. This is crucial for complex

workflows!

2. Tasks: The Assignments

A Task  defines a specific piece of work that needs to be done. It's assigned to an

agent and has a clear objective and expected output.

description : A detailed explanation of what needs to be accomplished.
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agent : The specific agent responsible for executing this task.

expected_output : A clear definition of what the task should produce (e.g.,

"A 500-word summary report"). This helps the agent stay focused.

context : An optional list of other tasks whose outputs should be used as

input for the current task. This is how agents pass information between

themselves.

output_file : An optional path to save the task's output directly to a file.

3. Crew: The Orchestrator

The Crew  is the central orchestrator that brings agents and tasks together. It

defines the overall workflow and manages the execution.

agents : A list of all agents participating in the crew.

tasks : A list of all tasks that need to be completed by the crew.

process : Defines how the tasks are executed.

Process.sequential : Tasks are executed one after another in the

order they are defined.

Process.hierarchical : A manager agent oversees and delegates

tasks to other agents. This allows for more complex, dynamic

workflows.

manager_llm : (Only for Process.hierarchical ) The LLM used by the

manager agent.

verbose : Controls the logging output for the entire crew.

4. Tools: Extending Agent Capabilities

Tools are external functions or APIs that agents can call to perform actions beyond

their inherent LLM capabilities. CrewAI integrates seamlessly with LangChain tools

and provides its own set of pre-built tools for common use cases like web

searching, file manipulation, and more.

How it all fits together:

Imagine a project team (the Crew ). It has a Research Analyst ( Agent ) whose 

goal  is to find market data. It also has a Content Writer ( Agent ) whose goal  is

to draft a report.

The Research Analyst is given a Task  to "Find the latest market trends in AI."

They might use a Web Search Tool  to accomplish this. Once done, the output of

this research task (the context ) is passed to the Content Writer's Task , which is
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to "Write a summary report based on the research." The Content Writer then uses

this context to generate the report.

This sequential flow is managed by the Crew , ensuring each agent contributes to

the collective goal.

Figure 6.1: A simplified CrewAI workflow diagram showing agents, tasks, and tool

usage.

Step-by-Step Implementation: Building a Financial
News Analysis Crew

Let's build a practical CrewAI application. Our goal will be to create a multi-agent

system that can research recent financial news about a specific company, analyze

its sentiment, and then summarize the findings.

1. Setup Your Environment

First things first, let's get our project environment ready.

Prerequisites: * Python 3.9+ (as of 2026-03-20, Python 3.12 is the latest stable

release, but 3.9+ is compatible). * pip  (Python package installer).

Installation Steps:

Open your terminal or command prompt and run the following commands:
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# Create a new virtual environment (recommended)
python -m venv crewai_env
source crewai_env/bin/activate # On Windows: crewai_env\Scripts\activate

# Install CrewAI and its default tools
# As of 2026-03-20, CrewAI is actively maintained.
# The `crewai[tools]` extra installs common tools like SerperDevTool.
pip install crewai==0.35.0 'crewai[tools]' python-dotenv==1.0.1

Note: We're pinning crewai  and python-dotenv  to specific versions as of this

guide's creation date (2026-03-20) for consistency. Always check the official

CrewAI documentation for the absolute latest stable versions if you encounter

issues.

Next, we need to handle API keys for our Large Language Models (LLMs) and

tools. We'll use python-dotenv  to keep our keys secure.

Create a file named .env  in the root of your project directory.

Add your API key(s) to this file. For this example, we'll use OpenAI. 

OPENAI_API_KEY="YOUR_OPENAI_API_KEY_HERE"

SERPER_API_KEY="YOUR_SERPER_API_KEY_HERE" # Required for

SerperDevTool Replace "YOUR_OPENAI_API_KEY_HERE"  and 

"YOUR_SERPER_API_KEY_HERE"  with your actual keys. You can get a Serper

API key from Serper.dev.

2. Initialize the LLM and Tools

Now, let's start writing our Python script. Create a file named 

financial_crew.py .

First, we'll import necessary modules and load our environment variables. Then,

we'll set up our LLM and the tools our agents will use.

1. 

2. 
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# financial_crew.py

import os
from dotenv import load_dotenv
from crewai import Agent, Task, Crew, Process
from crewai_tools import SerperDevTool
from langchain_openai import ChatOpenAI

# 1. Load environment variables
load_dotenv()

# Ensure API keys are available
if not os.getenv("OPENAI_API_KEY"):

raise ValueError("OPENAI_API_KEY not found in environment variables.")
if not os.getenv("SERPER_API_KEY"):

raise ValueError("SERPER_API_KEY not found in environment variables.")

# 2. Initialize the LLM
# We'll use OpenAI's GPT-4o for its advanced reasoning capabilities.
# You can swap this for other models like Anthropic's Claude or local models
# by configuring the appropriate LangChain wrapper.
llm = ChatOpenAI(model="gpt-4o", temperature=0.7)

# 3. Define Tools
# The SerperDevTool is a powerful web search tool.
# Agents will use this to gather real-time information.
search_tool = SerperDevTool()

print("LLM and tools initialized successfully!")

Explanation: * load_dotenv() : This function from the python-dotenv  library

loads variables from your .env  file into the environment, making them accessible

via os.getenv() . * ChatOpenAI : We instantiate our LLM. Here, we're using 

"gpt-4o"  which is a highly capable model from OpenAI. The temperature

parameter controls the creativity of the responses (lower for more deterministic,

higher for more creative). * SerperDevTool() : This creates an instance of a web

search tool. When an agent is given this tool, it can perform web searches by

calling it.

3. Define the Agents

Next, we'll define our specialized agents. For our financial news analysis, we'll

need a "Researcher" to find news and a "Sentiment Analyst" to interpret it.

Add the following code to financial_crew.py  below the tool definitions:
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# financial_crew.py (continued)

# 4. Define Agents
# Agent 1: Researcher
researcher = Agent(

role='Senior Financial News Researcher',
goal='Discover and gather the latest financial news and market sentiments 

for specific companies.',
backstory="""You are a seasoned financial analyst with years of experience 

in market research.
                 Your expertise lies in identifying key news, trends, and 
public sentiment impacting stock performance.
                 You are meticulous, thorough, and always provide accurate, up-
to-date information.""",

verbose=True,
allow_delegation=False, # This agent focuses on research, not delegating.
tools=[search_tool], # The researcher needs the search tool.
llm=llm # Assign the initialized LLM

)

# Agent 2: Sentiment Analyst
sentiment_analyst = Agent(

role='Financial Sentiment Analyst',
goal='Analyze financial news articles and determine the overall sentiment 

(positive, negative, neutral) and potential impact.',

backstory="""You are an expert in natural language processing and financial 
sentiment analysis.
                 You can accurately gauge the mood and implications of 
financial reports,
                 identifying bullish or bearish indicators and their potential 
market effects.""",

verbose=True,
allow_delegation=False, # This agent focuses on analysis.
llm=llm # Assign the initialized LLM

)

print("Agents defined successfully!")

Explanation: * Each Agent  is created with a role , goal , and backstory  to

guide its behavior. * verbose=True  will print the agent's internal thought

process, which is incredibly useful for debugging and understanding how it's

reasoning. * The researcher  is explicitly given the search_tool . The 

sentiment_analyst  doesn't need external tools for its task, as it will process

text provided by the researcher. * Both agents use the same llm  instance we

initialized earlier.

4. Define the Tasks

Now, let's define the tasks these agents will perform. The researcher will find

news, and the analyst will process it.

Add this to financial_crew.py :
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# financial_crew.py (continued)

# 5. Define Tasks
company_name = "NVIDIA" # Let's research NVIDIA for this example

# Task 1: Research the latest news for the specified company
research_task = Task(

description=f"""Conduct a comprehensive search for the absolute latest 
financial news,
                    press releases, and market reports concerning 
{company_name}.
                    Focus on information released within the last 24-48 hours.
                    Identify key headlines, major announcements, and any 
significant market movements.
                    Collect URLs and brief summaries of the most relevant 
articles.""",

expected_output=f"""A detailed report summarizing the top 5-7 most recent 
and impactful financial news
                      articles about {company_name}. Include the article 
titles, a 2-3 sentence summary
                      of each, and the direct URL to the source.
                      The report MUST be structured clearly with headings for 
each article.""",

agent=researcher, # This task is assigned to the researcher
output_file='nvidia_research_report.md' # Save the output to a file

)

# Task 2: Analyze the sentiment of the collected news
sentiment_analysis_task = Task(

description=f"""Analyze the research report provided by the 'Senior 
Financial News Researcher'
                    for 
{company_name}. For each article summary, determine the overall sentiment
                    (positive, negative, or neutral) and explain why.
                    Then, provide an overall sentiment assessment for {company_
name} based on ALL the news,
                    and predict its potential short-term market impact (e.g., 
'bullish', 'bearish', 'neutral').""",

expected_output=f"""A structured sentiment analysis report. For each 
article, state its title,
                      sentiment (Positive/Negative/Neutral), and a brief 
justification.
                      Conclude with an overall sentiment for 
{company_name} and a short
                      explanation of the predicted short-term market 
impact.""",

agent=sentiment_analyst, # This task is assigned to the sentiment analyst
context=[research_task], # Crucially, this task uses the output of the 

research_task as its input
output_file='nvidia_sentiment_report.md' # Save the output to a file

)

print("Tasks defined successfully!")

Explanation: * Each Task  has a description  and expected_output  to guide

the agent. The expected_output  is particularly important for the LLM to

understand what constitutes a "successful" completion. * agent : We explicitly

assign each task to the relevant agent. * context=[research_task] : This is the
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magic! The sentiment_analysis_task  will receive the expected_output  of the 

research_task  as its input. This is how agents communicate and build upon

each other's work. * output_file : We're using this to save the results of each

task directly to markdown files, making it easy to review the intermediate and

final outputs.

5. Form the Crew and Kick It Off!

Finally, we assemble our crew and start the engines!

Add this to the end of financial_crew.py :

# financial_crew.py (continued)

# 6. Form the Crew
# We'll use a sequential process: research first, then analyze.
financial_crew = Crew(

agents=[researcher, sentiment_analyst],
tasks=[research_task, sentiment_analysis_task],
process=Process.sequential, # Tasks run in the order they are provided
verbose=True # Show verbose logging for the entire crew

)

print("Crew assembled! Starting the financial news analysis...")

# 7. Kick off the Crew's work
# The kickoff() method starts the multi-agent workflow.
# It returns the final output of the last task in the sequence.
result = financial_crew.kickoff()

print("\n\n##################################")
print("## Crew's work finished! ##")
print("##################################\n")
print("Final result of the crew's work:")
print(result)

# You can also check the generated files:
print("\nCheck 'nvidia_research_report.md' and 'nvidia_sentiment_report.md' for 
detailed outputs.")

Explanation: * Crew : We instantiate the Crew  with our list of agents  and 

tasks . * process=Process.sequential : This tells CrewAI to execute 

research_task  first, and once that's done, pass its output to 

sentiment_analysis_task  and execute it. * verbose=True : This provides

detailed logging of the entire crew's operation, showing which agent is working on

what task, their thought processes, and tool usage. * 

financial_crew.kickoff() : This is the method that starts the entire multi-

agent workflow. It orchestrates the agents and tasks according to the defined

process.
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6. Run the Application

Now, save financial_crew.py  and run it from your terminal:

python financial_crew.py

Watch the output! You'll see the researcher  agent's thought process as it uses

the SerperDevTool  to search the web. Then, you'll see the sentiment_analyst

agent taking over, reading the research, and performing its analysis. Finally, the

script will print the final output and instruct you to check the generated

markdown files.

This is a complete, runnable example of a multi-agent system built with CrewAI!

Mini-Challenge: Adding a "Summarizer" Agent

You've successfully built a two-agent crew! Now, let's enhance it by adding

another layer of intelligence.

Challenge: Modify the financial_crew.py  script to include a third agent: a

"Summary Editor." 1. Define a new Agent : * role : "Professional Financial

Summary Editor" * goal : "Condense complex financial analysis into concise,

executive-level summaries." * backstory : "You are an expert at distilling lengthy

reports into digestible key takeaways for busy executives, ensuring clarity and

impact." * Assign the llm  and set verbose=True , allow_delegation=False . 2. 

Define a new Task : * description : "Review the sentiment analysis report and

create a final executive summary. This summary should highlight the most critical

news points, the overall sentiment, and the predicted market impact in no more

than 200 words." * expected_output : "A concise, 200-word (maximum)

executive summary of the financial news and sentiment analysis for the company,

suitable for a CEO." * Assign this task to your new "Summary Editor" agent. *

Crucially, this new task should use the sentiment_analysis_task  as its 

context . * Set output_file  to 'nvidia_executive_summary.md' . 3. Update

the Crew : * Add the new "Summary Editor" agent to the agents  list. * Add the

new "Summary Task" to the tasks  list, ensuring it's the last task in the sequential

process.

Hint: Remember the order in Process.sequential  matters! The new task needs

to come after the sentiment analysis task.

What to observe/learn: * How adding another agent and task extends the

workflow. * The importance of passing context  between tasks to build a

cohesive pipeline. * How the expected_output  of one task directly influences the
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input  of the next. * The ability of CrewAI to chain complex operations through

specialized agents.

Common Pitfalls & Troubleshooting

Working with multi-agent systems can be incredibly powerful, but also introduces

new complexities. Here are a few common pitfalls and how to navigate them in

CrewAI:

Ambiguous Agent Roles or Task Descriptions:

Pitfall: Agents get confused, perform redundant work, or produce irrelevant

outputs because their role , goal , backstory , or task.description  are

too vague or overlap significantly.

Troubleshooting:

Be hyper-specific: Define each agent's expertise and boundaries clearly.

Clear expected_output : The expected_output  for a task is just as

important as the description. It tells the agent what success looks like.

Review verbose logs: Set verbose=True  for both agents and the crew.

This will show you exactly what the LLM is thinking and where it might be

going off track. You'll often see the agent asking clarifying questions

internally.

Context Window Limitations (LLM "Forgetting"):

Pitfall: For very long research tasks or extensive conversations between

agents, the LLM's context window can fill up. This leads to agents

"forgetting" earlier parts of the conversation or previous task outputs.

Troubleshooting:

Summarization Tasks: Introduce an agent or a tool whose sole purpose is

to summarize lengthy information before passing it to the next agent.

Task Decomposition: Break down very large tasks into smaller, more

atomic sub-tasks.

Focus on expected_output : Ensure task outputs are concise and only

contain essential information needed for subsequent tasks.

Tool Failures or Misuse:

Pitfall: Agents might try to use tools incorrectly (wrong parameters), or the

external tool itself might fail (API errors, network issues).
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Troubleshooting:

Robust Tool Design: If you're creating custom tools, ensure they have

good error handling and clear docstrings.

Specific Tool Instructions: In the agent's role , goal , or the task's 

description , you can provide hints or examples of how to use a tool

effectively.

Inspect verbose logs: When an agent uses a tool, its input and output will

be logged. This helps you see if the agent is calling the tool with incorrect

arguments.

Retry Mechanisms: Implement retries for tool calls, especially for external

APIs that might be flaky.

Infinite Loops or Deadlocks (especially with allow_delegation ):

Pitfall: If allow_delegation=True  is used carelessly, agents can delegate

tasks back and forth indefinitely, or get stuck waiting for an output that

never comes.

Troubleshooting:

Careful Delegation: Only enable allow_delegation  when truly needed

for complex, dynamic workflows.

Clear Boundaries: Ensure agent roles and tasks have clear boundaries to

prevent circular dependencies.

Hierarchical Process: For more complex delegation, consider 

Process.hierarchical  where a dedicated manager agent handles

delegation, which can be more controlled than free-form 

allow_delegation .

By paying attention to these common issues and leveraging CrewAI's verbose

logging, you'll be well-equipped to build robust and effective multi-agent systems.

Summary

Congratulations! You've just taken a significant leap into the world of multi-agent

AI systems with CrewAI.

Here are the key takeaways from this chapter:

CrewAI's Philosophy: It empowers you to build AI teams by assigning

specific roles , goals , and backstories  to individual agents , fostering

collaboration.
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Core Components: You learned about Agents  (specialized LLM entities), 

Tasks  (assignments for agents with clear descriptions and expected

outputs), Tools  (external capabilities), and the Crew  (the orchestrator that

brings them all together).

Orchestration: We focused on Process.sequential  for structured, step-

by-step workflows, where tasks pass context  to each other.

Practical Application: You successfully built a financial news analysis crew

that researched a company and analyzed its sentiment, demonstrating how

agents can work together to achieve a complex goal.

Best Practices: We discussed how to define clear roles, manage context,

handle tool usage, and debug multi-agent interactions.

CrewAI provides a powerful, intuitive way to design and deploy sophisticated AI

applications that mimic human teamwork. In the next chapter, we'll explore

another powerful framework, diving deeper into different architectural patterns

and use cases.

References

CrewAI Official Documentation

LangChain OpenAI Integration

Serper.dev API Documentation

Python-dotenv GitHub Repository
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CHAPTER 05

Debugging, Testing, and
Monitoring: Building Reliable
Agent Systems

Introduction: Ensuring Agent Reliability

Welcome back, intrepid AI architects! In previous chapters, we've had a blast

bringing our AI agents to life, equipping them with tools, memory, and

sophisticated orchestration patterns. You've seen them tackle tasks, engage in

conversations, and even collaborate. That's fantastic!

But here's a crucial question: How do we know our agents are truly reliable? What

happens when a Large Language Model (LLM) hallucinates, a tool fails, or an

agent misinterprets a prompt? Building AI agent systems isn't just about crafting

clever prompts and chaining components; it's also about anticipating failure,

identifying issues swiftly, and ensuring consistent, trustworthy performance. This

is where the pillars of Debugging, Testing, and Monitoring (DTM) come into play.

In this chapter, we'll dive deep into the essential practices that transform a cool

agent prototype into a robust, production-ready system. We'll explore the unique

challenges of DTM in the context of non-deterministic AI, learn practical strategies

for each framework, and equip you with the skills to build agent systems you can

truly depend on. Get ready to put on your detective hat and make your agents

bulletproof!

Core Concepts: Navigating the Non-Deterministic
World

Debugging, testing, and monitoring AI agent systems present a unique set of

challenges compared to traditional software development. Let's explore why and

how we can address them.
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The Unique Challenges of DTM for AI Agents

Think about a traditional application: if you give it the same input, it will almost

always produce the exact same output. Not so with AI agents, especially those

powered by LLMs!

Non-Determinism of LLMs: LLMs, by design, are probabilistic. Even with

the same prompt and parameters (like temperature=0 ), their responses

can vary slightly. This makes reproducing bugs and asserting exact outputs

incredibly tricky.

Multi-Agent Interaction Complexity: When multiple agents interact, the

number of possible conversational paths and states explodes. Debugging

becomes like tracing a conversation among several highly intelligent, yet

sometimes unpredictable, individuals.

Statefulness and Memory: Agents maintain internal state and memory. A

subtle issue early in a long conversation might only manifest much later,

making root cause analysis difficult.

Tool Reliability: Agents rely on external tools (APIs, databases, custom

functions). Failures can originate in the tools themselves, or in how the

agent uses them (e.g., incorrect arguments, misinterpretation of tool

output).

Cost and Latency Considerations: Every LLM call costs money and takes

time. Extensive debugging and testing can quickly become expensive and

slow if not managed carefully.

Prompt Engineering Fragility: A small change in a system prompt or

agent instruction can drastically alter behavior, potentially introducing

subtle regressions.

These challenges mean we need a slightly different mindset and toolset for DTM

in the agentic world.

Debugging Strategies: Unmasking Agent Behavior

Debugging is the art of finding and fixing errors. For AI agents, it's often about

understanding why an agent made a particular decision or produced an

unexpected output.

1. 

2. 

3. 

4. 

5. 

6. 
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Logging and Tracing: Your Agent's Inner Monologue

The most fundamental debugging tool is logging. For AI agents, it's not enough to

just log errors; we need to log the thought process. This includes:

Inputs and Outputs: What prompt was sent to the LLM? What response

did it return?

Tool Calls: Which tool was called? What arguments were passed? What was

the tool's raw output?

Agent Decisions: Why did the agent choose a particular path in a graph?

What was its reasoning for delegating a task?

State Changes: How did the agent's internal state or memory evolve over

time?

Structured logging (e.g., JSON logs) is highly recommended, as it makes logs

easier to parse and analyze with tools.

Observability Platforms: A Bird's-Eye View

Specialized platforms like LangSmith (from LangChain, often used with

LangGraph) are becoming indispensable. They provide:

Trace Visualization: A visual timeline of all LLM calls, tool executions, and

agent decisions within a run.

Input/Output Inspection: Detailed views of prompts, responses, and

intermediate steps.

Cost and Latency Metrics: Tracking token usage and execution time for

each step.

Experimentation: Comparing different agent configurations or prompt

versions.

While LangSmith is prominent for LangChain/LangGraph, other frameworks have

built-in logging or community tools that offer similar insights.

Interactive Debugging: Stepping Through the Flow

Sometimes, you need to pause your agent and inspect its state directly. Using a

Python debugger (like pdb  or your IDE's debugger) can be invaluable for:

Stepping through custom tool code.

Inspecting variables within an agent's _run  method or a graph node.

Understanding the exact data flowing between components.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Visualizing Workflows: The Map to Your Maze

For complex multi-agent systems or graph-based workflows, a visual

representation can clarify the intended flow versus the actual execution. Tools like

Mermaid can help you draw your agent's decision tree or state transitions, making

it easier to spot logical flaws.

Testing Methodologies: Building Confidence in Agent Behavior

Testing AI agents is about establishing confidence that they behave as expected

under various conditions. Due to non-determinism, we often shift from "exact

output" assertions to "reasonable output" or "expected behavior" assertions.

The Agent Testing Pyramid

Just like traditional software, we can think of an agent testing pyramid:

Unit Testing (Base):

Focus: Individual, deterministic components.

Examples: Testing a custom tool's logic, a helper function that

processes LLM output, or a prompt template's rendering.

Assertion: Exact output is often possible here.

Integration Testing (Middle):

Focus: Interactions between components.

Examples: An agent using a tool, a simple two-agent conversation, a

specific node in a LangGraph workflow.

Assertion: Check for correct tool calls, expected message formats, or

general sentiment/topic of LLM responses. Mock LLM calls or specific

tool outputs to isolate interaction logic.

End-to-End (E2E) Testing (Top):

Focus: The entire agent system, from start to finish.

Examples: A full multi-agent workflow, a complete conversation with a

user, solving a complex problem.

Assertion: Often involves "golden datasets" – predefined inputs with

expected outputs (or output characteristics like keywords, structure, or

successful task completion). This is where human evaluation often

comes in.

1. 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

◦ 
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◦ 
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Golden Datasets: Your Agent's Report Card

For E2E testing, you'll want to build a collection of "golden pairs": (input_query,

expected_output_characteristics) .

input_query : A typical user query or starting condition.

expected_output_characteristics : This isn't always an exact string. It

might be:

"The output should contain 'stock price' and 'AAPL'."

"The output should be a valid JSON object with keys 'summary' and

'recommendation'."

"The agent should successfully call the search_web  tool at least

once."

"The final answer should be positive/negative sentiment."

Running your agent system against these datasets regularly (regression testing)

helps ensure that new changes haven't introduced regressions.

Monitoring Agent Performance: Keeping an Eye on Production

Once your agent system is deployed, monitoring becomes your eyes and ears,

ensuring it continues to perform well in the wild.

Key Metrics to Track

Latency: How long does it take for the agent to respond? (Total, and per

LLM call/tool call).

Token Usage & API Costs: How many tokens are consumed? What's the

cost per interaction? Are we staying within budget?

Success Rate: What percentage of interactions result in a successful task

completion or a satisfactory answer?

Error Rate: How often do LLM calls fail, tools error out, or agents get stuck?

Tool Usage: Which tools are being used most? Are there tools that are

never used, or misused?

User Feedback: How are users rating the agent's performance?

Alerting and Anomaly Detection

Set up alerts for critical thresholds: * Latency spikes (e.g., response time > 10

seconds). * High error rates. * Unexpected token usage. * Sudden drops in

success rate.

• 

• 

◦ 

◦ 

◦ 

◦ 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Debugging, Testing, and Monitoring: Building Reliable Agent Systems 70



Feedback Loops for Continuous Improvement

Monitoring isn't just about spotting problems; it's about learning.

Human-in-the-Loop: For critical applications, human review of agent

interactions can provide invaluable data for prompt refinement and system

improvements.

Data Collection: Log all interactions (anonymized if necessary) to build

datasets for future training, fine-tuning, or more comprehensive E2E testing.

Illustrative Workflow Diagram: Agent System DTM Pipeline

Let's visualize the continuous process of DTM for an AI agent system.

This diagram shows how DTM is not a one-time event, but an iterative cycle that

feeds back into development.

Step-by-Step Implementation: Practical DTM
Examples

Let's get practical and see how we can apply some of these DTM concepts using

our familiar frameworks. We'll focus on adding logging and basic testing.

First, ensure you have the necessary environment setup, which includes python

3.9+  and pip . We'll use pytest  for testing, so let's install that:

pip install pytest==8.1.1

(Note: pytest  version 8.1.1  is stable as of 2026-03-20, but feel free to use the

latest stable version if available.)

1. Debugging with Logging: LangGraph

LangGraph's graph structure makes it relatively easy to instrument logging at

each node. We'll enhance a simple LangGraph workflow to show its internal steps.

Let's imagine a very basic LangGraph that decides if a user's query is about

"math" or "general" and then routes it.

First, create a file named langgraph_debug.py :

• 

• 
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# langgraph_debug.py
import os
import logging
from typing import Literal

from langchain_core.messages import BaseMessage, HumanMessage
from langchain_openai import ChatOpenAI
from langgraph.graph import StateGraph, END

# --- Setup Logging ---
logging.basicConfig(level=logging.INFO, format='%(asctime)s - %(name)s - %
(levelname)s - %(message)s')
logger = logging.getLogger(__name__)

# --- Environment Variable Check ---
# Make sure to set your OPENAI_API_KEY environment variable.
if not os.getenv("OPENAI_API_KEY"):

logger.warning("OPENAI_API_KEY environment variable not set. LLM calls 
might fail or use a mock.")

# For demonstration, we'll proceed, but in a real app, you'd handle this 
more robustly.

# --- Define Graph State ---
class AgentState:

messages: list[BaseMessage]
topic: Literal["math", "general", "unknown"] = "unknown"

# --- LLM Setup ---
# Using gpt-4o as of 2026-03-20. Ensure OPENAI_API_KEY is set in your 
environment.
llm = ChatOpenAI(model="gpt-4o", temperature=0)

# --- Agent Nodes ---
def classify_topic(state: AgentState) -> AgentState:

"""Classifies the topic of the conversation."""
logger.info(f"Node 'classify_topic' entered. Current messages: {state.messa

ges}")
last_message = state.messages[-1].content

prompt = f"""
    Analyze the following user query and determine if it's primarily about 
'math' or 'general' topics.
    Respond with only one word: 'math' or 'general'.

    Query: "{last_message}"
    """

response = llm.invoke(prompt)
classification = response.content.strip().lower()

new_state = AgentState(messages=state.messages, topic=state.topic) # Start 
with current state

if "math" in classification:
new_state.topic = "math"
logger.info("Topic classified as: math")

elif "general" in classification:
new_state.topic = "general"
logger.info("Topic classified as: general")

else:
new_state.topic = "unknown"
logger.warning(f"Could not classify topic. LLM response: '{classificati
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on}'. Defaulting to unknown.")

return new_state

def handle_math_query(state: AgentState) -> AgentState:
"""Handles math-related queries."""
logger.info(f"Node 'handle_math_query' entered. Current messages: {state.me

ssages}")
last_message = state.messages[-1].content

response_content = f"I'm a math expert! Let me help with: '{last_message}'"
new_message = HumanMessage(content=response_content)

new_state = AgentState(messages=state.messages + [new_message],
topic=state.topic)

logger.info(f"Math query handled. Response: {response_content}")
return new_state

def handle_general_query(state: AgentState) -> AgentState:
"""Handles general queries."""
logger.info(f"Node 'handle_general_query' entered. Current messages: 

{state.messages}")
last_message = state.messages[-1].content

response_content = f"I'm a general knowledge expert! Here's my take on: '{l
ast_message}'"

new_message = HumanMessage(content=response_content)

new_state = AgentState(messages=state.messages + [new_message],
topic=state.topic)

logger.info(f"General query handled. Response: {response_content}")
return new_state

# --- Conditional Edges ---
def route_topic(state: AgentState) -> Literal["math_handler",
"general_handler"]:

"""Routes based on the classified topic."""
logger.info(f"Node 'route_topic' entered. Current topic: {state.topic}")
if state.topic == "math":

logger.info("Routing to math_handler.")
return "math_handler"

else: # Fallback to general handler for 'general' or 'unknown'
logger.info(f"Routing to general_handler (topic was '{state.topic}').")
return "general_handler"

# --- Build the Graph ---
workflow = StateGraph(AgentState)

# Add nodes
workflow.add_node("classify", classify_topic)
workflow.add_node("math_handler", handle_math_query)
workflow.add_node("general_handler", handle_general_query)

# Set entry point
workflow.set_entry_point("classify")

# Add edges
workflow.add_conditional_edges(

"classify",
route_topic,
{

"math_handler": "math_handler",
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"general_handler": "general_handler", # Handles both 'general' and 
'unknown' topics

},
)

# Set end points
workflow.add_edge("math_handler", END)
workflow.add_edge("general_handler", END)

# Compile the graph
app = workflow.compile()

# --- Run the Agent ---
if __name__ == "__main__":

print("--- Running LangGraph Agent ---")

# Example 1: Math query
print("\nQuery: 'What is the square root of 9?'")
initial_state_math =

AgentState(messages=[HumanMessage(content="What is the square root of 9?")])
result_math = app.invoke(initial_state_math)
print(f"Final Math Response: {result_math.messages[-1].content}")

# Example 2: General query
print("\nQuery: 'Tell me a fun fact about cats.'")
initial_state_general = AgentState(messages=[HumanMessage(content="Tell me 

a fun fact about cats.")])
result_general = app.invoke(initial_state_general)
print(f"Final General Response: {result_general.messages[-1].content}")

# Example 3: Ambiguous query (should fallback to general)
print("\nQuery: 'Purple elephant flying in space.'")
initial_state_ambiguous =

AgentState(messages=[HumanMessage(content="Purple elephant flying in space.")])
result_ambiguous = app.invoke(initial_state_ambiguous)
print(f"Final Ambiguous Response: {result_ambiguous.messages[-1].content}")

Explanation:

Logging Setup: We start by importing the logging  module and

configuring a basic logger. This logger will print messages to the console,

showing the time, logger name, level (INFO, WARNING), and the message.

logger.info()  & logger.warning() : Inside each node function

( classify_topic , handle_math_query , handle_general_query ) and the

routing function ( route_topic ), we've added logger.info()  calls. These

messages tell us when a node is entered, what its current state is, and what

decision it's making.

State Inspection: Notice how we log state.messages  or state.topic  at

the beginning of each node. This is crucial for understanding the context an

agent is operating with at any given point.

1. 

2. 

3. 
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Conditional Logging: In classify_topic , we log the classification result,

and a logger.warning()  if the classification is unknown . This highlights

potential issues.

To run this: 1. Save the code as langgraph_debug.py . 2. Set your 

OPENAI_API_KEY  environment variable. For example, on Linux/macOS: export

OPENAI_API_KEY="sk-..." . On Windows (CMD): set

OPENAI_API_KEY="sk-..." . 3. Run from your terminal: python

langgraph_debug.py

Observe the detailed logs in your console. You'll see the agent's journey through

the graph, making it much easier to debug if it takes an unexpected turn!

2. Testing a LangGraph Node

Now, let's write a simple unit test for our classify_topic  node using pytest .

Create a new file named test_langgraph_nodes.py  in the same directory:

4. 

AI VOID [https://aivoid.dev]

Debugging, Testing, and Monitoring: Building Reliable Agent Systems 75



# test_langgraph_nodes.py
import pytest
import os
from unittest.mock import MagicMock

from langchain_core.messages import HumanMessage
from langgraph_debug import classify_topic, AgentState # Import from our 
previous file

# Mock the LLM to make tests deterministic and avoid API calls
@pytest.fixture
def mock_llm_response():

"""Fixture to mock the LLM's invoke method."""
# Store the original LLM invoke method
original_llm_invoke = classify_topic.__globals__['llm'].invoke

def mock_invoke_logic(prompt):
"""Custom logic for the mocked LLM invoke."""
if "square root" in prompt.lower() or "math" in prompt.lower():

mock_response = MagicMock()
mock_response.content = "math"
return mock_response

elif "fun fact" in prompt.lower() or "general" in prompt.lower():
mock_response = MagicMock()
mock_response.content = "general"
return mock_response

else:
mock_response = MagicMock()
mock_response.content = "unknown_classification"
return mock_response

# Replace the actual LLM's invoke with our mock logic
classify_topic.__globals__['llm'].invoke = mock_invoke_logic
yield # Run the test
# Restore the original LLM invoke method after the test
classify_topic.__globals__['llm'].invoke = original_llm_invoke

def test_classify_topic_math(mock_llm_response):
"""Test if classify_topic correctly identifies a math query."""
initial_state = AgentState(messages=[HumanMessage(content="What is the 

square root of 16?")])
result_state = classify_topic(initial_state)
assert result_state.topic == "math"

def test_classify_topic_general(mock_llm_response):
"""Test if classify_topic correctly identifies a general query."""
initial_state = AgentState(messages=[HumanMessage(content="Tell me a fun 

fact about giraffes.")])
result_state = classify_topic(initial_state)
assert result_state.topic == "general"

def test_classify_topic_unknown(mock_llm_response):
"""Test if classify_topic handles an unknown query."""
initial_state =

AgentState(messages=[HumanMessage(content="Purple elephants fly on Tuesdays.")]
)

result_state = classify_topic(initial_state)
assert result_state.topic == "unknown"
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Explanation:

pytest : We use pytest  for our testing framework. It automatically

discovers tests (functions starting with test_ ).

mock_llm_response  Fixture: This is crucial! To make our tests

deterministic and avoid making actual API calls (which cost money and are

slow), we mock the llm.invoke  method.

MagicMock  allows us to simulate the behavior of an object.

Our mock_invoke_logic  function checks the prompt and returns a

predefined MagicMock  response with the expected content .

The yield  keyword ensures the mock is active during the test and

then restored afterward, cleaning up the test environment.

Test Functions: Each test_  function creates an AgentState  with a

specific HumanMessage  and then calls classify_topic .

assert  Statements: We use assert  to check if the result_state.topic

matches our expected classification.

To run this: 1. Make sure langgraph_debug.py  and test_langgraph_nodes.py

are in the same directory. 2. Run from your terminal: pytest

test_langgraph_nodes.py

You should see output indicating that all 3 tests passed! This gives us confidence

that our classify_topic  node works as intended, regardless of the actual LLM's

non-deterministic nature.

3. Debugging and Testing with AutoGen

AutoGen provides excellent built-in logging and a clear way to inspect

conversation history, which is key for debugging. We'll modify the example to load

API keys directly from environment variables.

First, ensure you have AutoGen installed:

pip install pyautogen==0.2.20

(Note: pyautogen  version 0.2.20  is stable as of 2026-03-20. Check for the latest

stable version if needed.)

Create a file autogen_debug.py :

1. 

2. 

◦ 

◦ 

◦ 

3. 

4. 
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# autogen_debug.py
import os
import autogen
import logging

# --- Setup Logging ---
logging.basicConfig(level=logging.INFO, format='%(asctime)s - %(name)s - %
(levelname)s - %(message)s')
logger = logging.getLogger(__name__)

# --- Environment Variable Check and AutoGen Configuration ---
# It's best practice to load API keys from environment variables for security.
# Make sure to set your OPENAI_API_KEY environment variable.
openai_api_key = os.getenv("OPENAI_API_KEY")
if not openai_api_key:

logger.error("OPENAI_API_KEY environment variable not set. AutoGen will 
likely fail without it.")

# In a real application, you might exit or provide a mock here.
exit("Please set the OPENAI_API_KEY environment variable.")

# AutoGen config list using the environment variable
config_list = [

{
"model": "gpt-4o", # Using gpt-4o as of 2026-03-20
"api_key": openai_api_key,

}
]

# --- Define Agents ---
# The User Proxy Agent is typically the entry point for human interaction or 
initiating tasks.
user_proxy = autogen.UserProxyAgent(

name="Admin",
system_message="A human admin. Interact with the Planner to ensure tasks 

are completed.",
code_execution_config={"last_n_messages": 3, "work_dir": "coding"},
human_input_mode="NEVER", # Set to ALWAYS for interactive debugging
is_termination_msg=lambda x: x.get("content", "").rstrip().endswith("TERMIN

ATE"),
)

# The Planner Agent will receive the initial task and break it down.
planner = autogen.AssistantAgent(

name="Planner",
llm_config={"config_list": config_list}, # Use the config_list with API key
system_message="""You are a helpful AI assistant that plans tasks.

    Your goal is to break down a complex request into smaller, manageable steps 
for other agents.
    When you have a plan, present it clearly.
    If the task involves code, just state "I will write code to solve this."
    Once the task is fully planned or completed, respond with TERMINATE.
    """,
)

# --- Define a GroupChat ---
groupchat = autogen.GroupChat(agents=[user_proxy, planner], messages=[], max_ro
und=5)
manager = autogen.GroupChatManager(groupchat=groupchat, llm_config={"config_lis
t": config_list})

# --- Run the Conversation ---
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if __name__ == "__main__":
print("--- Running AutoGen Agent Conversation ---")

# Start a conversation
print("\nStarting conversation: 'Plan a simple Python script to calculate 

the factorial of a number.'")
user_proxy.initiate_chat(

manager,
message="Plan a simple Python script to calculate the factorial of a 

number.",
)

print("\n--- Conversation History (for Debugging) ---")
# Accessing the conversation history is a key debugging technique in 

AutoGen
# This shows the full back-and-forth between agents
for msg in user_proxy.chat_messages[manager]:

print(f"[{msg['name']}]: {msg['content']}")

Explanation:

Logging: Similar to LangGraph, we set up basic Python logging. AutoGen

itself produces quite verbose logs at INFO  level, which is helpful.

API Key from Environment: We now explicitly retrieve the 

OPENAI_API_KEY  using os.getenv() . If it's not set, the script will exit with

an error, ensuring secure and proper setup.

config_list : The config_list  for AutoGen agents is constructed directly

using this environment variable, removing the need for an external 

OAI_CONFIG_LIST  file.

human_input_mode="NEVER" : For automated testing, we set this to NEVER .

For interactive debugging, you might temporarily change it to ALWAYS  to

step through the conversation and provide manual input.

user_proxy.chat_messages[manager] : This is the magic for debugging in

AutoGen! After a conversation, user_proxy.chat_messages  holds a

dictionary where keys are the agents it interacted with, and values are lists

of all messages exchanged. Printing this history gives you a full transcript of

the multi-agent deliberation.

To run this: 1. Save the code as autogen_debug.py . 2. Set your 

OPENAI_API_KEY  environment variable. 3. Run from your terminal: python

autogen_debug.py

You'll see the logging messages and then the full conversation history, which is

invaluable for understanding how your agents arrived at their decisions.

1. 

2. 

3. 

4. 

5. 
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4. Testing an AutoGen Conversation

Testing full AutoGen conversations often involves checking the final message

content or ensuring specific agents participated.

Create a file test_autogen_agents.py :

AI VOID [https://aivoid.dev]

Debugging, Testing, and Monitoring: Building Reliable Agent Systems 80



# test_autogen_agents.py
import pytest
import os
import autogen
from unittest.mock import patch, MagicMock

# --- AutoGen Configuration (for testing) ---
# We'll use a mock config list to avoid actual API calls during tests
test_config_list = [

{
"model": "mock-model", # Use a placeholder model name
"api_key": "mock-key", # Use a placeholder API key (won't be used due 

to mocking)
}

]

# --- Mock LLM for AutoGen ---
@pytest.fixture
def mock_autogen_llm():

"""Fixture to mock the LLM calls within AutoGen agents."""
# Patch the underlying Completion.create method that AutoGen uses for LLM 

calls.
with patch('autogen.Completion.create') as mock_create:

def side_effect(*args, **kwargs):
messages = kwargs.get('messages', [])
last_message_content = messages[-1]['content'].lower() if messages

else ""

if "plan a simple python script" in last_message_content:
response_content = "Plan: 1. Define a function for factorial. 

2. Use a loop. 3. Return result. TERMINATE"
elif "factorial of a number" in last_message_content: # For the 

planner's response
response_content = "To calculate the factorial, you need a 

loop. TERMINATE"
else:

response_content = "Mock response for unknown query. TERMINATE"

mock_choice = MagicMock()
mock_choice.message.content = response_content
mock_choice.message.function_call = None
mock_choice.finish_reason = "stop"

mock_response = MagicMock()
mock_response.choices = [mock_choice]
mock_response.usage.prompt_tokens = 10
mock_response.usage.completion_tokens = 10
return mock_response

mock_create.side_effect = side_effect
yield mock_create

def test_autogen_factorial_planning(mock_autogen_llm):
"""Test if AutoGen agents can plan a factorial script."""

# Redefine agents for the test to ensure they use the mock config list
user_proxy = autogen.UserProxyAgent(

name="Admin",
system_message="A human admin. Interact with the Planner to ensure 

tasks are completed.",
code_execution_config={"last_n_messages": 3, "work_dir": "coding"},
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human_input_mode="NEVER",
is_termination_msg=lambda x: x.get("content", "").rstrip().endswith("TE

RMINATE"),
)

planner = autogen.AssistantAgent(
name="Planner",
llm_config={"config_list": test_config_list}, # Use the mock config 

list
system_message="""You are a helpful AI assistant that plans tasks.

        Your goal is to break down a complex request into smaller, manageable 
steps for other agents.
        When you have a plan, present it clearly.
        If the task involves code, just state "I will write code to solve 
this."
        Once the task is fully planned or completed, respond with TERMINATE.
        """,

)

groupchat = autogen.GroupChat(agents=[user_proxy, planner], messages=[], ma
x_round=5)

manager = autogen.GroupChatManager(groupchat=groupchat, llm_config={"config
_list": test_config_list})

# Initiate the chat
user_proxy.initiate_chat(

manager,
message="Plan a simple Python script to calculate the factorial of a 

number.",
)

# Assertions: Check the last message from the Planner
# We expect the Planner to have provided a plan and terminated.
last_message = user_proxy.chat_messages[manager][-1]['content']
assert "TERMINATE" in last_message
assert "Plan:" in last_message
assert "factorial" in last_message.lower()

Explanation:

@pytest.fixture  with patch : This is a more advanced mocking

technique. We use unittest.mock.patch  to replace 

autogen.Completion.create  (the underlying method AutoGen uses for

LLM calls) with our custom side_effect  function.

The side_effect  function simulates different LLM responses based on

the input prompt. This makes our test entirely self-contained and

deterministic.

We set mock_choice.message.function_call = None  to ensure it

behaves like a text-only response.

Agent Redefinition: We redefine user_proxy  and planner  within the test

function to ensure they pick up our test_config_list  which is crucial for

using the mocked LLM.

1. 

◦ 

◦ 

2. 
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initiate_chat : We run a full conversation just like in the debug example.

Assertions: We check the user_proxy.chat_messages[manager][-1]

['content']  (the last message in the conversation) for keywords like

"TERMINATE" and "Plan:" to ensure the agents reached the expected

outcome.

To run this: 1. Save the code as test_autogen_agents.py . 2. Run from your

terminal: pytest test_autogen_agents.py

This test verifies that our agents can successfully plan a task given a specific

prompt, without relying on actual LLM calls.

5. Debugging and Testing with CrewAI

CrewAI offers a verbose  setting that provides excellent insights into the agent's

thought process and task execution.

First, ensure you have CrewAI installed:

pip install crewai==0.28.8 langchain-openai==0.1.1 # As of 2026-03-20

(Note: crewai  version 0.28.8  and langchain-openai  version 0.1.1  are stable

as of 2026-03-20. Check for the latest stable versions if needed.)

Create a file crewai_debug.py :

3. 

4. 
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# crewai_debug.py
import os
from crewai import Agent, Task, Crew, Process
from langchain_openai import ChatOpenAI
import logging

# --- Setup Logging ---
logging.basicConfig(level=logging.INFO, format='%(asctime)s - %(name)s - %
(levelname)s - %(message)s')
logger = logging.getLogger(__name__)

# --- Environment Variable Check ---
if not os.getenv("OPENAI_API_KEY"):

logger.error("OPENAI_API_KEY environment variable not set. CrewAI will 
likely fail without it.")

exit("Please set the OPENAI_API_KEY environment variable.")

# --- LLM Setup ---
# Using gpt-4o as of 2026-03-20
# CrewAI can pick up the model from this env var, or you can pass it 
explicitly.
os.environ["OPENAI_MODEL_NAME"] = "gpt-4o"

# --- Define Agents ---
researcher = Agent(

role='Senior Research Analyst',
goal='Uncover critical insights about the tech industry',
backstory="""You are a Senior Research Analyst at a leading tech firm.

    Your expertise lies in identifying emerging trends and market shifts.""",
verbose=True, # CRITICAL for debugging: shows agent's thought process
allow_delegation=False,
llm=ChatOpenAI(model="gpt-4o", temperature=0)

# Explicitly set LLM for this agent
)

writer = Agent(
role='Content Strategist',
goal='Craft compelling narratives from research findings',
backstory="""You are a Content Strategist, skilled in transforming complex 

data
    into engaging and easy-to-understand reports.""",

verbose=True, # CRITICAL for debugging
allow_delegation=False,
llm=ChatOpenAI(model="gpt-4o", temperature=0)

)

# --- Define Tasks ---
research_task = Task(

description="Analyze the latest trends in AI and cloud computing.",
expected_output="A concise summary of 3-5 key trends in AI and cloud 

computing.",
agent=researcher

)

write_report_task = Task(
description="Write a short report (2-3 paragraphs) based on the research 

findings.",
expected_output="A well-structured 2-3 paragraph report summarizing AI and 

cloud trends.",
agent=writer

)
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# --- Form the Crew ---
tech_crew = Crew(

agents=[researcher, writer],
tasks=[research_task, write_report_task],
process=Process.sequential,
verbose=True, # CRITICAL for debugging: shows overall crew execution

)

# --- Run the Crew ---
if __name__ == "__main__":

print("--- Running CrewAI Agent System ---")

# Kick off the crew's work
result = tech_crew.kickoff()
print("\n--- CrewAI Execution Result ---")
print(result)

Explanation:

verbose=True : This is the primary debugging mechanism in CrewAI.

Setting verbose=True  on individual Agent  objects makes the agent

print its thought process, tool usage, and reasoning before executing

actions. This is incredibly helpful for understanding why an agent made

a decision.

Setting verbose=True  on the Crew  object itself shows the overall

flow, task execution, and agent handoffs.

Explicit LLM: We explicitly set llm=ChatOpenAI(...)  for each agent. This

ensures consistency and makes it clear which LLM is being used.

Task expected_output : While not strictly for debugging, defining clear 

expected_output  for tasks helps agents stay on track and provides a

strong basis for testing.

To run this: 1. Save the code as crewai_debug.py . 2. Set your 

OPENAI_API_KEY  environment variable. 3. Run from your terminal: python

crewai_debug.py

You'll see a wealth of output, including each agent's "thought" process,

observations, and decisions, making it much easier to pinpoint where a workflow

might go awry.

6. Testing a CrewAI Task

Testing CrewAI often involves verifying the output of a task or the final result of a

crew.

Create a file test_crewai_tasks.py :

1. 

◦ 

◦ 

2. 

3. 
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# test_crewai_tasks.py
import pytest
import os
from unittest.mock import patch, MagicMock
from crewai import Agent, Task, Crew, Process
from langchain_openai import ChatOpenAI

# --- Mock LLM for CrewAI ---
@pytest.fixture
def mock_crewai_llm():

"""Fixture to mock the LLM calls within CrewAI agents."""
# Patch the 'invoke' method of ChatOpenAI instances.
with patch('langchain_openai.chat_models.ChatOpenAI.invoke') as

mock_invoke:
def side_effect(*args, **kwargs):

# Simulate LLM response based on prompt content
message_content = kwargs.get('messages', [])[-1].content if

kwargs.get('messages') else ""

if "latest trends in AI and cloud computing" in message_content:
response_text = "AI trends: Gen AI, Edge AI. Cloud trends: 

Serverless, Hybrid Cloud. TERMINATE"
elif "write a short report" in message_content:

response_text =
"Report: Generative AI and Edge AI are booming. Cloud computing is evolving 
with serverless architectures and hybrid cloud solutions. These trends are 
shaping the future. TERMINATE"

else:
response_text = "Mocked LLM response. TERMINATE"

mock_response = MagicMock()
mock_response.content = response_text
mock_response.tool_calls = [] # No tool calls in this simple mock
return mock_response

mock_invoke.side_effect = side_effect
yield mock_invoke

def test_crewai_research_task(mock_crewai_llm):
"""Test the research task in isolation."""
# Define agent and task specifically for this test
researcher = Agent(

role='Test Research Analyst',
goal='Uncover specific test insights',
backstory="You are a test researcher.",
verbose=False, # Turn off verbose for cleaner test output
allow_delegation=False,
llm=ChatOpenAI(model="gpt-4o", temperature=0) # LLM will be mocked by 

the fixture
)

research_task = Task(
description="Analyze the latest trends in AI and cloud computing.",
expected_output="A concise summary of 3-5 key trends.",
agent=researcher

)

# Execute the task
result = research_task.execute()

# Assertions
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assert "AI trends:" in result
assert "Cloud trends:" in result
assert "Gen AI" in result
assert "Serverless" in result

def test_crewai_full_crew_execution(mock_crewai_llm):
"""Test the full crew execution and final report."""
# Define agents
researcher = Agent(

role='Test Research Analyst',
goal='Uncover specific test insights',
backstory="You are a test researcher.",
verbose=False,
allow_delegation=False,
llm=ChatOpenAI(model="gpt-4o", temperature=0) # LLM will be mocked

)

writer = Agent(
role='Test Content Strategist',
goal='Craft test narratives',
backstory="You are a test writer.",
verbose=False,
allow_delegation=False,
llm=ChatOpenAI(model="gpt-4o", temperature=0) # LLM will be mocked

)

# Define tasks
research_task = Task(

description="Analyze the latest trends in AI and cloud computing.",
expected_output="A concise summary of 3-5 key trends in AI and cloud 

computing.",
agent=researcher

)

write_report_task = Task(
description="Write a short report (2-3 paragraphs) based on the 

research findings.",
expected_output="A well-structured 2-3 paragraph report summarizing AI 

and cloud trends.",
agent=writer

)

# Form the Crew
tech_crew = Crew(

agents=[researcher, writer],
tasks=[research_task, write_report_task],
process=Process.sequential,
verbose=False,

)

# Kick off the crew's work
result = tech_crew.kickoff()

# Assertions for the final report
assert "Report:" in result
assert "Generative AI and Edge AI are booming." in result
assert "Cloud computing is evolving with serverless architectures" in resul

t
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Explanation:

mock_crewai_llm  Fixture: Similar to AutoGen, we use 

unittest.mock.patch  to mock ChatOpenAI.invoke . This allows us to

control the LLM's responses and ensure deterministic test results.

test_crewai_research_task : This is a unit test for a single Task . We

create the Agent  and Task  and then call research_task.execute() . This

helps isolate potential issues in individual tasks.

test_crewai_full_crew_execution : This is an integration/E2E test for the

entire Crew . We define all agents and tasks, then call 

tech_crew.kickoff() .

Assertions: We use assert  to check for key phrases in the result  of both

the single task and the full crew. This validates that the agents produced the

expected information.

To run this: 1. Save the code as test_crewai_tasks.py . 2. Run from your

terminal: pytest test_crewai_tasks.py

These tests provide confidence that your CrewAI agents are performing their

tasks and collaborating correctly.

7. Debugging and Testing with Semantic Kernel

Semantic Kernel (SK) integrates well with standard Python logging and offers

flexible ways to mock LLM services for testing.

First, ensure you have Semantic Kernel installed:

pip install semantic-kernel==0.9.1b1 # As of 2026-03-20

(Note: semantic-kernel  version 0.9.1b1  is a pre-release as of 2026-03-20,

reflecting its rapid development. Always verify the latest stable version if

available. This example uses the beta version for modern features.)

Debugging with Logging: Semantic Kernel

Semantic Kernel's Kernel  object can be configured to produce detailed logs

about prompt rendering, function calls, and LLM interactions.

Create a file sk_debug.py :

1. 

2. 

3. 

4. 
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# sk_debug.py
import os
import logging
from semantic_kernel import Kernel
from semantic_kernel.connectors.ai.open_ai import OpenAICompletion, OpenAIChatC
ompletion
from semantic_kernel.functions import kernel_function

# --- Setup Logging ---
# Configure SK's internal logging to be verbose
logging.basicConfig(level=logging.DEBUG, format='%(asctime)s - %(name)s - %
(levelname)s - %(message)s')
logger = logging.getLogger(__name__)

# --- Environment Variable Check ---
if not os.getenv("OPENAI_API_KEY"):

logger.error("OPENAI_API_KEY environment variable not set. Semantic Kernel 
will likely fail without it.")

exit("Please set the OPENAI_API_KEY environment variable.")

# --- Define a simple skill for demonstration ---
class MathSkill:

@kernel_function(
description="Adds two numbers together.",
name="Add",
parameters=[

{"name": "input", "description": "The first number to add",
"type": "string", "required": True},

{"name": "number2", "description": "The second number to add", "typ
e": "string", "required": True},

],
)
def add(self, input: str, number2: str) -> str:

logger.info(f"MathSkill.Add called with input='{input}', number2='{numb
er2}'")

try:
result = float(input) + float(number2)
return str(result)

except ValueError:
logger.error(f"Invalid input for MathSkill.Add: '{input}', '{number

2}'")
return "Error: Invalid numbers provided."

# --- Initialize Kernel and LLM ---
async def main():

kernel = Kernel()

# Add the OpenAI chat completion service
# Using gpt-4o as of 2026-03-20
kernel.add_service(

OpenAIChatCompletion(
service_id="default",
ai_model_id="gpt-4o",
api_key=os.getenv("OPENAI_API_KEY"),

),
)

# Import the custom skill
kernel.import_plugin_from_object(MathSkill(), plugin_name="MyMath")

# Define a prompt function that uses the skill
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prompt_template = """
    You are a helpful assistant.
    User query: {{ $input }}

    If the query involves adding two numbers, use the MyMath.Add skill.
    Otherwise, answer generally.
    """

math_assistant_function = kernel.create_function_from_prompt(
prompt_template=prompt_template,
function_name="MathAssistant",
plugin_name="MyAssistant",
description="A math assistant that can add numbers or answer general 

questions."
)

print("--- Running Semantic Kernel Agent ---")

# Example 1: Query that should use the MathSkill
query1 = "What is 15 plus 7?"
print(f"\nQuery: '{query1}'")
# Using invoke_prompt_async for simpler calls, but planner would be used 

for complex chains
# For a simple prompt function with tool calling, invoke_prompt_async is 

sufficient.
result1 = await kernel.invoke_prompt_async(

prompt=prompt_template,
variables={"input": query1},
function_call_behavior=kernel.auto_function_request(), # Enable auto-

tool calling
)
print(f"SK Response: {result1}")

# Example 2: General query
query2 = "Tell me a fun fact about space."
print(f"\nQuery: '{query2}'")
result2 = await kernel.invoke_prompt_async(

prompt=prompt_template,
variables={"input": query2},
function_call_behavior=kernel.auto_function_request(),

)
print(f"SK Response: {result2}")

if __name__ == "__main__":
import asyncio
asyncio.run(main())

Explanation:

Logging Setup: We configure the root logger to DEBUG  level. This allows

Semantic Kernel's internal components to emit detailed logs, including

prompt construction, function calling, and LLM responses.

@kernel_function : We define a simple MathSkill  with an Add  function.

The @kernel_function  decorator makes it discoverable by the kernel. We

add logger.info  inside the skill to trace its execution.

1. 

2. 
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Kernel Initialization: We initialize the Kernel  and add 

OpenAIChatCompletion  service, retrieving the API key from environment

variables for security.

Plugin Import: Our MathSkill  is imported into the kernel as a plugin

named "MyMath".

Prompt Function with Tool Calling: We create a prompt function 

MathAssistant  that explicitly tells the LLM to use the MyMath.Add  skill if

appropriate. kernel.auto_function_request()  is crucial for enabling the

LLM to call the defined skills.

invoke_prompt_async : We use invoke_prompt_async  to run our queries.

The detailed logs will show whether the LLM decided to call the Add  skill,

what arguments it passed, and the skill's return value.

To run this: 1. Save the code as sk_debug.py . 2. Set your OPENAI_API_KEY

environment variable. 3. Run from your terminal: python sk_debug.py

You'll observe detailed logs showing the kernel's internal workings, the LLM's

thought process (if it decides to call a tool), and the execution of your 

MathSkill.Add  function.

Testing with Semantic Kernel: Mocking LLM Calls

To make tests deterministic and avoid API costs, we can mock the LLM service

that Semantic Kernel uses. SK allows you to add custom AI services, which we can

leverage for mocking.

Create a file test_sk_skills.py :

3. 

4. 

5. 

6. 
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# test_sk_skills.py
import pytest
import os
import asyncio
from unittest.mock import MagicMock
from semantic_kernel import Kernel
from semantic_kernel.connectors.ai.open_ai import OpenAIChatCompletion
from semantic_kernel.functions import kernel_function
from semantic_kernel.connectors.ai.chat_completion_client_base import ChatCompl
etionClientBase
from semantic_kernel.contents.chat_history import ChatHistory
from semantic_kernel.contents.chat_message_content import ChatMessageContent

# --- Define the MathSkill (same as in sk_debug.py) ---
class MathSkill:

@kernel_function(
description="Adds two numbers together.",
name="Add",
parameters=[

{"name": "input", "description": "The first number to add",
"type": "string", "required": True},

{"name": "number2", "description": "The second number to add", "typ
e": "string", "required": True},

],
)
def add(self, input: str, number2: str) -> str:

try:
result = float(input) + float(number2)
return str(result)

except ValueError:
return "Error: Invalid numbers provided."

# --- Mock Chat Completion Service ---
# We'll create a custom mock class that mimics the ChatCompletionClientBase 
interface.
class MockChatCompletion(ChatCompletionClientBase):

def __init__(self, mock_responses: dict):
self._mock_responses = mock_responses
self._calls = [] # To record calls for assertion

async def get_chat_message_contents(
self, chat_history: ChatHistory, settings=None, **kwargs

) -> list[ChatMessageContent]:
# Extract the last user message to determine the mock response
last_user_message = ""
for message in chat_history.messages:

if message.role.value == "user":
last_user_message = message.content

self._calls.append(last_user_message) # Record the call

# Check if the prompt suggests tool calling or general response
if "MyMath.Add" in last_user_message and "15" in last_user_message and

"7" in last_user_message:
# Simulate LLM deciding to call the tool
response_content = '{"tool_calls": [{"id": "call_123", "type": 

"function", "function": {"name": "MyMath-Add", "arguments": "{\\"input\\": \\"1
5\\", \\"number2\\": \\"7\\"}"}}]}'

elif "fun fact" in last_user_message:
response_content = "Mock fun fact about space: It's big! TERMINATE"

else:
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response_content = "Mock general response. TERMINATE"

return [ChatMessageContent(role="assistant", content=response_content)]

async def get_streaming_chat_message_contents(self, chat_history: ChatHisto
ry, settings=None, **kwargs):

# Not implemented for this test, but would yield ChatMessageContent
yield ChatMessageContent(role="assistant", content="Mock streaming 

response.")

# --- Pytest fixture to provide a mocked kernel ---
@pytest.fixture
async def mocked_kernel():

kernel = Kernel()

# Instantiate our mock chat completion service
mock_service = MockChatCompletion(mock_responses={})
kernel.add_service(mock_service, service_id="mock_chat")

# Import the real MathSkill
kernel.import_plugin_from_object(MathSkill(), plugin_name="MyMath")

# Define the prompt function using the mock service
prompt_template = """

    You are a helpful assistant.
    User query: {{ $input }}

    If the query involves adding two numbers, use the MyMath.Add skill.
    Otherwise, answer generally.
    """

math_assistant_function = kernel.create_function_from_prompt(
prompt_template=prompt_template,
function_name="MathAssistant",
plugin_name="MyAssistant",
description="A math assistant that can add numbers or answer general 

questions.",
ai_service_id="mock_chat" # Crucially, tell it to use our mock service

)

yield kernel, mock_service
# Yield both the kernel and the mock service for assertions

# Cleanup if necessary (not strictly needed for this mock)

@pytest.mark.asyncio
async def test_sk_math_skill_invocation(mocked_kernel):

"""Test if Semantic Kernel correctly invokes the MathSkill."""
kernel, mock_service = mocked_kernel

query = "What is 15 plus 7?"
result = await kernel.invoke_prompt_async(

prompt="User query: {{ $input }}", # Only pass the user query, the 
prompt function handles the rest

variables={"input": query},
function_call_behavior=kernel.auto_function_request(),
ai_service_id="mock_chat" # Ensure this specific call uses the mock

)

# Assert that the MathSkill was called and returned the correct value
# The MockChatCompletion simulates the LLM outputting a tool call for 

MyMath.Add
# The kernel then executes the real MathSkill.Add, and its output is 
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returned.
assert result == "22.0" # Expected output from MathSkill.Add

@pytest.mark.asyncio
async def test_sk_general_response(mocked_kernel):

"""Test if Semantic Kernel provides a general response when no skill is 
needed."""

kernel, mock_service = mocked_kernel

query = "Tell me a fun fact about space."
result = await kernel.invoke_prompt_async(

prompt="User query: {{ $input }}",
variables={"input": query},
function_call_behavior=kernel.auto_function_request(),
ai_service_id="mock_chat"

)

# Assert the mocked general response
assert "Mock fun fact about space" in str(result)

Explanation:

MockChatCompletion : This custom class inherits from 

ChatCompletionClientBase , which is the interface SK uses for its chat

completion services.

It has an _mock_responses  dictionary (though not fully used in this

simple example, it's good practice) and a _calls  list to track what

messages were sent to it.

The crucial get_chat_message_contents  method intercepts LLM calls.

We simulate the LLM's response based on the input prompt. If it

detects keywords related to MyMath.Add , it returns a string that 

mimics the LLM's function call JSON. Otherwise, it returns a general

mock response.

mocked_kernel  Fixture:

This pytest  fixture creates a Kernel  instance and registers our 

MockChatCompletion  as an AI service with 

service_id="mock_chat" .

It then imports the real MathSkill  and creates the MathAssistant

prompt function.

Crucially, when creating the math_assistant_function , we specify 

ai_service_id="mock_chat"  to ensure it uses our mock.

@pytest.mark.asyncio : Since Semantic Kernel operations are

asynchronous, we use pytest-asyncio  to run our async test functions.

1. 

◦ 

◦ 

2. 

◦ 

◦ 

◦ 

3. 
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test_sk_math_skill_invocation :

We invoke the math_assistant_function  with a math query.

Our MockChatCompletion  intercepts the LLM call and returns a

simulated function call for MyMath.Add .

Semantic Kernel then executes the actual MathSkill.Add  function

with the mocked arguments.

We assert that the result  is "22.0", verifying that the LLM (mocked)

correctly identified the need for the tool, and the tool itself executed

correctly.

test_sk_general_response :

We invoke with a general query.

The mock LLM returns a general response.

We assert that the result contains our mock general response.

To run this: 1. Save the code as test_sk_skills.py . 2. Run from your terminal:

pytest test_sk_skills.py

These tests demonstrate how to isolate and test Semantic Kernel components,

including tool invocation and general responses, by effectively mocking the

underlying LLM.

Mini-Challenge: Instrument Your Own Agent for
Observability

Now it's your turn! Pick an agent workflow you've built in a previous chapter (or

create a new simple one) and apply the DTM principles we've discussed.

Challenge:

Choose a Framework: Select either LangGraph, AutoGen, CrewAI, or

Semantic Kernel.

Add Comprehensive Logging:

Instrument your agent's core components (nodes, agents, tasks, tools,

skills) with logging.info()  or framework-specific verbose  settings.

Ensure your logs capture: inputs, outputs, key decisions, and state

changes.

4. 

◦ 

◦ 

◦ 

◦ 

5. 

◦ 

◦ 

◦ 

1. 

2. 

◦ 

◦ 
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Create a Basic Test Case:

Write a pytest  test file for at least one critical part of your agent (e.g.,

a specific tool, an agent's response to a query, or a sub-workflow).

Crucially, mock any external LLM calls or API interactions to

make your test deterministic and fast.

Use assert  statements to verify expected behavior or output

characteristics.

Run and Observe: Execute your agent with the logging enabled, and then

run your tests.

Hint: Start small! Don't try to log every single variable. Focus on the decision

points and data transformations. For testing, pick the most deterministic part of

your agent first.

What to Observe/Learn:

How does adding logging immediately clarify the agent's execution path and

reasoning?

How much easier is it to pinpoint where an unexpected behavior might

originate when you have detailed logs?

How does mocking LLM calls simplify testing and make your tests run faster

and more reliably?

What kinds of assertions are most useful for testing non-deterministic AI

outputs (e.g., checking for keywords, structure, or successful tool calls,

rather than exact strings)?

Common Pitfalls & Troubleshooting

Even with good DTM practices, AI agents can be tricky. Here are some common

pitfalls:

Over-reliance on LLM "Magic": Assuming the LLM will "figure it out"

without explicit instructions, robust tools, or validation.

Troubleshooting: Break down complex reasoning into smaller, tool-

assisted steps. Add explicit validation logic for LLM outputs (e.g., check if a

JSON response is valid). 2. Neglecting Intermediate Logging: Only

logging the start and end of a complex workflow.

Troubleshooting: Log inputs and outputs at every significant step (each

node, each tool call, each agent interaction, each skill execution). This

3. 

◦ 

◦ 

◦ 

4. 

• 

• 

• 

• 

1. 

• 

• 
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"breadcrumbing" is vital for understanding multi-step failures. 3. Difficulty

Reproducing Non-Deterministic Failures: An agent works 95% of the

time, but fails sporadically in production.

Troubleshooting: Log the exact prompts sent to the LLM and the exact

responses received. When a failure occurs, try to replay that specific prompt/

response sequence in a controlled environment (using mocks). Implement

retry mechanisms for transient LLM errors. 4. Ignoring Token Usage and

Cost in Monitoring: Only focusing on functional correctness.

Troubleshooting: Integrate token usage tracking into your monitoring

dashboards. Set up alerts for unexpected cost spikes. Optimize prompts for

conciseness and consider caching LLM responses for common queries. 5. 

Brittle Prompts in Tests: Writing tests that break with minor, acceptable

changes in LLM output (e.g., asserting an exact sentence match).

Troubleshooting: Test for characteristics of the output (keywords, presence

of certain data, valid JSON structure, successful tool execution) rather than

pixel-perfect string matches. Use in  checks or regular expressions if

needed.

Summary

Phew! You've navigated the complex world of debugging, testing, and monitoring

AI agent systems. Let's recap the key takeaways:

DTM is paramount for building reliable and trustworthy AI agents,

especially given the non-deterministic nature of LLMs and the complexity of

multi-agent interactions.

Comprehensive Logging and Tracing are your best friends for

debugging. Instrument every significant step of your agent's workflow to

understand its internal state and decision-making process.

Observability Platforms like LangSmith offer visual traces and metrics

that dramatically simplify debugging and performance analysis.

The Testing Pyramid (Unit, Integration, E2E) provides a structured

approach to building confidence in your agent's behavior.

Mocking LLM calls and external tools is crucial for creating fast,

deterministic, and reliable tests.

Golden Datasets are essential for E2E and regression testing, validating

that your agent performs as expected for key scenarios.

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Monitoring production agents for latency, token usage, error rates, and

user feedback ensures continuous performance and improvement.

Common pitfalls like over-relying on LLM "magic" or neglecting

intermediate logging can be avoided with diligent DTM practices.

By embracing these principles, you're not just building smart agents; you're

building dependable agents. This is a crucial step towards deploying robust AI

solutions in the real world.

In the next chapter, we'll explore deployment strategies and how to get your

reliable agent systems into production, ready to serve users!
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CHAPTER 06

Framework Face-Off: Choosing
the Right Agentic Architecture

Introduction: Navigating the Agentic Landscape

Welcome back, intrepid AI architects! In previous chapters, we've explored the

foundational concepts of AI agents: their ability to perceive, plan, act, and

leverage tools and memory to achieve complex goals. We've seen how a single

agent can tackle a task, but the real power often emerges when multiple

specialized agents collaborate.

As of March 20, 2026, the AI agent ecosystem is vibrant and rapidly evolving,

offering a diverse array of frameworks designed to streamline the development of

these sophisticated systems. This chapter is your guide to navigating this exciting

landscape. We'll embark on a "framework face-off," comparing some of the most

prominent agentic architectures: LangGraph, AutoGen, CrewAI, and Semantic

Kernel.

Our goal isn't just to list features, but to help you understand the core

philosophies, architectural patterns, strengths, and ideal use cases for each. By

the end of this chapter, you'll be equipped with the knowledge to confidently

choose the right agentic framework for your next multi-agent application,

ensuring your project is built on a solid and suitable foundation. Ready to become

a master agent orchestrator? Let's dive in!

Core Concepts: What Makes an Agentic Framework
Tick?

Before we pit frameworks against each other, let's quickly recap the essential

components that any robust agentic framework must address, and which will

serve as our comparison criteria:

Orchestration Pattern: How do agents interact and coordinate? Is it a

predefined graph, a free-form conversation, a task-driven crew, or a planner-

driven sequence?

State Management: How is the progress and context of a multi-step

workflow tracked and maintained across agent interactions?

1. 

2. 
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Tool Usage/Function Calling: How easily can agents integrate and use

external functions, APIs, or custom code to perform actions beyond their LLM

capabilities?

Memory Management: How do agents retain information from past

interactions (short-term) and access persistent knowledge (long-term)?

Ease of Use & Development Experience: How quickly can you get

started? How steep is the learning curve for complex scenarios?

Extensibility & Flexibility: How easy is it to customize agent behavior,

integrate new LLMs, or swap out components?

Community & Ecosystem: How active is the community? What resources

(docs, examples) are available?

Understanding these criteria will help us dissect each framework's unique

approach.

The Underlying Principles of Agentic AI

Before we delve into specific frameworks, let's solidify our understanding of the

fundamental principles that power all intelligent agents. These principles, often

inspired by cognitive science, guide how agents interact with their environment

and achieve their goals.

1. Goal-Oriented Behavior

At its core, an AI agent is designed to achieve specific goals. Whether it's

answering a question, generating code, or making a financial recommendation,

every action an agent takes is ultimately directed towards fulfilling its objective.

This goal-oriented nature distinguishes agents from simple chatbots or single-turn

LLM calls. The framework you choose will provide mechanisms to define these

goals and track progress towards them.

2. Perception-Action Loop

Agents operate within a continuous cycle:

Perception: The agent observes its environment. This could be reading

user input, fetching data from a tool, or receiving messages from other

agents.

Reasoning/Planning: Based on its perception and internal state, the agent

processes the information, updates its understanding, and plans its next

action. This is often where the LLM's intelligence comes into play, deciding 

what to do next.

3. 

4. 

5. 

6. 

7. 

• 

• 
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Action: The agent executes the planned action. This might involve calling a

tool, generating a response, or sending a message to another agent.

Feedback: The environment changes as a result of the action, which then

feeds back into the next perception phase, closing the loop.

This loop allows agents to adapt and course-correct, making them dynamic

problem-solvers. Different frameworks implement this loop with varying degrees

of explicitness and control.

3. Planning and Strategic Thinking

Complex goals rarely have a single, direct path to completion. Agents often need

to break down large goals into smaller, manageable sub-goals and sequence

actions strategically. This is where planning comes in:

Task Decomposition: Breaking a complex problem into smaller,

interdependent tasks.

Action Selection: Choosing the most appropriate tool or internal thought

process for each sub-task.

Sequencing: Determining the order in which actions should be performed.

Conditional Logic: Adapting the plan based on intermediate results or

environmental changes.

Frameworks provide different ways to facilitate this planning, from explicit state

machine definitions (like LangGraph) to emergent planning through conversation

(like AutoGen) or dedicated planner components (like Semantic Kernel).

4. Memory and Context Management

To engage in multi-step interactions and learn from experience, agents need

memory:

Short-Term Memory (Context): This is the immediate context of the

current interaction, often the conversation history with an LLM. It's crucial

for maintaining coherence and relevance.

Long-Term Memory (Knowledge Base): This refers to persistent

information, facts, or past experiences that the agent can retrieve and

leverage across different sessions or tasks. This often involves vector

databases and retrieval-augmented generation (RAG).

Effective memory management prevents agents from "forgetting" crucial

information and allows them to build on past interactions.

• 

• 

• 

• 

• 

• 

• 

• 
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5. Tool Usage and External Interaction

The world of AI agents extends far beyond just text generation. Agents become

truly powerful when they can interact with the real world through tools:

Function Calling: The ability of an LLM to identify when a function needs to

be called and to generate the correct parameters to call it.

API Integration: Connecting to external services, databases, or web

resources.

Code Execution: Running local code to perform calculations, data

manipulation, or system commands.

Tools enable agents to gather up-to-date information, perform precise

computations, and execute actions that impact the external environment.

These principles form the bedrock of agentic AI. As we explore each framework,

observe how they provide different abstractions and mechanisms to implement

these core ideas.

The Contenders: A Quick Overview

Let's meet our frameworks, each bringing a distinct flavor to agent orchestration.

Note that specific version numbers can vary rapidly, but as of early 2026, these

are the generally stable and recommended installation methods:

LangGraph (Part of LangChain): A library for building robust and stateful

multi-actor applications with LLMs, inspired by state machines.

Installation: pip install langgraph langchain_openai  (ensure 

langchain  is also installed, usually pulled as a dependency).

AutoGen (Microsoft Research): Enables the development of multi-agent

conversations with customizable and conversational agents.

Installation: pip install pyautogen openai

CrewAI: Focuses on creating crews of AI agents that collaborate on complex

tasks, emphasizing roles, tasks, and process management.

Installation: pip install crewai crewai_tools openai

Semantic Kernel (Microsoft): A lightweight SDK that lets you easily

combine AI services with conventional programming languages, with a

strong emphasis on "planners" and "skills."

Installation: pip install semantic-kernel openai  (for Python, also

supports C#).

• 

• 

• 

• 

• 

• 

• 
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• 
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Framework Deep Dive: Architectures and Strengths

Now, let's explore each framework in more detail, highlighting their unique

architectural patterns, ideal use cases, and specific considerations for prompt

engineering and tool design.

1. LangGraph: State Machines for Structured Workflows

Core Philosophy: LangGraph, an extension of LangChain, is built around the

concept of creating stateful, cyclic graphs for agentic workflows. Think of it like

defining a finite state machine where each node in the graph represents an agent,

a tool call, or a decision point, and edges define transitions between these states.

This provides a highly deterministic and auditable flow, excellent for complex,

iterative processes.

Orchestration Pattern: Graph-based. You explicitly define the flow using nodes

and edges. This allows for highly deterministic and auditable workflows, including

loops for iterative refinement or conditional branching.

State Management: Its strength lies in its explicit state management. The

graph's state is passed between nodes, allowing agents to react to the evolving

context. This makes it excellent for workflows requiring precise control over

information flow and iterative processes. You define a State  object (often a 

TypedDict ) that holds all the relevant information for your workflow.

Tool Usage/Function Calling: Seamlessly integrates with LangChain's extensive

tool ecosystem, allowing agents to call external functions, APIs, or other custom

tools defined as part of a LangChain Runnable . Tools are typically defined as

Python functions decorated with @tool  or by inheriting from BaseTool .

Memory Management: Leverages LangChain's memory modules. You can

integrate various memory types (e.g., ConversationBufferMemory , 

VectorStoreRetrieverMemory ) into your graph's state or as part of a specific

agent's configuration within a node.

Prompt Engineering in LangGraph: Prompts in LangGraph are typically

defined within the Runnable  (e.g., ChatPromptTemplate ) that an LLM node

executes. Since the state is explicit, you can design prompts to directly reference

and utilize specific parts of the current graph state. For example, if your state

contains current_task  and previous_output , your prompt can guide the LLM

to use these specific variables for its reasoning. Clarity and explicit instruction are

key, as the LLM's role is often to process inputs from the state and update it.
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Tool Design in LangGraph: Tools are standard LangChain tools. When designing

them, ensure they are atomic, have clear descriptions, and well-defined input

schemas. The LLM agent within a LangGraph node will use these descriptions to

decide when and how to call a tool. The output of a tool call will then typically

update the graph's state for subsequent nodes to use.

Pros:

High Control: Offers granular control over workflow logic, state transitions,

and loops.

Determinism: Easier to debug and reason about complex, multi-step

processes.

Flexibility: Can model almost any workflow, from simple sequences to

complex, self-correcting loops.

LangChain Ecosystem: Benefits from LangChain's rich set of integrations

(LLMs, tools, retrievers).

Cons:

Steeper Learning Curve: Defining graphs and state transitions can be

more complex than simpler, declarative approaches.

Boilerplate: Can require more code for simple linear workflows compared

to other frameworks.

Ideal Use Cases: * Complex, multi-step data processing pipelines. * Workflows

requiring iterative refinement (e.g., code generation and testing loops). *

Autonomous agents needing precise control over their decision-making process. *

Systems where auditability and clear flow visualization are critical.

Visualizing a LangGraph Workflow

Imagine an agent that generates code, tests it, and refines it if tests fail. This

iterative process is perfectly suited for LangGraph:

• 

• 

• 

• 

• 

• 
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Figure 11.1: A simplified LangGraph workflow for iterative code generation and

testing.

LangGraph Step-by-Step Example: Simple Stock Analysis

Let's build a small LangGraph workflow that fetches stock information and then

summarizes it.

First, ensure you have the necessary libraries installed and your OpenAI API key

set up:
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pip install langgraph==0.0.30 langchain_openai==0.1.10 pydantic==2.7.1
# Ensure you have your OpenAI API key set as an environment variable:
# export OPENAI_API_KEY="YOUR_API_KEY"

Now, let's create our LangGraph application. We'll start by defining our graph's

state and a simple tool.

Step 1: Define the Graph State The AgentState  defines what information our

graph will carry and update as it executes.

# filename: langgraph_example.py
from typing import TypedDict, Annotated, List
from langchain_core.messages import BaseMessage
from langgraph.graph import StateGraph, END
from langchain_openai import ChatOpenAI
from langchain_core.tools import tool
import os

# Set up OpenAI LLM
llm = ChatOpenAI(model="gpt-4o", temperature=0)

# 1. Define the graph state
class AgentState(TypedDict):

"""
    Represents the state of our graph.
    - messages: A list of messages passed between nodes.
    - stock_data: Stores fetched stock information.
    - summary: Stores the LLM's summary of the stock.
    """

messages: Annotated[List[BaseMessage], lambda x, y: x + y]
stock_data: str
summary: str
user_query: str # To hold the initial query

Explanation: - AgentState  is a TypedDict  that defines the schema for our

graph's state. - messages : A list of LangChain BaseMessage  objects, useful for

conversational context. The Annotated  type with a lambda function ensures new

messages are appended. - stock_data : A string to store the raw data fetched by

our tool. - summary : A string to store the LLM-generated summary. - user_query :

To hold the initial request for context.

Step 2: Define a Tool We'll create a dummy tool to simulate fetching stock data.

In a real application, this would call a financial API.
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# Add to langgraph_example.py
@tool
def get_stock_info(ticker: str) -> str:

"""Fetches dummy stock information for a given ticker symbol."""
if ticker.upper() == "AAPL":

return "AAPL: Apple Inc. is a tech giant. Current price: $170. Market 
Cap: $2.6T. P/E Ratio: 28. Recent news: Strong Q4 earnings, new Vision Pro 
launch."

elif ticker.upper() == "GOOG":
return "GOOG: Alphabet Inc. (Google) is a multinational tech company. 

Current price: $155. Market Cap: $1.9T. P/E Ratio: 25. Recent news: AI 
advancements, regulatory scrutiny."

else:
return f"No detailed info for {ticker}. Assume basic info: Price $100, 

Market Cap $100B."

# List of tools available to agents
tools = [get_stock_info]

Explanation: - The @tool  decorator from langchain_core.tools  turns our 

get_stock_info  function into a LangChain-compatible tool. - It takes a ticker

and returns a string with simulated stock data. - tools  list holds our available

tools.

Step 3: Define Graph Nodes Each node in our graph will perform a specific

action.

# Add to langgraph_example.py
from langchain_core.prompts import ChatPromptTemplate
from langchain_core.runnables import RunnableLambda

# Node 1: Fetch Stock Data
def fetch_stock_node(state: AgentState) -> AgentState:

"""
    Fetches stock data using the get_stock_info tool based on the user query.
    """

print(f"\n--- Entering Fetch Stock Node ---")
user_query = state["user_query"]
# Simple regex to extract ticker, or more sophisticated parsing in a real 

app
import re
match = re.search(r'\b([A-Z]{2,5})\b', user_query)

# Look for 2-5 uppercase letters
ticker = match.group(1) if match else "AAPL"

# Default to AAPL if no ticker found

print(f"Attempting to fetch data for ticker: {ticker}")
stock_info = get_stock_info.invoke({"ticker": ticker})
print(f"Fetched stock data: {stock_info[:50]}...") # Print first 50 chars

return {"stock_data": stock_info, "messages": []}
# Clear messages for next step context
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Explanation: - fetch_stock_node  is a function that takes the current 

AgentState  as input. - It extracts a ticker from the user_query  (a simple regex

for demonstration). - It invokes our get_stock_info  tool with the extracted

ticker. - It returns a dictionary to update the AgentState , specifically setting 

stock_data .

# Add to langgraph_example.py
# Node 2: Analyze Stock Data and Summarize
def analyze_stock_node(state: AgentState) -> AgentState:

"""
    Uses an LLM to analyze the fetched stock data and generate a summary.
    """

print(f"\n--- Entering Analyze Stock Node ---")
stock_data = state["stock_data"]
user_query = state["user_query"]

# Prompt for the LLM to summarize the stock data
prompt = ChatPromptTemplate.from_messages([

("system",
"You are an expert financial analyst. Summarize the provided stock data 
concisely and answer the user's original query if applicable."),

("human", f"Original query: {user_query}\n\nStock Data:\n{stock_data}\n
\nProvide a concise summary and answer the original query.")

])

# Create an LLM chain
llm_chain = prompt | llm

print(f"Analyzing stock data with LLM...")
summary_response = llm_chain.invoke({"stock_data": stock_data,

"user_query": user_query})
summary = summary_response.content
print(f"Generated summary: {summary[:100]}...") # Print first 100 chars

return {"summary": summary, "messages": []}

Explanation: - analyze_stock_node  takes AgentState  as input. - It constructs a 

ChatPromptTemplate  using the stock_data  and user_query  from the state. - It

creates an llm_chain  by piping the prompt to our llm . - It invokes the chain to

get a summary and updates the summary  field in the AgentState .

Step 4: Build the Graph Now we connect our nodes with edges to define the

workflow.
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# Add to langgraph_example.py
# 4. Build the graph
workflow = StateGraph(AgentState)

# Add nodes
workflow.add_node("fetch_stock", fetch_stock_node)
workflow.add_node("analyze_stock", analyze_stock_node)

# Set entry point
workflow.set_entry_point("fetch_stock")

# Define edges
workflow.add_edge("fetch_stock", "analyze_stock")
workflow.add_edge("analyze_stock", END)

# Compile the graph
app = workflow.compile()

# 5. Run the graph
print("--- Running LangGraph Example ---")
final_state = app.invoke(

{"user_query": "What's the latest on AAPL?", "stock_data": "", "summary": "
", "messages": []}
)

print("\n--- Final LangGraph Output ---")
print(f"User Query: {final_state['user_query']}")
print(f"Stock Data: {final_state['stock_data']}")
print(f"Summary: {final_state['summary']}")

Explanation: - StateGraph(AgentState)  initializes our graph with the defined

state. - add_node : Registers our functions as nodes in the graph. - 

set_entry_point : Specifies where the graph execution begins. - add_edge :

Connects nodes sequentially. END  signifies the end of the workflow. - compile() :

Finalizes the graph into a runnable application. - app.invoke() : Runs the graph

with an initial state, which includes our user_query .

To run this example, save the code as langgraph_example.py  and execute 

python langgraph_example.py  in your terminal. You'll see the print statements

indicating the flow and the final summarized output.

2. AutoGen: Conversational Agents for Collaborative Problem
Solving

Core Philosophy: AutoGen, developed by Microsoft Research, excels at enabling

multi-agent conversations. Its strength lies in defining agents that can converse

with each other, often simulating human-like collaboration to solve tasks. It

focuses on making agents autonomous and capable of initiating and responding

to messages, including directly executing code.
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Orchestration Pattern: Conversational. Agents exchange messages, execute

code, and respond based on their predefined roles and capabilities. The flow is

less explicitly defined than LangGraph; instead, it emerges from the agents'

interactions.

State Management: Context is primarily managed through the conversation

history. Each agent maintains its own view of the conversation, and the

framework ensures messages are routed appropriately. For more complex state

tracking, agents can be programmed to summarize conversations or store specific

findings in external memory.

Tool Usage/Function Calling: Agents can execute code, call functions, and

even interact with human users directly within the conversation. This is powerful

for dynamic problem-solving where agents might need to try different

approaches. AutoGen agents can be configured to use a "code interpreter" to

execute Python code, or to call pre-registered functions.

Memory Management: Conversation history serves as short-term memory. For

long-term memory, you'd typically integrate external solutions (e.g., vector

databases) that agents can query as part of their conversational turns, often by

defining a tool that accesses this memory.

Prompt Engineering in AutoGen: AutoGen's prompt engineering is centered

around the system_message  provided to each agent. This message defines the

agent's persona, capabilities, and instructions on how to interact. For example, a 

Researcher  agent's system_message  might instruct it to use search tools and

summarize findings, while a Coder  agent's message might tell it to write and test

Python code. The conversational nature means prompts are implicitly built from

the ongoing dialogue.

Tool Design in AutoGen: Tools in AutoGen are typically Python functions that

you register with a UserProxyAgent . When an AssistantAgent  decides it needs

a tool, it will generate a function call in its response, which the UserProxyAgent

then executes on its behalf. Tool descriptions are crucial for the LLM to understand

when and how to use them.

Pros:

Highly Flexible Conversations: Excellent for scenarios where the exact

steps aren't known beforehand and agents need to explore solutions.

Human-Agent Collaboration: Seamlessly integrates human input into

multi-agent workflows.

• 

• 
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Code Execution: Agents can directly execute Python code, making them

powerful for development and data analysis tasks.

Simplicity for Conversational Flows: Relatively easy to set up basic

conversational agents.

Cons:

Less Deterministic: Debugging complex conversational loops can be

challenging due to the emergent nature of interactions.

Context Window Management: Long conversations can quickly hit LLM

context window limits, requiring careful prompt engineering.

Less Structured State: If you need very precise state tracking beyond

conversation history, you might need to build custom solutions.

Ideal Use Cases: * Automated code generation, debugging, and refactoring with

human oversight. * Multi-agent research assistants that discuss findings. *

Complex problem-solving requiring dynamic exploration of solutions. * Interactive

simulations or role-playing scenarios.

Visualizing an AutoGen Conversation

• 

• 

• 

• 

• 
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Figure 11.2: An AutoGen multi-agent conversation flow, including human

interaction and tool usage.

AutoGen Step-by-Step Example: Collaborative Weather Report

Let's create two AutoGen agents: a UserProxyAgent  (representing our human

interaction and tool executor) and an AssistantAgent  (our LLM-powered agent)

to fetch and report weather.

First, install AutoGen and OpenAI:

pip install pyautogen==0.2.22 openai==1.17.1
# Ensure you have your OpenAI API key set as an environment variable:
# export OPENAI_API_KEY="YOUR_API_KEY"

Now, let's define our agents and a tool.

Step 1: Define a Tool Function We'll create a simple Python function that

simulates fetching weather data.

# filename: autogen_example.py
import autogen
import os

# Set up OpenAI LLM configuration
config_list = [

{
"model": "gpt-4o",
"api_key": os.environ.get("OPENAI_API_KEY"),

}
]

# 1. Define a tool function
def get_current_weather(location: str, unit: str = "celsius") -> str:

"""
    Get the current weather in a given location.
    :param location: The city and state, e.g., "San Francisco, CA"
    :param unit: The unit of temperature, e.g., "celsius" or "fahrenheit"
    :return: A string describing the weather.
    """

if "london" in location.lower():
return "It's 10 degrees Celsius and cloudy in London."

elif "new york" in location.lower():
return "It's 20 degrees Fahrenheit and sunny in New York."

else:
return f"Weather data not available for {location}. Try London or New 

York."

Explanation: - get_current_weather  is a regular Python function. AutoGen

agents can call such functions if they are registered. - config_list  is used to

configure the LLM models for AutoGen agents.
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Step 2: Define AutoGen Agents We'll create a UserProxyAgent  to handle tool

execution and a AssistantAgent  to reason and generate responses.

# Add to autogen_example.py
# 2. Define AutoGen agents
# UserProxyAgent: Acts as a proxy for the human user, can execute code/tools
user_proxy = autogen.UserProxyAgent(

name="Admin",
system_message="A human admin. Interact with the Assistant to get weather 

reports. You can execute code.",
human_input_mode="NEVER", # Set to "ALWAYS" or "TERMINATE" for human 

interaction
max_consecutive_auto_reply=10,
is_termination_msg=lambda x: x.get("content", "").rstrip().endswith("TERMIN

ATE"),
code_execution_config={"work_dir": "weather_reports", "use_docker":

False}, # Set to True for sandboxed execution
function_map={"get_current_weather": get_current_weather}, # Register the 

tool
)

# AssistantAgent: An LLM-based agent that can write code or call functions
assistant = autogen.AssistantAgent(

name="Weather_Reporter",
llm_config={"config_list": config_list},
system_message="You are a helpful AI assistant that can fetch weather 

information using the provided tools. "
"When you have the weather, present it clearly and ask if 

there's anything else needed. "
"Reply TERMINATE when the task is done and you have 

provided the answer.",
)

Explanation: - user_proxy : - system_message : Defines its role. - 

human_input_mode="NEVER" : For fully automated execution. Change to 

"ALWAYS"  to prompt the user for input. - is_termination_msg : A lambda

function to determine when the conversation should end. - 

code_execution_config : Allows the agent to execute code; work_dir  specifies

where temporary files go. - function_map : Crucially, this registers our 

get_current_weather  function as a tool available to the assistant  agent.

- assistant : - llm_config : Specifies the LLM model to use. - system_message :

Guides the LLM's behavior, persona, and how to use tools.

Step 3: Initiate the Conversation We start the conversation by sending a

message from the user_proxy  to the assistant .
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# Add to autogen_example.py
# 3. Initiate the conversation
print("\n--- Running AutoGen Example ---")
user_proxy.initiate_chat(

assistant,
message="What's the weather like in London and New York?",

)
print("\n--- AutoGen Conversation Ended ---")

Explanation: - user_proxy.initiate_chat()  starts the multi-agent

conversation. - The initial message  acts as the first prompt to the assistant . -

The agents will then converse, with the assistant  deciding to call 

get_current_weather  via the user_proxy  as needed, until the 

is_termination_msg  condition is met.

To run this example, save the code as autogen_example.py  and execute python

autogen_example.py . You will see the agents interacting, with the 

Weather_Reporter  agent asking Admin  (the user_proxy ) to run the 

get_current_weather  function, and then providing the report.

3. CrewAI: Role-Playing Agents for Task-Driven Collaboration

Core Philosophy: CrewAI focuses on defining a "crew" of agents, each with a

specific role , goal , and backstory . These agents are assigned tasks  and

follow a defined process  to achieve a collective goal . It's inspired by

organizational structures where specialized team members collaborate, making it

intuitive for building multi-agent systems that mirror human teams.

Orchestration Pattern: Task-driven and role-playing. You define agents with

distinct personalities and responsibilities, then assign them tasks. The framework

handles the delegation and execution based on a specified process (e.g., 

sequential , hierarchical ).

State Management: State is managed through the tasks. Each task has inputs

and outputs, and agents collaborate to complete their assigned tasks, passing

results between them. The overall crew maintains the context of the collective

goal. The agent  objects themselves can also hold some state or memory.

Tool Usage/Function Calling: Agents are equipped with a list of tools  relevant

to their role. When processing a task, an agent intelligently decides which tools to

use. CrewAI provides crewai_tools  for common functionalities like web

searching, file reading, etc., and also allows custom tools.

Memory Management: Agents in CrewAI can have individual memory, and the

crew itself maintains a shared context. This allows for both specialized knowledge

AI VOID [https://aivoid.dev]

Framework Face-Off: Choosing the Right Agentic Architecture 114



retention and collective understanding. This often comes through the verbose

mode of agents and tasks, allowing them to remember previous outputs.

Prompt Engineering in CrewAI: Prompt engineering is highly declarative in

CrewAI. The role , goal , and backstory  of each Agent  are crucial system

messages that define their persona and capabilities. Task  descriptions also act

as prompts, guiding the agent on what to achieve. You can also define specific 

expected_output  for tasks, which acts as a strong constraint for the LLM. The

framework then combines these elements to construct the final prompt sent to

the LLM.

Tool Design in CrewAI: Tools are provided to agents as a list during their

definition. crewai_tools  offers pre-built tools (e.g., SerperDevTool  for web

search, FileReadTool ). For custom tools, you typically wrap a Python function

into a BaseTool  or a custom crewai_tool . Ensure tool descriptions are clear so

agents know when to use them.

Pros:

Intuitive Role-Based Design: Very natural way to think about multi-agent

systems, mirroring human teams.

Strong Task Management: Clear definition of tasks, inputs, and outputs

makes complex workflows manageable.

Built-in Processes: Provides structured ways for agents to collaborate

(sequential, hierarchical).

Focus on Collaboration: Designed from the ground up for agents to work

together effectively.

Cons:

Less Granular Control: While powerful for collaboration, it might offer less

explicit control over individual agent's internal reasoning steps compared to

LangGraph.

Specific Paradigm: Best suited for problems that map well to a "team of

experts" metaphor.

Ideal Use Cases: * Automated content creation (e.g., a researcher, writer, and

editor crew). * Customer support systems with specialized agents (billing,

technical, sales). * Project management assistants that delegate and track tasks.

* Financial analysis with agents specializing in market research, report generation,

and risk assessment.

• 

• 

• 

• 

• 

• 
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Visualizing a CrewAI Process

Figure 11.3: A CrewAI workflow illustrating agents collaborating on tasks with

specific tools.

CrewAI Step-by-Step Example: Simple Research and Writing Crew

Let's build a small crew with a Researcher  and a Writer  to research a topic and

generate a short article.

First, install CrewAI and crewai_tools :
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pip install crewai==0.35.3 crewai_tools==0.2.0 openai==1.17.1
# Ensure you have your OpenAI API key set as an environment variable:
# export OPENAI_API_KEY="YOUR_API_KEY"
# For web search, you might also need a SERPER_API_KEY or similar
# export SERPER_API_KEY="YOUR_SERPER_API_KEY"

Now, let's define our agents, tools, tasks, and the crew.

Step 1: Define Tools We'll use a SerperDevTool  for web searching.

# filename: crewai_example.py
from crewai import Agent, Task, Crew, Process
from crewai_tools import SerperDevTool
import os

# Set up OpenAI as the LLM
os.environ["OPENAI_API_KEY"] = os.getenv("OPENAI_API_KEY")
os.environ["OPENAI_MODEL_NAME"] = "gpt-4o" # Or gpt-3.5-turbo

# Optional: Set up Serper API for web search (replace with your key)
# os.environ["SERPER_API_KEY"] = os.getenv("SERPER_API_KEY") # Get your key 
from https://serper.dev/

# 1. Define Tools
search_tool = SerperDevTool()

Explanation: - SerperDevTool()  initializes a web search tool. Make sure 

SERPER_API_KEY  is set in your environment for it to work. If not, the agent might

'hallucinate' search results or fail. - We also set OPENAI_MODEL_NAME  for the LLM.

Step 2: Define Agents We'll create a Researcher  and a Writer  agent, each

with a distinct role, goal, and tools.
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# Add to crewai_example.py
# 2. Define Agents
researcher = Agent(

role='Senior Research Analyst',
goal='Uncover interesting facts and data about the specified topic.',
backstory="""You are a seasoned research analyst with a knack for finding 

hidden gems of information.
                You're meticulous and thorough, ensuring all facts are accurate 
and well-sourced.""",

verbose=True,
allow_delegation=False,
tools=[search_tool], # Assign the search tool to the researcher
llm=None # Will use the default LLM set by os.environ["OPENAI_MODEL_NAME"]

)

writer = Agent(
role='Professional Content Writer',
goal='Craft compelling and informative articles based on research 

findings.',
backstory="""You are a renowned content writer known for your engaging 

prose and ability to
                transform complex information into easily digestible 
content.""",

verbose=True,
allow_delegation=False,
llm=None

)

Explanation: - Each Agent  is defined with a role , goal , and backstory  which

act as its system prompt. - verbose=True  shows the agent's thought process. - 

tools=[search_tool]  assigns the web search capability only to the 

researcher . - llm=None  means it will use the LLM specified in the environment

variable.

Step 3: Define Tasks We'll define two tasks: one for research and one for

writing, and assign them to the respective agents.
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# Add to crewai_example.py
# 3. Define Tasks
research_task = Task(

description=(
"Research the latest advancements in AI agent frameworks as of March 

2026. "
"Focus on key features, unique architectural patterns, and real-world 

applications."
"Identify at least 3-5 significant trends or breakthroughs."

),
expected_output='A detailed bulleted list of the latest AI agent framework 

advancements and trends.',
agent=researcher # Assign this task to the researcher

)

write_task = Task(
description=(

"Write a short, engaging blog post (around 300 words) summarizing the 
research findings "

"on AI agent framework advancements. The tone should be informative and 
forward-looking. "

"Include a compelling introduction and conclusion."
),
expected_output='A 300-word blog post in markdown format, summarizing AI 

agent framework advancements.',
agent=writer, # Assign this task to the writer
context=[research_task] # The writer's task depends on the researcher's 

output
)

Explanation: - Task  objects have a description  (the prompt for the agent), 

expected_output  (guides the agent on the desired format and content), and an 

agent  assigned to it. - context=[research_task]  is crucial for orchestration: it

tells CrewAI that write_task  should only start after research_task  is

completed, and the output of research_task  will be available as context for the 

writer  agent.

Step 4: Form the Crew and Run Finally, we assemble the crew with our agents

and tasks, and define the process.
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# Add to crewai_example.py
# 4. Form the Crew and Run
crew = Crew(

agents=[researcher, writer],
tasks=[research_task, write_task],
process=Process.sequential, # Tasks run one after another
verbose=2 # Shows more detailed logs

)

print("\n--- Running CrewAI Example ---")
result = crew.kickoff()

print("\n--- CrewAI Final Output ---")
print(result)

Explanation: - Crew  takes a list of agents  and tasks . - 

process=Process.sequential  means tasks will run in the order they are defined

in the tasks  list. Other options like hierarchical  are available. - verbose=2

provides a detailed log of agent thoughts and actions. - crew.kickoff()  starts

the process. The result  will be the output of the final task.

To run this example, save the code as crewai_example.py  and execute python

crewai_example.py . You'll observe the Researcher  using the search tool, then

the Writer  taking the research output and crafting the blog post.

4. Semantic Kernel: Skills and Planners for Enterprise
Integration

Core Philosophy: Semantic Kernel (SK), another offering from Microsoft, is a

lightweight SDK designed to integrate AI capabilities (especially LLMs) with

conventional programming languages (Python, C#). Its core concepts are "Skills"

(collections of functions/prompts) and "Planners" (AI components that chain skills

together to achieve a goal). It focuses on making AI capabilities composable and

reusable within existing application logic.

Orchestration Pattern: Planner-driven. A "planner" agent observes the user's

goal and available skills, then generates a sequence of skill calls (a "plan") to

achieve that goal. This approach emphasizes composability and reusability of AI

functions, making it excellent for integrating AI into existing software systems.

State Management: State is often managed within the execution context of the

planner and individual skill calls. It's less about a persistent, evolving graph state

and more about passing context between chained functions. The Kernel  object

itself holds configuration and registered skills.

Tool Usage/Function Calling: Tools are explicitly defined as "Skills" (native code

functions or semantic functions/prompts). The planner's job is to orchestrate
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these skills. This makes it very strong for integrating AI into existing applications

with well-defined APIs or business logic.

Memory Management: SK has a robust memory system, allowing you to store

and retrieve information using vector embeddings, which can be integrated into

skills. This enables agents to access and leverage long-term, semantic memory.

Prompt Engineering in Semantic Kernel: Semantic Kernel defines "semantic

functions" (also called "prompts") as a core type of skill. These are typically

simple text files or strings that contain a prompt template. The key is to make

these prompts concise, focused on a single task, and parameterized so they can

accept inputs from the planner or other skills. For example, a SummarizeSkill

would have a prompt like: "Summarize the following text: {{$input}}". The

planner then combines these small, focused prompts.

Tool Design in Semantic Kernel: Tools are exposed as "Native Skills" (regular

C# or Python functions) or "Semantic Skills" (prompts). When designing native

skills, ensure they have clear descriptions and input parameters. The planner

uses these descriptions to understand the skill's purpose and how to chain it. For

semantic skills, focus on making the prompt's input and output clear, allowing it

to act as a modular function.

Pros:

Enterprise Integration: Designed for seamless integration into existing

C# and Python applications.

Composability: Skills are modular and reusable, promoting cleaner code

and easier maintenance.

Planner-Driven: The planner intelligently orchestrates skills, reducing the

need for explicit workflow definition for many tasks.

Strong Memory System: Built-in support for semantic memory using

vector stores.

Cons:

Less Focus on Multi-Agent Conversations: While you can build multi-

agent systems, it's not its primary design strength like AutoGen or CrewAI.

Planner Limitations: Planners can sometimes struggle with highly

ambiguous or open-ended tasks, requiring careful skill design.

Ideal Use Cases: * Adding AI capabilities (summarization, sentiment analysis,

code generation) to existing line-of-business applications. * Building intelligent

plugins or extensions for enterprise software. * Automating tasks where a clear

• 

• 

• 

• 

• 

• 
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sequence of API calls or functions can achieve a goal. * Creating chatbots or

virtual assistants that leverage a wide array of backend services.

Visualizing a Semantic Kernel Planner

Figure 11.4: A Semantic Kernel planner orchestrating skills to fulfill a user request.

Semantic Kernel Step-by-Step Example: Planning with Skills

Let's demonstrate Semantic Kernel by creating a simple kernel with a "Text" skill

(semantic function for summarization) and a "Web" skill (native function to fetch

content from a URL), then using a SequentialPlanner  to combine them.

First, install Semantic Kernel and OpenAI:
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pip install semantic-kernel==0.9.1b1 openai==1.17.1
# Ensure you have your OpenAI API key set as an environment variable:
# export OPENAI_API_KEY="YOUR_API_KEY"

Now, let's set up the kernel, define skills, and use a planner.

Step 1: Initialize the Kernel and LLM The Kernel  is the central orchestrator.

# filename: semantic_kernel_example.py
import semantic_kernel as sk
from semantic_kernel.connectors.ai.openai import OpenAIChatCompletion
from semantic_kernel.planners import SequentialPlanner
import os
import requests

# 1. Initialize the Kernel and LLM
kernel = sk.Kernel()

# Configure OpenAI chat completion
api_key = os.getenv("OPENAI_API_KEY")
if not api_key:

raise ValueError("OPENAI_API_KEY environment variable not set.")

kernel.add_service(
OpenAIChatCompletion(service_id="chat-gpt", ai_model_id="gpt-4o", api_key=a

pi_key),
)

Explanation: - sk.Kernel()  creates the kernel instance. - 

OpenAIChatCompletion  is added as the AI service, specifying the model and API

key.

Step 2: Define Skills (Native and Semantic) We'll create a native skill to fetch

web content and a semantic skill for summarization.
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# Add to semantic_kernel_example.py
# 2. Define Skills

# Native Skill: WebFetcher
class WebSkill:

@sk.function(description="Fetches content from a given URL.")
def fetch_url_content(self, url: str) -> str:

"""Fetches the text content from a given URL."""
try:

response = requests.get(url, timeout=10)
response.raise_for_status() # Raise an exception for HTTP errors
return response.text[:2000] # Return first 2000 chars to avoid 

large context
except requests.exceptions.RequestException as e:

return f"Error fetching URL {url}: {e}"

# Import the native skill into the kernel
web_skill = kernel.import_plugin_from_object(WebSkill(),
plugin_name="WebSkill")

# Semantic Skill: Summarizer
# This is a prompt defined directly in Python, but can also be loaded from a 
file.
summarize_prompt = """
Summarize the following text concisely and clearly, focusing on the main 
points.
TEXT:
{{$input}}
"""

summarize_skill = kernel.create_function_from_prompt(
prompt=summarize_prompt,
function_name="SummarizeContent",
description="Summarizes provided text.",
plugin_name="TextSkill"

)

Explanation: - WebSkill  is a Python class containing fetch_url_content ,

decorated with @sk.function  to make it a kernel function. It uses requests  to

fetch content. - kernel.import_plugin_from_object  registers WebSkill  with

the kernel. - summarize_prompt  defines our semantic function. {{$input}}  is a

placeholder for the text to be summarized. - 

kernel.create_function_from_prompt  registers this prompt as a semantic skill

named SummarizeContent  within the TextSkill  plugin.

Step 3: Use the SequentialPlanner The SequentialPlanner  will

automatically generate a plan to achieve a goal by chaining our registered skills.
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# Add to semantic_kernel_example.py
# 3. Use the SequentialPlanner
planner = SequentialPlanner(kernel=kernel)

async def main():
user_goal = "Summarize the content of the Semantic Kernel overview page 

from Microsoft Learn."
print(f"User Goal: {user_goal}")

# The planner needs context to find the URL
context = kernel.create_new_context()
context["input"] = "https://learn.microsoft.com/en-us/semantic-kernel/

overview/"

print("\n--- Creating a plan ---")
plan = await planner.create_plan(goal=user_goal, context=context)
print(f"Plan created:\n{plan.generated_plan}")

print("\n--- Executing the plan ---")
result = await plan.invoke(kernel)

print("\n--- Semantic Kernel Final Output ---")
print(result.value)

if __name__ == "__main__":
import asyncio
asyncio.run(main())

Explanation: - SequentialPlanner(kernel=kernel)  initializes the planner. - 

planner.create_plan()  is an asynchronous call that asks the planner to figure

out the steps (skills) needed to achieve the user_goal . We provide a context

with the URL. - plan.invoke(kernel)  then executes the generated plan. The

output of one skill becomes the input for the next. - The result.value  will

contain the final summarized content.

To run this example, save the code as semantic_kernel_example.py  and

execute python semantic_kernel_example.py . You'll see the planner's

generated plan (it should identify WebSkill.fetch_url_content  then 

TextSkill.SummarizeContent ) and then the final summary.

Framework Comparison Table

Let's consolidate our findings into a handy comparison table:
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Feature

/

Framew

ork

LangGraph AutoGen CrewAI Semantic

Kernel

Orchestr

ation

Graph-based

(State Machine)

Conversational Role/Task-based Planner-driven

(Skills)

State

Manage

ment

Explicit Graph

State

Conversation

History

Task Inputs/

Outputs

Context/Skill

Parameters

Tool

Usage

LangChain

Runnables

Code Execution,

Functions

Agent-assigned

Tools

Skills (Native/

Semantic)

Memory LangChain

Memory Modules

Conversation

History

Agent & Crew

Memory

Vector Store

Memory

Primary

Focus

Deterministic,

stateful

workflows with

loops

Multi-agent

conversations,

human-in-the-loop

Collaborative

teams with roles

& tasks

Integrating AI

with existing

apps via skills

Ease of

Use

Intermediate-

Advanced

Beginner-

Intermediate

Intermediate Intermediate

Flexibilit

y

High (any graph) High (dynamic

conversations)

Moderate (role/

task paradigm)

High (skill

composability)

Ideal For Iterative

processes,

complex

pipelines

Dynamic problem-

solving, human-AI

dev

Team-based

automation,

project

management

Enterprise

integration, AI

plugins

Choosing the Right Framework: A Decision Path

With a clearer understanding of each framework, how do you decide which one is

right for your project? Here's a guided thought process:

What's the core interaction pattern?

Do agents need to engage in free-form, dynamic conversations,

potentially with human intervention, to explore solutions? Consider

AutoGen. Its strength is emergent dialogue and flexible problem-

solving.

1. 

◦ 
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Do you need a highly structured, auditable workflow with explicit

states, conditional logic, and potential loops for iterative refinement? 

Consider LangGraph. It provides maximum control over the flow.

Are you modeling a "team" where specialized agents with distinct roles

need to collaborate on a series of well-defined tasks to achieve a

common goal? Consider CrewAI. It excels at defining clear

responsibilities and collaborative processes.

Are you primarily looking to integrate AI capabilities (like

summarization, data extraction, or complex function calls) into an

existing application, where AI acts as an intelligent orchestrator of

predefined functions/APIs? Consider Semantic Kernel. Its planner

and skill system are perfect for composable AI functions within

traditional codebases.

How critical is state management and determinism?

If you need precise control over the flow of information and want to

easily debug step-by-step state changes, LangGraph's explicit graph

state is a huge advantage.

If the emergent behavior of a conversation is acceptable and you're

comfortable with less explicit state, AutoGen might be sufficient.

CrewAI provides good task-level state, suitable for tracking progress

within a collaborative team.

Semantic Kernel's planner handles state implicitly through skill

execution, which works well for function chaining.

What kind of "tools" will your agents use?

If your tools are primarily Python functions or web APIs that can be

wrapped as LangChain Runnables , LangGraph and CrewAI fit well.

If agents need to dynamically execute code snippets or interact with a

shell, AutoGen is very powerful.

If your tools are existing enterprise APIs or functions that you want to

expose as modular "skills" for an AI planner to orchestrate, Semantic

Kernel shines.

What's your preferred development paradigm?

Developers who enjoy defining explicit graphs and state machines will

appreciate LangGraph.

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

◦ 

◦ 

3. 

◦ 

◦ 

◦ 

4. 

◦ 
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Those who prefer a more declarative, conversational approach will find

AutoGen intuitive.

If thinking in terms of roles, goals, and tasks resonates with you,

CrewAI will feel natural.

Engineers wanting to deeply embed AI into traditional application logic

using familiar programming constructs (like functions/methods) will

lean towards Semantic Kernel.

There's no single "best" framework; the ideal choice is always context-dependent.

Sometimes, you might even find yourself combining aspects or insights from

multiple frameworks for a truly unique solution!

Mini-Challenge: Architectural Architect

It's time to put your newfound knowledge to the test! No coding this time, but a

critical thinking exercise.

Challenge: Imagine you need to build an "Automated Financial Advisor"

application. This application should: 1. Take a user's financial goals (e.g., "save for

retirement," "invest in tech stocks," "pay off debt"). 2. Gather current market

data, news, and the user's existing portfolio details. 3. Analyze the data and

generate a personalized investment recommendation report, including risk

assessment. 4. Allow the user to ask follow-up questions about the report and

refine their goals.

Your Task: Based on the requirements above, which two frameworks would you

consider as the primary candidates for building this system, and why? Justify your

choices by referring to their strengths, orchestration patterns, and how they

would handle the key requirements (data gathering, analysis, report generation,

follow-up questions).

Hint: Think about the different stages of the process and how each framework's

core design philosophy aligns with those stages. Consider which frameworks excel

at structured workflows versus dynamic interactions.

What to Observe/Learn: This challenge helps you practice mapping real-world

problems to the architectural strengths of different agentic frameworks, a crucial

skill for any AI engineer.

◦ 

◦ 

◦ 
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Common Pitfalls & Troubleshooting in Framework
Selection

Choosing an agentic framework is a significant decision. Here are some common

pitfalls and tips to avoid them:

Over-engineering with the Wrong Framework: Don't pick the most

complex framework for a simple problem. If a linear sequence of tool calls

suffices, you might not need a full graph or multi-agent conversation. Start

simple. For instance, a basic RAG application might not need an entire multi-

agent crew.

Underestimating Learning Curve: Each framework has its own idioms

and patterns. Don't jump into a complex framework like LangGraph without

dedicating time to understand its core concepts (nodes, edges, state).

Similarly, AutoGen's conversational dynamics can be tricky to control

initially.

Ignoring Ecosystem Fit: Consider your existing tech stack and team's

familiarity. If your team is heavily invested in LangChain, LangGraph might

be a natural extension. If you're a C# shop, Semantic Kernel might be more

appealing. Leverage existing knowledge where possible.

Premature Optimization/Complexity: Don't try to build the most robust,

self-healing, infinitely scalable system on day one. Start with a Minimum

Viable Product (MVP) using the most straightforward framework that meets

core requirements, then iterate. You can always refactor or switch

frameworks later if the initial choice proves limiting.

Forgetting Human-in-the-Loop: Many complex agentic workflows benefit

from human oversight or intervention. Ensure your chosen framework allows

for easy integration of human feedback if needed (AutoGen excels here with 

human_input_mode ). For critical tasks, manual review stages are often

essential.

Neglecting Cost and Performance: Different orchestration patterns can

lead to vastly different numbers of LLM calls, impacting cost and latency. A

highly chatty AutoGen conversation might be more expensive than a tightly

controlled LangGraph workflow for the same outcome. Analyze the expected

number of LLM interactions for your chosen pattern.

When troubleshooting issues during development, always refer to the official

documentation. The agentic AI space is evolving rapidly, and the latest best

1. 

2. 

3. 

4. 

5. 

6. 
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practices are usually found there. The communities around these frameworks

(GitHub issues, Discord channels) are also invaluable resources.

Summary

Phew! That was a deep dive into the fascinating world of AI agent frameworks.

We've explored:

The critical criteria for evaluating agentic frameworks: orchestration, state,

tools, memory, ease of use, extensibility, and community.

The underlying principles of agentic AI: goal-oriented behavior, perception-

action loops, planning, memory, and tool usage.

The unique architectural patterns and strengths of LangGraph (stateful

graphs), AutoGen (conversational agents), CrewAI (role-playing teams),

and Semantic Kernel (skills and planners).

Practical, runnable code examples for each framework, demonstrating their

core concepts in action.

Specific considerations for prompt engineering and tool design within each

framework.

A practical decision-making process to help you choose the most suitable

framework for your specific project needs.

Common pitfalls to avoid when embarking on your agentic development

journey.

The choice of framework significantly impacts the design, development, and

maintainability of your AI agent applications. By understanding the nuances of

each, you're now better prepared to make informed decisions and build truly

intelligent and effective systems.

What's next? In the final chapter, we'll wrap up our journey by discussing

advanced topics, future trends, and ethical considerations in AI agent

development, preparing you for the exciting road ahead!
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CHAPTER 07

LangGraph: Building State
Machines for Dynamic Agent
Workflows

Introduction: Orchestrating Agents with State

Welcome back, aspiring AI architects! In our previous chapters, we explored the

foundational concepts of AI agents, their components, and the challenges of

building multi-step reasoning. We understood that truly intelligent agents often

need to perform a sequence of actions, make decisions based on intermediate

results, and even loop back to previous steps if needed. This is where the magic

of orchestration frameworks comes into play.

This chapter introduces LangGraph, a powerful library designed to help you build

robust, stateful, and cyclical agent workflows. Think of it as a sophisticated

flowchart engine for your AI agents. You'll learn how to define states, transitions,

and nodes to create complex decision-making processes, enabling your agents to

tackle much more intricate problems than simple one-shot prompts. By the end of

this chapter, you'll be able to design and implement dynamic multi-agent systems

that can react intelligently to changing conditions.

Ready to bring structured decision-making to your agents? Let's dive in!

Core Concepts: Understanding LangGraph's
Architecture

LangGraph is an extension of LangChain, specifically tailored for building 

stateful, multi-actor applications with cyclical graphs. This means it excels

at scenarios where an agent needs to perform actions, observe outcomes, decide

the next step, and potentially revisit earlier steps in a loop.

What is a State Machine?

At its heart, LangGraph leverages the concept of a state machine. Imagine a

board game: * States are the squares on the board (e.g., "Start," "Roll Dice,"

"Buy Property," "Jail"). * Transitions are the rules that move you from one square

to another (e.g., "If you roll a 7, move 7 squares forward"). * Events are what

trigger these transitions (e.g., "rolling the dice").
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In LangGraph, our "states" are the different stages of our agent's workflow, and

"transitions" are the decisions that move the workflow from one stage to the next,

often based on the output of an LLM or a tool.

LangGraph's Core Components

Let's break down the key elements you'll be working with:

Graph State: This is the single source of truth for your entire workflow. It's

a dictionary-like object that holds all relevant information as your graph

executes. Each node can read from and write to this state, allowing

information to persist and evolve across steps.

Nodes: These are the individual "steps" or "actions" in your workflow. A

node can be:

An LLM call (e.g., asking an AI to generate text).

A tool invocation (e.g., calling an external API, performing a

calculation).

A custom Python function (e.g., parsing data, making a conditional

check). Each node takes the current Graph State  as input and returns

updates to that state.

Edges: Edges define how your nodes are connected and how the workflow

progresses.

Direct Edges: A simple, unconditional transition from one node to another.

"After Node A, always go to Node B."

Conditional Edges: These are the powerful decision-makers. They connect

a source node to multiple potential target nodes, with a "router" function

determining which path to take based on the current Graph State . "After

Node A, if condition X is true, go to Node B; otherwise, go to Node C."

Checkpointers (Memory): For long-running or multi-turn conversations,

LangGraph provides checkpointers . These allow you to save and restore

the Graph State  at any point, effectively giving your agent long-term

memory across sessions. This is crucial for maintaining context in complex,

interactive applications.

Compiling the Graph: Once you've defined your nodes, edges, and initial

state, you "compile" the graph. This transforms your definition into a

runnable Runnable  object, similar to those in LangChain Expression

Language (LCEL).

1. 

2. 

◦ 

◦ 

◦ 

3. 

• 

• 

1. 

2. 
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Visualizing a LangGraph Workflow

Let's imagine a simple research agent workflow:

In this diagram: * Start , Plan Research , Web Search , Summarize Results , 

Evaluate Summary , Generate Report , End  are all nodes. * The arrows are 

edges. * Plan Research  and Evaluate Summary  are conditional nodes

because they have multiple outgoing edges based on decisions. Notice the loop

from Evaluate Summary  back to Plan Research  – this is a core strength of

LangGraph!

This graph demonstrates a perception-action loop: the agent plans, acts (web

search), perceives the result (summary), evaluates, and then decides to either

iterate (more info) or conclude (generate report).
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Step-by-Step Implementation: Building a Simple
Agent Workflow

Let's roll up our sleeves and build a basic LangGraph application. We'll create a

simple agent that decides whether to use a tool or directly answer a question.

1. Setup and Installation

First, ensure you have Python 3.9+ installed. We'll install the necessary libraries.

# As of 2026-03-20
pip install langgraph==0.0.40 # Or the latest stable version
pip install langchain==0.1.13 # Or the latest stable version
pip install langchain-openai==0.1.1 # Or the latest stable version
pip install python-dotenv==1.0.1 # For managing API keys

Next, create a .env  file in your project root to store your OpenAI API key:

OPENAI_API_KEY="your_openai_api_key_here"

Remember to replace "your_openai_api_key_here"  with your actual key.

2. Define the Graph State

Our graph needs a way to store information that passes between nodes. We'll use

a TypedDict  for this, which helps with type hinting and readability.

Create a new Python file, e.g., agent_workflow.py .
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# agent_workflow.py
import os
from typing import TypedDict, Annotated, List
from dotenv import load_dotenv

# Load environment variables
load_dotenv()

# --- 1. Define the Graph State ---
# This defines the input and output types for our graph.
class AgentState(TypedDict):

"""
    Represents the state of our agent workflow.
    - `input`: The initial user query.
    - `chat_history`: A list of messages in the conversation.
    - `intermediate_steps`: Steps taken by the agent (e.g., tool calls, LLM 
responses).
    - `answer`: The final answer from the agent.
    """

input: str
chat_history: Annotated[List[str], "append"] # Use Annotated for list 

append behavior
intermediate_steps: Annotated[List[tuple], "append"]
answer: str

Explanation: * AgentState(TypedDict) : We define a class inheriting from 

TypedDict  to specify the structure of our graph's state. * input: str : This will

hold the user's initial query. * chat_history: Annotated[List[str],

"append"] : A list to store the ongoing conversation. The Annotated  type with 

"append"  tells LangGraph to append to this list when a node returns updates for

it, rather than overwriting it. This is crucial for maintaining conversation history. * 

intermediate_steps: Annotated[List[tuple], "append"] : This will store a

log of actions the agent takes (e.g., tool calls and their outputs). * answer: str :

To store the final generated answer.

3. Define the Tools

Our agent needs capabilities! Let's create a simple tool that can perform a mock

"search."

AI VOID [https://aivoid.dev]

LangGraph: Building State Machines for Dynamic Agent Workflows 136



# Continue in agent_workflow.py

from langchain_core.tools import tool

# --- 2. Define Tools ---
@tool
def search_web(query: str) -> str:

"""
    Simulates searching the web for a given query.
    In a real application, this would call a search API.
    """

print(f"\n--- Calling Tool: search_web with query: '{query}' ---")
if "latest news" in query.lower():

return "The stock market is up today, and a new AI model was just 
released."

elif "weather in london" in query.lower():
return "It's partly cloudy with a high of 15°C in London."

else:
return f"Found generic information for '{query}'. (Simulated result)"

tools = [search_web]

Explanation: * @tool : This decorator from langchain_core.tools  turns a

regular Python function into a tool that an LLM can understand and invoke. * 

search_web(query: str) -> str : Our mock search function. It takes a query

string and returns a simulated string result. In a real scenario, this would integrate

with a search engine API like Google Search or DuckDuckGo.

4. Define the LLM and Agent

Now, let's set up our language model and define our agent. LangGraph agents

often wrap LangChain agents.
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# Continue in agent_workflow.py

from langchain_openai import ChatOpenAI
from langchain.agents import AgentExecutor, create_openai_tools_agent
from langchain_core.messages import BaseMessage, HumanMessage
from langchain_core.prompts import ChatPromptTemplate, MessagesPlaceholder

# --- 3. Define the LLM ---
llm = ChatOpenAI(model="gpt-4o", temperature=0) # Using gpt-4o as of 2026-03-20

# --- 4. Define the Agent ---
# The prompt for our agent
prompt = ChatPromptTemplate.from_messages(

[
("system", "You are a helpful AI assistant. You have access to the 

following tools: {tools}"),
MessagesPlaceholder("chat_history"),
("human", "{input}"),
MessagesPlaceholder("agent_scratchpad"),

]
)

# Create an OpenAI tools agent
agent_runnable = create_openai_tools_agent(llm, tools, prompt)

# Define the agent node function
def agent_node(state: AgentState):

"""
    A node that executes the agent's logic (LLM call + tool usage).
    """

print("\n--- Executing Agent Node ---")
# Convert chat_history strings to HumanMessage objects for the agent
messages = [HumanMessage(content=msg) if i % 2 == 0 else HumanMessage(conte

nt=msg) for i, msg in enumerate(state["chat_history"])]
messages.append(HumanMessage(content=state["input"])) # Add current input

# The agent_runnable expects a dict with 'input', 'chat_history', 
'agent_scratchpad'

result = agent_runnable.invoke(
{"input": state["input"], "chat_history": messages,

"agent_scratchpad": state["intermediate_steps"]}
)
# The result from create_openai_tools_agent is a dict, we need to extract 

the 'output' or 'tool_calls'
# For simplicity, we'll append the full result to intermediate_steps.
# In a real scenario, you might parse this to check for tool calls.
return {"intermediate_steps": [(result.tool_calls, result.content)]}

Explanation: * llm = ChatOpenAI(...) : We initialize our LLM. gpt-4o  is a

good choice for general reasoning and tool use as of early 2026. temperature=0

makes it more deterministic. * prompt : A ChatPromptTemplate  defines how the

LLM receives its instructions and context. * 

MessagesPlaceholder("chat_history") : This is crucial for maintaining

conversation turns. * MessagesPlaceholder("agent_scratchpad") : Where the

agent keeps track of its internal thoughts and tool outputs. * 
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create_openai_tools_agent : A convenient LangChain utility to create an agent

that can intelligently use OpenAI's function calling capabilities with our defined 

tools . * agent_node(state: AgentState) : This is our first actual node

function for LangGraph. * It takes the AgentState  as input. * It constructs the

messages for the LLM, including the current input  and chat_history . * It 

invokes  the agent_runnable  (our LLM agent). * It returns a dictionary of

updates to the AgentState . Here, we're appending the agent's thought process/

tool calls to intermediate_steps .

5. Define a Tool Node

When the agent decides to use a tool, we need a separate node to actually

execute it.

# Continue in agent_workflow.py

from langchain.agents import AgentFinish
from langchain_core.agents import AgentAction, AgentFinish

# --- 5. Define Tool Node ---
def tool_node(state: AgentState):

"""
    A node that executes tool calls identified by the agent.
    """

print("\n--- Executing Tool Node ---")
# The agent_node returns a list of (tool_calls, content). We only care 

about tool_calls here.
last_step_output = state["intermediate_steps"][-1][0] # Get the tool_calls 

from the last step

if not last_step_output:
# If no tool calls, something went wrong or agent decided not to use 

tool.
# This case should ideally be handled by the router.
return {"answer": "Agent did not make a tool call."}

tool_outputs = []
for tool_call in last_step_output:

if tool_call.tool == "search_web":
output = search_web.invoke(tool_call.args)
tool_outputs.append((tool_call, output))

else:
tool_outputs.append((tool_call, f"Tool '{tool_call.tool}' not 

found."))
return {"intermediate_steps": tool_outputs}

Explanation: * tool_node(state: AgentState) : This node's job is to take the

tool calls identified by the LLM and execute them. * It extracts the tool_calls

from the intermediate_steps  of the previous agent_node  output. * It iterates

through the tool_calls  and invokes the corresponding tool function (e.g., 

search_web.invoke ). * The results are then added back to 
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intermediate_steps , which will be fed back to the LLM in the next agent_node

run.

6. Define the Router Node (Conditional Logic)

This is where the state machine's decision-making happens. Our router decides

whether the agent needs to call a tool, or if it has finished its task.

# Continue in agent_workflow.py

# --- 6. Define the Router Node ---
def router_node(state: AgentState):

"""
    This node decides whether the agent should continue, call a tool, or 
finish.
    """

print("\n--- Executing Router Node ---")
# Get the last output from the agent_node
last_agent_output = state["intermediate_steps"][-1][0] # This is the 

tool_calls part

if last_agent_output: # If there are tool calls
print("Router: Detected tool calls. Moving to tool_node.")
return "call_tool"

else: # If there are no tool calls, the agent has likely finished its 
reasoning

print("Router: No tool calls. Moving to finish.")
return "end"

Explanation: * router_node(state: AgentState) : This function receives the

current AgentState . * It inspects the intermediate_steps  to see if the last

output from the agent_node  contained any tool_calls . * If tool_calls  exist,

it returns "call_tool" . This string will match a key in our conditional edges,

directing the flow to the tool_node . * If no tool_calls  are present, it means

the agent has likely generated a final answer or decided it doesn't need tools, so

it returns "end" .

7. Build and Compile the Graph

Now, let's assemble all these pieces into a graph!
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# Continue in agent_workflow.py

from langgraph.graph import StateGraph, END

# --- 7. Build and Compile the Graph ---
workflow = StateGraph(AgentState)

# Add nodes to the graph
workflow.add_node("agent", agent_node)
workflow.add_node("tool", tool_node)

# Set the entry point of the graph
workflow.set_entry_point("agent")

# Add edges
# From agent node, we go to the router to decide next step
workflow.add_edge("agent", "router_node") # Direct edge to router

# The router_node will conditionally transition
workflow.add_conditional_edges(

"router_node",
router_node, # The function that determines the next node
{

"call_tool": "tool", # If router_node returns "call_tool", go to 
"tool" node

"end": END # If router_node returns "end", terminate the 
graph

}
)

# After a tool call, we always want to go back to the agent to process the 
tool's output
workflow.add_edge("tool", "agent")

# Compile the graph
app = workflow.compile()

print("\n--- Graph Compiled Successfully ---")
# You can visualize the graph using app.get_graph().draw_mermaid_sr()
# For simplicity, we'll just run it.

Explanation: * workflow = StateGraph(AgentState) : We instantiate our

graph, telling it what type of state it will manage. * 

workflow.add_node("agent", agent_node) : Adds our agent function as a node

named "agent". * workflow.add_node("tool", tool_node) : Adds our tool

execution function as a node named "tool". * 

workflow.set_entry_point("agent") : Specifies that the workflow always

starts by calling the "agent" node. * workflow.add_edge("agent",

"router_node") : After the "agent" node runs, it always transitions to our 

router_node . Note that router_node  itself is not a node in the graph, but a 

function used by add_conditional_edges . * 

workflow.add_conditional_edges("router_node", router_node, {...}) :

This is the heart of the conditional logic. * The first argument ( "router_node" )
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specifies the source of the conditional edges. * The second argument

( router_node ) is our Python function that returns a string indicating the next

node. * The dictionary maps the return value of router_node  to the actual target

node names or END . * If router_node  returns "call_tool" , the graph

transitions to the tool  node. * If router_node  returns "end" , the graph

terminates ( END ). * workflow.add_edge("tool", "agent") : After the 

tool_node  executes, we always send control back to the agent  node. This

allows the LLM agent to see the tool's output and decide what to do next (e.g.,

provide a final answer, or call another tool). * app = workflow.compile() : This

finalizes the graph definition, making it ready to run.

8. Run the Graph

Let's test our agent!

# Continue in agent_workflow.py

# --- 8. Run the Graph ---
print("\n--- Running Graph ---")

# Example 1: A query that requires a tool
print("\n--- Query 1: What is the weather in London? ---")
inputs_1 = {"input": "What is the weather in London?", "chat_history": []}
for s in app.stream(inputs_1):

print(s)
print("---")

# Example 2: A query that the agent can answer directly
print("\n--- Query 2: What is 2 + 2? ---")
inputs_2 = {"input": "What is 2 + 2?", "chat_history": []}
for s in app.stream(inputs_2):

print(s)
print("---")

# Example 3: A query that requires a tool and then a final answer
print("\n--- Query 3: Tell me the latest news. ---")
inputs_3 = {"input": "Tell me the latest news.", "chat_history": []}
for s in app.stream(inputs_3):

print(s)
print("---")

# You can inspect the final state for more details
# final_state = app.invoke(inputs_1)
# print("\nFinal State for Query 1:", final_state)

Explanation: * app.stream(inputs) : This method allows you to stream the

output of each node as the graph executes, giving you visibility into the agent's

thought process. * We provide different inputs  to demonstrate both tool usage

and direct answers. Observe the print statements from the agent_node , 

tool_node , and router_node  to follow the execution flow.
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Complete agent_workflow.py
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import os
from typing import TypedDict, Annotated, List
from dotenv import load_dotenv

from langchain_openai import ChatOpenAI
from langchain.agents import AgentExecutor, create_openai_tools_agent
from langchain_core.messages import BaseMessage, HumanMessage
from langchain_core.prompts import ChatPromptTemplate, MessagesPlaceholder
from langchain_core.tools import tool
from langgraph.graph import StateGraph, END
from langchain_core.agents import AgentAction, AgentFinish

# Load environment variables
load_dotenv()

# --- 1. Define the Graph State ---
class AgentState(TypedDict):

"""
    Represents the state of our agent workflow.
    - `input`: The initial user query.
    - `chat_history`: A list of messages in the conversation.
    - `intermediate_steps`: Steps taken by the agent (e.g., tool calls, LLM 
responses).
    - `answer`: The final answer from the agent.
    """

input: str
chat_history: Annotated[List[str], "append"]
intermediate_steps: Annotated[List[tuple], "append"]
answer: str

# --- 2. Define Tools ---
@tool
def search_web(query: str) -> str:

"""
    Simulates searching the web for a given query.
    In a real application, this would call a search API.
    """

print(f"\n--- Calling Tool: search_web with query: '{query}' ---")
if "latest news" in query.lower():

return "The stock market is up today, and a new AI model was just 
released."

elif "weather in london" in query.lower():
return "It's partly cloudy with a high of 15°C in London."

else:
return f"Found generic information for '{query}'. (Simulated result)"

tools = [search_web]

# --- 3. Define the LLM ---
llm = ChatOpenAI(model="gpt-4o", temperature=0) # Using gpt-4o as of 2026-03-20

# --- 4. Define the Agent Node ---
prompt = ChatPromptTemplate.from_messages(

[
("system", "You are a helpful AI assistant. You have access to the 

following tools: {tools}"),
MessagesPlaceholder("chat_history"),
("human", "{input}"),
MessagesPlaceholder("agent_scratchpad"),

]
)
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agent_runnable = create_openai_tools_agent(llm, tools, prompt)

def agent_node(state: AgentState):
"""

    A node that executes the agent's logic (LLM call + tool usage).
    """

print("\n--- Executing Agent Node ---")
messages = [HumanMessage(content=msg) for i, msg in enumerate(state["chat_h

istory"])]
messages.append(HumanMessage(content=state["input"]))

result = agent_runnable.invoke(
{"input": state["input"], "chat_history": messages,

"agent_scratchpad": state["intermediate_steps"]}
)
# The result from create_openai_tools_agent is an AgentAction or 

AgentFinish
# We append it to intermediate_steps for the router to inspect.
# If it's an AgentAction, it means tool calls are requested.
# If it's an AgentFinish, it means the agent has a final answer.
if isinstance(result, AgentAction):

# The result.tool_calls field will be populated for AgentAction
return {"intermediate_steps": [(result.tool_calls, result.log)]}

elif isinstance(result, AgentFinish):
# The agent has a final answer
return {"answer": result.return_values["output"]}

else:
# Fallback for unexpected types
return {"intermediate_steps": [(None, str(result))]}

# --- 5. Define Tool Node ---
def tool_node(state: AgentState):

"""
    A node that executes tool calls identified by the agent.
    """

print("\n--- Executing Tool Node ---")
# The agent_node returns a list of (tool_calls, content) or just 

AgentFinish
# We need to correctly extract the tool calls from the last step.
last_step_output = state["intermediate_steps"][-1][0] # This should be a 

list of tool_calls or None

if not last_step_output:
# This case should ideally be caught by the router, but as a safeguard
return {"answer": "Agent did not make a tool call, or tool calls were 

not correctly identified."}

tool_outputs = []
for tool_call in last_step_output: # Iterate through the actual tool calls

if tool_call.tool == "search_web":
output = search_web.invoke(tool_call.args)
tool_outputs.append((tool_call, output))

else:
tool_outputs.append((tool_call, f"Tool '{tool_call.tool}' not 

found."))

# After tool execution, we append the tool_outputs to intermediate_steps
# This will be fed back to the agent in the next cycle.
return {"intermediate_steps": tool_outputs}
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# --- 6. Define the Router Node ---
def router_node(state: AgentState):

"""
    This node decides whether the agent should continue, call a tool, or 
finish.
    """

print("\n--- Executing Router Node ---")
# Check if the agent's last output was an AgentFinish (meaning it has a 

final answer)
if state.get("answer"): # If 'answer' is populated, the agent has finished

print("Router: Agent has a final answer. Moving to finish.")
return "end"

# Otherwise, check if the agent requested tool calls in its last 
intermediate_steps

# last_step_output is expected to be a tuple (tool_calls, log) from 
agent_node

last_step_output = state["intermediate_steps"][-1][0] # Get the tool_calls 
part

if last_step_output: # If there are tool calls
print("Router: Detected tool calls. Moving to tool_node.")
return "call_tool"

else:

# This case implies the agent node ran but didn't provide tool calls or a final 
answer.

# This could be an error or an edge case. For now, we'll try to go back to 
agent.

# In a more robust system, you might have an 'error_node' here.
print("Router: Agent did not provide tool calls or final answer. 

Looping back to agent.")
return "continue_agent_reasoning"

# --- 7. Build and Compile the Graph ---
workflow = StateGraph(AgentState)

# Add nodes to the graph
workflow.add_node("agent", agent_node)
workflow.add_node("tool", tool_node)

# Set the entry point of the graph
workflow.set_entry_point("agent")

# Add conditional edges from the router node
workflow.add_conditional_edges(

"agent", # The node *before* the router logic
router_node, # The function that determines the next node
{

"call_tool": "tool", # If router_node returns "call_tool", go to 
"tool" node

"end": END, # If router_node returns "end", terminate the 
graph

"continue_agent_reasoning": "agent" # Loop back to agent if needed
}

)

# After a tool call, we always want to go back to the agent to process the 
tool's output
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workflow.add_edge("tool", "agent")

# Compile the graph
app = workflow.compile()

print("\n--- Graph Compiled Successfully ---")

# --- 8. Run the Graph ---
print("\n--- Running Graph ---")

# Example 1: A query that requires a tool
print("\n--- Query 1: What is the weather in London? ---")
inputs_1 = {"input": "What is the weather in London?", "chat_history": [], "int
ermediate_steps": [], "answer": ""}
for s in app.stream(inputs_1):

print(s)
print("---")

# After the loop, the final state will be available in the 's' variable if the 
stream completes.
# Or, you can explicitly call app.invoke for the final state.
final_state_1 = app.invoke(inputs_1)
print(f"Final Answer 1: {final_state_1.get('answer', 'No final answer.')}\n")

# Example 2: A query that the agent can answer directly
print("\n--- Query 2: What is 2 + 2? ---")
inputs_2 = {"input": "What is 2 + 2?", "chat_history": [],
"intermediate_steps": [], "answer": ""}
for s in app.stream(inputs_2):

print(s)
print("---")

final_state_2 = app.invoke(inputs_2)
print(f"Final Answer 2: {final_state_2.get('answer', 'No final answer.')}\n")

# Example 3: A query that requires a tool and then a final answer
print("\n--- Query 3: Tell me the latest news. ---")
inputs_3 = {"input": "Tell me the latest news.", "chat_history": [], "intermedi
ate_steps": [], "answer": ""}
for s in app.stream(inputs_3):

print(s)
print("---")

final_state_3 = app.invoke(inputs_3)
print(f"Final Answer 3: {final_state_3.get('answer', 'No final answer.')}\n")

Important Note on AgentAction  vs. AgentFinish : In LangChain's 

create_openai_tools_agent , the invoke  method can return either an 

AgentAction  (indicating tool calls) or an AgentFinish  (indicating a final

answer). I've updated the agent_node  and router_node  to correctly handle

these types, ensuring the workflow terminates when a final answer is generated.

Running the Code

Save the code above as agent_workflow.py  and run it from your terminal:
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python agent_workflow.py

Observe the output! You'll see the agent's thought process, tool calls, and final

answers.

Mini-Challenge: Enhance the Agent's Capabilities

You've built a solid foundation. Now, let's expand its intelligence!

Challenge: Add a new tool to our agent's arsenal that can perform simple

arithmetic calculations. Modify the agent and graph to allow it to use this new tool

when appropriate.

Steps: 1. Define a new @tool  function, e.g., calculator(expression: str) ->

float . Make it perform basic eval()  for simplicity (with a warning about security

in real apps!). 2. Add this new tool to the tools  list. 3. The agent_node  and 

router_node  should automatically adapt because create_openai_tools_agent

and our router logic already handle arbitrary tool calls. However, you might need

to adjust the tool_node  to specifically invoke your new calculator  tool. 4. Test

with a new query, e.g., "What is 123 * 456?".

Hint: Remember to update the tool_node  to include a elif tool_call.tool

== "calculator":  branch to correctly invoke your new tool.

What to observe/learn: How easily you can extend an agent's capabilities by

adding new tools and how LangGraph manages the flow between the agent's

reasoning and tool execution.

Common Pitfalls & Troubleshooting

Working with state machines and agents can introduce new complexities. Here

are some common issues:

Overly Complex Router Logic: As your workflows grow, your 

router_node  can become a tangled mess of if/elif/else  statements.

This is a sign that you might need to:

Break down your workflow into smaller, more manageable sub-graphs.

Use more sophisticated decision-making within the router, possibly

even an LLM-based router for complex choices.

Ensure each node clearly updates the state in a predictable way that

the router can easily interpret.

1. 

◦ 

◦ 

◦ 

AI VOID [https://aivoid.dev]

LangGraph: Building State Machines for Dynamic Agent Workflows 148



State Management Issues (Forgetting Updates): If nodes don't

correctly update the AgentState , subsequent nodes or the router might

operate on outdated or missing information.

Troubleshooting: Use print(state)  within each node to inspect the state

at different points in the execution. Ensure your Annotated[List[...,

"append"]]  types are used correctly for lists you want to grow, not

overwrite.

Infinite Loops: Poorly defined conditional edges can lead to the graph

cycling indefinitely between nodes without reaching an END  state.

Example: An agent that repeatedly calls a tool, but the tool's output never

satisfies the condition to exit the loop.

Troubleshooting: Carefully design your router_node  conditions. Introduce

counters in the state to limit iterations, or add fallback paths to an END

state after a certain number of loops. The app.stream()  method is

invaluable here for observing the loop.

Token Usage and Cost: Each LLM call consumes tokens. Complex

LangGraph workflows with many loops or extensive history in the state can

quickly rack up API costs.

Best Practice: Optimize prompts, summarize chat_history  or 

intermediate_steps  for the LLM, and cache common LLM responses

where appropriate.

Summary

Congratulations! You've successfully navigated the world of LangGraph and built a

dynamic, stateful AI agent workflow. Let's recap the key takeaways:

LangGraph is a powerful library for orchestrating multi-step, stateful, and

cyclical AI agent applications using graph-based state machines.

State Machines provide a structured way to define complex workflows with

States  (nodes) and Transitions  (edges).

The Graph State is the central repository of information, evolving as the

workflow progresses.

Nodes are the individual steps (LLM calls, tool invocations, custom

functions) that read from and write to the state.

2. 

• 

1. 

• 

• 

1. 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

LangGraph: Building State Machines for Dynamic Agent Workflows 149



Edges define the flow, with Conditional Edges (driven by router functions)

enabling intelligent decision-making and looping.

You learned how to define tools, integrate an LLM-powered agent, and build

the graph step-by-step.

LangGraph empowers you to move beyond linear agent chains to create truly

adaptive and robust AI applications.

What's Next?

In the next chapter, we'll shift our focus to AutoGen, a framework that

emphasizes multi-agent conversations and collaborative problem-solving, offering

a different paradigm for orchestrating intelligent agents. Get ready to explore how

agents can talk to each other to achieve complex goals!

References

LangGraph Official Documentation

LangChain Expression Language (LCEL) Documentation

LangChain Agents Documentation

OpenAI API Documentation (Function Calling)

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 08

Orchestrating Intelligence:
Patterns for Multi-Step
Workflows

Introduction: Beyond Single-Shot Prompts

Welcome back, aspiring AI architect! In the previous chapters, we introduced the

fundamental building blocks of AI agents: their ability to perceive, reason, and

act, often augmented by powerful tools. We saw how a single agent, given a clear

prompt and access to tools, can perform impressive feats. But what happens

when a problem is too complex for one agent or requires a sequence of decisions

and actions that aren't purely linear?

This is where the magic of orchestration comes in. Just as a conductor brings

together individual musicians to create a symphony, or a project manager

coordinates a team to deliver a complex project, orchestration allows us to design

sophisticated workflows where multiple agents collaborate, delegate, and

communicate to solve grander challenges. In this chapter, we'll dive deep into the

essential patterns that enable these multi-step intelligent systems. You'll learn

how to structure interactions, manage shared context, and guide your agents

through intricate decision paths.

By the end of this chapter, you'll have a conceptual toolkit for designing robust,

adaptive, and truly intelligent AI applications. We'll explore various workflow

patterns—from simple sequences to dynamic, graph-based interactions—and

understand the critical role of communication and state management in bringing

these systems to life. Get ready to think like a system designer, not just a prompt

engineer!

Core Concepts: Orchestration Patterns for Multi-
Agent Systems

At its heart, orchestration in AI agents is about managing the flow of control and

information between different components (often individual agents or tools) to

achieve a larger goal. It's the blueprint that defines who does what, when, and 

how their efforts combine.

AI VOID [https://aivoid.dev]

Orchestrating Intelligence: Patterns for Multi-Step Workflows 151



What is Orchestration and Why Do We Need It?

Imagine you want to build an AI system that can research a topic, summarize

findings, and then draft a presentation. This isn't a single prompt task. It requires:

1. Research: An agent needs to query databases or the web. 2. Synthesis:

Another agent needs to read the research, identify key points, and summarize. 3. 

Drafting: A final agent needs to structure these summaries into presentation

slides.

Each step builds upon the previous one. This multi-step nature is why

orchestration is indispensable:

Complexity Management: Breaks down large problems into smaller,

manageable sub-problems.

Specialization: Allows different agents to excel at specific tasks (e.g., one

agent for data retrieval, another for creative writing).

Adaptability: Enables dynamic decision-making and branching logic,

allowing the system to respond flexibly to new information or changing

conditions.

Consistency & Reliability: Provides a structured way to ensure all

necessary steps are completed and information flows correctly.

Let's explore the fundamental patterns that govern how agents interact and

progress through a workflow.

1. Sequential Workflows

The simplest form of orchestration, a sequential workflow, is a linear chain of

operations. Agent A performs a task, passes its output to Agent B, which performs

its task, and so on.

Explanation: Think of it like an assembly line. Each station (agent) performs a

specific action and then passes the item (information/state) to the next station.

There are no branches or loops; the path is straightforward from start to finish.

Use Cases: * Data processing pipelines (e.g., fetch data -> clean data -> analyze

data). * Step-by-step instructions (e.g., understand user query -> search

knowledge base -> format answer). * Simple conversational flows where the next

step is always predictable.

Conceptual Diagram:

• 

• 

• 

• 
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Inter-Agent Communication: Typically, the output of one agent directly

becomes the input for the next. This requires careful definition of inputs and

outputs for each agent's role.

2. Parallel Workflows

Sometimes, multiple tasks can be performed simultaneously, independent of each

other, to speed up the overall process or gather diverse perspectives.

Explanation: In a parallel workflow, a central orchestrator or an initial agent

dispatches tasks to several agents at once. These agents work in parallel, and

their results are then collected and potentially merged by a subsequent agent.

Use Cases: * Comparing multiple sources for information (e.g., search web,

query internal database, check news feeds). * Generating diverse ideas or drafts

(e.g., ask three creative agents to brainstorm solutions). * Running concurrent

checks or validations.

Conceptual Diagram:
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Inter-Agent Communication: The initial orchestrator passes tasks to parallel

agents. These agents then report their results back to a central point, or to a

designated "consolidation" agent, which combines their outputs.

3. Hierarchical Workflows

For more complex problems, a "manager" or "supervisory" agent can delegate

tasks to "worker" agents, overseeing their progress and integrating their

contributions.

Explanation: This pattern mirrors human organizational structures. A high-level

agent is responsible for breaking down a complex goal into sub-goals, assigning

those sub-goals to specialized worker agents, and then synthesizing their

individual contributions to achieve the overall objective. The manager agent often

handles overall planning, error handling, and final review.
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Use Cases: * Project management (e.g., manager agent breaks down project,

assigns coding to dev agent, testing to QA agent). * Complex problem-solving

where sub-problems require distinct expertise. * Customer support systems with

triage (e.g., initial agent routes to billing, tech support, or sales agents).

Conceptual Diagram:

Inter-Agent Communication: The manager agent communicates goals and

context to worker agents. Worker agents report status and results back to the

manager. This often involves more nuanced conversational or structured message

passing.

AI VOID [https://aivoid.dev]

Orchestrating Intelligence: Patterns for Multi-Step Workflows 155



4. Graph-Based Workflows (State Machines)

The most flexible and powerful orchestration pattern, graph-based workflows,

allows for dynamic, non-linear progression. Agents transition between different

"states" or "nodes" in a graph based on conditions, decisions, or the outcome of

previous actions.

Explanation: Imagine a flowchart where each box is a state (e.g., "Researching,"

"Summarizing," "Deciding"). Arrows represent transitions between these states,

and these transitions are triggered by specific events or conditions (e.g.,

"Research Complete," "User Needs Clarification," "Error Detected"). This allows for

loops, conditional branching, and re-entry into previous states, making it ideal for

highly interactive or adaptive systems. LangGraph is a prime example of a

framework built on this pattern.

Use Cases: * Complex interactive applications (e.g., a multi-turn chatbot that

adapts based on user input). * Dynamic planning and execution (e.g., an agent

planning a trip, needing to re-plan if a flight is canceled). * Autonomous decision-

making systems that can learn and adapt over time. * Any workflow requiring

conditional logic, retries, or human-in-the-loop interventions.

Conceptual Diagram:
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Inter-Agent Communication & State Management: In graph-based systems,

a shared state object is crucial. Each agent or node in the graph reads from and

writes to this shared state, allowing context to persist and evolve across

transitions. This is often managed by the framework itself, ensuring consistency.

Inter-Agent Communication and State Management: The Glue

Regardless of the orchestration pattern, effective communication and state

management are paramount.

Inter-Agent Communication:

Shared Memory/State: Agents read from and write to a common data

structure that represents the current context of the workflow. This is very

common in graph-based systems.

Direct Messaging: Agents send structured messages to each other, often

simulating a conversation (e.g., AutoGen's chat-based approach).

• 

• 

• 
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Tool Outputs: One agent's use of a tool might store results in a database or

file system that another agent can access.

State Management: This refers to how the system keeps track of all

relevant information as the workflow progresses.

Short-Term Context: Typically the conversation history or the current

inputs/outputs of the active agents. This is usually held in memory for the

duration of a specific task.

Long-Term Persistence: For complex, multi-session, or interruptible

workflows, state needs to be saved (e.g., in a database, a vector store for

semantic memory, or a file system). This allows agents to "remember" past

interactions, user preferences, or accumulated knowledge across different

runs.

Step-by-Step Implementation: Designing a Simple
Orchestrated Flow

Since different frameworks implement these patterns in unique ways, we'll focus

on a conceptual, framework-agnostic approach here to solidify your

understanding of the design before diving into specific code.

Let's design a simple sequential workflow: "Weather Reporter and Outfit

Recommender."

Goal: Given a city, an AI system should: 1. Get the current weather conditions for

that city. 2. Based on the weather, recommend an appropriate outfit.

Agents Involved: * WeatherAgent : Specializes in fetching weather data. * 

OutfitAgent : Specializes in recommending outfits based on weather.

Conceptual Steps:

Define the Shared State: What information needs to be passed between

agents?

city : The input from the user.

weather_data : Output from WeatherAgent .

outfit_recommendation : Output from OutfitAgent .

WeatherAgent 's Role:

Input: city

• 

• 

• 

• 
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Action: Use a "weather lookup tool" (e.g., an API call) to get temperature,

conditions (sunny, rainy, cold).

Output: weather_data  (e.g., "25°C, Sunny").

OutfitAgent 's Role:

Input: weather_data  (from WeatherAgent ).

Action: Reason about the weather_data  and suggest an outfit.

Output: outfit_recommendation  (e.g., "Light shirt and shorts").

Conceptual Workflow (Pseudocode-like):

• 

• 

1. 

• 

• 

• 
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# Imagine this is our shared context/state object
class WorkflowState:

def __init__(self, city: str):
self.city = city
self.weather_data = None
self.outfit_recommendation = None

# --- Agent Definitions (Conceptual) ---
class WeatherAgent:

def execute(self, state: WorkflowState) -> WorkflowState:
print(f"WeatherAgent: Fetching weather for {state.city}...")
# Simulate tool call to a weather API
# In a real system, this would call a tool function
if state.city.lower() == "london":

state.weather_data = "10°C, Cloudy with a chance of rain"
elif state.city.lower() == "sydney":

state.weather_data = "28°C, Sunny"
else:

state.weather_data = "Unknown weather" # Handle errors gracefully!
print(f"WeatherAgent: Got weather: {state.weather_data}")
return state

class OutfitAgent:
def execute(self, state: WorkflowState) -> WorkflowState:

if not state.weather_data:
print("OutfitAgent: No weather data to make a recommendation.")
state.outfit_recommendation = "Cannot recommend without weather 

data."
return state

print(f"OutfitAgent: Recommending outfit based on 
'{state.weather_data}'...")

# Simple LLM-like reasoning based on weather_data
if "sunny" in state.weather_data.lower() and "20" in

state.weather_data:
state.outfit_recommendation =

"Light clothing, perhaps shorts and a t-shirt. Don't forget sunscreen!"
elif "cloudy" in state.weather_data.lower() or "rain" in state.weather_

data.lower():
state.outfit_recommendation = "A light jacket and perhaps an 

umbrella. Layers are a good idea."
elif "10" in state.weather_data:

state.outfit_recommendation =
"Warm jacket, long sleeves, and maybe a scarf. It's chilly!"

else:
state.outfit_recommendation = "Dress for moderate weather, check 

specific temperature for details."
print(f"OutfitAgent: Recommendation: {state.outfit_recommendation}")
return state

# --- Orchestration Logic (Sequential) ---
def run_weather_workflow(city_name: str):

print(f"\n--- Starting Workflow for {city_name} ---")
current_state = WorkflowState(city_name)

weather_agent = WeatherAgent()
outfit_agent = OutfitAgent()

# Step 1: Weather Agent
current_state = weather_agent.execute(current_state)
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# Step 2: Outfit Agent
# This step implicitly waits for the previous step to complete
# and uses the updated state from the WeatherAgent
current_state = outfit_agent.execute(current_state)

print("\n--- Workflow Complete ---")
print(f"Final Report for {current_state.city}:")
print(f"Weather: {current_state.weather_data}")
print(f"Outfit: {current_state.outfit_recommendation}")

# Run the workflow
run_weather_workflow("London")
run_weather_workflow("Sydney")
run_weather_workflow("Paris") # Example with unknown weather

Explanation of the conceptual code:

We define a WorkflowState  class to hold all the information that needs to

be shared and updated throughout the workflow. This is our central

"memory" for the current run.

WeatherAgent  and OutfitAgent  are simple classes representing our

specialized agents. Their execute  methods take the WorkflowState ,

perform their action (simulating a tool call or reasoning), and then update

the WorkflowState  before returning it.

The run_weather_workflow  function is our orchestrator. It instantiates the

state and the agents. Then, it calls each agent's execute  method 

sequentially, passing the evolving current_state  from one to the next.

This simple example perfectly illustrates a sequential flow. The OutfitAgent

cannot run until the WeatherAgent  has provided the weather_data . The state

object is the mechanism for passing information.

Mini-Challenge: Design a Research Workflow

Now it's your turn to think like an orchestrator!

Challenge: Design a hierarchical workflow for an "Automated Research

Assistant." The assistant needs to answer a specific research question by: 1. 

Decomposing the question into smaller search queries. 2. Executing these

search queries using a web search tool. 3. Summarizing the findings from

multiple search results. 4. Synthesizing a final answer to the original research

question.

Your Task: * Identify the main "Manager Agent" and its role. * Identify the

"Worker Agents" and their specific tasks. * Describe the flow of information and

• 

• 

• 
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control between them. * Draw a simple conceptual diagram (like the Mermaid

diagrams we used) or write down the steps in plain language.

Hint: Think about how the manager would delegate to search agents, and then

how the results from multiple search agents would be handled by a summarizer

before the manager compiles the final report.

What to Observe/Learn: This challenge will help you solidify your

understanding of how to break down a complex problem into manageable,

specialized tasks and how to manage the flow of information in a hierarchical

structure.

Common Pitfalls & Troubleshooting in
Orchestration

Designing multi-step AI agent workflows is powerful, but it comes with its own set

of challenges. Being aware of these common pitfalls can save you significant

debugging time.

Over-Engineering Simple Problems:

Pitfall: Sometimes, a simple single-agent prompt with good tool use is

sufficient. Introducing multiple agents and complex orchestration for a

straightforward task adds unnecessary overhead and complexity.

Troubleshooting: Always start simple. Can the problem be solved with one

agent and one or two tool calls? Only introduce orchestration patterns when

the problem genuinely requires sequential steps, parallel processing, or

dynamic decision-making.

Ambiguous Agent Roles and Boundaries:

Pitfall: If agents aren't clearly defined with distinct responsibilities, they

might try to perform the same task, or "step on each other's toes," leading

to redundant work, conflicts, or incomplete outputs.

Troubleshooting: Clearly articulate each agent's purpose, capabilities

(tools it can use), and expected outputs. Use a "Single Responsibility

Principle" for agents: each should do one thing well. For example, a 

1. 
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Researcher  agent researches, a Summarizer  agent summarizes, they

don't both try to do everything.

State Management & Context "Forgetting":

Pitfall: Agents might lose track of previous information or the overall goal if

the shared state or communication mechanism isn't robust. This leads to

repetitive questions, irrelevant actions, or incomplete task execution.

Troubleshooting: Design your WorkflowState  (or equivalent) carefully,

ensuring it contains all necessary context for subsequent steps. Explicitly

pass state between agents. For long-running or multi-session tasks, ensure

your state is persisted (e.g., in a database, not just in-memory).

Difficulty in Debugging Complex Flows:

Pitfall: When multiple agents are interacting, tracing the exact path of

execution, the current state, and the decisions made can become very

challenging, especially with loops or conditional branches.

Troubleshooting: Implement robust logging at each step of your workflow.

Log agent inputs, outputs, tool calls, and state changes. Use visualization

tools (like the Mermaid diagrams we've used) to map out your expected

flow, and compare it against actual execution. Many frameworks offer built-

in tracing or UI tools to help visualize agent interactions.

Summary: Orchestrating the Future of AI

Congratulations! You've just taken a significant leap in understanding how to build

truly intelligent and dynamic AI applications. Here's a quick recap of our key

takeaways:

Orchestration is Key: For complex problems, single-shot prompts are

insufficient. Orchestration allows multiple agents to collaborate and progress

through multi-step workflows.

Four Core Patterns:

Sequential: Linear, step-by-step execution.

Parallel: Concurrent execution of independent tasks.

Hierarchical: Manager agents delegating to worker agents.

Graph-Based (State Machines): Dynamic, flexible flows with conditional

branching and loops, powered by state transitions.
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Communication is Crucial: Agents need mechanisms to pass information,

whether through shared state, direct messaging, or tool outputs.

State Management is Essential: Keeping track of the current context and

progress is vital for agents to "remember" and act intelligently.

Design Thoughtfully: Avoid over-engineering, define clear agent roles, and

implement robust logging for easier debugging.

You now have a solid conceptual foundation for designing sophisticated AI agent

systems. In the upcoming chapters, we'll dive into specific, cutting-edge

frameworks like LangGraph, AutoGen, CrewAI, and Semantic Kernel. We'll see how

these frameworks implement these orchestration patterns and provide the tools

you need to bring your multi-agent visions to life with real, runnable code. Get

ready to build some truly amazing things!

References
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This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

• 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Orchestrating Intelligence: Patterns for Multi-Step Workflows 164

https://python.langchain.com/docs/modules/chains/
https://langchain-ai.github.io/langgraph/
https://news.agpt.co/what-are-ai-agents/
https://microsoft.github.io/autogen/
https://www.crewai.com/


CHAPTER 09

Persistent Memory & Context
Management: Remembering the
Past

Introduction: Why Agents Need a Memory Palace

Welcome back, fellow AI adventurer! In previous chapters, we've explored the

building blocks of AI agents and how they can perform multi-step tasks. But have

you ever noticed how large language models (LLMs) can sometimes "forget" what

was said just a few turns ago in a conversation? Or how an agent might restart a

complex task from scratch if interrupted? This is where the magic of memory and

context management comes in!

Think about it: as humans, we don't just process information in isolation. We

remember past conversations, learn from experiences, and keep track of our

progress on tasks. For AI agents to truly be intelligent, conversational, and

capable of handling complex, long-running workflows, they need similar

capabilities. They need a way to remember what's happened, understand the

current situation, and maintain state across multiple interactions.

In this chapter, we'll dive deep into how modern AI agent frameworks tackle this

crucial challenge. We'll explore the difference between short-term and long-term

memory, learn about state management, and see practical examples of how

frameworks like LangGraph, AutoGen, CrewAI, and Semantic Kernel implement

these concepts. By the end, you'll be able to design agents that can recall past

events, learn over time, and pick up exactly where they left off!

Core Concepts: Why Agents Need a Memory Palace

Before we jump into the frameworks, let's solidify our understanding of the

fundamental concepts. Why is memory so vital for AI agents, and what different 

kinds of memory do we need?

The Challenge of Stateless LLMs

At their core, most LLM calls are stateless. This means each time you send a

prompt to an LLM, it processes that prompt independently of any previous
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prompts you might have sent. It doesn't inherently "remember" the conversation

history unless you explicitly include that history in the new prompt.

This stateless nature presents a significant challenge for building conversational

agents or agents that handle multi-step tasks. Imagine a customer support agent

that forgets your name and previous query with every response! Not very helpful,

right?

The solution lies in providing the LLM with the necessary context. Context is all

the relevant information an agent needs to perform its current task effectively.

This includes:

Conversation History: What has been said so far?

User Preferences: Does the user have specific likes or dislikes?

Past Learnings: What facts or insights has the agent gathered?

Current Task Status: What step are we on in a multi-step process?

This leads us to differentiate between two primary types of memory, along with a

related concept: state management.

Short-Term Memory: The Conversation Buffer

Short-term memory, often called the context window, is like our working

memory. It holds the immediate, recent interactions that are directly relevant to

the current conversation or task step.

What it is: This is typically managed by appending recent messages (user

inputs, agent responses, tool outputs) directly into the prompt that's sent to the

LLM. The LLM then processes this entire sequence to generate its next response,

maintaining conversational coherence.

Why it's important:

Conversational Flow: Allows the agent to refer to previous turns, answer

follow-up questions, and maintain context within a single dialogue.

Immediate Relevance: Keeps the most recent and relevant information

readily available for decision-making.

Common Techniques:

Conversation Buffer: Simply stores the last 'N' messages.

Conversation Summary: Summarizes older parts of the conversation to

keep the context concise, especially for longer dialogues, to avoid hitting the

LLM's token limit.

• 

• 

• 

• 

• 

• 

• 

• 
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Token Management: Intelligently truncating or summarizing messages to

fit within the LLM's finite context window.

The Catch: LLMs have a finite context window (measured in tokens). If the

conversation history grows too long, older messages will be truncated or ignored,

leading to the agent "forgetting" earlier parts of the discussion. This is a constant

balancing act!

Long-Term Memory: Persistent Knowledge

Long-term memory is where agents store information they need to recall over

extended periods, across different sessions, or for generalized knowledge

retrieval. This is akin to our personal knowledge base or factual memory.

What it is: This involves storing information outside the direct LLM prompt,

typically in a structured database or a specialized vector database. When the

agent needs to recall something, it retrieves relevant information from this store

and injects it into the LLM's short-term context.

Why it's important:

Persistence: Information is retained indefinitely, even after the current

conversation ends.

Knowledge Base: Allows agents to access a vast amount of information

(documents, facts, user profiles) that wouldn't fit in a single context window.

Personalization: Agents can remember user preferences, past interactions,

or learned behaviors.

Learning: Agents can "learn" new facts or patterns by adding them to long-

term memory.

Common Techniques:

Vector Databases (Vector Stores): Information (text, images, etc.) is

converted into numerical representations called embeddings. These

embeddings are stored in a vector database, allowing for fast semantic

search (finding information similar in meaning). When an agent needs

information, it queries the vector store with an embedding of its current

context, retrieving relevant chunks of knowledge.

Traditional Databases: For structured data like user profiles, order history,

etc.

Knowledge Graphs: For representing complex relationships between

entities.

• 

• 

• 

• 

• 

• 

• 

• 
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State Management: Knowing Where We Are

While memory deals with what an agent knows or has experienced, state

management deals with where an agent is in a particular workflow or process.

What it is: State management involves tracking the current step, status, or

phase of an agent's operation. For multi-step workflows, this means knowing

which task has been completed, which is pending, and what information has been

gathered so far.

Why it's important:

Workflow Orchestration: Enables complex, multi-stage processes by

ensuring tasks are executed in the correct order and dependencies are met.

Resilience: Allows agents to pause a task and resume it later from the

exact point of interruption, without losing progress.

Debugging: Provides visibility into the agent's current operational status.

How it's handled: Frameworks often use internal data structures, state

machines, or graph-based models to represent and manage the flow of

information and control between different agent steps or nodes.

Visualizing Memory and State in an Agent

Let's use a simple diagram to illustrate how these components interact:

In this diagram: * User Input and Agent Output flow through the AI Agent. *

The Short-Term Memory (context window) directly feeds into and is updated by

the LLM. * The Long-Term Memory acts as an external knowledge base that the

• 

• 

• 
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Agent can query and update. * The State Manager tracks the agent's progress

through a workflow, guiding the agent's actions.

Step-by-Step Implementation: Building Memory
into Agents

Now that we understand the core concepts, let's get our hands dirty and

implement memory and state management using our favorite AI agent

frameworks. We'll build up simple examples incrementally for each.

First, ensure you have the necessary libraries installed. As of March 20, 2026,

these are the current stable versions:

pip install -U langchain==0.1.13 langchain-openai==0.1.1 langgraph==0.0.30
autogen==0.2.20 crewai==0.28.8 semantic-kernel==0.9.1 openai==1.16.1 qdrant-
client==1.8.0

Remember to set your OPENAI_API_KEY  (or other LLM provider keys) as an

environment variable before running the examples: export

OPENAI_API_KEY="YOUR_API_KEY" .

1. LangGraph (and LangChain) - Conversational History

LangGraph, building on LangChain's ecosystem, provides powerful tools for

managing conversational memory. We'll use RunnableWithMessageHistory  to

manage short-term conversational context.

Step 1: Set up your environment and basic LLM chain. Create a file named 

langgraph_memory_example.py .
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# langgraph_memory_example.py
import os
from langchain_core.messages import HumanMessage, AIMessage
from langchain_core.prompts import ChatPromptTemplate, MessagesPlaceholder
from langchain_openai import ChatOpenAI

# Set your OpenAI API key as an environment variable (e.g., export 
OPENAI_API_KEY="YOUR_KEY")
# For local testing, you can uncomment and set it directly, but environment 
variables are recommended for security.
# os.environ["OPENAI_API_KEY"] = "YOUR_API_KEY"

# 1. Define your LLM
# We're using gpt-4o, a powerful model available as of 2026-03-20.
llm = ChatOpenAI(model="gpt-4o", temperature=0)

# 2. Define your prompt with a MessagesPlaceholder for history
# The MessagesPlaceholder is crucial; it tells the prompt where to inject the 
conversation history.
prompt = ChatPromptTemplate.from_messages(

[
("system", "You are a helpful AI assistant. Keep your responses 

concise."),
MessagesPlaceholder(variable_name="history"), # This is where memory 

goes!
("human", "{input}"),

]
)

# 3. Create a simple chain by piping the prompt to the LLM
chain = prompt | llm

print("Basic chain created. Now let's add memory!")

Explanation: We start with the fundamental components: an LLM, a prompt

template, and a chain. The MessagesPlaceholder  in the prompt is a special

instruction to LangChain that indicates a slot for dynamic message history.

Step 2: Add a message history store and wrap your chain. Now, let's

introduce RunnableWithMessageHistory  to manage the actual conversation

history.
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# Continue in langgraph_memory_example.py

from langchain_core.runnables.history import RunnableWithMessageHistory
from langchain.memory import ChatMessageHistory # In-memory history store

# This dictionary will act as our simple, in-memory session store.
# In a real application, you'd use a persistent database (Redis, Postgres, 
etc.).
store = {}

# This function provides a ChatMessageHistory object for a given session ID.
# If a session ID is new, it creates a fresh history.
def get_session_history(session_id: str) -> ChatMessageHistory:

if session_id not in store:
store[session_id] = ChatMessageHistory()

return store[session_id]

# 4. Wrap the chain with RunnableWithMessageHistory
#    - The first argument is our original chain.
#    - The second is our function to retrieve session history.
#    - `input_messages_key` tells it which key in the input dictionary contains 
the new user message.
#    - `history_messages_key` tells it which key in the prompt's 
MessagesPlaceholder corresponds to history.
with_message_history = RunnableWithMessageHistory(

chain,
get_session_history,
input_messages_key="input",
history_messages_key="history",

)

print("Chain wrapped with RunnableWithMessageHistory.")

Explanation: RunnableWithMessageHistory  is a higher-order runnable that

takes care of fetching, updating, and passing the correct message history to your

underlying chain. Our get_session_history  function simulates how you might

retrieve history for different users or sessions.

Step 3: Interact with the agent across multiple sessions. Let's see the

memory in action!
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# Continue in langgraph_memory_example.py

print("\n--- Conversation 1 (Session 'user123') ---")
# First interaction for 'user123'
# The `config` dictionary is where we pass the session_id to 
RunnableWithMessageHistory.
response1 = with_message_history.invoke(

{"input": "Hi there! My name is Alice."},
config={"configurable": {"session_id": "user123"}}

)
print(f"Agent: {response1.content}")

# Second interaction in the same session, agent should remember Alice
response2 = with_message_history.invoke(

{"input": "What is my name?"},
config={"configurable": {"session_id": "user123"}}

)
print(f"Agent: {response2.content}")

print("\n--- Conversation 2 (Session 'user456') ---")
# A new session, the agent should not remember Alice, it's a fresh start.
response3 = with_message_history.invoke(

{"input": "Hello! I am Bob."},
config={"configurable": {"session_id": "user456"}}

)
print(f"Agent: {response3.content}")

response4 = with_message_history.invoke(
{"input": "What is my name?"},
config={"configurable": {"session_id": "user456"}}

)
print(f"Agent: {response4.content}")

print("\n--- Back to Conversation 1 (Session 'user123') ---")
# Back to Alice's session, the agent should recall Alice's name again.
response5 = with_message_history.invoke(

{"input": "Can you remind me of something we discussed earlier?"},
config={"configurable": {"session_id": "user123"}}

)
print(f"Agent: {response5.content}")

Explanation: When you run this script, you'll observe how the agent correctly

remembers Alice's name within session user123  but treats Bob in session 

user456  as a new user. This demonstrates effective short-term conversational

memory managed by RunnableWithMessageHistory .

2. AutoGen - Agent Conversation History

AutoGen agents inherently manage their own conversation history. When agents

chat, all messages are automatically recorded, forming their short-term memory

for that specific interaction.

Step 1: Set up LLM configuration and create agents. Create a file named 

autogen_memory_example.py .
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# autogen_memory_example.py
import autogen
import os

# Set your OpenAI API key as an environment variable
# os.environ["OPENAI_API_KEY"] = "YOUR_API_KEY"

# Configuration for the LLM
# autogen.config_list_from_json is a common way to load configs.
# Ensure you have an OAI_CONFIG_LIST file or environment variable set up.
# Example OAI_CONFIG_LIST content:
# [
#     {
#         "model": "gpt-4o",
#         "api_key": "YOUR_OPENAI_API_KEY"
#     }
# ]
config_list = autogen.config_list_from_json(

"OAI_CONFIG_LIST",
filter_dict={

"model": ["gpt-4o", "gpt-4-turbo", "gpt-3.5-turbo"], # Prioritizing 
gpt-4o for 2026-03-20

},
)

# 1. Create a User Proxy Agent
# This agent represents the human user and can execute code.
user_proxy = autogen.UserProxyAgent(

name="Admin",

system_message="A human admin. Interact with the Planner to review the plan and 
provide feedback.",

code_execution_config={"last_n_messages": 2, "work_dir": "planning"},
# For tool execution context

human_input_mode="NEVER", # For demonstration, set to NEVER for automatic 
flow

llm_config={"config_list": config_list},
)

# 2. Create an Assistant Agent
# This agent is designed to plan tasks.
planner = autogen.AssistantAgent(

name="Planner",
system_message="You are a helpful AI assistant that plans tasks.",
llm_config={"config_list": config_list},

)

print("AutoGen agents created.")

Explanation: We define two agents, a UserProxyAgent  (representing a human

interface) and an AssistantAgent  (our planner). The llm_config  connects

them to our LLM provider.

Step 2: Initiate a chat and observe history. Now, let's have them talk and

then inspect their internal memory.
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# Continue in autogen_memory_example.py

# 3. Initiate a chat between the user_proxy and the planner
print("\n--- Initial Chat ---")
user_proxy.initiate_chat(

planner,

message="Plan a simple dinner party for 4 people, including a starter, main 
course, and dessert. Suggest a cuisine."
)

# 4. Observe the conversation history stored by each agent
print("\n--- Planner's Message History After Initial Chat ---")
# Each agent stores messages exchanged with *other* specific agents.
# planner.chat_messages[user_proxy] holds the history of messages from 
user_proxy to planner.
for msg in planner.chat_messages[user_proxy]:

print(f"Role: {msg['role']}, Content: {msg['content'][:100]}...") # 
Truncate for brevity

print("\n--- User Proxy's Message History After Initial Chat ---")
# user_proxy.chat_messages[planner] holds the history of messages from planner 
to user_proxy.
for msg in user_proxy.chat_messages[planner]:

print(f"Role: {msg['role']}, Content: {msg['content'][:100]}...")

Explanation: The initiate_chat  call starts a multi-turn conversation. AutoGen

automatically populates the chat_messages  attribute of each agent, which acts

as their short-term memory for that specific conversation partner.

Step 3: Continue the chat and see the updated history. Let's add another

turn to the conversation.

# Continue in autogen_memory_example.py

# 5. Continue the chat with a follow-up question
print("\n--- Follow-up Chat ---")
user_proxy.send(

message="Great plan! Now, can you suggest a wine pairing for the main 
course?",

recipient=planner
)

# 6. Observe the updated history after the follow-up
print("\n--- Planner's Message History After Follow-up ---")
for msg in planner.chat_messages[user_proxy]:

print(f"Role: {msg['role']}, Content: {msg['content'][:100]}...")

Explanation: When user_proxy.send  is used, the planner  agent receives the

new message, and its internal chat_messages  are updated. Crucially, the 

planner  implicitly uses the entire history of its conversation with user_proxy  to

formulate its response, demonstrating its short-term memory.
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3. CrewAI - Task-Driven Context and Agent Memory

CrewAI manages context through the flow of tasks and by enabling memory on

individual agents. The output of one task often becomes the input or context for

the next.

Step 1: Define your LLM and an agent with memory. Create a file named 

crewai_memory_example.py .

# crewai_memory_example.py
import os
from crewai import Agent, Task, Crew, Process
from langchain_openai import ChatOpenAI

# Set your OpenAI API key as an environment variable
# os.environ["OPENAI_API_KEY"] = "YOUR_API_KEY"

# Define the LLM (using gpt-4o as of 2026-03-20)
llm = ChatOpenAI(model="gpt-4o", temperature=0)

# 1. Define an agent with memory enabled
# Setting `memory=True` allows this agent to retain context across its tasks.
researcher = Agent(

role='Senior Research Analyst',
goal='Uncover critical information about tech companies',
backstory='A seasoned analyst with a knack for finding hidden gems in 

financial reports.',
verbose=True, # Set to True to see the agent's internal thought process
allow_delegation=False,
llm=llm,
memory=True # This enables the agent's short-term memory for its tasks

)

print("CrewAI agent with memory created.")

Explanation: The researcher  agent is configured with memory=True . This tells

CrewAI to ensure that the agent's internal thought process and recent task

context are retained as it works through its assigned tasks.

Step 2: Define sequential tasks. Now, let's create two tasks where the second

task depends on the output of the first.
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# Continue in crewai_memory_example.py

# 2. Define tasks. The output of task1 will implicitly be available as context 
for task2
task1 = Task(

description=(
"Identify the top 3 emerging AI startups in Q1 2026 based on funding 

rounds and innovation."
"Provide their names and primary focus areas."

),
agent=researcher,
expected_output="A bulleted list of 3 AI startups, their funding, and 

focus."
)

task2 = Task(
description=(

"Based on the identified startups from the previous task, research one 
of them in depth."

"Provide a brief SWOT analysis (Strengths, Weaknesses, Opportunities, 
Threats) for the chosen company."

"Remember the context of the previous task." # Explicitly guiding the 
agent

),
agent=researcher,
expected_output="A SWOT analysis for one specific AI startup identified 

previously."
)

print("CrewAI tasks defined.")

Explanation: task1  and task2  are assigned to the same researcher  agent.

The description of task2  explicitly instructs the agent to "Remember the context

of the previous task," which, combined with memory=True  on the agent and the

sequential process, allows it to leverage information from task1 .

Step 3: Create and run the crew. Finally, we assemble the crew and kick off

the work.

# Continue in crewai_memory_example.py

# 3. Create a crew with the agent and tasks
crew = Crew(

agents=[researcher],
tasks=[task1, task2],
verbose=2, # Shows full execution logs, very helpful for debugging memory/

context flow
process=Process.sequential # Tasks run one after another, passing context

)

# 4. Kick off the crew's work
print("\n--- Starting Crew Work ---")
result = crew.kickoff()
print("\n--- Crew Work Finished ---")
print(result)
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Explanation: When crew.kickoff()  is called, the tasks are executed

sequentially. The researcher  agent, due to memory=True  and the sequential 

Process , maintains the context from task1  and applies it to task2 . The 

verbose=2  setting is excellent for observing how the agent's internal thought

process utilizes this context.

4. Semantic Kernel - Context Variables and MemoryStore

Semantic Kernel (SK) separates short-term context (using ContextVariables )

from long-term memory (using MemoryStore ). Planners then orchestrate when to

use each.

Step 1: Initialize Kernel and add LLM and MemoryStore. Create a file

named semantic_kernel_memory_example.py .

# semantic_kernel_memory_example.py
import semantic_kernel as sk
from semantic_kernel.connectors.ai.openai import OpenAIChatCompletion
from semantic_kernel.memory import VolatileMemoryStore
# In-memory vector store for simplicity
from semantic_kernel.contents.chat_history import ChatHistory
import os

# Set your OpenAI API key as an environment variable
# os.environ["OPENAI_API_KEY"] = "YOUR_API_KEY"

# 1. Initialize the Kernel
kernel = sk.Kernel()

# 2. Add an LLM service (using gpt-4o as of 2026-03-20)
kernel.add_service(

OpenAIChatCompletion(service_id="chat-gpt", ai_model_id="gpt-4o"),
)

# 3. Add a Memory Store to the kernel for long-term memory
#    VolatileMemoryStore is in-memory for quick testing; for persistence,
#    you would use a dedicated vector database like QdrantMemoryStore, 
PineconeMemoryStore, etc.
memory_store = VolatileMemoryStore()
kernel.add_memory_store(memory_store=memory_store)

print("Semantic Kernel initialized with LLM and VolatileMemoryStore.")

Explanation: We set up the Kernel  as the central orchestrator, add our LLM,

and crucially, attach a MemoryStore . The VolatileMemoryStore  is useful for

development but won't persist data across runs; for production, you'd swap it for

a persistent vector database.

Step 2: Define a chat history and a simple prompt skill. Next, we'll set up a 

ChatHistory  object for short-term conversation and a basic prompt template.
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# Continue in semantic_kernel_memory_example.py

# 4. Create a chat history for short-term context
# This object will accumulate messages for the current conversation.
chat_history = ChatHistory()

# Define a simple semantic function (prompt) that can use chat history.
# The `{{$history}}` variable will be populated by our chat loop.
prompt_template = """
    You are a helpful assistant.
    If the user talks about their preferences or facts about themselves, try to 
remember them.
    Current conversation:
    {{$history}}
    User: {{$input}}
    Assistant:
"""

# Create a simple prompt function from our template
chat_function = kernel.create_function_from_prompt(

prompt_template=prompt_template,
function_name="ChatFunction",
plugin_name="GeneralChat"

)

print("Chat history and basic chat function (skill) created.")

Explanation: ChatHistory  is SK's way to manage the turn-by-turn

conversational context. Our prompt_template  is a simple skill that uses a 

$history  variable, which we'll manually populate.

Step 3: Implement an asynchronous chat loop with memory interaction.

Now, let's create the interactive chat where we'll explicitly save and recall

information from our MemoryStore .
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# Continue in semantic_kernel_memory_example.py
import asyncio

async def chat_with_memory():
print("\n--- Starting Chat with Memory (Type 'exit' to end) ---")
while True:

user_input = input("User: ")
if user_input.lower() == "exit":

break

chat_history.add_user_message(user_input)

# --- Demonstrate saving to long-term memory ---
# In a real scenario, a planner would decide when to save. Here, we 

manually check for a keyword.
if "my favorite color is" in user_input.lower():

color_fact = user_input.split("my favorite color is")[-1].strip().r
eplace('.', '')

# Save the fact into our "user_profiles" collection in the memory 
store.

await kernel.memory.save_information_async(
collection="user_profiles",
text=f"User's favorite color is {color_fact}",
id="fav_color" # A unique ID for this piece of information

)
print(f"Agent: Okay, I've noted that your favorite color is {color_

fact} in my long-term memory.")
# Add this to chat history so the LLM knows we acknowledged it.
chat_history.add_assistant_message(f"Okay, I've noted that your 

favorite color is {color_fact}.")
continue # Skip normal chat response for this turn

# --- General chat response using short-term history ---
# We manually build the context for the chat function, including the 

short-term history.
context = kernel.create_new_context()
context["history"] = "\n".join([f"{msg.role}: {msg.content}" for msg

in chat_history.messages])
context["input"] = user_input

# Invoke our chat function (skill) with the current user input and 
history.

response = await kernel.invoke(chat_function, input=user_input, argumen
ts=context.variables)

print(f"Agent: {response.value}")
chat_history.add_assistant_message(response.value)

# --- Demonstrate recalling from long-term memory ---
# Again, in a real system, a planner would trigger this.
if "what is my favorite color" in user_input.lower():

# Query the memory store for information semantically similar to 
"favorite color".

retrieved_info = await kernel.memory.recall_async(
collection="user_profiles",
query="favorite color",
limit=1

)
if retrieved_info:

print(f"Agent (from long-term memory): I recall from my notes 
that {retrieved_info[0].text}.")

else:
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print("Agent (from long-term memory): I don't have that 
specific information stored.")

# Run the asynchronous chat loop
if __name__ == "__main__":

asyncio.run(chat_with_memory())

Explanation: This interactive loop ties everything together. * The chat_history

object continuously collects user and agent messages for short-term context. *

When a specific phrase ("my favorite color is") is detected, we manually use 

kernel.memory.save_information_async  to store a fact in the 

VolatileMemoryStore  (our long-term memory). * When another phrase ("what is

my favorite color") is detected, kernel.memory.recall_async  is used to retrieve

semantically relevant information from the long-term memory. * For general chat,

the chat_function  (our prompt skill) is invoked, and we explicitly pass the 

chat_history  as the $history  variable in the prompt. This example clearly

distinguishes and demonstrates the use of both short-term conversational history

and explicit long-term knowledge storage and retrieval in Semantic Kernel.

Mini-Challenge: Enhancing an Agent's Recall

You've seen how RunnableWithMessageHistory  works for basic conversation

buffering in LangGraph/LangChain. Now, let's tackle a common problem: long

conversations hitting the token limit.

Challenge: Modify the LangGraph RunnableWithMessageHistory  example from

earlier. Instead of using the default ChatMessageHistory  (which just buffers all

messages), configure it to use ConversationSummaryBufferMemory . This

memory type summarizes older parts of the conversation to keep the context

concise, preventing context window overflow while still retaining the essence of

the dialogue.

Hint: 1. You'll need to import ConversationSummaryBufferMemory  from 

langchain.memory . 2. ConversationSummaryBufferMemory  requires an LLM to

perform the summarization. 3. You'll need to adjust the get_session_history

function to return an instance of ConversationSummaryBufferMemory  instead of 

ChatMessageHistory . Remember to pass the LLM to it and specify a 

max_token_limit .

What to Observe/Learn: After running a longer conversation (you might need

to manually type more turns to see the effect), try to inspect the store

dictionary. While ConversationSummaryBufferMemory  won't show you raw

messages, the idea is that the LLM will still maintain context without the full, raw
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history consuming tokens. The key learning is how to swap out different memory

strategies.

# Your turn! Modify the LangGraph example here.
# You'll need to import ConversationSummaryBufferMemory
# from langchain.memory import ConversationSummaryBufferMemory
# And then update the get_session_history function.

# Example structure (don't copy-paste, modify the original!):
# from langchain.memory import ConversationSummaryBufferMemory
# ...
# store = {}
# def get_session_history_summary(session_id: str) -> 
ConversationSummaryBufferMemory:
#     if session_id not in store:
#         # Use the 'llm' defined at the top of your script
#         store[session_id] = ConversationSummaryBufferMemory(llm=llm, 
max_token_limit=150, return_messages=True)
#     return store[session_id]
#
# # Then, use this new function when creating your RunnableWithMessageHistory
# with_message_history_summary = RunnableWithMessageHistory(
#     chain,
#     get_session_history_summary, # Use your new function here
#     input_messages_key="input",
#     history_messages_key="history",
# )
# ... then run some longer conversations with this new object ...

Common Pitfalls & Troubleshooting

Managing memory and state in AI agents can be tricky. Here are some common

issues and how to approach them:

Context Window Overflow:

Pitfall: The most frequent issue. Your agent starts "forgetting" earlier parts

of a long conversation because the history exceeds the LLM's token limit.

Troubleshooting:

Summarization: Implement ConversationSummaryMemory  or 

ConversationSummaryBufferMemory  (as in your challenge) to condense

older messages.

Windowing: Use ConversationBufferWindowMemory  to only keep the

most recent k  messages.

Retrieval Augmented Generation (RAG): For long-term knowledge, don't

dump everything into the context. Instead, retrieve only the most relevant

chunks from a vector store and inject those.

1. 

• 

• 

• 

• 

• 
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Refine Prompts: Make prompts more concise to save tokens.

Inconsistent State / Agent Getting "Lost":

Pitfall: In complex multi-step workflows, an agent might lose track of which

step it's on, or critical information gathered in a previous step isn't available

for the current one.

Troubleshooting:

Explicit State Management: For LangGraph, ensure your State  object is

clearly defined and updated by each node. For CrewAI, ensure task outputs

are correctly passed as context.

Logging: Verbose logging (e.g., verbose=True  in CrewAI, or printing

LangGraph state) is crucial to see how context and state are evolving.

Atomic Steps: Break down complex tasks into smaller, well-defined, and

atomic steps. Each step should have clear inputs and outputs.

Token Usage Bloat & High Costs:

Pitfall: Sending excessively long prompts (due to large conversation

histories or too much retrieved information) leads to higher API costs and

slower response times.

Troubleshooting:

Memory Strategies: Employ summarization and windowing as discussed

for context window overflow.

Efficient RAG: Ensure your vector store retrieval is precise and only fetches

truly relevant documents. Optimize chunking strategies.

Caching: Cache LLM responses for repetitive queries if appropriate.

Model Choice: Use smaller, cheaper models (e.g., gpt-3.5-turbo ) for

tasks that don't require the full power of larger models.

Debugging Memory Issues:

Pitfall: It's hard to tell what the agent "remembers" or why it's behaving

unexpectedly.

Troubleshooting:

Print Context: Always print the full prompt (including history and retrieved

context) that is sent to the LLM during development. This is the single most

effective debugging technique.
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Inspect Internal States: For AutoGen, inspect agent.chat_messages . For

LangGraph, print the state  object at each node.

Unit Testing: Write tests for your memory and retrieval components to

ensure they're functioning as expected.

Summary

Phew! We've covered a lot of ground in this chapter, transforming our agents from

forgetful automatons into intelligent conversationalists and persistent task-doers.

Here are the key takeaways:

Stateless LLMs: Individual LLM calls are stateless, necessitating external

memory and context management for coherent agent behavior.

Short-Term Memory (Context Window): Manages the immediate

conversation history, often using buffers, windowing, or summarization

techniques to fit within token limits. Frameworks like LangGraph's 

RunnableWithMessageHistory , AutoGen's internal message queues, and

SK's ContextVariables  handle this.

Long-Term Memory (Persistent Knowledge): Stores information beyond

the current session, typically using vector databases and embeddings for

semantic retrieval. LangChain/LangGraph's VectorStoreRetrieverMemory

and Semantic Kernel's MemoryStore  are prime examples.

State Management: Tracks the progress and current status of multi-step

workflows, ensuring agents know "where they are." LangGraph's graph-

based state, AutoGen's conversational flow, and CrewAI's task-driven

process are different approaches.

Framework Differences:

LangGraph: Excellent for explicit state machines and integrates seamlessly

with LangChain's rich memory ecosystem (buffers, summaries, vector

stores).

AutoGen: Memory is inherent in its multi-agent conversational design, with

each agent maintaining its chat history and offering persistence methods.

CrewAI: Manages context through agent memory=True  settings and the

sequential flow of tasks, allowing information to pass between steps.

Semantic Kernel: Uses ContextVariables  for short-term context and a

dedicated MemoryStore  for long-term, vector-based knowledge retrieval,

often orchestrated by planners.
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By mastering these memory and state management techniques, you're

empowering your AI agents to tackle more complex, personalized, and robust

applications. They'll truly be able to remember the past and leverage it for future

actions!

In the next chapter, we'll dive into advanced orchestration patterns, building upon

our understanding of memory to create even more sophisticated and dynamic

agent workflows. Get ready to connect these intelligent components into powerful

systems!
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CHAPTER 10

Project: Building an Automated
Financial Analysis Assistant

Introduction

Welcome to the final project chapter! Throughout this guide, we've explored the

foundational concepts of AI agents, multi-step workflows, memory, orchestration,

and tool usage across various modern frameworks. Now, it's time to bring these

concepts together and build something truly practical and exciting: an 

Automated Financial Analysis Assistant.

In this chapter, you'll learn how to design and implement a sophisticated multi-

agent system using CrewAI to perform financial analysis. Our assistant will be

capable of gathering real-time company data, analyzing market trends, and

generating concise investment reports. This project will reinforce your

understanding of defining specialized agent roles, equipping them with powerful

tools, structuring complex tasks, and orchestrating their collaboration to achieve

a common goal. Get ready to put your agentic AI skills to the test and create an

intelligent system that can provide valuable insights!

Before we dive in, make sure you're comfortable with the core principles of

agentic frameworks, especially agent roles, tasks, and tools, as covered in

previous chapters. We'll be building on that foundation to create a robust and

functional application.

Core Concepts: Designing Our Financial Assistant

Building an AI assistant that can perform financial analysis is a fantastic way to

showcase the power of multi-agent systems. It's a task that requires multiple

steps, access to external data, and nuanced reasoning, making it a perfect fit for

an agentic approach.

Project Overview: What Will Our Assistant Do?

Our Automated Financial Analysis Assistant will take a company's stock ticker as

input and then:

Gather Data: Search for recent news, financial reports, and general

company information.

1. 
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Analyze Market: Evaluate the gathered data, looking for trends, risks, and

opportunities.

Generate Report: Compile the findings into a structured, actionable

investment report.

To achieve this, we'll leverage the CrewAI framework, which excels at defining

agents with distinct roles, goals, and backstories, and then assigning them

specific tasks within a collaborative crew.

Agent Roles: Who's on Our Financial Team?

Think of our assistant as a small, specialized team. Each member (agent) has a

particular expertise:

Financial Data Gatherer: Responsible for scouring the web for relevant,

up-to-date information.

Market Analyst: Focuses on interpreting the data, identifying patterns, and

assessing market sentiment.

Investment Strategist (Report Generator): Takes the analysis and

synthesizes it into a clear, actionable report with potential

recommendations.

By assigning clear roles, we prevent agents from stepping on each other's toes

and ensure each part of the workflow is handled by an expert. This also makes

debugging and refining much easier!

Tools: What Capabilities Do Our Agents Need?

Agents are only as powerful as the tools they can wield. For financial analysis,

access to real-time information is crucial. We'll equip our agents with:

Web Search Tool: Essential for finding news articles, company reports, and

general market sentiment. We'll use a robust search tool like 

SerperDevTool  (requires a Serper API key).

Stock Data Tool (Placeholder): For simplicity in this project, we'll use a

mock or simplified tool to simulate fetching stock-specific data. In a real-

world application, this would integrate with a financial data API (e.g., Alpha

Vantage, Finnhub).

2. 
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Workflow Design: How Do Our Agents Collaborate?

The interaction between our agents will follow a sequential, pipeline-style

orchestration:

The Financial Data Gatherer  agent executes its task first, collecting raw

data.

This raw data is then passed as context to the Market Analyst  agent.

The Market Analyst  processes the data and generates an analysis.

Finally, this analysis is passed to the Investment Strategist  (Report

Generator) agent, who produces the final report.

This clear flow ensures that each agent builds upon the work of the previous one,

leading to a cohesive and comprehensive output.

Let's visualize this workflow with a simple diagram:

1. 

2. 

3. 

4. 
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This diagram illustrates the step-by-step progression, from environment setup to

the final report generation. Each box represents a critical phase or component in

our agentic system.

Step-by-Step Implementation

Now, let's get our hands dirty and build this assistant!
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Step 1: Set Up Your Environment

First, we need to ensure our Python environment is ready. We'll use Python 3.9+

and install the necessary libraries.

Create a New Project Directory and Virtual Environment: It's always

good practice to isolate your project dependencies.

bash mkdir financial_assistant cd financial_assistant python3.11

-m venv venv # Using Python 3.11, but 3.9+ is fine source venv/

bin/activate # On Windows, use `venv\Scripts\activate`

Install Dependencies: We need crewai , crewai_tools  (for the

SerperDevTool), openai  (for our LLM), and python-dotenv  to manage API

keys.

bash pip install crewai==0.35.6 crewai_tools==0.2.0

openai==1.14.0 python-dotenv==1.0.1 # Verify latest stable

versions as of 2026-03-20

Note: The AI agent landscape evolves rapidly. As of 2026-03-20, crewai

version 0.35.6  and crewai_tools 0.2.0  are stable. Always check the 

official CrewAI documentation for the absolute latest versions if you

encounter issues.

Set Up API Keys: We'll need an OpenAI API key for the Large Language

Model and a Serper API key for web search capabilities.

Go to OpenAI to get your OPENAI_API_KEY .

Go to Serper to get your SERPER_API_KEY . Serper offers a free tier for

testing.

Create a file named .env  in your project's root directory and add your keys:

```ini

.env
OPENAI_API_KEY="your_openai_api_key_here"

SERPER_API_KEY="your_serper_api_key_here"

1. 

2. 
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Optional: If using Azure
OpenAI

AZURE_OPENAI_ENDPOINT="your_azure_openai_endpoint"

AZURE_OPENAI_API_KEY="your_azure_openai_api_key"

AZURE_OPENAI_API_VERSION="2024-02-15-
preview"

AZURE_OPENAI_MODEL_NAME="gpt-4"
`` Remember to

replace "your_openai_api_key_here" and "your_serper_api_key_here" with

your actual keys. The python-dotenv` library will automatically load

these environment variables when our script runs.

Step 2: Define Tools

Now let's create the tools our agents will use. Create a new file named tools.py .
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# tools.py
from crewai_tools import SerperDevTool
import os

# Initialize the SerperDevTool for web searching
# It automatically picks up SERPER_API_KEY from environment variables
search_tool = SerperDevTool()

# A simple mock tool for demonstrating stock data fetching.
# In a real application, this would integrate with a financial API.
class StockDataTool:

@staticmethod
def get_company_profile(ticker: str) -> str:

"""
        Fetches a mock company profile for a given stock ticker.
        In a real scenario, this would call a financial API.
        """

if ticker.upper() == "AAPL":
return (

"Apple Inc. designs, manufactures, and markets smartphones, 
personal computers, "

"tablets, wearables, and accessories worldwide. The company 
also sells related "

"services. Its products include iPhone, Mac, iPad, AirPods, 
Apple TV, Apple Watch, "

"Beats products, HomePod, iPod touch, and accessories. Apple 
sells its products "

"and services through its retail stores, online stores, and 
direct sales force, "

"as well as through third-party wholesalers, resellers, and 
carriers. "

"The company was founded in 1976 and is headquartered in 
Cupertino, California."

)
elif ticker.upper() == "GOOGL":

return (
"Alphabet Inc. is an American multinational technology 

conglomerate holding company. "
"It was created through a corporate restructuring of Google in 

2015 and became "
"the parent company of Google and several former Google 

subsidiaries. "
"The company's segments include Google Services, Google Cloud, 

and Other Bets. "
"Google Services includes products and services such as 

Android, Chrome, Google Maps, "

"Google Play, Search, and YouTube. Alphabet was founded in 1998 and is 
headquartered "

"in Mountain View, California."
)

else:
return f"No detailed profile available for {ticker}. Using general 

market data."

@staticmethod
def get_latest_news(ticker: str) -> str:

"""
        Fetches mock latest news for a given stock ticker.
        In a real scenario, this would call a financial news API or use a more 
advanced search.
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        """
if ticker.upper() == "AAPL":

return "Recent news for Apple: Strong Q4 earnings, new Vision Pro 
headset launch expected soon, increasing services revenue."

elif ticker.upper() == "GOOGL":
return "Recent news for Alphabet: Google Cloud growth continues, 

new AI model Gemini released, regulatory scrutiny in Europe."
else:

return f"No specific news for 
{ticker}. General market sentiment is mixed."

# Instantiate our custom stock data tool
stock_data_tool = StockDataTool()

Explanation:

We import SerperDevTool  from crewai_tools . This tool, once initialized,

automatically uses your SERPER_API_KEY  from the environment to perform

web searches.

We define a StockDataTool  class with static methods 

get_company_profile  and get_latest_news .

Why a mock tool? For a learning guide, integrating with a live

financial API could introduce complexity (API keys, rate limits, data

parsing) that distracts from the core agent concepts. This mock allows

us to simulate the functionality without external dependencies for this

specific part.

In a real application, you would replace the placeholder logic with

actual API calls to services like Alpha Vantage, Finnhub, or Bloomberg.

Finally, we instantiate both search_tool  and stock_data_tool  so they

can be passed to our agents.

Step 3: Define Agents

Next, we define our specialized agents. Create a new file named agents.py .

• 

• 

◦ 

◦ 

• 

AI VOID [https://aivoid.dev]

AZURE_OPENAI_MODEL_NAME="gpt-4" 192



# agents.py
from crewai import Agent
from tools import search_tool, stock_data_tool
from dotenv import load_dotenv
import os

load_dotenv() # Load environment variables from .env

# Configure the LLM for our agents
# For OpenAI, ensure OPENAI_API_KEY is set in .env
# You can specify model="gpt-4o" or model="gpt-4-turbo" for latest capabilities
# For Azure OpenAI, uncomment and configure the azure_openai_llm below
llm_config = {

"model": "gpt-4o",
# Using GPT-4o for its advanced reasoning and multimodal capabilities

"temperature": 0.7,
"api_key": os.getenv("OPENAI_API_KEY")

}

# Example for Azure OpenAI configuration:
# from langchain_openai import AzureChatOpenAI
# azure_openai_llm = AzureChatOpenAI(
#     azure_endpoint=os.getenv("AZURE_OPENAI_ENDPOINT"),
#     api_key=os.getenv("AZURE_OPENAI_API_KEY"),
#     api_version=os.getenv("AZURE_OPENAI_API_VERSION"),
#     deployment_name=os.getenv("AZURE_OPENAI_MODEL_NAME")
# )
# llm_config = azure_openai_llm # If using Azure OpenAI, replace the dict with 
this object

class FinancialAgents:
def __init__(self):

# We'll use the llm_config dictionary directly if using OpenAI's 
standard API

# If using Azure, you'd pass the azure_openai_llm object instead
self.llm = llm_config

def financial_data_gatherer(self):
return Agent(

role='Financial Data Gatherer',
goal='Efficiently gather comprehensive and up-to-date financial 

data, news, and company profiles for a given stock ticker.',
backstory="You are an expert financial researcher, skilled in 

quickly finding relevant information from various online sources. Your 
meticulous data collection forms the foundation for all subsequent analysis.",

verbose=True,
allow_delegation=False,
tools=[search_tool, stock_data_tool.get_company_profile, stock_data

_tool.get_latest_news],
llm=self.llm # Assign the configured LLM

)

def market_analyst(self):
return Agent(

role='Market Analyst',
goal='Analyze gathered financial data, identify market trends, 

risks, and opportunities, and provide actionable insights.',
backstory="You are a seasoned market analyst with a deep 

understanding of financial markets. You can interpret complex data, identify 
patterns, and articulate the implications for investment decisions.",

verbose=True,
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allow_delegation=False,
llm=self.llm # Assign the configured LLM

)

def report_generator(self):
return Agent(

role='Investment Strategist',
goal='Generate a clear, concise, and actionable investment report 

based on the market analysis, including potential recommendations.',
backstory="You are a senior investment strategist, adept at 

synthesizing complex financial analysis into easy-to-understand reports for 
clients. Your reports are always well-structured and provide clear guidance.",

verbose=True,
allow_delegation=False,
llm=self.llm # Assign the configured LLM

)

Explanation:

We import Agent  from crewai  and our tools from tools.py .

load_dotenv()  is called to ensure our API keys are loaded.

llm_config  is a dictionary defining the LLM model and API key. We are

explicitly using gpt-4o  for its superior reasoning capabilities, which are

beneficial for financial analysis.

Version Note: As of 2026-03-20, gpt-4o  is OpenAI's latest flagship model.

Always refer to OpenAI's official documentation for the most current models.

The commented-out section shows how you would configure for Azure

OpenAI, demonstrating the framework's flexibility.

The FinancialAgents  class encapsulates our agent definitions.

Each agent is instantiated with:

role : A clear title for the agent.

goal : What the agent aims to achieve.

backstory : A narrative that helps the LLM embody the persona.

verbose=True : This is critical for debugging! It makes the agent's

thought process visible in the console.

allow_delegation=False : For this sequential workflow, agents don't

delegate tasks to each other directly.

tools : The list of tools available to the agent. Notice the Financial

Data Gatherer  has both search_tool  and methods from 

stock_data_tool .

llm : The LLM configuration to use for this agent.
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Step 4: Define Tasks

Now we define the tasks that our agents will perform. Create a new file named 

tasks.py .
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# tasks.py
from crewai import Task
from agents import FinancialAgents

class FinancialTasks:
def __init__(self):

self.agents = FinancialAgents() # Instantiate our agents

def gather_data_task(self, agent, company_ticker):
return Task(

description=f"""
                Collect comprehensive and up-to-date financial data, recent 
news, and the company profile for {company_ticker}.
                Focus on information that would be crucial for an investment 
decision, such as:
                - Recent quarterly earnings reports summaries.
                - Major company announcements or press releases.
                - Analyst ratings changes (if found).
                - Key competitors and their recent performance.
                - Any significant market events impacting the industry.

                Your final answer MUST be a detailed summary of all gathered 
information,
                structured clearly with headings for each type of data (e.g., 
"Company Profile", "Latest News", "Earnings Summary").
            """,

expected_output=f"A detailed summary of {company_ticker}'s 
financial data, news, and company profile.",

agent=agent,
)

def analyze_market_task(self, agent, context):
return Task(

description=f"""
                Analyze the provided financial data and news.
                Identify key market trends, potential risks, and significant 
investment opportunities related to the company.
                Consider the overall market sentiment, industry outlook, and 
competitive landscape.
                Your analysis should cover:
                - Strengths and weaknesses of the company based on the data.
                - Opportunities for growth or expansion.
                - Potential threats or challenges (e.g., regulatory, 
competition).
                - Overall market sentiment (bullish, bearish, neutral).

                Your final answer MUST be a comprehensive market analysis 
report,
                clearly outlining strengths, weaknesses, opportunities, threats 
(SWOT), and market sentiment.
            """,

expected_output="A comprehensive market analysis report for the 
company, including SWOT and market sentiment.",

agent=agent,
context=context # This task uses the output from the previous task

)

def generate_report_task(self, agent, context, company_ticker):
return Task(

description=f"""
                Synthesize the market analysis into a clear, concise, and 
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actionable investment report for {company_ticker}.
                The report should include:
                - An executive summary.
                - A brief overview of the company.
                - Key findings from the market analysis (strengths, weaknesses, 
opportunities, threats).
                - A clear investment recommendation (e.g., "Buy," "Sell," 
"Hold," "Monitor") with brief justification.
                - Potential risks to consider.

                Your final answer MUST be a well-structured investment report, 
ready for a client,
                formatted in markdown with clear headings and bullet points.
            """,

expected_output=f"A professional investment report for {company_tic
ker} with an actionable recommendation.",

agent=agent,
context=context # This task uses the output from the previous task

)

Explanation:

We import Task  from crewai  and our FinancialAgents  class.

The FinancialTasks  class holds methods to create our tasks.

Each task is defined with:

description : A detailed instruction for the agent. This is where

prompt engineering comes into play! Be clear and specific about what

you want the agent to do and what information it should prioritize.

expected_output : What the task is expected to produce. This helps

the LLM understand the goal.

agent : The agent responsible for this task.

context : Crucially, analyze_market_task  and 

generate_report_task  receive context  from the previous task's

output. This creates the sequential workflow.

Step 5: Orchestrate the Crew

Finally, we bring everything together in our main script. Create a new file named 

main.py .

• 

• 

• 
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# main.py
import os
from dotenv import load_dotenv
from crewai import Crew, Process
from agents import FinancialAgents
from tasks import FinancialTasks

# Load environment variables
load_dotenv()

def run_financial_analysis_crew(company_ticker: str):
"""

    Orchestrates the financial analysis crew for a given company ticker.
    """

print(f"--- Starting Financial Analysis for {company_ticker} ---")

# Instantiate agents and tasks
agents = FinancialAgents()
tasks = FinancialTasks()

# Define agents
data_gatherer = agents.financial_data_gatherer()
market_analyst = agents.market_analyst()
report_generator = agents.report_generator()

# Define tasks
gather_data = tasks.gather_data_task(data_gatherer, company_ticker)
analyze_market = tasks.analyze_market_task(market_analyst, [gather_data])

# Context from gather_data
generate_report = tasks.generate_report_task(report_generator, [analyze_mar

ket], company_ticker) # Context from analyze_market

# Create the crew with a sequential process
financial_crew = Crew(

agents=[data_gatherer, market_analyst, report_generator],
tasks=[gather_data, analyze_market, generate_report],
process=Process.sequential, # Tasks run in the order they are defined
verbose=True, # Log all agent steps
full_output=True, # Get the full output including intermediate steps
max_rpm=15 # Max requests per minute to avoid rate limits (adjust as 

needed)
)

# Kick off the crew!
result = financial_crew.kickoff()

print("\n\n################################")
print("## Financial Analysis Complete!")
print("################################\n")
print(result['final_output']) # Print the final output of the last task

if __name__ == "__main__":
# Example usage: Analyze Apple (AAPL)
# You can change the ticker here or make it a command-line argument
company_to_analyze = input("Enter the stock ticker symbol (e.g., AAPL, 

GOOGL): ").upper()
if not company_to_analyze:

company_to_analyze = "AAPL" # Default if nothing entered
print(f"No ticker entered. Defaulting to {company_to_analyze}")

run_financial_analysis_crew(company_to_analyze)
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Explanation:

We import Crew , Process  from crewai , and our FinancialAgents  and 

FinancialTasks  classes.

load_dotenv()  is called at the top to ensure environment variables are

available.

The run_financial_analysis_crew  function orchestrates the entire

process:

It instantiates our agents and tasks.

It defines the tasks, passing the output of previous tasks as context

to subsequent ones. This is how the sequential workflow is established.

A Crew  is created with:

agents : A list of all agents participating.

tasks : A list of all tasks to be executed.

process=Process.sequential : This tells CrewAI to run the tasks

in the order they are defined.

verbose=True : Provides detailed logging of agent thoughts and

tool usage, extremely helpful for debugging.

full_output=True : Ensures the kickoff()  method returns a

dictionary with the final output and intermediate steps.

max_rpm : Limits the rate of LLM calls to prevent hitting API rate

limits.

financial_crew.kickoff()  starts the entire agentic process.

Finally, the final_output  from the result  dictionary is printed, which

should be our comprehensive investment report.

The if __name__ == "__main__":  block allows you to run the script

directly and provides a simple input prompt for the stock ticker.

Step 6: Run Your Financial Assistant!

Open your terminal, navigate to your financial_assistant  directory, and run

the main.py  script:

python main.py

The script will prompt you for a stock ticker. Enter AAPL  or GOOGL  (or any other

ticker to see the general search results for the mock tool). You'll see the verbose
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output of each agent's thoughts, tool usage, and reasoning steps as they work

through their tasks. Finally, a structured investment report will be printed to your

console!

Mini-Challenge: Enhance the Report with Sentiment
Analysis

You've built a functional financial analysis assistant! Now, let's add a small but

impactful enhancement.

Challenge: Modify the Market Analyst  agent's task to explicitly include a

sentiment score (e.g., on a scale of -10 to +10, or "positive," "negative,"

"neutral") for the company based on the news and data it gathers. The Report

Generator  agent should then incorporate this sentiment score into the final

investment recommendation.

Hint:

Modify tasks.py : Update the analyze_market_task  description to

instruct the Market Analyst  to output a sentiment score or label as part of

its analysis. Be specific about the format you expect.

Observe: Rerun the crew and observe how the Market Analyst

incorporates sentiment into its output and how the Report Generator  then

uses this new piece of context. Pay attention to the agent's internal

monologue (due to verbose=True ) to see its reasoning process.

What to observe/learn: This challenge helps you understand how subtle

changes in task descriptions can significantly influence agent output and how

agents seamlessly pass rich, structured context to one another. It also

demonstrates how to iteratively refine agent behavior.

Common Pitfalls & Troubleshooting

Even with careful design, agentic systems can be tricky. Here are some common

issues and how to tackle them:

API Key or Environment Variable Issues:

Symptom: AuthenticationError , RateLimitError , or KeyError  when

accessing os.getenv() .

Fix: Double-check your .env  file. Ensure OPENAI_API_KEY  and 

SERPER_API_KEY  are correctly spelled and have valid keys. Make sure 

1. 

2. 

1. 
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load_dotenv()  is called at the very beginning of any script that needs

environment variables. If you're using Azure OpenAI, ensure all required

environment variables ( AZURE_OPENAI_ENDPOINT , AZURE_OPENAI_API_KEY ,

AZURE_OPENAI_API_VERSION , AZURE_OPENAI_MODEL_NAME ) are correctly

set.

Tip: Always restart your terminal or IDE after modifying .env  to ensure

variables are reloaded.

Agent Misinterpretation or "Hallucination":

Symptom: Agents produce irrelevant, incomplete, or fabricated

information, or fail to use tools correctly.

Fix: This is often a prompt engineering issue.

Refine Task Descriptions: Make your description  and 

expected_output  in tasks.py  even more explicit. Use bullet points,

specify required formats, and provide examples if necessary.

Improve Agent Backstory/Goal: Sometimes, tweaking an agent's 

backstory  or goal  in agents.py  helps it better embody its role.

Check Tools: Ensure the agent has the correct tools assigned and

understands when to use them. The verbose=True  output will show if a tool

was called and with what arguments.

Context Window Limitations:

Symptom: LLM starts "forgetting" earlier parts of the conversation or

analysis, leading to incomplete reports, especially with very long inputs.

Fix:

Summarization: Instruct agents to summarize lengthy data before passing

it as context. For example, the Data Gatherer  could be tasked with

summarizing its findings concisely.

Chunking: For extremely large documents, you might need to implement a

separate process to chunk and retrieve relevant information using vector

databases (as discussed in Chapter 8).

More Capable Models: Use models with larger context windows (e.g., 

gpt-4o  or gpt-4-turbo  variants offer larger contexts than older models).

Tool Failure or Incorrect Usage:

Symptom: An agent attempts to use a tool but fails, or uses it with

incorrect parameters.
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Fix:

Inspect verbose  Output: The verbose=True  setting is your best friend. It

will show exactly when an agent tries to use a tool, what arguments it

passes, and what the tool returns (or errors out with).

Test Tools Independently: Run your custom tools ( StockDataTool

methods) in isolation to ensure they work as expected.

Tool Definition: Ensure your tool definitions (especially custom ones) have

clear docstrings and type hints, as LLMs use these to understand how to call

the tool.

Debugging agentic systems is an iterative process. Start with simple tasks,

observe the verbose output, and gradually add complexity while continuously

refining your agent and task definitions.

Summary

Congratulations! You've successfully built an Automated Financial Analysis

Assistant using CrewAI, integrating multiple agents, tools, and a structured

workflow.

Here are the key takeaways from this project:

Multi-Agent Power: You experienced firsthand how breaking down a

complex problem (financial analysis) into smaller, specialized tasks handled

by distinct agents leads to a more robust and manageable solution.

Role-Based Design: CrewAI's emphasis on role , goal , and backstory

helps in creating agents with clear responsibilities and predictable behavior.

Tool Integration: You learned how to equip agents with external

capabilities (like web search and custom data fetching) to extend their reach

beyond their inherent LLM knowledge.

Sequential Orchestration: You implemented a sequential workflow, where

the output of one agent's task serves as critical context for the next,

demonstrating effective inter-agent communication.

Prompt Engineering in Practice: You saw how precise task descriptions

are vital for guiding agents to produce the desired output, highlighting the

importance of clear instructions.

Iterative Development: The mini-challenge and troubleshooting section

underscored that building agentic systems is an iterative process of

refinement and debugging.
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This project serves as a fantastic foundation. You can expand it by integrating

more sophisticated financial APIs, adding more specialized agents (e.g., a News

Sentiment Analyst, a Risk Assessor), or even implementing a hierarchical

orchestration pattern for more complex decision-making. The world of AI agents is

vast and full of possibilities – keep exploring and building!
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CHAPTER 11

Semantic Kernel: Skills,
Planners, and Enterprise AI
Integration

Semantic Kernel: Skills, Planners, and Enterprise AI
Integration

Welcome back, AI explorers! In our journey through modern AI agent frameworks,

we've seen how LangGraph builds state machines, AutoGen fosters

conversational agents, and CrewAI empowers role-playing teams. Now, it's time to

dive into a framework designed with enterprise integration and modularity at its

core: Semantic Kernel (SK).

Semantic Kernel, spearheaded by Microsoft, offers a powerful SDK for integrating

Large Language Models (LLMs) with conventional programming languages like

Python and C#. It helps you build intelligent applications by weaving together AI

capabilities (like natural language understanding and generation) with existing

business logic and external services. Think of it as a sophisticated toolkit that

allows your code to think and act more intelligently by leveraging LLMs, without

completely reinventing your application architecture.

By the end of this chapter, you'll understand Semantic Kernel's fundamental

concepts like the Kernel itself, Semantic Functions, Native Functions, Skills (also

known as Plugins), Context Variables, and Planners. We'll set up a Python

environment, build a simple skill, and then orchestrate multiple skills using a

Planner to achieve a more complex goal. Get ready to integrate AI into your

applications with enterprise-grade precision!

Core Concepts of Semantic Kernel

Semantic Kernel introduces a structured way to combine the "reasoning" power of

LLMs with the "doing" power of traditional code. Let's break down its key

components.
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The Kernel: The Brain of Your AI Application

At the heart of every Semantic Kernel application is the Kernel . You can think of

the Kernel as the central orchestrator, the "brain" that manages all the AI

capabilities and interactions. It's responsible for:

Loading and managing Skills (Plugins): It knows what capabilities your

application has.

Executing functions: Whether they are AI-powered (semantic) or

traditional code (native).

Managing context: Passing information between different parts of your

application.

Integrating with LLMs: Connecting to OpenAI, Azure OpenAI, or other

providers.

Imagine the Kernel as a project manager. It doesn't do the work itself, but it

knows who can do what (skills), gives them the necessary information (context),

and makes sure tasks are executed in the right order.

Semantic Functions (Prompts as Code)

Semantic Functions are where the magic of LLMs truly shines in Semantic Kernel.

They allow you to define prompts as reusable, invokable functions. Instead of just

sending a raw prompt to an LLM, you encapsulate it, give it a name, and define its

expected inputs and outputs.

Why are they important? - Reusability: Define a prompt once, use it

everywhere. - Parameterization: Easily pass variables into your prompts. - 

Modularity: Break down complex prompts into smaller, manageable pieces. - 

Version Control: Treat your prompts like code, track changes, and deploy them.

For example, you might have a semantic function called SummarizeText  that

takes a long piece of text and returns a concise summary. The actual prompt

template is hidden within the function, making your application code much

cleaner.

Native Functions (Tools as Code)

While Semantic Functions leverage LLMs, Native Functions are your good old

reliable traditional code functions written in Python (or C#). These are your tools

that perform specific, deterministic actions that LLMs can't or shouldn't do, such

as:

Calling external APIs (e.g., retrieving data from a database, sending an

email).

1. 

2. 

3. 
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Performing complex calculations.

Interacting with local file systems.

Executing business logic.

Why are they important? - Reliability: Deterministic execution, no LLM

hallucinations. - Efficiency: Faster and cheaper for non-cognitive tasks. - Access

to external systems: Bridge the gap between AI and your existing

infrastructure.

Semantic Kernel allows LLMs (via Planners) to "call" these native functions when

they determine a specific tool is needed to fulfill a user's request. This is the

essence of "tool usage" or "function calling" in SK.

Skills (Plugins): Collections of Functions

In Semantic Kernel, a Skill  (often referred to as a Plugin  in newer

documentation and other frameworks) is simply a collection of related Semantic

Functions and Native Functions. They act as logical groupings of capabilities.

Think of a skill as a toolbox for a specific domain. For instance: - A "TextSkill"

might contain Summarize , Translate , ExtractKeywords . - An "EmailSkill"

might contain SendEmail , DraftEmail , CheckInbox . - A "CalendarSkill" might

contain CreateEvent , ListEvents , DeleteEvent .

By organizing functions into skills, you create modular, reusable components that

can be easily added to your Kernel, making your AI application extensible and

manageable.

Context Variables (Memory)

For any multi-step AI workflow, maintaining state and passing information

between different operations is crucial. Semantic Kernel uses 

Context Variables  to manage this. The Context  object is essentially a

dictionary-like structure that holds all the input and output variables, as well as

conversational history, errors, and other relevant data during an operation.

When you invoke a function (semantic or native), it receives the current Context ,

can read variables from it, and can write new variables back into it. This allows

functions to build upon each other's outputs, forming a coherent workflow.

Planners (Orchestration): Automating Skill Execution

This is where Semantic Kernel truly shines in building multi-step agentic

workflows. A Planner  is an AI-powered component that takes a high-level user

goal and automatically figures out the sequence of skills (semantic and native

functions) needed to achieve that goal. It essentially "plans" the execution path.

• 
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How do Planners work? 1. The user provides a goal (e.g., "Summarize this

document and then email it to John Doe"). 2. The Planner inspects the available

skills and their descriptions (what they do, what inputs they need). 3. Using an

LLM, the Planner generates a plan – a sequence of function calls – to achieve the

goal. 4. The Kernel then executes this plan, passing context between each step.

Semantic Kernel offers different types of planners, such as the 

SequentialPlanner  (for linear workflows) and more advanced planners like the 

HandlebarsPlanner  (which offers more robust control and logic within the plan

itself). Planners are the ultimate orchestrators, allowing your AI application to

dynamically adapt to user requests by chaining together its available tools.

Here's a simplified Mermaid diagram illustrating how the Kernel, Skills, and

Planners interact:

Setting Up Your Semantic Kernel Environment

To get started with Semantic Kernel, you'll need Python 3.9+ and pip . We'll also

need an API key for an LLM provider. OpenAI is a common choice, but Azure

OpenAI, Anthropic, and others are supported.
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Step 1: Install Semantic Kernel

Let's begin by installing the semantic-kernel  package. As of late 2023, the 1.x

series is stable and widely adopted for Python. Given the rapid evolution of AI

frameworks, always check the official Semantic Kernel Python documentation for

the absolute latest stable version as of 2026-03-20. For this guide, we'll use 

1.10.0  as a representative example of a stable 1.x  release.

Open your terminal and run:

pip install semantic-kernel==1.10.0 # Please check official docs for the 
absolute latest stable version on 2026-03-20

This command installs the core Semantic Kernel library.

Step 2: Set Up Your LLM Provider API Key

You'll need an API key to connect to an LLM. For this example, we'll use OpenAI.

It's best practice to store API keys securely, typically using environment variables.

Get an OpenAI API Key: If you don't have one, sign up at 

platform.openai.com and generate a new secret key.

Set as Environment Variable: On Linux/macOS: bash export

OPENAI_API_KEY="sk-YOUR_OPENAI_API_KEY"  On Windows (Command

Prompt): cmd set OPENAI_API_KEY="sk-YOUR_OPENAI_API_KEY"  On

Windows (PowerShell): powershell $env:OPENAI_API_KEY="sk-

YOUR_OPENAI_API_KEY"  Replace "sk-YOUR_OPENAI_API_KEY"  with your

actual key. Remember to restart your terminal or IDE after setting the

variable for it to take effect.

Step-by-Step Implementation

Now that our environment is ready, let's build some AI magic! We'll start with a

simple greeting skill and then move on to orchestrating multiple skills with a

Planner.

Project 1: Building Your First Semantic Kernel Application - A Simple
Greeting Skill

We'll start by creating a simple Semantic Function that generates a personalized

greeting.

Create a new Python file, say sk_greeting.py .

1. 

2. 
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Step 1: Initialize the Kernel

First, we import the necessary components and initialize our Kernel . We'll also

configure it to use OpenAI's GPT-3.5-turbo model.

import os
import asyncio
import semantic_kernel as sk
from semantic_kernel.connectors.ai.open_ai import OpenAIChatCompletion

# We'll put our async code inside an 'async def main()' function
async def main():

# Step 1: Initialize the Kernel
kernel = sk.Kernel()

# Ensure OPENAI_API_KEY environment variable is set
api_key = os.getenv("OPENAI_API_KEY")
if not api_key:

raise ValueError("OPENAI_API_KEY environment variable not set.")

# Add OpenAI chat completion service to the kernel
# Use a common model like gpt-3.5-turbo or gpt-4
kernel.add_service(

OpenAIChatCompletion(service_id="chat-gpt", ai_model_id="gpt-3.5-
turbo", api_key=api_key)

)

print("Kernel initialized with OpenAI service.")

Explanation: - import asyncio : This is crucial! Semantic Kernel operations are

asynchronous, meaning they can run in the background without blocking your

program. asyncio  is Python's library for writing concurrent code. - async def

main(): : We define an asynchronous function main  to hold our SK logic. - 

kernel = sk.Kernel() : Creates an instance of the Kernel. - 

os.getenv("OPENAI_API_KEY") : Safely retrieves your API key. - 

kernel.add_service(...) : This line connects your Kernel to the OpenAI LLM. 

service_id  is a unique identifier you choose, and ai_model_id  specifies which

GPT model to use. gpt-3.5-turbo  is a good balance of cost and performance.

Step 2: Create a Semantic Function

Next, we'll define a simple semantic function using a prompt template. Add this

code inside your main()  function.
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# Step 2: Define a simple semantic function
sk_prompt = """

The user wants a greeting.
Say hello to the user, using their name if provided.
If no name is provided, just say "Hello there!".

User name: {{ $name }}
"""

# Create the semantic function
# The `plugin_name` will be the skill name, and `function_name` is the 

function within that skill.

# The `description` is crucial for Planners to understand what the function 
does.

say_hello_function = kernel.create_function_from_prompt(
prompt=sk_prompt,
function_name="SayHello",
plugin_name="GreetingSkill",

description="Generates a friendly greeting, optionally using the user's name."
)

print("GreetingSkill created.")

Explanation: - sk_prompt : This is our prompt template. Notice {{ $name }} .

This is a context variable that our function expects. If the name  variable is

present in the context when the function is called, it will be substituted into the

prompt. - kernel.create_function_from_prompt(...) : This is how you create

a semantic function. - prompt : Our prompt template. - function_name : The

specific name of this function within its skill. - plugin_name : The name of the skill

this function belongs to. We're creating a skill on the fly here. - description : 

Crucially important! This description tells the Kernel (and especially Planners)

what this function does. It's how the AI understands when to use this "tool."

Step 3: Invoke the Semantic Function

Let's call our new function! We'll pass some input to it via the Context . Add this 

inside your main()  function.

# Step 3: Invoke the semantic function
print("\nInvoking SayHello with a name...")
result_with_name = await kernel.invoke(say_hello_function, sk.ContextVariab

les(name="Alice"))
print(f"Result with name: {result_with_name}")

print("\nInvoking SayHello without a name...")
result_without_name = await kernel.invoke(say_hello_function) # No name 

provided
print(f"Result without name: {result_without_name}")
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Explanation: - await kernel.invoke(...) : This executes the specified

function. The await  keyword pauses the execution of main()  until 

kernel.invoke()  completes its asynchronous task. This is why we needed 

asyncio  and async def main() . - sk.ContextVariables(name="Alice") : We

create a ContextVariables  object and set the name  variable to "Alice". This is

passed to the function, which then uses it in the prompt. - When no name  is

provided, the {{ $name }}  in the prompt will be empty, and the LLM will fall

back to its general greeting.

Finally, to run our main()  async function, we need to add the following lines at

the end of your sk_greeting.py  file:

if __name__ == '__main__':
asyncio.run(main())

Run this script: python sk_greeting.py . You should see output similar to:

Kernel initialized with OpenAI service.
GreetingSkill created.

Invoking SayHello with a name...
Result with name: Hello Alice! How can I help you today?

Invoking SayHello without a name...
Result without name: Hello there! How may I assist you?

(Note: Exact LLM output may vary slightly, but the core greeting logic should be

consistent.)

Congratulations! You've successfully created and invoked your first Semantic

Kernel semantic function. You've turned a prompt into a reusable, callable piece of

your application.

Project 2: Orchestrating with Planners - A Goal-Oriented Assistant

Now, let's elevate our application by using a Planner. We'll create a simple

scenario: an assistant that can answer a question and then create a summary

of that answer. This requires two distinct steps, which a Planner can orchestrate.

We'll define two skills: 1. GeneralKnowledgeSkill: A semantic function to

answer questions. 2. SummarizationSkill: A semantic function to summarize

text.

Then, we'll use a SequentialPlanner  to chain them.

Create a new Python file, say sk_planner_assistant.py .
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Step 1: Setup Kernel and Services (Same as before)

import os
import asyncio
import semantic_kernel as sk
from semantic_kernel.connectors.ai.open_ai import OpenAIChatCompletion
from semantic_kernel.planners.sequential_planner import SequentialPlanner

async def main(): # Wrapped in async main
kernel = sk.Kernel()

api_key = os.getenv("OPENAI_API_KEY")
if not api_key:

raise ValueError("OPENAI_API_KEY environment variable not set.")

kernel.add_service(
OpenAIChatCompletion(service_id="chat-gpt", ai_model_id="gpt-3.5-

turbo", api_key=api_key)
)

print("Kernel initialized with OpenAI service.")

Step 2: Define Skills (Semantic Functions)

Now, let's define our two semantic functions. Add this inside your main()

function.
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# Step 2.1: Define GeneralKnowledgeSkill
general_knowledge_prompt = """

You are a helpful assistant. Answer the following question concisely.

Question: {{ $input }}
"""

general_knowledge_function = kernel.create_function_from_prompt(
prompt=general_knowledge_prompt,
function_name="AnswerQuestion",
plugin_name="GeneralKnowledgeSkill",
description="Answers a general knowledge question concisely."

)
print("GeneralKnowledgeSkill created.")

# Step 2.2: Define SummarizationSkill
summarization_prompt = """

Summarize the following text in one brief sentence.

Text: {{ $input }}
"""

summarization_function = kernel.create_function_from_prompt(
prompt=summarization_prompt,
function_name="SummarizeText",
plugin_name="SummarizationSkill",
description="Summarizes the given text into a single, brief sentence."

)
print("SummarizationSkill created.")

Explanation: - Both functions expect an {{ $input }}  variable, which is a

standard way for SK functions to receive their primary input. - Notice the 

description  for each. These are vital hints for the Planner! The Planner reads

these descriptions to understand what each tool can do and how they relate to

the overall goal.

Step 3: Create and Invoke the Sequential Planner

Now for the exciting part: using the Planner! Add this inside your main()

function.
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# Step 3: Create a Sequential Planner
# The planner needs to know about all available skills to create a plan.
planner = SequentialPlanner(kernel)

# Define the user's high-level goal
user_goal = "What is the capital of France? Then summarize that answer in 

one sentence."
print(f"\nUser Goal: {user_goal}")

# Create a plan to achieve the goal
print("Creating plan...")
plan = await planner.create_plan(goal=user_goal)
print("Plan created successfully!")
print(f"Plan:\n{plan.model_dump_json(indent=2)}") # View the generated plan

# Execute the plan
print("\nExecuting plan...")
result = await plan.invoke(kernel)
print(f"Final Result: {result}")

Explanation: - planner = SequentialPlanner(kernel) : We instantiate the 

SequentialPlanner , passing it our kernel . The planner will automatically

inspect all skills registered with the kernel. - user_goal : This is the natural

language request we give to the planner. - plan = await

planner.create_plan(goal=user_goal) : The planner analyzes the goal and the

available skills (based on their descriptions) to generate a sequence of function

calls. - plan.model_dump_json(indent=2) : This is super helpful! It shows you

the actual JSON plan generated by the LLM, detailing which functions will be

called in what order. - result = await plan.invoke(kernel) : Once the plan is

created, we execute it using the kernel. The kernel manages the flow of context

between each step of the plan.

Finally, to run our main()  async function, add this at the end of your 

sk_planner_assistant.py  file:

if __name__ == '__main__':
asyncio.run(main())

Run this script: python sk_planner_assistant.py .

You should see output similar to:
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Kernel initialized with OpenAI service.
GeneralKnowledgeSkill created.
SummarizationSkill created.

User Goal: What is the capital of France? Then summarize that answer in one 
sentence.
Creating plan...
Plan created successfully!
Plan:
{
  "state": {},
  "steps": [
    {
      "function": "GeneralKnowledgeSkill.AnswerQuestion",
      "args": {
        "input": "What is the capital of France?"
      }
    },
    {
      "function": "SummarizationSkill.SummarizeText",
      "args": {
        "input": "{{$GeneralKnowledgeSkill.AnswerQuestion}}"
      }
    }
  ]
}

Executing plan...
Final Result: Paris is the capital of France.

(Again, LLM output may vary, but the structure should be correct.)

Notice the plan  output: it correctly identified 

GeneralKnowledgeSkill.AnswerQuestion  first, and then used the output of that

function ( {{$GeneralKnowledgeSkill.AnswerQuestion}} ) as the input for 

SummarizationSkill.SummarizeText . This is the power of Planners! They

enable dynamic, goal-oriented workflows without you having to hardcode every

step.

Mini-Challenge: Extend the Planner with a New Skill

You've seen how Semantic Kernel uses skills and planners. Now, it's your turn to

add a new capability!

Challenge: Modify the sk_planner_assistant.py  script to include a new 

Native Function skill. This skill should: 1. Be named WordCountSkill . 2.

Contain a native function called CountWords . 3. The CountWords  function should

take a string as input and return the number of words in that string as a string. 4.

Update the user_goal  to: "What is the capital of Japan? Then summarize that

answer, and finally, tell me how many words are in the summarized answer."
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Hint: - Native functions are defined as regular Python methods within a class. You

then use the @kernel_function  decorator to expose them to Semantic Kernel

and provide a description. - You'll add this class to the kernel using 

kernel.add_plugin(plugin=sk.KernelPlugin.from_object(YourClass(),

plugin_name="YourSkillName")) . - Remember to provide a clear description

for your CountWords  function within the class for the Planner to understand it.

What to observe/learn: - How easily new capabilities (skills) can be added to the

Kernel. - How the Planner automatically incorporates new tools into its planning

process if the goal requires them and the descriptions are clear.

# Example of how to define a native skill class (integrate this into your 
solution!)
from semantic_kernel.functions import kernel_function

class WordCountSkill:
@kernel_function(description="Counts the number of words in the input text 

and returns the count as a string.")
def CountWords(self, input: str) -> str:

words = input.split()
return str(len(words))

# To add this to your kernel (inside your main() async function):
# word_count_plugin = kernel.add_plugin(WordCountSkill(), 
plugin_name="WordCountSkill")

Common Pitfalls & Troubleshooting

Vague Skill Descriptions: Planners rely heavily on the description  you

provide for each function. If a description is too vague or inaccurate, the

Planner might fail to select the correct function or create an illogical plan.

Solution: Be explicit and precise in your function descriptions. Clearly

state what the function does, its inputs, and its outputs. Think of it as

writing documentation for an intelligent agent.

Planner Over-planning or Under-planning: Sometimes the Planner

might create a plan that's too complex for a simple task, or it might miss

obvious steps. This often relates to the LLM model used by the planner and

the quality of skill descriptions.

Solution:

Refine skill descriptions.

Experiment with different LLM models for the planner (e.g., a

more capable model like GPT-4 might produce better plans).

For very specific or critical workflows, consider using a more

controlled orchestration pattern (like directly invoking functions)

1. 
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rather than relying solely on the Planner for complex decision-

making.

Context Window Limitations: As you chain many functions or pass large

amounts of data, you might hit the context window limits of the underlying

LLM. This can lead to truncated inputs or errors.

Solution:

Design skills to be concise and process only necessary

information.

Implement summarization steps for large inputs or outputs

between functions.

Consider using external memory solutions (like vector databases)

for long-term context that doesn't need to be in the active LLM

context.

API Key/Environment Variable Issues: Forgetting to set 

OPENAI_API_KEY  or AZURE_OPENAI_API_KEY  (or similar for other providers)

is a very common starting error.

Solution: Always double-check that your environment variables are

correctly set and that your terminal/IDE has loaded them. Restarting

your terminal often helps.

Summary

Phew! We've covered a lot in this chapter. Semantic Kernel offers a robust,

modular, and enterprise-friendly approach to building AI applications. Here are

the key takeaways:

The Kernel is the central orchestrator, managing skills, context, and LLM

integrations.

Semantic Functions turn LLM prompts into reusable, parameterized

functions, treating "prompts as code."

Native Functions allow you to integrate traditional business logic and

external tools, treating "tools as code."

Skills (Plugins) are logical groupings of related semantic and native

functions, promoting modularity.

Context Variables provide the memory and state management, allowing

information to flow between functions.
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Planners are powerful AI components that take a high-level goal and

automatically generate a sequence of skill invocations to achieve it,

enabling dynamic orchestration.

Asynchronous Programming ( async / await ) is fundamental to Semantic

Kernel's Python implementation, enabling efficient handling of LLM calls.

Semantic Kernel excels in scenarios where you need to integrate LLM capabilities

deeply into existing applications, leverage your existing codebase, and maintain

high levels of control and modularity. In the next chapter, we'll shift our focus to

another exciting framework, exploring different paradigms for building intelligent

agents.
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CHAPTER 12

Unveiling AI Agents: The Next
Frontier in Application
Development

Unveiling AI Agents: The Next Frontier in
Application Development

Welcome, aspiring AI engineers and developers, to an exciting journey into the

world of AI agents! If you've been experimenting with Large Language Models

(LLMs) and marveling at their ability to generate text, answer questions, and even

write code, you're already familiar with a powerful building block. But what if we

could empower these LLMs to go beyond single-turn interactions, allowing them

to tackle complex, multi-step problems autonomously, just like a human expert

would? That's precisely what AI agents enable, and it's revolutionizing how we

build intelligent applications.

In this chapter, we'll lay the groundwork for understanding what AI agents are,

why they're so powerful, and the fundamental principles that drive their behavior.

We'll explore the core components that make up an agent and how they work

together to achieve goals. By the end, you'll have a solid conceptual foundation,

ready to dive into specific agent frameworks in later chapters. No prior experience

with agent frameworks is needed, just a curiosity for how AI can solve more

sophisticated problems!

What Exactly is an AI Agent?

At its heart, an AI agent is a software entity designed to perceive its

environment, make decisions, and act autonomously to achieve a specific goal.

Think of it as a specialized digital assistant that doesn't just respond to direct

commands but can reason, plan, execute, and learn to solve problems over time.

Imagine asking a regular LLM: "Plan my dream vacation to Japan." It might give

you a fantastic itinerary. But what if you then said, "Now, find flights and book

hotels within my budget, considering peak season prices, and suggest local

activities?" A single LLM call struggles with this multi-faceted, dynamic task. It

needs to remember context, interact with external tools (like flight booking APIs),

adapt to real-time information (like price changes), and make sequential

decisions. This is where an AI agent shines!
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Key Characteristics of an AI Agent:

Goal-Oriented: Every agent has a clear objective it strives to achieve.

Autonomous: It can make decisions and take actions without constant

human intervention.

Perceptive: It can "observe" its environment, often by processing

information from its internal state or external tools.

Adaptive: It can adjust its plans and actions based on new information or

unexpected outcomes.

Tool-Using: It can leverage external functions, APIs, or databases to extend

its capabilities beyond its core reasoning.

Beyond Simple LLM Prompts: The Need for Agentic Workflows

While LLMs are incredibly powerful, they have inherent limitations when faced

with complex, real-world problems.

Single-Turn Interactions: Most direct LLM calls are "one-shot." You ask, it

answers. There's no inherent mechanism for a continuous, multi-step

conversation or problem-solving process.

Lack of Memory: Without explicit design, an LLM forgets previous

interactions, leading to a loss of context in longer tasks.

Limited External Knowledge: LLMs are trained on vast datasets, but their

knowledge is static. They can't browse the live internet, execute code, or

interact with proprietary databases on their own.

No Self-Correction: If an LLM makes a mistake, it can't typically identify

and correct it without further human input.

Agentic workflows overcome these limitations by wrapping the LLM within a

structured system. This system provides the LLM with "eyes" (perception),

"hands" (tools), "memory" (context), and a "brain" (planning and self-reflection) to

break down complex problems into manageable steps.

The Agentic Loop: Perceive, Plan, Act, Reflect

The core of an AI agent's operation can be described by a continuous loop, often

called the Perceive-Plan-Act-Reflect (PPAR) loop. This loop allows agents to

move towards their goals iteratively.

Let's break down each step:

Perceive: The agent gathers information from its environment. This could

be a user prompt, the output of a previous action, data from a tool, or its
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internal memory. It's essentially "observing" the current state of the world

relevant to its goal.

Plan: Based on its perception and overall goal, the agent uses its reasoning

capabilities (powered by an LLM) to devise a strategy or a sequence of

steps. This might involve breaking down a large problem into smaller sub-

tasks.

Act: The agent executes the planned step. This often involves using a tool

(like a web search, an API call, or a code interpreter) to interact with the

environment or retrieve more information.

Reflect: After acting, the agent evaluates the outcome. Did the action

succeed? Did it move closer to the goal? Are there any unexpected results?

This reflection step is crucial for learning, adapting, and correcting course if

necessary, feeding new information back into the "Perceive" stage for the

next iteration.

This continuous cycle allows agents to handle dynamic situations, recover from

errors, and achieve complex objectives that would be impossible with a single

LLM call.

Here's a visual representation of the agentic loop:

2. 

3. 

4. 
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Figure 1.1: The fundamental Perceive-Plan-Act-Reflect agentic loop.

Core Capabilities of an Agent

To execute the PPAR loop effectively, an AI agent relies on several core

capabilities:

Reasoning (The LLM Brain): This is the heart of the agent, providing the

intelligence to understand prompts, generate plans, interpret tool outputs,

and reflect on progress. Modern LLMs like OpenAI's GPT models (e.g., GPT-4,

GPT-3.5 Turbo), Anthropic's Claude, and Google's Gemini are the engines

that power this reasoning.

1. 
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Memory Management: Agents need to remember past interactions and

information to maintain context over multi-step workflows.

Short-term memory: Often handled by keeping recent conversation turns

or crucial data points in the LLM's context window.

Long-term memory: For information that needs to persist across many

interactions or be retrieved based on semantic similarity, techniques like

vector databases (e.g., Pinecone, ChromaDB, Weaviate) are used. 3. Tool

Usage / Function Calling: This is how agents interact with the outside

world. Tools are essentially functions the agent can call, extending its

capabilities. Examples include:

Web search engines (e.g., DuckDuckGo, Google Search)

Code interpreters (e.g., Python REPL)

APIs for external services (e.g., weather, stock data, CRM systems)

File system operations (reading/writing files) The LLM learns to decide 

when to use a tool, which tool to use, and what arguments to pass to it,

based on the current task and its internal reasoning. 4. Planning &

Task Decomposition: For complex goals, agents must break them

down into smaller, manageable sub-tasks. This involves creating a

sequence of actions to be taken, often dynamically adjusted based on

intermediate results. 5. Self-Reflection & Correction: The ability to

evaluate the success or failure of an action, identify errors, and adjust

future plans is critical for robust agents. This often involves asking the

LLM to critically analyze its own output or the output of a tool.

Step-by-Step Implementation: Conceptualizing an Agent's
Planner

Before we dive into specific frameworks, let's think about how we might simulate

a very simple agent's planning process in Python. This isn't a full agent, but it

helps visualize the "Plan" step and how a high-level goal gets broken down into

actionable steps.

Imagine we want an agent to "Research the latest trends in AI agents."

First, we'll define a Python function that conceptually plans steps. Remember, in a

real agent, an LLM would be generating these steps dynamically based on its

understanding and context. Here, we're hardcoding some logic for demonstration.

2. 
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# Create a new Python file, e.g., 'conceptual_agent.py'

# This is NOT a full agent, just a conceptual Python representation
# of a single 'planning' step, without an actual LLM call.

def simple_agent_plan(goal: str) -> list[str]:
"""

    Conceptually plans steps to achieve a given goal.
    In a real agent, an LLM would generate these steps.
    """

print(f"Agent's Goal: '{goal}'")
print("Agent is thinking...")

# We're using simple 'if' statements to simulate planning logic.
# A real agent's LLM would handle this much more flexibly.
if "research" in goal.lower() and "ai agents" in goal.lower():

plan = [
"1. Identify key search terms related to 'AI agents' and 

'trends'.",
"2. Use a web search tool to find recent articles, papers, and 

news.",
"3. Summarize findings from the most relevant sources.",
"4. Identify common themes and emerging technologies.",
"5. Present a concise overview of the latest trends."

]
print("Agent's plan generated for AI agent research!")

elif "travel" in goal.lower() and "japan" in goal.lower():
plan = [

"1. Determine travel dates and budget.",
"2. Search for flights to major Japanese airports.",
"3. Research popular destinations and accommodations.",
"4. Create a preliminary itinerary.",
"5. Suggest local activities and cultural experiences."

]
print("Agent's plan generated for Japan trip!")

else:
plan = ["1. Clarify the goal.", "2. Ask for more specific details."]
print("Agent needs more information for planning.")

return plan

Next, let's call this function to see our conceptual planner in action. Add the

following lines to the end of your conceptual_agent.py  file:
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# --- Add these lines to 'conceptual_agent.py' ---

# Let's try out our conceptual planner with a research goal!
my_goal = "Research the latest trends in AI agents."
steps = simple_agent_plan(my_goal)
print("\nProposed Steps:")
for step in steps:

print(f"- {step}")

print("\n---") # A separator for clarity

# Let's try another goal!
my_other_goal = "Plan a trip to Japan."
steps_japan = simple_agent_plan(my_other_goal)
print("\nProposed Steps for Japan Trip:")
for step in steps_japan:

print(f"- {step}")

Now, run your Python script from your terminal:

python conceptual_agent.py

What to observe:

Notice how the simple_agent_plan  function takes a high-level goal and

breaks it down into a sequence of logical, actionable steps. This is the

essence of the "Plan" stage in the agentic loop.

Each of these planned steps might then involve calling a specific "tool" (like

a web search or a booking API) in a real-world scenario. Our conceptual

function just prints the plan, but an actual agent would proceed to execute

these steps.

This example highlights the planning aspect, which is a crucial part of the

agentic loop.

Mini-Challenge: Extend the Conceptual Planner

Now it's your turn to play the role of the "planner"!

Challenge: Modify the simple_agent_plan  function to include a new planning

strategy for a goal like "Write a blog post about learning Python."

Hint: Think about the logical steps a human would take to write a blog post. What

would they research? How would they structure it?
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# --- Modify your 'conceptual_agent.py' file ---

# Copy the simple_agent_plan function here and add your new logic!
def simple_agent_plan(goal: str) -> list[str]: # Note: Function name is the 
same, just a new version

"""
    Extend this function to plan for a new goal: "Write a blog post about 
learning Python."
    """

print(f"Agent's Goal: '{goal}'")
print("Agent is thinking...")

if "research" in goal.lower() and "ai agents" in goal.lower():
plan = [

"1. Identify key search terms related to 'AI agents' and 
'trends'.",

"2. Use a web search tool to find recent articles, papers, and 
news.",

"3. Summarize findings from the most relevant sources.",
"4. Identify common themes and emerging technologies.",
"5. Present a concise overview of the latest trends."

]
print("Agent's plan generated for AI agent research!")

elif "travel" in goal.lower() and "japan" in goal.lower():
plan = [

"1. Determine travel dates and budget.",
"2. Search for flights to major Japanese airports.",
"3. Research popular destinations and accommodations.",
"4. Create a preliminary itinerary.",
"5. Suggest local activities and cultural experiences."

]
print("Agent's plan generated for Japan trip!")

elif "write" in goal.lower() and "blog post" in goal.lower() and "python" i
n goal.lower():

# TODO: Add your planning steps here!
plan = [

"1. Brainstorm target audience and key learning points for 
Python.",

"2. Outline the blog post structure (intro, core concepts, 
examples, conclusion).",

"3. Research common Python beginner challenges and solutions.",
"4. Draft the content, focusing on clear explanations and code 

snippets.",
"5. Review and edit for clarity, grammar, and engagement."

]
print("Agent's plan generated for blog post!")

else:
plan = ["1. Clarify the goal.", "2. Ask for more specific details."]
print("Agent needs more information for planning.")

return plan

# --- Add these lines to the end of your 'conceptual_agent.py' file ---

# Test your new planning logic!
print("\n" + "="*50 + "\n") # Another separator
my_blog_goal = "Write a blog post about learning Python."
blog_steps = simple_agent_plan(my_blog_goal) # Using the updated function
print("\nProposed Steps for Blog Post:")
for step in blog_steps:

print(f"- {step}")
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Run python conceptual_agent.py  again to see your new planning logic in

action!

What to observe/learn: By manually outlining these steps, you're essentially

performing the "planning" function that an LLM-powered agent would automate.

This helps you appreciate the complexity an agent needs to manage and how

breaking down tasks is fundamental. It also shows how an agent needs to adapt

its plan based on the specific goal.

Common Pitfalls & Troubleshooting (Conceptual)

Even at this conceptual stage, it's good to be aware of potential challenges that

real AI agents face. Understanding these now will help you design more robust

agents later.

Vague Goals: If the initial goal is too broad or unclear ("Do something

useful"), the agent (or our conceptual planner) will struggle to generate a

coherent plan. Just like a human, an agent needs clear instructions.

Solution: Always strive for clear, specific, and actionable goals. Break down

very large problems into smaller, well-defined sub-goals. 2. Over-reliance

on LLM without Tools: A common mistake is expecting the LLM to know

everything or do everything directly. Without tools, the LLM is limited to its

training data, which is static and might not include real-time information or

external capabilities.

Solution: Recognize when a task requires external interaction (e.g.,

fetching live data, running code, interacting with APIs) and design specific

tools for those capabilities. The LLM then becomes a coordinator for these

tools. 3. Context Window Limitations: LLMs have a finite amount of text

they can process at once (their "context window"). In long, multi-step tasks,

older information can be "forgotten" as new information pushes it out of the

window.

Solution: This is where effective memory management (techniques like

summarization, retrieval-augmented generation, or using vector stores)

becomes critical. We'll explore these strategies in future chapters.

1. 
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Summary

Congratulations on taking your first step into the world of AI agents! In this

chapter, we've covered:

What AI Agents Are: Goal-oriented, autonomous entities capable of

perception, planning, action, and reflection. They move beyond simple,

single-turn LLM interactions.

Why They Matter: They overcome the limitations of raw LLMs for complex,

multi-step problem-solving by adding structure, memory, and tool

integration.

The Agentic Loop: The continuous Perceive-Plan-Act-Reflect cycle that

drives an agent's iterative progress towards its goal.

Core Capabilities: Reasoning (via LLMs), memory management, tool

usage/function calling, planning & task decomposition, and self-reflection.

A Conceptual Planner: We built a tiny Python function to simulate the

planning step, giving you a taste of how agents break down tasks and how

their logic might be structured.

You're now equipped with the foundational understanding to appreciate the power

and potential of AI agents. In the next chapter, we'll begin to explore the

landscape of modern AI agent frameworks and see how they turn these concepts

into practical, runnable applications!
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CHAPTER 13

AI Agent Interaction: Invoking
Tools with LangChain.js

Introduction: Agents, Tools, and the Orchestrator

Welcome back, intrepid explorers of AI! In our previous chapters, we laid the

groundwork for the Model Context Protocol (MCP), understanding its mission to

standardize how AI agents discover and interact with external applications and

services. We explored how MCP tools declare their capabilities using precise JSON

Schemas, essentially providing an instruction manual for any AI that wants to use

them.

Now, it's time to bring these concepts to life! In this chapter, we're going to dive

deep into the fascinating world of AI agent interaction. We'll learn how an AI

agent, specifically one orchestrated by the popular LangChain.js framework, can

understand, select, and invoke an MCP-compliant tool to perform real-world

actions. Think of it as teaching your AI assistant to use a new app on its

smartphone – it needs to know what the app does, what information it needs, and

what kind of result to expect.

By the end of this chapter, you'll not only understand the theory but also have

hands-on experience integrating a custom MCP-style tool into a LangChain.js

agent, enabling it to query information and interact with the outside world. Get

ready to empower your AI with practical capabilities!

Prerequisites

Before we begin, please ensure you have:

A solid grasp of MCP's core concepts, especially Tool Schemas, as covered in

previous chapters.

A working Node.js development environment (version 18 or later is

recommended).

Familiarity with TypeScript (or JavaScript).

Basic understanding of AI agent frameworks, particularly LangChain.js

concepts like LLMs and agents.

Let's make our AI agents truly useful!
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Core Concepts: How Agents Choose and Use Tools

At its heart, an AI agent's ability to use tools is about intelligent decision-making.

Given a user's request, the agent must decide if an external tool is needed, which

tool to use, and what parameters to provide. The Model Context Protocol,

combined with frameworks like LangChain.js, provides the scaffolding for this

complex dance.

The Agent's Dilemma: "What Should I Do?"

Imagine you ask an AI agent: "What's the weather like in London tomorrow?"

Without tools, the AI can only rely on its pre-trained knowledge, which might be

outdated. With tools, however, the agent can:

Understand the Request: Recognize "weather" and "London tomorrow" as

key pieces of information.

Scan Available Tools: Look through its list of known tools.

Match Request to Tool: Find a "Weather Reporter" tool that can provide

weather forecasts.

Extract Parameters: Determine that "London" is the location  and

"tomorrow" is the date  for the weather tool.

Invoke Tool: Call the Weather Reporter tool with the extracted parameters.

Process Result: Take the weather data returned by the tool and present it

to you in a human-friendly way.

This entire process relies heavily on the tool's clear declaration of its capabilities –

its schema!

Tool Schemas: The Agent's Instruction Manual (Revisited)

As we discussed, MCP tools publish their capabilities using JSON Schema. This

schema isn't just for human developers; it's designed to be machine-readable by

AI agents.

An agent's underlying Large Language Model (LLM) is trained to understand

natural language and patterns. When presented with a list of tool schemas, the

LLM can:

Grasp Purpose: The description  field tells the LLM what the tool does.

Identify Inputs: The properties  within the parameters  schema guide

the LLM on what information the tool needs (e.g., location: string , 

date: string ).
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Anticipate Outputs: While not explicitly in the invocation schema, the

agent learns to expect a certain type of response based on the tool's

description and its own training.

This standardized description is what allows different AI agent frameworks to

seamlessly integrate with MCP tools, regardless of the tool's internal

implementation.

Declaring UI Resources with MCP

The Model Context Protocol isn't just about functional APIs; it also recognizes the

importance of rich, interactive user experiences. Beyond declaring data and

functional capabilities, MCP allows tools to declare UI resources.

What does this mean? Imagine a tool that, instead of just returning raw data,

could also provide:

Custom Forms: For complex inputs that are easier to fill out with a

graphical interface.

Interactive Widgets: To visualize data, confirm actions, or guide the user

through a multi-step process.

Rich Media Displays: For presenting tool outputs in a more engaging way

than plain text (e.g., a map for a location tool, a chart for financial data).

This is a powerful extension, as detailed in the 

modelcontextprotocol/ext-apps  initiative. By declaring UI resources, an MCP

tool can offer a more holistic interaction model. An agent framework, upon

recognizing that a tool provides a UI resource, could then present that UI

component to the end-user for direct interaction, enhancing the user experience

and making complex tasks more intuitive. This enables agents to not just call

functions, but to also orchestrate visually guided workflows, bridging the gap

between conversational AI and traditional application interfaces.

LangChain.js and Tool Integration

LangChain.js is a powerful framework designed to build applications with LLMs. It

provides abstractions for:

Language Models (LLMs): Connecting to models like OpenAI's GPT series,

Google's Gemini, etc.

Prompts: Crafting effective instructions for LLMs.

Chains: Sequencing LLM calls and other components.

Agents: The brain of our application, capable of reasoning and using tools.
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Tools: The external functions or APIs that agents can call.

In LangChain.js, tools are typically represented by a Tool  or StructuredTool

class. These classes wrap your custom functions and provide the necessary

metadata (like name , description , and schema ) that the LangChain agent

needs to interact with them. The agent then uses an LLM to decide which tool to

call and with what arguments.

The Agent-Tool Invocation Flow

Let's visualize the typical interaction flow when an AI agent decides to use an

external tool:

• 
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Explanation of the Flow:

User Request: The user poses a question or task to the AI agent.

AI Agent Thought: The agent's LLM processes the request and determines

if it can fulfill it using its internal knowledge or if an external tool is required.

Available Tools: The agent is provided with a list of tools it has access to,

each with its MCP-compliant schema.

LLM Reasoning: The LLM uses its understanding of natural language and

the tool schemas to decide which tool (if any) is most appropriate for the

current task.

Tool Selection: The LLM outputs a decision to use a specific tool.

Parameter Extraction: Based on the tool's schema and the user's request,

the LLM extracts the necessary arguments for the tool.

Tool Invocation: The LangChain.js framework takes the LLM's decision and

the extracted parameters, then calls the actual JavaScript/TypeScript

function that implements the tool.

External Service: The tool's underlying implementation might call an

external API or perform some internal logic.

Tool Response: The tool returns its result to the LangChain.js framework.

Agent Processing: The agent's LLM receives the tool's output and

integrates it into its ongoing thought process, potentially generating a final

answer or deciding on further actions.

Final Response: The agent presents the processed information back to the

user.

This elegant pipeline allows AI agents to extend their capabilities far beyond their

training data, connecting them to the vast ecosystem of external applications and

services.

Step-by-Step Implementation: Building a
LangChain.js Agent with an MCP Tool

Let's get our hands dirty and build a practical example! We'll create a simple

"Weather Reporter" tool that adheres to an MCP-like schema and then integrate it

into a LangChain.js agent.

Note on Versions (2026-03-20): * We'll be using langchain  version 0.1.x  or

later, which includes RunnableTool  and structured agent creation. * The Model

1. 
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Context Protocol specification is still in draft as of 2026-01-26, and the TypeScript

SDK v2 is anticipated in Q1 2026. For this example, we'll manually define a tool

that conforms to the MCP schema principles, demonstrating how an agent would

interact with such a tool once the SDK is stable.

Setup Your Project

First, let's create a new TypeScript project:

Create Project Directory: bash mkdir mcp-langchain-agent cd mcp-

langchain-agent

Initialize Node.js Project: bash npm init -y

Install Dependencies: We need langchain  for the agent framework and 

openai  for our LLM. We'll also need typescript  and ts-node  for

development. bash npm install langchain@latest @langchain/

openai@latest dotenv zod@latest npm install -D typescript@latest

ts-node@latest @types/node@latest

langchain : The core LangChain.js library.

@langchain/openai : Integration with OpenAI models.

dotenv : To manage environment variables securely.

zod : For defining robust schemas.

typescript : For TypeScript compilation.

ts-node : To run TypeScript files directly without explicit compilation.

@types/node : TypeScript type definitions for Node.js.

Configure TypeScript: Create a tsconfig.json  file in your project root: 

json // tsconfig.json { "compilerOptions": { "target": "ES2022",

"module": "CommonJS", "rootDir": "./src", "outDir": "./dist",

"esModuleInterop": true, "strict": true, "skipLibCheck": true,

"forceConsistentCasingInFileNames": true, "moduleResolution":

"node" }, "include": ["src/**/*.ts"], "exclude":

["node_modules", "**/*.test.ts"] }

Create src  Directory: bash mkdir src src/tools

Set up Environment Variables: Create a .env  file in your project root to

store your OpenAI API key. # .env

OPENAI_API_KEY="YOUR_OPENAI_API_KEY_HERE" Important: Replace 

"YOUR_OPENAI_API_KEY_HERE"  with your actual OpenAI API key. Never

commit this file to version control!

1. 
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Step 1: Define the MCP-Compliant Tool Schema

First, let's define the JSON Schema for our WeatherReporter  tool. This is how the

AI agent will understand what the tool does and what inputs it expects.

Create a file src/tools/weatherToolSchema.ts :

// src/tools/weatherToolSchema.ts
import { z } from "zod";

// We use Zod here to define the schema in TypeScript,
// which can then be converted to JSON Schema.
// LangChain.js often uses Zod for tool input schemas.

export const WeatherToolSchema = z.object({
location: z.string().describe("The city and country to get the weather for, 

e.g., 'London, UK'"),
unit: z.enum(["celsius",

"fahrenheit"]).default("celsius").describe("The unit of temperature, either 
'celsius' or 'fahrenheit'"),
});

// We can also extract the type for type safety in our tool implementation
export type WeatherToolInput = z.infer<typeof WeatherToolSchema>;

// For MCP, the full tool definition might conceptually look like this.
// LangChain's StructuredTool handles mapping our Zod schema to this structure.
/*
{
  "name": "WeatherReporter",
  "description": "A tool to fetch the current weather conditions for a given 
location.",
  "input_schema": {
    "type": "object",
    "properties": {
      "location": {
        "type": "string",
        "description": "The city and country to get the weather for, e.g., 
'London, UK'"
      },
      "unit": {
        "type": "string",
        "enum": ["celsius", "fahrenheit"],
        "description": "The unit of temperature, either 'celsius' or 
'fahrenheit'",
        "default": "celsius"
      }
    },
    "required": ["location"]
  }
}
*/

Explanation:

We're using zod  to define our schema. LangChain.js integrates well with

Zod for defining tool inputs.

• 
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WeatherToolSchema  defines an object with two properties: location  (a

required string) and unit  (an optional enum defaulting to "celsius").

Each property has a describe()  method, which is crucial for providing a

clear, natural language explanation to the LLM. This description helps the

agent understand how to use the parameter.

The commented-out JSON structure shows what a full MCP tool definition 

would look like, including name  and description  at the top level, and the 

input_schema  being derived from our Zod schema. LangChain's 

StructuredTool  will handle this mapping for us.

Step 2: Implement the MCP Tool Function

Now, let's write the actual function that performs the "get weather" action. This

function will be called by our LangChain agent.

Create a file src/tools/weatherTool.ts :

• 

• 

• 
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// src/tools/weatherTool.ts
import { WeatherToolInput } from "./weatherToolSchema";
import { StructuredTool } from "@langchain/core/
tools"; // Using core tools for modern LangChain

/**
 * Simulates fetching weather data for a given location and unit.
 * In a real application, this would make an API call to a weather service.
 * @param input - An object containing location and unit.
 * @returns A string describing the weather.
 */
async function _getWeather(input: WeatherToolInput): Promise<string> {

console.log(`[WeatherTool] Fetching weather for ${input.location} in $
{input.unit}...`);

// Simulate an API call delay
await new Promise(resolve => setTimeout(resolve, 1500));

const temperature = Math.floor(Math.random() * 20) + 10; // Random temp 
between 10 and 29

const conditions = ["sunny", "cloudy", "rainy", "stormy", "foggy"];
const randomCondition = conditions[Math.floor(Math.random() * conditions.leng

th)];

const unitSymbol = input.unit === "celsius" ? "°C" : "°F";

return `Current weather in ${input.location}: ${temperature}${unitSymbol}, $
{randomCondition}.`;
}

// Create a LangChain StructuredTool instance
export const weatherTool = new StructuredTool({

name: "WeatherReporter",
description:

"A tool to fetch the current weather conditions for a given city and country.",
schema: WeatherToolSchema, // Link to our Zod schema
func: _getWeather, // Link to our implementation function

});

Explanation:

_getWeather : This is our core logic. It takes an input  object (typed as 

WeatherToolInput  for safety) and simulates fetching weather data. In a

real scenario, this would involve fetch  requests to a weather API (e.g.,

OpenWeatherMap, AccuWeather).

StructuredTool : LangChain's way of wrapping a function into an agent-

callable tool.

name : A unique identifier for the tool. This is what the LLM will "say"

when it decides to use this tool.

description : A clear, concise explanation of what the tool does. This

is critical for the LLM to understand when to use the tool.

schema : We link our WeatherToolSchema  here. This tells LangChain

(and through it, the LLM) the expected input shape and types.

• 
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func : The actual JavaScript/TypeScript function to execute when the

tool is invoked.

Step 3: Integrate the Tool with a LangChain.js Agent

Now, let's create our agent and give it access to our weatherTool .

Create a file src/agent.ts :

◦ 
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// src/agent.ts
import "dotenv/config"; // Load environment variables from .env
import { ChatOpenAI } from "@langchain/openai";
import { HumanMessage } from "@langchain/core/messages"; // Not directly used 
in this basic agent, but good for context
import { AgentExecutor, createOpenAIToolsAgent } from "langchain/agents";
import { pull } from "langchain/hub";
import type { ChatPromptTemplate } from "@langchain/core/prompts";

import { weatherTool } from "./tools/weatherTool"; // Our custom weather tool

async function main() {
// 1. Initialize the Language Model
console.log("Initializing LLM...");
const llm = new ChatOpenAI({

model: "gpt-4o", // Using a capable model that's good with tool use
temperature: 0, // Keep creativity low for tool usage, focus on precision

});
console.log("LLM initialized.");

// 2. Define the tools available to the agent
console.log("Registering tools...");
const tools = [weatherTool]; // Our WeatherReporter tool
console.log(`Registered ${tools.length} tool(s).`);

// 3. Pull a system prompt for tool-using agents from LangChain Hub
// This prompt is optimized for agents that use tools with OpenAI models.
console.log("Fetching agent prompt from LangChain Hub...");
const prompt = await pull<ChatPromptTemplate>("hwchase17/openai-tools-agent")

;
console.log("Agent prompt loaded.");

// 4. Create the agent
console.log("Creating agent...");
const agent = await createOpenAIToolsAgent({

llm,
tools,
prompt,

});
console.log("Agent created.");

// 5. Create the Agent Executor
// The executor is responsible for running the agent, including tool 

invocation.
const agentExecutor = new AgentExecutor({

agent,
tools,
verbose: true, // Set to true to see the agent's thought process and tool 

calls
});

// 6. Invoke the agent with a query
console.log("\n--- Invoking Agent ---");
const result1 = await agentExecutor.invoke({

input: "What's the current weather in New York, USA?",
});
console.log("Agent Result 1:", result1.output);

console.log("\n--- Invoking Agent with different unit ---");
const result2 = await agentExecutor.invoke({

input: "Tell me the weather in Berlin, Germany in Fahrenheit.",
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});
console.log("Agent Result 2:", result2.output);

console.log("\n--- Invoking Agent for a general query (no tool needed) ---");
const result3 = await agentExecutor.invoke({

input: "What is the capital of France?",
});
console.log("Agent Result 3:", result3.output);

}

main().catch(console.error);

Explanation:

dotenv/config : This line loads your OPENAI_API_KEY  from the .env  file

into process.env .

ChatOpenAI : We initialize an OpenAI chat model. gpt-4o  is chosen for its

strong reasoning and tool-use capabilities. temperature: 0  makes the

model more deterministic, which is good for tool usage where we want

precise answers.

tools  array: This is where we register all the tools our agent can use. We

simply add our weatherTool  instance to this array.

pull("hwchase17/openai-tools-agent") : LangChain Hub provides pre-

optimized prompts. This specific prompt is designed to work well with

OpenAI models for tool-using agents, guiding the LLM on how to think and

structure its output to call tools.

createOpenAIToolsAgent : This is a convenient helper function in

LangChain.js to create an agent that uses OpenAI's function/tool calling

capabilities. It takes the LLM, the tools, and the prompt.

AgentExecutor : This is the engine that runs the agent. It continuously calls

the agent, observes its output (which might be a tool call), executes the

tool, and feeds the tool's result back to the agent until a final answer is

produced.

verbose: true : This is extremely helpful for debugging! It shows you the

agent's internal thought process, including when it decides to call a tool,

what parameters it uses, and what the tool returns.

agentExecutor.invoke() : We call the agent with various inputs to test its

ability to use the WeatherReporter  tool and also to handle queries that

don't require a tool.

Run Your Agent!

Now, save all your files and run the agent from your terminal:

1. 
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npx ts-node src/agent.ts

Expected Output (condensed, as verbose: true  will show a lot of detail):

You'll see a verbose output showing the agent's thought process. For the weather

queries, you should observe:

Initializing LLM...
LLM initialized.
Registering tools...
Registered 1 tool(s).
Fetching agent prompt from LangChain Hub...
Agent prompt loaded.
Creating agent...
Agent created.

--- Invoking Agent ---
[chain/start] [1:chain:AgentExecutor] Entering Chain run with input: { input: 
"What's the current weather in New York, USA?" }
[chain/start] [2:chain:RunnableSequence] Entering Chain run with input: 
{ input: "What's the current weather in New York, USA?", intermediate_steps: 
[] }
[chain/start] [3:llm:ChatOpenAI] Entering LLM run with input: ChatMessage 
{ ... }
[llm/end] [3:llm:ChatOpenAI] Exiting LLM run with output: AIMessage { ... 
tool_calls: [{ function: { name: 'WeatherReporter', arguments: 
'{"location":"New York, USA"}' } }] }
[tool/start] [4:tool:WeatherReporter] Entering Tool run with input: 
{"location":"New York, USA"}
[WeatherTool] Fetching weather for New York, USA in celsius...
[tool/end] [4:tool:WeatherReporter] Exiting Tool run with output: "Current 
weather in New York, USA: 22°C, sunny."
[chain/start] [5:llm:ChatOpenAI] Entering LLM run with input: ChatMessage 
{ ... }
[llm/end] [5:llm:ChatOpenAI] Exiting LLM run with output: AIMessage { content: 
"The current weather in New York, USA is 22°C and sunny." }
[chain/end] [2:chain:RunnableSequence] Exiting Chain run with output: { output: 
"The current weather in New York, USA is 22°C and sunny." }
[chain/end] [1:chain:AgentExecutor] Exiting Chain run with output: { output: 
"The current weather in New York, USA is 22°C and sunny." }
Agent Result 1: The current weather in New York, USA is 22°C and sunny.

--- Invoking Agent with different unit ---
... (similar verbose output) ...
[WeatherTool] Fetching weather for Berlin, Germany in fahrenheit...
[tool/end] [4:tool:WeatherReporter] Exiting Tool run with output: "Current 
weather in Berlin, Germany: 68°F, cloudy."
...
Agent Result 2: The weather in Berlin, Germany is 68°F and cloudy.

--- Invoking Agent for a general query (no tool needed) ---
... (similar verbose output, but without tool/start or tool/end for 
WeatherReporter) ...
Agent Result 3: The capital of France is Paris.
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Notice how the agent correctly identified when to use the WeatherReporter  tool,

extracted the location  and unit  parameters, and then presented the tool's

output back to you. For the "capital of France" query, it correctly recognized that

no tool was needed and answered from its internal knowledge. Fantastic!

Mini-Challenge: Extend Your Agent's Capabilities!

Now it's your turn to add another tool to our agent's repertoire.

Challenge: Create a new MCP-like tool called TimeConverter  that can convert a

time from one time zone to another.

Here are the requirements:

Define its schema:

name : TimeConverter

description : "A tool to convert a given time from a source time zone

to a target time zone. Uses standard time zone identifiers like

'America/New_York', 'Europe/London', 'Asia/Tokyo'."

input_schema :

time : string  (e.g., "10:00 AM", "14:30")

sourceTimezone : string  (e.g., "America/New_York", "Europe/

London")

targetTimezone : string  (e.g., "Asia/Tokyo", "Europe/Berlin")

Implement the _convertTime  function:

This function should take the time , sourceTimezone , and 

targetTimezone  as input.

For simplicity, you can use a basic mock implementation that always

returns a fixed conversion (e.g., adds 5 hours for London to Tokyo) or

just echoes the input with a placeholder message. If you're feeling

adventurous, explore a library like luxon  or date-fns-tz  for accurate

timezone conversions (though a mock is fine for this challenge).

Return a string like: "10:00 AM in America/New_York is 3:00 PM in

Europe/London."

Integrate it into your LangChain.js agent:

Add your new timeConverter  tool to the tools  array in src/

agent.ts .

1. 
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Test your agent:

Invoke your agent with a query like: "What time is 9 AM in New York

when it's converted to London time?" or "Convert 2 PM Berlin time to

Tokyo time."

Hint: Follow the exact same structure as the WeatherReporter  tool. Create src/

tools/timeConverterSchema.ts  and src/tools/timeConverter.ts .

Remember to import and add it to the tools  array in agent.ts .

What to observe/learn: This exercise will reinforce your understanding of: *

Defining clear JSON Schemas for tool inputs. * Implementing tool functions that

adhere to the schema. * Registering multiple tools with a LangChain.js agent. *

The agent's ability to choose the correct tool based on the query.

Take your time, experiment, and don't be afraid to consult the LangChain.js

documentation if you get stuck!

Common Pitfalls & Troubleshooting

Working with AI agents and tools can sometimes feel like debugging a

conversation. Here are a few common issues and how to tackle them:

Agent Hallucinating Tool Usage or Parameters:

Problem: The agent tries to call a tool that doesn't exist, or it calls an

existing tool with incorrect or made-up parameters.

Reason: The LLM's understanding of the tool's description or schema wasn't

precise enough, or the user's prompt was ambiguous.

Solution:

Refine Tool Description: Make the description  in your StructuredTool

(and the describe()  calls in Zod) as clear and specific as possible.

Emphasize what the tool does and when it should be used.

Improve Parameter Descriptions: Ensure each parameter's description

clearly states its purpose and expected format.

Prompt Engineering: For more complex agents, you might need to add

specific instructions to your agent's system prompt about how to use tools

or what to do if no tool is suitable.

4. 
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Use verbose: true : This is your best friend! It shows you exactly what the

agent is thinking and what tool calls it's attempting, helping you pinpoint

where the misunderstanding occurred.

Schema Mismatch Errors (Agent sends wrong types/fields):

Problem: Your tool function receives input that doesn't match the 

WeatherToolInput  type you defined (e.g., location  is null  or a number

instead of a string).

Reason: While LangChain and OpenAI's tool calling are robust, sometimes

the LLM might still generate parameters that slightly deviate from the strict

schema, especially with less capable models or ambiguous prompts.

Solution:

Strict Schemas: Ensure your Zod schema (or raw JSON Schema) is as strict

as necessary, marking required fields and using precise types ( z.string() ,

z.number() , z.enum() ).

Input Validation in Tool: Even with schema enforcement, it's good

practice to add basic runtime validation within your tool function to handle

unexpected inputs gracefully, perhaps throwing a specific error or returning

a clear message.

Error Handling: Implement try...catch  blocks within your tool function

to prevent crashes and return informative error messages to the agent,

which it can then relay to the user.

Tool Execution Failures (API errors, bugs in tool logic):

Problem: The agent successfully calls your tool, but the tool itself fails (e.g.,

your simulated weather API call throws an error, or there's a bug in your 

_getWeather  function).

Reason: This is typically a bug in your tool's implementation or an issue

with an external service your tool relies on.

Solution:

Robust Error Handling in Tool: Your tool functions should anticipate

failures. Use try...catch  blocks around any external API calls or

potentially failing logic.

Informative Error Messages: When an error occurs within your tool,

return a clear, concise error message to the agent. The agent can then

decide how to communicate this failure to the user. Avoid returning raw

stack traces.
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Logging: Implement comprehensive logging within your tool functions to

help diagnose issues.

Permissions, Authorization, and Security in MCP
Tool Integration

Integrating AI agents with external tools via protocols like MCP opens up

incredible possibilities, but it also introduces critical security considerations. Since

agents can interact with real-world systems and potentially sensitive data,

ensuring robust permissions, authorization, and overall security is paramount.

The Principle of Least Privilege

A fundamental security best practice is the Principle of Least Privilege

(PoLP). This means that any entity – in our case, an AI agent or a specific MCP

tool – should only be granted the minimum necessary permissions to perform its

intended function, and no more. If an agent only needs to read public weather

data, it should not have access to financial records.

Key Security Considerations

Authentication Mechanisms: How does the agent (or the MCP server

acting on its behalf) prove its identity to the tool?

API Keys: Simple tokens often passed in headers. These must be managed

securely (e.g., environment variables, secret management services) and

never hardcoded or exposed.

OAuth 2.0 / OpenID Connect: More robust for delegated access,

especially when tools access user-specific data. This involves token

exchange, refresh tokens, and user consent, making it suitable for complex

enterprise integrations.

Mutual TLS (mTLS): For highly secure, machine-to-machine

communication, where both the client (agent/MCP server) and the server

(tool) authenticate each other using certificates.

Authorization and Access Control: Once authenticated, what actions is

the agent allowed to perform?

Role-Based Access Control (RBAC): Assign roles to agents (e.g., "Sales

Agent," "Support Agent"), and define permissions for each role. Tools then

check if the agent's role is authorized for the requested action.
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Granular Permissions: Ideally, authorization should be fine-grained.

Instead of just "access to CRM," it might be "read contacts," "create leads,"

but not "delete accounts."

Secure Communication (HTTPS):

All communication between the AI agent, the MCP server, and the

external tools must use HTTPS (TLS/SSL). This encrypts data in transit,

preventing eavesdropping and tampering.

Deprecation of HTTP for API interactions is a modern best practice.

Input Validation and Sanitization:

Beyond basic schema validation, tools must rigorously validate and

sanitize all inputs received from an agent.

This prevents common vulnerabilities like SQL injection, cross-site

scripting (XSS), command injection, and buffer overflows. Never trust

input, even from an AI.

Data Privacy and Compliance:

If tools handle Personally Identifiable Information (PII) or other sensitive

data, strict data privacy regulations (e.g., GDPR, HIPAA, CCPA) must be

adhered to.

Consider data anonymization or pseudonymization where possible.

Ensure data is encrypted both in transit and at rest.

Auditing and Logging:

Comprehensive logging of all tool invocations, parameters, results, and

any security-related events (e.g., failed authentication attempts,

unauthorized access) is crucial.

This provides an audit trail for forensic analysis, compliance checks,

and debugging.

Best Practices for LangChain.js and MCP Tools

Secure Credential Management:

Agent Side: Store API keys and other secrets for your LLM and tools in

environment variables (like we did with OPENAI_API_KEY ) or dedicated

secret management services (e.g., AWS Secrets Manager, Azure Key Vault,

HashiCorp Vault). Never hardcode credentials in your code.
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Tool Side: If your MCP tool itself calls external APIs, it should also use

secure credential management.

Tool-Level Security Checks: Even if an agent is authorized to call an MCP

server, the tool itself should perform its own internal authorization checks

before executing sensitive operations. This provides a layered defense.

Scoped Permissions for Agents: When configuring your AgentExecutor ,

ensure the agent only has access to the tools it truly needs. In a real-world

scenario, you might have different agents with different tool sets.

Error Handling for Security: If a tool encounters an authorization error or

invalid input, it should return a clear, generic error message to the agent,

avoiding leakage of sensitive internal details.

Regular Security Audits: Regularly review your MCP tool

implementations, agent configurations, and underlying infrastructure for

security vulnerabilities.

By diligently implementing these security measures, you can build AI agent

systems that are not only powerful and intelligent but also trustworthy and

secure.

Summary

Phew, what a journey! In this chapter, we've taken a significant leap forward in

understanding how AI agents, powered by frameworks like LangChain.js, can

interact with external tools defined by MCP-like schemas.

Here are the key takeaways:

Agents as Decision Makers: AI agents use their underlying LLMs to

reason about user requests, identify the need for external tools, and select

the most appropriate one.

Schemas are Instructions: MCP-compliant JSON Schemas serve as the

critical instruction manual for agents, detailing a tool's purpose, required

inputs, and expected behaviors.

UI Resources Enhance Interaction: MCP extends beyond functional APIs

by allowing tools to declare UI components, enabling richer, guided user

experiences.

LangChain.js Orchestrates: LangChain.js provides the framework to

integrate custom tool functions ( StructuredTool ), connect to LLMs, and
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manage the agent's decision-making and tool invocation process via 

AgentExecutor .

The Invocation Flow: We walked through the step-by-step process, from a

user query to the agent's thought process, tool selection, parameter

extraction, actual tool execution, and finally, the agent's formatted

response.

Hands-on Experience: You successfully built a WeatherReporter  tool with

its schema and integrated it into a LangChain.js agent, witnessing it in

action.

Security is Paramount: We explored the critical importance of

permissions, authorization, secure communication, input validation, and

data privacy when integrating AI agents with external tools, emphasizing the

principle of least privilege.

This ability for AI agents to dynamically access and utilize external capabilities is

a cornerstone of building truly intelligent and useful AI applications. As the Model

Context Protocol continues to evolve, standardizing this interaction will only

become more crucial.

In the next chapter, we'll delve into the crucial aspects of Execution Pipelines

and Routing. How do requests actually get from the agent to the right tool,

especially in a system with many tools and potentially different tool providers?

Stay tuned!
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CHAPTER 14

Understanding Execution
Pipelines and Request Routing
in MCP

Introduction

Welcome back, intrepid AI architects! In our previous chapters, we've explored the

foundational concepts of the Model Context Protocol (MCP), from its purpose as a

universal language for AI tool interaction to the intricate details of defining and

registering tools using robust JSON Schemas. You've learned how tools declare

their capabilities, making them discoverable by AI agents.

But how does an AI agent actually use a tool once it's discovered? How does a

request travel from the agent, through the MCP system, to the correct tool, and

then return a meaningful response? That's precisely what we'll unravel in this

chapter: the fascinating world of Execution Pipelines and Request Routing

within MCP.

Understanding these mechanisms is crucial for building robust, scalable, and

reliable AI agent systems. It ensures that tool calls are processed efficiently,

securely, and correctly, forming the backbone of effective agent-tool

collaboration. By the end of this chapter, you'll have a clear picture of the journey

a tool request takes and how you, as a developer, can leverage the anticipated

TypeScript SDK to orchestrate these interactions.

Before we dive in, make sure you're comfortable with the core MCP concepts

covered so far, especially tool schema definition and registration. Let's get

started!

Core Concepts: The Journey of a Tool Call

When an AI agent decides to use a tool, it's not just a simple function call. Behind

the scenes, a carefully orchestrated sequence of steps, known as an Execution

Pipeline, springs into action. This pipeline ensures that the request is

understood, authorized, validated, and ultimately executed by the correct tool.

Coupled with this is Request Routing, which is responsible for guiding that

request to the appropriate MCP server and tool implementation.
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Let's break down these core concepts.

What is an Execution Pipeline?

Imagine a sophisticated factory assembly line, but instead of building cars, it's

processing requests to use AI tools. An MCP execution pipeline is a conceptual

sequence of stages that an MCP server follows to fulfill an AI agent's request to

invoke a registered tool. Each stage performs a specific check or action, ensuring

the integrity and successful execution of the tool call.

Here are the typical stages of an MCP execution pipeline:

Request Parsing: The MCP server first receives the agent's request,

usually a structured message (like JSON). This stage involves parsing the

message to extract the intended toolId  and the arguments  for the tool.

Tool Discovery and Selection: Using the extracted toolId , the server

looks up the corresponding tool definition from its registry. This confirms the

tool exists and retrieves its schema and other metadata.

Permission and Authorization Check: This is a critical security step. The

server verifies if the requesting AI agent (or the user on whose behalf the

agent is acting) has the necessary permissions to invoke this specific tool.

We'll delve deeper into permissions in the next chapter, but for now, know

it's a vital gate.

Input Validation: Before executing the tool, the server validates the

provided arguments  against the tool's defined input schema. This prevents

malformed data from reaching the tool's backend, ensuring data integrity

and preventing errors.

Tool Invocation: If all previous stages pass, the MCP server invokes the

actual backend implementation of the tool. This could be a call to a REST

API, a microservice, a database function, or any other external system.

Response Handling: Once the tool's backend completes its task, it returns

a response to the MCP server. This stage involves receiving and potentially

transforming that raw response.

Output Formatting: Finally, the MCP server formats the tool's response

according to the tool's defined output schema (if applicable) and prepares it

for the AI agent, often as a structured JSON object.

Error Management: At any stage, if an error occurs (e.g., tool not found,

permission denied, invalid input, tool backend failure), the pipeline should

gracefully handle it, log the issue, and return an informative error message

to the AI agent.

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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This structured flow ensures consistency, security, and reliability for every tool

interaction.

What is Request Routing?

While the execution pipeline handles what happens when a tool is called, 

Request Routing dictates where that call goes. In complex AI systems, an AI

agent might not interact with a single, monolithic MCP server. Tools might be

distributed across different services, servers, or even organizations. Routing is the

mechanism that directs the agent's tool invocation request to the correct MCP

server instance or tool backend.

Consider these routing scenarios:

Direct Routing: In a simple setup, an AI agent might directly communicate

with a single MCP server that hosts all registered tools. The routing is

straightforward: the server simply looks up the tool locally.

Federated Routing: For larger systems, multiple MCP servers might exist,

each managing a set of tools or a specific domain. An agent might send a

request to a "router" MCP server, which then forwards it to the appropriate

specialized MCP server based on the toolId  or a namespace within it.

Load-Balanced Routing: If a particular tool is highly utilized, its backend

might be deployed across multiple instances. Routing can involve load

balancers to distribute requests efficiently among these instances, ensuring

high availability and performance.

The toolId  itself often plays a crucial role in routing. It can contain namespaces

or identifiers that hint at which server or service is responsible for that tool.

The Agent's Perspective

From the AI agent's point of view, the execution pipeline and routing are largely

abstracted away. The agent's primary responsibility is to:

Determine Intent: Decide which tool is needed based on the user's

request.

Formulate Request: Construct a valid tool invocation request, specifying

the toolId  and the necessary arguments  that conform to the tool's input

schema.

Process Response: Receive the structured response from the MCP server

and integrate it into its reasoning or generate a user-facing output.

• 

• 

• 
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3. 
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The beauty of MCP is that it provides a standardized interface, allowing agents to

interact with a vast ecosystem of tools without needing to understand the

underlying complexities of each tool's implementation or where it lives.

Visualizing the Pipeline

Let's visualize the execution pipeline with a simple Mermaid flowchart. This

diagram illustrates the flow from an AI agent's request through the MCP server's

processing stages.

This diagram clearly shows the sequential steps, including potential error points,

highlighting the robustness of the MCP approach.
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Step-by-Step Implementation: Invoking a Tool from
an Agent

Now that we understand the theory, let's look at how an AI agent, using the

anticipated TypeScript SDK (v2, Q1 2026), would initiate a tool call. We won't be

building a full MCP server here, but we'll simulate the agent's side of the

interaction, assuming an MCP server is available and our "Burger Ordering" tool

from a previous chapter is registered.

Let's recall our orderBurger  tool definition:
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{
"toolId": "com.example.food.orderBurger",
"name": "Order Burger",
"description": "Orders a burger with specified ingredients.",
"inputSchema": {

"type": "object",
"properties": {

"burgerType": {
"type": "string",
"description": "Type of burger, e.g., 'cheeseburger', 'veggie burger'",
"enum": ["cheeseburger", "veggie burger", "chicken sandwich"]

},
"quantity": {

"type": "integer",
"description": "Number of burgers to order",
"minimum": 1

},
"extras": {

"type": "array",
"items": {

"type": "string",
"enum": ["fries", "drink", "extra cheese"]

},
"description": "Optional extras like fries or a drink"

}
},
"required": ["burgerType", "quantity"]

},
"outputSchema": {

"type": "object",
"properties": {

"orderId": {
"type": "string",
"description": "Unique identifier for the placed order"

},
"estimatedDeliveryTime": {

"type": "string",
"format": "date-time",
"description": "Estimated time of delivery"

},
"totalPrice": {

"type": "number",
"description": "Total cost of the order"

}
},
"required": ["orderId", "estimatedDeliveryTime", "totalPrice"]

}
}

Now, let's write some TypeScript code for an agent to invoke this tool.

Step 1: Set up your project

First, ensure you have a Node.js project. If not, create one:
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mkdir mcp-agent-invoke
cd mcp-agent-invoke
npm init -y
npm install typescript @modelcontextprotocol/typescript-sdk@^2.0.0 # 
Anticipated v2 release
npm install -D ts-node # For running TypeScript directly

The @modelcontextprotocol/typescript-sdk@^2.0.0  is an anticipated stable

release for Q1 2026. We're using it here to represent the modern way an agent

would interact.

Create a file named agent.ts .

Step 2: Simulate MCP Server Interaction

Since we're not running a full MCP server, we'll simulate the interaction using a

placeholder McpClient  class from the SDK. In a real scenario, this client would

communicate with a live MCP server.

Add the following code to agent.ts :
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// agent.ts

import { McpClient, McpToolInvocation } from '@modelcontextprotocol/typescript-
sdk';

// This is a placeholder for a real MCP server client.
// In a production environment, this client would connect to a live MCP server 
endpoint.
class MockMcpClient implements McpClient {

async invokeTool<TInput extends Record<string, any>, TOutput extends
Record<string, any>>(

invocation: McpToolInvocation<TInput>
): Promise<TOutput> {

console.log(`\n--- Agent attempting to invoke tool: $
{invocation.toolId} ---`);

console.log('Arguments:', JSON.stringify(invocation.args, null, 2));

// Simulate the MCP server's execution pipeline and routing
// based on the toolId.
if (invocation.toolId === 'com.example.food.orderBurger') {

const { burgerType, quantity, extras } = invocation.args;

if (!burgerType || !quantity) {
throw new Error("Missing required arguments for orderBurger: 

burgerType and quantity.");
}
if (typeof quantity !== 'number' || quantity < 1) {

throw new Error("Quantity must be a positive number.");
}

console.log(`Simulating order for ${quantity}x ${burgerType} with 
extras: ${extras?.join(', ')}`);

// Simulate a successful response
const orderId = `BURGER-${Date.now()}`;
const estimatedDeliveryTime = new Date(Date.now() + 30 * 60 * 1000)

.toISOString(); // 30 mins from now
const totalPrice = (burgerType === 'cheeseburger' ? 10.99 : 9.99)

* quantity + (extras?.length || 0) * 2.50;

console.log(`Tool 'orderBurger' executed successfully.`);
return {

orderId,
estimatedDeliveryTime,
totalPrice: parseFloat(totalPrice.toFixed(2))

} as TOutput;
} else if (invocation.toolId === 'com.example.food.checkOrderStatus') {

const { orderId } = invocation.args;
if (!orderId) {

throw new Error("Missing required argument for 
checkOrderStatus: orderId.");

}
console.log(`Simulating status check for order: ${orderId}`);
// Simulate a response for a different tool
return {

orderId,
status: "preparing",
estimatedCompletion: new Date(Date.now() + 10 * 60 * 1000).toIS

OString()
} as TOutput;

}
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throw new Error(`Tool '$
{invocation.toolId}' not found or not supported by this mock client.`);

}
}

// Instantiate our mock client
const mcpClient = new MockMcpClient();

Explanation: - We import McpClient  and McpToolInvocation  from the

anticipated TypeScript SDK. - MockMcpClient  is a stand-in for a real MCP client.

Its invokeTool  method simulates the entire MCP server's pipeline conceptually: -

It logs the invocation attempt. - It performs basic argument validation (mimicking

the "Input Validation" stage). - It "executes" the tool by generating a mock

response. - It handles a second tool, checkOrderStatus , to demonstrate routing

to different functionalities. - This setup allows us to focus on how the agent

constructs and handles tool calls without needing a live MCP server.

Step 3: Implement the AI Agent's Logic

Now, let's add the agent's logic to agent.ts . This agent will decide to call 

orderBurger  based on some predefined input.

Append the following to agent.ts :
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// ... (previous code for MockMcpClient) ...

// Simple agent function to decide and invoke a tool
async function runAgent() {

console.log("AI Agent starting...");

// Scenario 1: Order a cheeseburger
try {

console.log("\n--- Agent's Decision: User wants to order a cheeseburger ---");
const orderBurgerInvocation: McpToolInvocation<{ burgerType: string; qu

antity: number; extras?: string[] }> = {
toolId: 'com.example.food.orderBurger',
args: {

burgerType: 'cheeseburger',
quantity: 2,
extras: ['fries']

}
};

const orderResult = await mcpClient.invokeTool(orderBurgerInvocation);
console.log("\nAgent received order confirmation:");
console.log(JSON.stringify(orderResult, null, 2));

} catch (error: any) {
console.error("\nAgent encountered an error during burger order:", erro

r.message);
}

// Scenario 2: Attempt to order an invalid burger type (input validation 
test)

try {
console.log("\n--- Agent's Decision: User tries to order a 'pizza' 

(invalid burger type) ---");
const invalidOrderInvocation: McpToolInvocation<{ burgerType: string; q

uantity: number }> = {
toolId: 'com.example.food.orderBurger',
args: {

burgerType: 'pizza', // This should fail validation
quantity: 1

}
};

const invalidOrderResult = await mcpClient.invokeTool(invalidOrderInvoc
ation);

console.log("\nAgent received invalid order confirmation (should not 
happen):");

console.log(JSON.stringify(invalidOrderResult, null, 2));
} catch (error: any) {

console.error("\nAgent correctly caught error for invalid burger 
type:", error.message);

}

// Scenario 3: Call a different tool: checkOrderStatus
try {

console.log("\n--- Agent's Decision: User wants to check status of 
order 'BURGER-12345' ---");

const checkStatusInvocation: McpToolInvocation<{ orderId: string }> = {
toolId: 'com.example.food.checkOrderStatus',
args: {

orderId: 'BURGER-12345'
}
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};

const statusResult = await mcpClient.invokeTool(checkStatusInvocation);
console.log("\nAgent received order status:");
console.log(JSON.stringify(statusResult, null, 2));

} catch (error: any) {
console.error("\nAgent encountered an error during status check:", erro

r.message);
}

console.log("\nAI Agent finished.");
}

// Run the agent
runAgent();

Explanation: - The runAgent  function simulates an AI agent's decision-making

process. - It constructs an McpToolInvocation  object, which specifies the 

toolId  and the args  (arguments) for the tool. Notice how args  directly maps

to the inputSchema  of our orderBurger  tool. - The agent then calls 

mcpClient.invokeTool() , passing the invocation object. This is the crucial step

where the agent hands off the request to the MCP system. - It handles potential

errors using try...catch  blocks, demonstrating how an agent would react to

failures in the execution pipeline (e.g., input validation errors). - Scenario 3

explicitly shows how the agent can seamlessly switch to invoking a different tool

( checkOrderStatus ) by simply changing the toolId  and providing the

appropriate arguments. This highlights the power of routing within MCP – the

agent just specifies the toolId , and the system handles directing the request.

Step 4: Run the Agent

Execute your agent.ts  file using ts-node :

npx ts-node agent.ts

You should see output similar to this, demonstrating the simulated tool

invocations and error handling:
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AI Agent starting...

--- Agent's Decision: User wants to order a cheeseburger ---
--- Agent attempting to invoke tool: com.example.food.orderBurger ---
Arguments: {
  "burgerType": "cheeseburger",
  "quantity": 2,
  "extras": [
    "fries"
  ]
}
Simulating order for 2x cheeseburger with extras: fries
Tool 'orderBurger' executed successfully.

Agent received order confirmation:
{
  "orderId": "BURGER-1710979200000",
  "estimatedDeliveryTime": "2026-03-20T17:00:00.000Z",
  "totalPrice": 26.98
}

--- Agent's Decision: User tries to order a 'pizza' (invalid burger type) ---
--- Agent attempting to invoke tool: com.example.food.orderBurger ---
Arguments: {
  "burgerType": "pizza",
  "quantity": 1
}
Agent correctly caught error for invalid burger type: Missing required 
arguments for orderBurger: burgerType and quantity.

--- Agent's Decision: User wants to check status of order 'BURGER-12345' ---
--- Agent attempting to invoke tool: com.example.food.checkOrderStatus ---
Arguments: {
  "orderId": "BURGER-12345"
}
Simulating status check for order: BURGER-12345

Agent received order status:
{
  "orderId": "BURGER-12345",
  "status": "preparing",
  "estimatedCompletion": "2026-03-20T16:40:00.000Z"
}

AI Agent finished.

This output clearly shows the simulated execution pipeline stages and how the

agent gracefully handles both successful tool invocations and validation failures.

The ability to invoke different tools by simply changing the toolId  demonstrates

the routing capabilities of MCP.

Mini-Challenge: Extend Your Agent with a New Tool

Let's make this more interactive!
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Challenge: Add a new tool to our MockMcpClient  called 

com.example.food.cancelOrder . This tool should take an orderId  as input and

return a confirmationMessage  and a status  (e.g., "cancelled"). Then, modify

your runAgent  function to simulate a scenario where the agent decides to cancel

an order.

Hint: 1. Add another else if  block inside the invokeTool  method of 

MockMcpClient  to handle the cancelOrder toolId . 2. Implement basic

validation for the orderId  (e.g., check if it's a string). 3. Simulate a response for

cancellation. 4. Add a new try...catch  block in runAgent  to construct and

invoke the cancelOrder  tool.

What to Observe/Learn: You'll observe how easily the MCP framework allows

you to extend agent capabilities by adding new tool implementations and how the

agent can dynamically route requests to these new tools without significant

changes to its core logic. This reinforces the modularity and extensibility that MCP

provides.

Common Pitfalls & Troubleshooting

Even with a well-designed protocol like MCP, things can sometimes go awry.

Understanding common pitfalls can save you hours of debugging.

Incorrect Tool ID or Arguments:

Pitfall: The AI agent attempts to invoke a toolId  that isn't registered or

passes arguments that don't conform to the tool's inputSchema .

Symptom: The MCP server returns an error like "Tool not found" or "Invalid

input payload."

Troubleshooting:

Verify toolId : Double-check the exact toolId  string used by the agent

against the registered tool definitions. Typos are common!

Review inputSchema : Compare the arguments the agent is sending with

the tool's inputSchema . Ensure data types, required fields, and enum

values are all correctly matched. Use a JSON Schema validator if necessary.

1. 
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Check logs: The MCP server's logs (or our MockMcpClient 's console

output) will usually provide specific details about the validation failure.

Routing Failures:

Pitfall: The MCP server cannot reach the actual backend implementation of

the tool, or the agent cannot reach the MCP server itself.

Symptom: Network errors, timeouts, or "Service unavailable" messages.

Troubleshooting:

Network Connectivity: Ensure the agent can reach the MCP server, and

the MCP server can reach the tool's backend. Check firewalls, proxy settings,

and DNS resolution.

Server Status: Verify that both the MCP server and the tool's backend

service are running and healthy.

Configuration: Check the MCP server's configuration for how it's configured

to locate and invoke tool backends. This might involve environment

variables, configuration files, or service discovery mechanisms.

Permission Denied:

Pitfall: The AI agent (or the user it represents) is not authorized to use a

specific tool, even if the tool exists and the arguments are valid.

Symptom: The MCP server returns an "Unauthorized" or "Permission

Denied" error.

Troubleshooting:

Review Permissions: Consult the MCP server's access control

configuration. Verify that the agent's identity (or its assigned roles/scopes)

has been granted explicit permission to invoke the target toolId .

Authentication: Ensure the agent is correctly authenticating with the MCP

server, if required. An unauthenticated agent might default to having no

permissions.

These common issues often stem from misconfigurations or mismatches between

agent expectations and tool definitions or server policies. A systematic approach

to checking configurations and logs is usually the fastest way to resolve them.
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Summary

Phew! We've covered a lot of ground in this chapter, delving into the critical

operational aspects of the Model Context Protocol.

Here's a quick recap of our key takeaways:

Execution Pipelines are the structured sequence of steps an MCP server

takes to process an AI agent's tool invocation request, ensuring proper

parsing, discovery, authorization, validation, invocation, and response

handling.

Request Routing is the mechanism that directs tool invocation requests to

the correct MCP server or tool backend, enabling distributed and scalable AI

agent systems.

From an AI agent's perspective, invoking a tool primarily involves

formulating a McpToolInvocation  object with the correct toolId  and 

args , then sending it to the MCP client.

The anticipated TypeScript SDK v2 simplifies this interaction by providing

client utilities for constructing and sending tool invocation requests.

We explored common pitfalls such as incorrect toolId s, invalid

arguments, routing failures, and permission issues, along with practical

troubleshooting steps.

Understanding these concepts is foundational to building reliable and performant

AI agent applications that can seamlessly integrate with a diverse range of

external tools and services.

What's Next?

Now that we understand how tool calls are executed and routed, a crucial

question remains: How do we ensure that only authorized agents can access

specific tools and that sensitive operations are protected? In our next chapter,

we'll dive deep into Permissions and Authorization in MCP, exploring how the

protocol addresses security and access control, which is paramount for any robust

AI system.
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CHAPTER 15

Building a Full MCP Application:
From UI Resources to Advanced
Patterns

Introduction

Welcome to the final chapter of our journey into the Model Context Protocol

(MCP)! So far, we've laid the groundwork, understanding how AI agents can

discover and utilize external tools through well-defined schemas. We've explored

the core concepts of tool registration, interaction, and the crucial role of

permissions.

In this chapter, we're going to push the boundaries and explore what it takes to

build truly sophisticated, production-ready MCP applications. We'll dive into the

exciting world of UI resources, which allow tools to provide rich, interactive

experiences beyond just data. We'll also tackle advanced interaction patterns like

asynchronous operations and streaming, essential for real-world scenarios.

Finally, we'll wrap up by reinforcing the critical aspects of secure deployment and

operational best practices, ensuring your MCP integrations are robust and reliable.

By the end of this chapter, you'll have a holistic understanding of how to design,

implement, and secure a comprehensive MCP-enabled application, ready to

empower your AI agents with advanced capabilities. Get ready to synthesize all

your knowledge and build something truly powerful!

Core Concepts

As we move towards building full-fledged MCP applications, we encounter

scenarios that require more than just simple function calls. We need ways for

tools to communicate richer context, handle long-running processes, and even

provide interactive elements. That's where UI Resources and advanced interaction

patterns come into play.

Remember, the Model Context Protocol specification is still in its draft phase (as of

2026-01-26), and SDKs like the TypeScript v2 are anticipated to reach stable

release in Q1 2026. This means the protocol is actively evolving, and staying

updated with the official documentation is always a best practice.
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Beyond Functions: UI Resources in MCP (ext-apps)

Imagine an AI agent assisting a user with booking a flight. After the agent finds

suitable flights, instead of just returning raw JSON data, wouldn't it be great if the

tool could also provide a pre-rendered UI component for the user to review and

confirm the booking directly? This is precisely what UI resources enable within

MCP, as defined in the ext-apps  extension.

What are UI Resources? UI resources allow a tool to declare that it can provide

not just data or invoke functions, but also renderable user interface components.

These components could be anything from a simple confirmation dialog to a

complex data visualization, or even an embedded web application. The idea is to

bridge the gap between AI agent interactions and direct human interaction,

making the overall experience more seamless and intuitive.

Why are they Important?

Enhanced User Experience: Agents can present information in a visually

appealing and interactive manner, reducing cognitive load for the end-user.

Complex Interactions: Facilitate multi-step processes or approvals that

require human input beyond simple text prompts.

Extending Agent Capabilities: Agents can "delegate" visual presentation

or complex UI-driven tasks to specialized tools, focusing on their core

reasoning capabilities.

Contextual UI: The UI can be dynamically generated or tailored based on

the specific context of the agent's interaction.

How do they Work? Tools declare their UI resource capabilities within their JSON

Schema, typically under a dedicated ext-apps  section. This section might

specify:

type : The type of UI resource (e.g., web-component , iframe , native-

view ).

url : A URL pointing to where the UI component can be loaded (e.g., a web

component bundle, an iframe source).

properties : A schema describing the data that the AI agent (or the client

rendering the UI) should pass to the UI component.

events : A schema describing events that the UI component might emit

back to the agent or client.

The AI agent, upon receiving a tool response that includes a UI resource, doesn't

execute code directly. Instead, it interprets the UI resource declaration and, if
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operating within a UI-capable environment, can instruct the client application to

render that UI component. The client application then handles loading and

displaying the specified UI, potentially passing data received from the agent.

Let's visualize this flow:

Figure 8.1: AI Agent interaction with an MCP Tool providing UI Resources.

Advanced Tool Interaction Patterns

While direct request-response is fundamental, real-world applications often

demand more sophisticated communication.

Asynchronous Operations and Long-Running Tasks

Many tool operations aren't instantaneous. Think about generating a complex

report, training a small model, or processing a large batch of data. These are 

long-running tasks that shouldn't block the agent's execution.

How MCP Handles It (Conceptually):

Immediate Acknowledgment: The tool can respond immediately with a

status indicating the operation has started and provide a unique jobId  or 

task_id .

• 

AI VOID [https://aivoid.dev]

Building a Full MCP Application: From UI Resources to Advanced Patterns 268



Polling: The agent can periodically call another tool function (e.g., 

checkJobStatus ) with the jobId  to inquire about the task's progress and

retrieve results once completed.

Webhooks/Callbacks: For more advanced setups, the tool might register a

webhook URL with the agent or client to send a notification once the task is

complete, pushing results rather than requiring the agent to pull.

This pattern prevents timeouts and allows the agent to manage multiple

concurrent tasks efficiently.

Streaming Results

For operations that generate large amounts of data incrementally (e.g., live data

feeds, large language model inference output, log streams), returning all data at

once can be inefficient or infeasible. Streaming allows the tool to send data in

chunks.

How MCP Handles It (Conceptually): While the core MCP specification focuses

on request/response, a tool could indicate streaming capability within its schema.

The actual streaming mechanism would then rely on underlying transport

protocols (e.g., HTTP/2 Server-Sent Events, WebSockets). The agent's client would

need to support these protocols to consume the stream.

A common approach involves the tool returning a stream_id  or websocket_url

that the agent's client can then connect to separately to receive the stream.

Stateful vs. Stateless Tools (Briefly)

Stateless Tools: Each call to a stateless tool is independent; the tool

doesn't remember past interactions. This simplifies design and scaling. Most

MCP tools will ideally be stateless.

Stateful Tools: A stateful tool retains information about previous

interactions with a specific user or session. For example, a "shopping cart"

tool might remember items added. If a tool needs to be stateful, the state

management typically occurs within the tool's implementation, and the

agent passes a session_id  or context_id  with each call to allow the tool

to retrieve the relevant state. The MCP protocol itself remains stateless at its

core, relying on well-defined inputs for each tool call.

Secure Deployment & Operations

Building a full MCP application isn't just about functionality; it's about reliability

and security.

• 
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Review of Permissions and Authorization

As discussed in earlier chapters, permissions are non-negotiable.

Principle of Least Privilege: Grant only the minimum permissions

necessary for a tool or agent to perform its function.

Fine-Grained Permissions: Define granular permissions within your tool's

authorization system (e.g., order:create , order:read , order:cancel ).

Policy Enforcement: Your MCP server and tool implementations must

strictly enforce these policies based on the authenticated agent's identity

and roles.

Environmental Variables and Secrets Management

Never hardcode sensitive information like API keys, database credentials, or

private keys directly into your code.

Environmental Variables: Use environment variables for configuration

that changes between deployment environments (development, staging,

production).

Secrets Management Systems: For highly sensitive data, integrate with

dedicated secrets management services (e.g., AWS Secrets Manager, Azure

Key Vault, HashiCorp Vault). These systems provide secure storage, rotation,

and access control for secrets.

Auditing and Logging

Visibility into your system's operations is crucial for debugging, security, and

compliance.

Comprehensive Logging: Implement logging for all critical operations:

tool calls received, execution outcomes (success/failure), authorization

decisions, and error details.

Structured Logging: Use structured log formats (e.g., JSON) for easier

parsing and analysis by logging aggregation tools.

Auditing: Maintain an audit trail of who (which agent) did what, when, and

with what results. This is invaluable for security investigations and

compliance requirements.

Network Security (TLS, Firewalls)

Protecting communication channels is fundamental.

TLS/SSL: All communication between AI agents, MCP servers, and MCP tools

MUST be encrypted using TLS (Transport Layer Security) to prevent
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eavesdropping and tampering. Use strong ciphers and up-to-date TLS

versions.

Firewalls: Configure network firewalls to restrict access to your MCP server

and tool endpoints. Only allow traffic from known and trusted sources on

required ports.

API Gateway: Consider placing an API Gateway in front of your MCP tools to

handle authentication, rate limiting, and additional security policies.

Step-by-Step Implementation: Integrating UI
Resources and Advanced Patterns

Let's enhance our BurgerOrder  tool from previous chapters. We'll add a UI

resource to allow for visual order confirmation and conceptually discuss how to

handle an asynchronous order placement.

We'll assume you have a basic BurgerOrder  tool definition and an MCP server

set up. We'll focus on modifying the tool-schema.json  and discussing the

associated implementation.

Step 1: Defining a UI Resource Schema

We want our confirmOrder  function to, optionally, return a UI resource that

shows the order details and asks the user for final confirmation. This UI resource

would be a simple web component.

First, let's update our tool-schema.json  to include the ext-apps  extension and

define a ConfirmationUI  resource.

Locate: Your tool-schema.json  file for the BurgerOrder  tool.

Add: The ext-apps  definition within your tool's schema. This typically goes at

the root level of the tool definition, alongside name , description , and 

functions .

• 
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// tool-schema.json (partial)
{

"name": "BurgerOrder",
"description": "Manages burger orders, including selecting, adding, and 

confirming.",
"version": "1.0.0",
"namespace": "com.example.food",
"ext-apps": {

"ConfirmationUI": {
"type": "web-component",
"url": "https://example.com/burger-order-ui/confirmation-widget.js",
"properties": {

"orderId": {
"type": "string",
"description": "The ID of the order to confirm."

},
"items": {

"type": "array",
"description": "List of items in the order.",
"items": {

"type": "object",
"properties": {

"name": { "type": "string" },
"quantity": { "type": "integer" },
"price": { "type": "number" }

},
"required": ["name", "quantity", "price"]

}
},
"totalPrice": {

"type": "number",
"description": "The total price of the order."

}
},
"events": {

"orderConfirmed": {
"type": "object",
"properties": {

"orderId": { "type": "string" },
"confirmedBy": { "type": "string" }

},
"required": ["orderId", "confirmedBy"]

},
"orderCancelled": {

"type": "object",
"properties": {

"orderId": { "type": "string" }
},
"required": ["orderId"]

}
}

}
},
"functions": [

// ... existing functions like selectBurger, addItem, etc.
{

"name": "confirmOrder",
"description":

"Confirms the current burger order and optionally provides a UI for user 
review.",

"parameters": {
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"type": "object",
"properties": {

"orderId": {
"type": "string",
"description": "The ID of the order to confirm."

},
"requiresUIAssistance": {

"type": "boolean",
"description":

"If true, the tool should respond with a UI resource for user confirmation.",
"default": false

}
},
"required": ["orderId"]

},
"returns": {

"type": "object",
"properties": {

"status": {
"type": "string",
"enum": ["pending_confirmation", "confirmed", "error"]

},
"orderId": { "type": "string" },
"confirmationUI": {

"$ref": "#/ext-apps/ConfirmationUI",
"description": "Optional UI resource for user confirmation."

}
},
"required": ["status", "orderId"]

}
}

]
}

Explanation: * We added an ext-apps  object at the root. * Inside ext-apps , 

ConfirmationUI  is a custom identifier for our UI resource. * type: "web-

component"  indicates it's a standard web component. Other types like iframe

might also be supported. * url : This is where the client application would fetch

the JavaScript bundle for our web component. * properties : Defines the data

that the AI agent or client passes into the UI component. For ConfirmationUI , it

needs orderId , items , and totalPrice . * events : Defines events that the UI

component emits back. Here, orderConfirmed  and orderCancelled  with their

respective data structures. * Our confirmOrder  function's returns  schema now

includes an optional confirmationUI  property that $ref erences our 

ConfirmationUI  definition. This tells the agent that this function can return a UI

resource.

Step 2: Implementing the Tool Logic for UI Resource Response

Now, let's look at how the TypeScript tool implementation would respond when 

requiresUIAssistance  is true.

Locate: Your src/tools/BurgerOrderTool.ts  (or similar) file.
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Modify: The confirmOrder  function implementation.
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// src/tools/BurgerOrderTool.ts (partial)
import { MCPTool, FunctionCall, ToolResponse } from '@modelcontextprotocol/
typescript-sdk';
// Assume Order type and existing order management logic

class BurgerOrderTool implements MCPTool {
// ... existing constructor and other functions

async confirmOrder(call: FunctionCall): Promise<ToolResponse> {
const { orderId, requiresUIAssistance } = call.parameters;

// In a real application, you'd fetch the actual order details from a 
database

// For this example, let's mock some order data.
const mockOrder = {

orderId: orderId,
items: [

{ name: "Classic Burger", quantity: 1, price: 12.99 },
{ name: "Fries", quantity: 1, price: 3.50 }

],
totalPrice: 16.49

};

if (requiresUIAssistance) {
console.log(`Agent requested UI assistance for order ${orderId}.`);
return {

status: "success", // Or "pending_confirmation" as per schema
output: {

status: "pending_confirmation",
orderId: orderId,
confirmationUI: {

type: "web-component",
url: "https://example.com/burger-order-ui/confirmation-

widget.js", // Must match schema
properties: {

orderId: mockOrder.orderId,
items: mockOrder.items,
totalPrice: mockOrder.totalPrice

}
}

}
};

} else {
// Directly confirm the order if no UI assistance needed
console.log(`Order ${orderId} confirmed directly by agent.`);
// In a real app, this would trigger the actual order placement.
return {

status: "success",
output: {

status: "confirmed",
orderId: orderId

}
};

}
}

// ... other tool functions
}

// Don't forget to register your tool with the MCP server!
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Explanation: * The confirmOrder  function now checks the 

requiresUIAssistance  parameter. * If true , it constructs an output  object

that includes the confirmationUI  property. * The confirmationUI  object

contains the type , url , and properties  that match the schema definition. The 

properties  are populated with actual order data. * The status  in the output

could be pending_confirmation  to indicate that human input is still needed. * If 

requiresUIAssistance  is false , the tool proceeds with direct confirmation.

Step 3: Agent Interaction with UI Resources (Conceptual)

How does an AI agent use this? 1. Agent's Decision: The AI agent, based on its

internal logic or user prompt, decides if a UI confirmation is needed. It then calls 

confirmOrder  with requiresUIAssistance: true . 2. Receiving UI Resource:

The agent receives the ToolResponse  containing the confirmationUI  object. 3.

Instruction to Client: The agent doesn't render the UI itself. Instead, it instructs

its client application (e.g., a web browser interface, a desktop app) to render

the UI. The instruction would include the url  and properties  from the 

confirmationUI  object. 4. Client Renders: The client application loads the 

confirmation-widget.js  web component, passes the orderId , items , and 

totalPrice  as properties, and displays it to the user. 5. User Interaction: The

user interacts with the web component (e.g., clicks "Confirm" or "Cancel"). 6. 

Event Emission: The web component emits an event (e.g., orderConfirmed  or 

orderCancelled ). 7. Client Relays Event: The client application captures this

event and relays it back to the AI agent. 8. Agent Responds: The agent receives

the event, understands the user's decision, and takes further action (e.g., calls

another tool to finalize the order, or informs the user of cancellation).

Step 4: Implementing Asynchronous Tool Execution
(Conceptual/Example)

Let's imagine our placeOrder  function (which would be called after confirmation)

is a long-running process.

Modify: Add a placeOrder  function to your tool-schema.json  and 

BurgerOrderTool.ts .
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// tool-schema.json (partial, add to functions array)
{

"name": "placeOrder",
"description": "Initiates the placement of a confirmed order, which is an 

asynchronous process.",
"parameters": {

"type": "object",
"properties": {

"orderId": {
"type": "string",
"description": "The ID of the order to place."

}
},
"required": ["orderId"]

},
"returns": {

"type": "object",
"properties": {

"status": {
"type": "string",
"enum": ["processing", "error"]

},
"jobId": {

"type": "string",
"description": "A unique ID to track the asynchronous order placement 

job."
}

},
"required": ["status", "jobId"]

}
},
{

"name": "checkOrderStatus",
"description": "Checks the status of an asynchronous order placement job.",
"parameters": {

"type": "object",
"properties": {

"jobId": {
"type": "string",
"description": "The ID of the order placement job to check."

}
},
"required": ["jobId"]

},
"returns": {

"type": "object",
"properties": {

"status": {
"type": "string",
"enum": ["processing", "completed", "failed"]

},
"orderId": { "type": "string" },
"etaSeconds": {

"type": "integer",
"description": "Estimated time remaining in seconds, if still 

processing."
},
"details": {

"type": "string",
"description": "Further details or error messages."

}
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},
"required": ["status"]

}
}
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// src/tools/BurgerOrderTool.ts (partial, add to BurgerOrderTool class)
import { v4 as uuidv4 } from 'uuid'; // npm install uuid @types/uuid

// This would be a real database or message queue in a production app
const jobStore: Map<string, { orderId: string; status: string; startTime: numbe
r }> = new Map();

class BurgerOrderTool implements MCPTool {
// ... existing code

async placeOrder(call: FunctionCall): Promise<ToolResponse> {
const { orderId } = call.parameters;
const jobId = uuidv4();
console.log(`Initiating asynchronous order placement for order ${orderId}. 

Job ID: ${jobId}`);

// Simulate a long-running process
jobStore.set(jobId, { orderId, status: "processing", startTime:

Date.now() });

setTimeout(() => {
// Simulate completion after 5-10 seconds
const status = Math.random() > 0.1 ? "completed" : "failed"; // 10% 

chance of failure
const job = jobStore.get(jobId);
if (job) {

job.status = status;
console.log(`Job ${jobId} for order ${orderId} finished with status: $

{status}`);
}

}, Math.random() * 5000 + 5000); // 5 to 10 seconds

return {
status: "success",
output: {

status: "processing",
jobId: jobId

}
};

}

async checkOrderStatus(call: FunctionCall): Promise<ToolResponse> {
const { jobId } = call.parameters;
const job = jobStore.get(jobId);

if (!job) {
return {

status: "error",
output: { status: "failed", details: `Job ID ${jobId} not found.` }

};
}

const elapsed = (Date.now() - job.startTime) / 1000;
let etaSeconds = 0;
if (job.status === "processing") {

etaSeconds = Math.max(0, 10 - Math.floor(elapsed)); // Max 10s wait
}

return {
status: "success",
output: {
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status: job.status,
orderId: job.orderId,
etaSeconds: etaSeconds,
details: job.status === "failed" ? "Order placement failed due to a 

simulated error." : undefined
}

};
}

}

Explanation: * placeOrder  now immediately returns a jobId  and status:

"processing" . * A setTimeout  simulates the actual long-running process,

updating the jobStore  after a delay. * checkOrderStatus  allows the agent to

query the status using the jobId . It returns the current status , orderId , and 

etaSeconds  if still processing.

Agent's Role in Asynchronous Tasks: The AI agent would: 1. Call placeOrder

and receive a jobId . 2. Store this jobId . 3. Periodically call checkOrderStatus

with the jobId  (e.g., every few seconds). 4. Once checkOrderStatus  returns 

status: "completed"  or status: "failed" , the agent can proceed with the

next steps or inform the user.

Mini-Challenge: Enhance Your Own Tool with an
Asynchronous Read

Pick one of your existing MCP tools (or create a simple new one). Your challenge is

to:

Add a new function to its tool-schema.json  that simulates a "long-

running read" operation (e.g., fetchLargeReport , analyzeSensorData ).

This new function should return a jobId  and status: "processing"

immediately.

Add a corresponding checkJobStatus  function to the schema and your

tool's TypeScript implementation. This function should take a jobId  and

return the current status ( processing , completed , failed ) and

potentially some mock data if completed.

Implement a simple in-memory jobStore  (like our jobStore  above)

and a setTimeout  to simulate the asynchronous completion of the "long-

running read" after a few seconds.

Hint: Focus on correctly defining the returns  schemas for both functions to

communicate the asynchronous nature and the jobId . Remember to use 

uuidv4()  for unique job IDs.

1. 

2. 

3. 

4. 
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What to observe/learn: You'll see how to design tool interactions that don't

block the agent and how to provide a mechanism for the agent to track progress

and retrieve results later. This pattern is crucial for any non-trivial external service

integration.

Common Pitfalls & Troubleshooting

Even with careful design, complex MCP applications can encounter issues. Here's

how to navigate some common pitfalls:

UI Resource Not Rendering/Incorrectly Displayed:

Pitfall: The client application doesn't receive the UI resource, or it fails to

load/render it.

Troubleshooting:

Check Tool Response: Verify that your tool's ToolResponse  correctly

includes the confirmationUI  object with the type , url , and properties

as defined in your schema.

Client Implementation: Ensure your client application is correctly parsing

the ToolResponse  and instructing its UI framework to load the specified 

url  and pass the properties .

CORS Issues: If your web-component  or iframe url  is hosted on a

different domain, check for Cross-Origin Resource Sharing (CORS) errors in

the browser's developer console. The UI resource server needs to allow

requests from your client's domain.

UI Resource Availability: Confirm that the url  for your UI component is

publicly accessible and the JavaScript bundle/HTML file is correctly deployed.

Asynchronous Operations Not Progressing or Timing Out:

Pitfall: The agent keeps polling for a job that never completes, or the 

checkJobStatus  always returns "processing".

Troubleshooting:

Tool's Internal Logic: Debug your tool's placeOrder  (or similar) function.

Is the simulated setTimeout  actually firing and updating the jobStore ?

Are there any errors preventing the job's status from changing?

Job ID Mismatch: Ensure the jobId  returned by placeOrder  is exactly

the same jobId  being passed to checkJobStatus .
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Agent Polling Logic: Verify the agent's logic for polling checkJobStatus .

Is it polling frequently enough? Is it handling potential network issues or

temporary errors from the checkJobStatus  call? Is there a maximum retry

limit?

Concurrency Issues: If multiple agents are interacting, ensure your 

jobStore  (or actual persistence layer) can handle concurrent updates and

reads correctly.

Security Vulnerabilities in Production Deployment:

Pitfall: Sensitive data exposed, unauthorized access, or unencrypted

communication.

Troubleshooting:

TLS/HTTPS: Immediately verify that all communication endpoints (MCP

server, tools, UI resource servers) are using HTTPS. If not, configure TLS

certificates.

Environment Variables: Double-check that all sensitive configurations are

stored in environment variables or a secrets manager, NOT hardcoded.

Access Control: Review your MCP server's and individual tool's

authorization logs. Are unauthorized requests being correctly denied? Are

permissions too broad?

Input Validation: Ensure all incoming parameters to your tool functions are

rigorously validated against their JSON Schema and any additional business

logic to prevent injection attacks or unexpected behavior.

Regular Audits: Schedule regular security audits and penetration tests for

your deployed MCP application.

Remember, a systematic approach to debugging, starting from the most visible

layers (agent interaction, client UI) and moving down to the tool's internal logic

and infrastructure, is key to resolving issues efficiently.

Summary

Phew! We've covered a lot of ground, moving from the foundational concepts of

MCP to building sophisticated, production-ready AI agent integrations.

Here are the key takeaways from this chapter:

UI Resources ( ext-apps ): MCP tools can define and expose rich UI

components (like web components or iframes) through their schemas,
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allowing AI agents to instruct clients to render interactive experiences for

users. This bridges the gap between AI automation and human interaction.

Advanced Interaction Patterns:

Asynchronous Operations: Tools can initiate long-running tasks and

immediately return a jobId , allowing agents to poll for completion. This

prevents timeouts and improves responsiveness.

Streaming Results: While requiring underlying transport mechanisms,

tools can conceptually indicate the ability to stream large datasets

incrementally.

Stateful vs. Stateless: Prefer stateless tool designs where possible; if

state is needed, manage it within the tool's implementation using context or

session IDs.

Secure Deployment & Operations:

Permissions & Authorization: Strictly adhere to the principle of least

privilege and implement fine-grained access controls.

Secrets Management: Never hardcode sensitive information; use

environment variables or dedicated secrets management solutions.

Auditing & Logging: Implement comprehensive, structured logging for all

critical operations to ensure visibility, aid debugging, and support security

audits.

Network Security: Secure all communication with TLS/HTTPS, use firewalls,

and consider API gateways for robust protection.

You now possess a comprehensive understanding of the Model Context Protocol,

from basic tool definitions to advanced integration patterns and critical security

considerations. The ability to define powerful tools, integrate them securely, and

even provide interactive UI experiences will be invaluable as you build the next

generation of AI-powered applications.
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CHAPTER 16

Unpacking the Model Context
Protocol (MCP): An Introduction

Unpacking the Model Context Protocol (MCP): An
Introduction

Welcome, aspiring AI architect! Get ready to dive into one of the most exciting

areas in modern AI development: empowering your AI agents to interact with the

real world. In this learning guide, we're going to demystify the Model Context

Protocol (MCP), an open standard designed to be the universal translator

between intelligent agents and the vast ecosystem of external tools and data.

By the end of this chapter, you'll not only understand what MCP is but also why

it's becoming an indispensable part of building robust, capable, and truly useful AI

applications. We'll explore its fundamental concepts, peek into its core interaction

model, and set the stage for the hands-on journey ahead. Prepare to give your AI

agents the tools they need to shine!

What is the Model Context Protocol (MCP)?

Imagine you've built a brilliant AI agent, capable of deep reasoning and

understanding. But what if it needs to, say, order a pizza, check the weather, or

update a sales record in a CRM? Its intelligence is confined to its model; it doesn't

inherently know how to interact with these external services. That's where MCP

comes in!

The Model Context Protocol (MCP) is an open, standardized

communication protocol that allows AI agents to seamlessly discover,

understand, and interact with external "tools" and resources. Think of it as a

universal language that lets your AI agent ask an external application, "Hey, can

you do this for me?" and receive a clear, structured answer.

This shared language ensures that whether an agent wants to find a restaurant,

book a flight, or query a database, the process of communicating with the

underlying service is consistent and predictable.

Why Do We Need a Protocol Like MCP?

You might be thinking, "Can't an AI agent just call a REST API directly?" And you're

absolutely right, it can. However, as AI systems grow in complexity and interact
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with dozens, even hundreds, of different services, directly managing all those

diverse APIs becomes a significant challenge. This is why MCP is so crucial:

Standardization: Instead of writing custom code for every API (each with

its own quirks!), MCP provides a uniform way for tools to describe their

capabilities. This means an agent learns one way to understand tools,

dramatically reducing integration effort.

Discovery: Agents can dynamically find out what tools are available and

what they can do, without needing to be hardcoded with prior knowledge.

This makes agents much more adaptable.

Rich Context & Capabilities: Tools can clearly define what they do, what

inputs they require, and what outputs they produce using robust, machine-

readable schemas (like JSON Schema). This clarity prevents

misinterpretations by the agent.

Security & Permissions: MCP includes mechanisms to manage access

control, ensuring that agents only use tools they are authorized to, and with

appropriate permissions. This is paramount for sensitive operations.

Extensibility & Ecosystem: By providing a standard, MCP fosters a rich

ecosystem where new tools can be easily developed and integrated,

allowing AI agents to continuously expand their capabilities.

In essence, MCP aims to be the foundational layer for AI agent interoperability,

much like HTTP is for the web. It's about creating a plug-and-play environment for

AI tools.

MCP: Protocol vs. SDKs – An Important Distinction

When you start working with MCP, it's vital to understand the difference between

the protocol itself and its implementations:

Model Context Protocol (MCP): This is the specification. It's the

blueprint, the set of rules, message formats, and data structures that define 

how communication happens. As of 2026-01-26, the MCP specification is a 

draft. This means it's actively being developed and refined by the

community, so some details might evolve. You can explore the ongoing work

on its official GitHub repository: https://github.com/modelcontextprotocol/

modelcontextprotocol

MCP SDKs (Software Development Kits): These are libraries that

implement the MCP specification in various programming languages. They

provide the tools and abstractions that make it easier for developers like us

1. 

2. 

3. 

4. 

5. 

• 

• 
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to build MCP-compliant agents and tools. They're the ready-made

components that help you build according to the blueprint.

For this guide, we'll primarily focus on the TypeScript SDK. It's important to note

that the TypeScript SDK is also under active development, with v2 anticipated

for stable release in Q1 2026. This means we'll be working with cutting-edge,

but potentially still evolving, tools. This is an exciting opportunity to engage with

the latest advancements! You can follow its progress here: https://github.com/

modelcontextprotocol/typescript-sdk

The Core Interaction Model: Agent, Server, Tool

At its heart, the MCP interaction model is elegant and straightforward. Let's

visualize how an AI agent interacts with a tool through MCP:

Let's break down each step:

AI Agent's Need: The AI agent, based on its reasoning, determines it needs

to perform an action that requires an external tool (e.g., "Find the nearest

coffee shop"). It then formulates an MCP-compliant Tool Request,

specifying the tool it wants to use and any necessary parameters.

MCP Server as Router: This Tool Request is sent to an MCP Server. This

server acts as a central orchestrator. It's responsible for discovering

available tools, validating incoming requests, and intelligently routing them

to the correct MCP Tool.

Tool Execution: The designated MCP Tool receives the request,

understands it, and executes its specific logic. This could involve calling an

1. 

2. 

3. 
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external API (like a mapping service), performing a database query, or even

interacting with a physical device. Once done, it generates an MCP-

compliant Tool Response.

Response Back to Agent: The Tool Response is sent back to the MCP

Server, which then forwards it to the original AI Agent. The agent can then

interpret this structured response and integrate the information or outcome

into its ongoing reasoning process.

This model provides a clear division of labor: agents focus on intelligence, tools

focus on functionality, and the MCP Server ensures smooth communication and

routing.

Key Concepts We'll Explore

Throughout this guide, we'll dive deep into several critical MCP concepts, building

your understanding step by step:

Tool Schemas: How tools precisely describe their capabilities, inputs,

outputs, and even UI resources using robust JSON Schema definitions.

Tool Registration & Discovery: How MCP Servers know which tools are

available, how to reach them, and how agents can discover new

functionalities.

AI Agent Interaction: Practical examples of how popular agent

frameworks (like LangChain.js) integrate with MCP to make intelligent tool

calls.

Execution Pipelines & Routing: Understanding how the MCP Server

efficiently manages and directs tool requests, potentially through complex

workflows.

Permissions & Authorization: Implementing secure access control to

ensure only authorized agents can access specific tools and functionalities.

Security Considerations: Best practices for building and deploying secure

MCP ecosystems, protecting sensitive data and operations.

Extending MCP with UI Resources: How tools can declare not just data

and functions, but also user interface components, broadening the scope of

agent-tool interaction.

Step-by-Step Exploration: Getting Acquainted with the MCP
Ecosystem

Since this is our introductory chapter, our "step-by-step implementation" will

focus on getting you comfortable with the foundational resources of the Model

4. 

• 

• 

• 

• 

• 

• 

• 
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Context Protocol. This isn't about writing code just yet, but about understanding

where the official information lives and what to expect.

Step 1: Visit the Official MCP Specification Repository The core of MCP is its

specification. It's crucial to understand that this is an evolving document. 1. Open

your web browser. 2. Navigate to the official MCP specification on GitHub: https://

github.com/modelcontextprotocol/modelcontextprotocol 3. Observe: Take a

moment to browse the repository. Look for files like SPEC.md  or similar

documentation. Notice the "draft" status mentioned – this is a key indicator of its

active development. Don't worry about understanding every detail right now; just

get a feel for the structure and what kind of information is present.

Step 2: Explore the TypeScript SDK Repository Next, let's look at the

primary SDK we'll be using. 1. In your browser, go to the official TypeScript SDK

repository: https://github.com/modelcontextprotocol/typescript-sdk 2. Observe:

Here, you'll find the code that helps developers build MCP agents and tools using

TypeScript. Look for the README.md  file, which often contains installation

instructions and examples. Pay attention to any notes about version v2  being

anticipated for Q1 2026. This tells us we're on the bleeding edge!

Step 3: Consider Your Development Environment (Conceptual) While we

won't set up a full environment today, it's good to start thinking about it for future

chapters. For working with the TypeScript SDK, you'll typically need:

Node.js: A JavaScript runtime environment. (Current stable LTS version as

of 2026-03-20 is likely Node.js 20.x or 22.x).

npm or Yarn: Package managers for Node.js.

TypeScript: A superset of JavaScript that adds static typing.

A code editor like VS Code.

No need to install anything right now, but keep these in mind as we progress!

Mini-Challenge: Reflect and Connect

Let's pause and make these concepts a bit more concrete.

Challenge: Think about a simple AI agent you might encounter daily (e.g., a

smart speaker assistant, a customer service chatbot). Identify one specific task it

performs that absolutely requires interacting with an external tool (e.g., "play

music," "check my calendar," "order a coffee"). In your own words, describe how

the Model Context Protocol (MCP) would facilitate this interaction, explicitly

mentioning the roles of the AI Agent, the MCP Server, and the MCP Tool.

• 

• 

• 

• 
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Hint: Focus on the flow: what does the agent ask for, who handles the request,

what does the tool do, and what's the final outcome?

What to observe/learn: This exercise helps you connect the abstract concepts

of MCP to tangible, real-world applications. It reinforces the core interaction model

and helps you visualize how these components work together in practice. There's

no single "correct" answer, but aim for a clear and logical flow.

Common Pitfalls & Troubleshooting (Initial Thoughts)

As we're just getting started, most "pitfalls" will be conceptual or related to

managing expectations.

Confusing MCP with a specific API: Remember, MCP isn't an API itself

(like a weather API or a payment API). Instead, it's a protocol – a

standardized way to talk about and interact with any API or service. It's the

"how to talk about tools," not "the tool itself."

Underestimating the "draft" status: Because the MCP specification and

SDKs are actively evolving (as of 2026-01-26 and Q1 2026 for TypeScript

v2), expect that some details, APIs, or best practices might change. Always

refer to the official GitHub repositories for the most up-to-date information

and be prepared for minor adjustments.

Thinking MCP is only for backend code: While much of MCP involves

backend logic, remember that the protocol also allows tools to declare UI

resources. This means MCP aims to cover a broader range of interactions,

extending beyond just data and function calls to potentially include user

interface components.

Summary

Fantastic work! You've successfully taken your first step into understanding the

Model Context Protocol. Let's recap the key insights from this chapter:

MCP is an open, standardized protocol that empowers AI agents to

discover, understand, and interact with external tools and resources.

It addresses critical challenges in AI agent development, including 

standardization, discovery, providing context, security, and

extensibility.

The MCP specification is a draft (as of 2026-01-26), and its TypeScript

SDK v2 is anticipated for stable release in Q1 2026, indicating an

exciting, evolving technology space.

1. 
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3. 

• 

• 

• 

AI VOID [https://aivoid.dev]

Unpacking the Model Context Protocol (MCP): An Introduction 290



The core interaction model involves an AI Agent initiating a request, an 

MCP Server routing it, an MCP Tool executing it, and the response being

relayed back to the agent.

We've conceptually explored the official MCP specification and TypeScript

SDK repositories, laying the groundwork for future hands-on learning.

We'll be diving deeper into concepts like Tool Schemas, Registration,

Permissions, and Security in the chapters to come.

Next up, we'll roll up our sleeves and explore the fascinating world of Tool

Schemas. You'll learn how tools precisely describe their capabilities using JSON

Schema, which is the foundation for an agent's understanding. Get ready to

define what your tools can do!

References

Model Context Protocol - GitHub Organization

Model Context Protocol Specification and Documentation - GitHub

The official TypeScript SDK for Model Context Protocol - GitHub

Official repository for spec & SDK of MCP for external applications - GitHub

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 17

Registering and Discovering
Tools: Making Your MCP
Services Visible

Introduction

Welcome back, intrepid AI architects! In our previous chapter, we explored the

fascinating world of Tool Schemas, learning how to precisely define the

capabilities of an AI agent's external tools. You crafted clear, unambiguous

blueprints for what your tools can do. But what's the use of a beautifully designed

tool if no one knows it exists?

This chapter is all about making your amazing tools visible and accessible to AI

agents and other services. We'll dive into the critical processes of tool

registration and tool discovery within the Model Context Protocol (MCP)

ecosystem. Think of it like publishing your tool's "yellow pages" entry, allowing

agents to find and understand how to interact with your services. By the end of

this chapter, you'll be able to register your custom MCP tools and understand how

AI agents can discover and utilize them, including how to enrich tool definitions

with UI resources for more dynamic interactions.

Before we begin, ensure you have a basic understanding of JSON Schema and

have a development environment set up for TypeScript/JavaScript, as we'll be

using the anticipated TypeScript SDK v2 for our examples.

Core Concepts: Making Tools Discoverable

The Model Context Protocol (MCP) aims to provide a standardized way for AI

agents to interact with external tools. A fundamental part of this interaction is

how agents find and learn about the tools available to them. This is where

registration and discovery come into play.

What is Tool Registration?

Tool registration is the process by which a tool provider (that's you!) informs an

MCP server about the capabilities of its tools. It's essentially submitting your tool's

schema, along with other metadata, to a central registry. Once registered, the
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MCP server acts as a directory, making your tool available for discovery by

authorized AI agents and other systems.

Why is this important? Without registration, an AI agent would have no idea what

tools exist, what they do, or how to call them. Registration centralizes this

information, making tool management and integration scalable and efficient.

What is Tool Discovery?

Tool discovery is the inverse of registration. It's how an AI agent or a client

application queries an MCP server to find available tools that match its needs. An

agent might ask, "Show me all tools that can provide weather information," or

"Are there any tools that can book a flight?" The MCP server, having received

registrations from various tool providers, can then respond with a list of matching

tools and their schemas.

This separation of concerns—providers registering and agents discovering—is a

powerful pattern. It allows for a dynamic ecosystem where new tools can be

added or updated without requiring every agent to be individually reconfigured.

The Registration Process Flow

Let's visualize the basic flow of how a tool gets registered and then discovered:
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Define Tool Schema: You start by defining your tool's capabilities using

JSON Schema, as we covered in the previous chapter.

Prepare Tool Manifest: For efficiency, especially if you have multiple tools,

you'll often group them into a "Tool Manifest." This manifest is a collection of

tool schemas and associated metadata.

Authenticate (Optional but Recommended): Secure MCP servers will

require authentication to ensure only authorized providers can register tools.

Register Tool/Manifest: Your tool provider service sends the manifest to

the MCP server.

1. 

2. 

3. 

4. 

AI VOID [https://aivoid.dev]

Registering and Discovering Tools: Making Your MCP Services Visible 294



Validate and Store: The MCP server validates the incoming schema(s)

against the MCP specification. If valid, it stores the tool definition(s) in its

registry.

Make Discoverable: The MCP server indexes the tool(s), making them

available for discovery queries.

Query for Tools: An AI agent or client application sends a request to the

MCP server, asking for tools that meet certain criteria.

Receive Discovered Tools: The MCP server responds with the schemas of

matching tools.

Utilize Tool: The AI agent then uses the received schema to understand

how to call the tool's functions.

Tool Manifests: Grouping Your Arsenal

Instead of registering each tool individually, the MCP often encourages the use of 

Tool Manifests. A manifest is a single document that can contain definitions for

multiple tools provided by the same service or organization. This streamlines the

registration process, reduces network overhead, and allows for easier

management of related tools.

A typical manifest might look something like this (simplified):

5. 

6. 

7. 

8. 

9. 
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{
"manifestId": "my-service-tools-v1",
"provider": {

"name": "My Awesome Services Inc.",
"url": "https://www.myservices.com"

},
"tools": [

{
"toolId": "weather-forecast-v1",
"name": "Weather Forecast",
"description": "Provides current weather and forecasts for any 

location.",
"schema": {

"type": "object",
"properties": { /* ... */ }

},
"endpoint": {

"type": "rest",
"url": "https://api.myservices.com/weather"

},
"permissions": [ /* ... */ ]

},
{

"toolId": "restaurant-finder-v1",
"name": "Restaurant Finder",
"description": "Finds restaurants near a given location.",
"schema": { /* ... */ },
"endpoint": { /* ... */ },
"permissions": [ /* ... */ ]

}
]

}

Extending Tools with UI Resources

One particularly powerful aspect of MCP, highlighted in the 

modelcontextprotocol/ext-apps  specification, is the ability for tools to declare 

UI resources. This goes beyond just defining data inputs and outputs; it allows

tool providers to suggest how their tool's functionality could be represented in a

user interface.

Imagine an AI agent recommending a restaurant. Instead of just giving text, the

tool could provide a URL to an embedded map widget, a custom card component,

or an image. This enables richer, more interactive experiences beyond plain text

or data.

UI resources are typically defined within the tool's schema or metadata and might

include properties like:

iconUrl : A URL to an icon representing the tool.

uiComponentUrl : A URL to a web component or iframe that can render a

specific UI for the tool's output or input.

• 

• 
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displayMetadata : Structured data for how the tool should be presented

(e.g., color, category).

This feature is particularly exciting for developers building frontend applications

that integrate with AI agents, allowing for a seamless blend of agent intelligence

and custom user interfaces.

Permissions and Authorization during Registration

While we'll dedicate a full chapter to security, it's crucial to understand that

during registration, a tool provider often defines the permissions required to use

its tools. This might include:

Scopes: What kind of access is needed (e.g., weather.read , 

restaurant.write ).

Access Levels: Who can use the tool (e.g., public , internal , 

specific_user_groups ).

The MCP server will store these permissions alongside the tool's definition and

enforce them during the discovery and execution phases. This ensures that only

authorized agents and users can access sensitive functionalities.

Step-by-Step Implementation: Registering a Tool
with TypeScript

As of 2026-03-20, the Model Context Protocol (MCP) specification is still in draft

form, with its latest public draft dated 2026-01-26. The TypeScript SDK,

anticipated to reach its v2 stable release in Q1 2026, offers robust tooling for

interacting with MCP. We'll use the anticipated syntax for this SDK.

Let's walk through registering a simple "Weather Forecast" tool.

Prerequisites

Make sure you have Node.js and npm/yarn installed. Create a new TypeScript

project:

mkdir mcp-tool-provider
cd mcp-tool-provider
npm init -y
npm install typescript @types/node ts-node
npx tsc --init

• 

• 

• 
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Now, let's install the anticipated MCP TypeScript SDK. For demonstration

purposes, we'll assume a package named @modelcontextprotocol/sdk  is

available.

npm install @modelcontextprotocol/sdk@2.0.0-beta # Use beta for anticipated v2

Step 1: Define Your Tool Schema

We'll reuse our getWeatherForecast  tool schema from the previous chapter,

making a slight adjustment to include UI metadata. Create a file named src/

weatherTool.ts :
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// src/weatherTool.ts

import { ToolDefinition } from '@modelcontextprotocol/sdk';

// This is our tool's capabilities defined using JSON Schema
const getWeatherForecastSchema = {

type: 'object',
properties: {

location: {
type: 'string',
description: 'The city and optional country, e.g., "London, UK" or 

"Tokyo"',
},
unit: {

type: 'string',
enum: ['celsius', 'fahrenheit'],
default: 'celsius',
description: 'The unit for temperature measurement.',

},
},
required: ['location'],

};

// Now, let's define the full ToolDefinition for registration
export const weatherToolDefinition: ToolDefinition = {

toolId: 'weather-forecast-v1', // Unique ID for our tool
name: 'Weather Forecast',
description:

'Provides current weather and a 5-day forecast for any specified location.',
version: '1.0.0',
schema: getWeatherForecastSchema,
// This is the endpoint where an agent would actually call our tool
// In a real scenario, this would point to your API gateway or serverless 

function
endpoint: {

type: 'rest', // Assuming a REST API endpoint
url: 'https://api.yourweatherprovider.com/forecast',
headers: {

'Authorization': 'Bearer YOUR_API_KEY_HERE' // Placeholder for actual 
auth

}
},
// Optional: Add UI resources as per modelcontextprotocol/ext-apps
// This helps client applications or agent UIs display the tool better.
ui: {

iconUrl: 'https://www.yourweatherprovider.com/icons/weather.svg',
displayMetadata: {

category: 'Utility',
color: '#3498db',

},
// If you had a custom web component to display weather, you could link it 

here:
// uiComponentUrl: 'https://www.yourweatherprovider.com/components/weather-

widget.js'
},
// Define permissions required to use this tool
permissions: [

{
scope: 'weather.read', // A custom scope indicating read access to 

weather data
description: 'Allows reading weather forecast data.',
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},
],

};

Explanation:

We import ToolDefinition  from the SDK. This is the standardized type for

an MCP tool.

toolId , name , description , version , and schema  are standard

properties.

The endpoint  specifies where the agent should send requests to execute

this tool. We're using a rest  type here, with a placeholder URL. In a real

application, this would be your actual API endpoint.

The ui  property is where we leverage the ext-apps  extensions. We've

added an iconUrl  and displayMetadata  to give client applications hints

on how to present our tool.

permissions  defines the necessary scopes an agent or user needs to have

to interact with this tool.

Step 2: Initialize the MCP Client and Register the Tool

Now, let's create a script to register this tool with an MCP server. Create src/

registerTool.ts :

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Registering and Discovering Tools: Making Your MCP Services Visible 300



// src/registerTool.ts

import { McpClient, RegistrationResult, ToolManifest } from '@modelcontextproto
col/sdk';
import { weatherToolDefinition } from './weatherTool';

// IMPORTANT: Replace with your actual MCP Server URL and authentication token
// For a local development setup, this might be 'http://localhost:3000'
const MCP_SERVER_URL = process.env.MCP_SERVER_URL || 'https://mcp.example.com';
const AUTH_TOKEN = process.env.MCP_AUTH_TOKEN || 'your-secure-registration-
token'; // This token authorizes your service to register tools

async function registerWeatherTool() {
console.log(`Attempting to register tool with MCP Server at: $

{MCP_SERVER_URL}`);

try {
// 1. Initialize the MCP Client
// The SDK client handles communication with the MCP server.
const mcpClient = new McpClient({

baseUrl: MCP_SERVER_URL,
authToken: AUTH_TOKEN, // Used for authenticating our registration 

request
});

// 2. Create a Tool Manifest
// Even for a single tool, it's good practice to wrap it in a manifest.
// This allows for future expansion with more tools from your service.
const myToolManifest: ToolManifest = {

manifestId: 'my-weather-service-v1', // Unique ID for your manifest
provider: {

name: 'Our Example Weather Service',
url: 'https://www.example.com/weather-service',

},
tools: [weatherToolDefinition], // Include our defined tool
// Additional manifest-level metadata or settings can go here

};

// 3. Register the Tool Manifest
// The registerManifest method sends our tool definitions to the MCP 

server.
const result: RegistrationResult = await mcpClient.registerManifest(myToolM

anifest);

// 4. Handle the registration result
if (result.success) {

console.log('✅ Tool manifest registered successfully!');
console.log('Registration details:', JSON.stringify(result.details,

null, 2));
} else {

console.error('❌ Failed to register tool manifest:');
console.error('Errors:', JSON.stringify(result.errors, null, 2));
process.exit(1); // Exit with an error code

}
} catch (error) {

console.error('An unexpected error occurred during registration:', error);
process.exit(1);

}
}

registerWeatherTool();
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Explanation:

We import McpClient , RegistrationResult , and ToolManifest  from the

SDK.

McpClient  is instantiated with the baseUrl  of your MCP server and an 

authToken . This token is crucial for authenticating your service's right to

register tools.

We create a ToolManifest  object. This manifest contains a manifestId , 

provider  information, and an array of tools  (in our case, just 

weatherToolDefinition ).

mcpClient.registerManifest(myToolManifest)  sends this data to the

MCP server.

The RegistrationResult  object tells us if the registration was successful

and provides details or errors.

Step 3: Run the Registration Script

To run this, you'll need an MCP server running somewhere. For local testing, you

might use a mock server or a development instance of an MCP server. For this

example, let's assume MCP_SERVER_URL  and MCP_AUTH_TOKEN  are set in your

environment or replaced directly.

First, compile your TypeScript:

npx tsc

Then, run the compiled JavaScript:

node dist/registerTool.js

If successful, you should see a message indicating successful registration. If

there's an error, the console will log the details provided by the MCP server.

What Happens Next? (Discovery)

Once your tool is registered, an AI agent using the MCP SDK could then perform a

discovery query. For example, an agent might do something like this (conceptual

code):

• 

• 

• 

• 

• 
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// Conceptual AI Agent Discovery Code (not part of your tool provider)
import { McpClient } from '@modelcontextprotocol/sdk';

const agentMcpClient = new McpClient({
baseUrl: 'https://mcp.example.com',
// Agent might have its own auth token to discover tools
authToken: 'agent-discovery-token'

});

async function discoverWeatherTools() {
console.log('Agent attempting to discover weather tools...');
try {

// Query for tools that can perform actions related to 'weather'
const discoveredTools = await agentMcpClient.discoverTools({

query: 'weather', // A natural language query or schema-based filter
// Optionally, filter by scope or provider
// requiredScopes: ['weather.read']

});

if (discoveredTools.length > 0) {
console.log('✅ Agent discovered the following tools:');
discoveredTools.forEach(tool => {

console.log(`  - ${tool.name} (ID: ${tool.toolId}, Version: ${tool.vers
ion})`);

if (tool.ui?.iconUrl) {
console.log(`    Icon: ${tool.ui.iconUrl}`);

}
// The agent can now use tool.schema to understand how to call it

});
} else {

console.log('No weather tools discovered.');
}

} catch (error) {
console.error('Error during tool discovery:', error);

}
}

// discoverWeatherTools();

This conceptual example shows how an AI agent, using its own McpClient , would

query the MCP server and receive your weatherToolDefinition  (including its UI

metadata and permissions) as part of the discoveredTools  array. The agent can

then use this information to decide whether and how to interact with your tool.

Mini-Challenge: Enhance Your Tool's UI Metadata

Let's make our weather tool even more user-friendly for any client application that

might display it.

Challenge: Modify the weatherToolDefinition  in src/weatherTool.ts  to

include a cardComponentUrl  in its ui  property. Imagine this URL points to a

custom web component that can render a visually appealing weather card. You

can use a placeholder URL for now.
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Hint: Refer to the modelcontextprotocol/ext-apps  documentation (or

conceptual understanding) for how ui  properties are structured. Add a new

property like cardComponentUrl: 'https://www.yourweatherprovider.com/

components/weather-card.js'  within the existing ui  object.

What to observe/learn: After updating and re-running the registration script

(assuming your MCP server allows updates or re-registration), you'll see how

easily a tool's metadata can be enriched without changing its core functional

schema. This demonstrates the flexibility of MCP in supporting diverse client

experiences.

Common Pitfalls & Troubleshooting

Even with the best intentions, registration can sometimes hit a snag. Here are a

few common issues and how to approach them:

Invalid JSON Schema:

Pitfall: Your schema  object in weatherToolDefinition  doesn't conform to

valid JSON Schema syntax or to the specific requirements of the MCP

specification.

Troubleshooting: The RegistrationResult  from 

mcpClient.registerManifest  will often contain detailed validation errors.

Pay close attention to the errors  array. Use an online JSON Schema

validator (like JSON Schema Lint) to check your schema independently

before attempting registration.

Example Error: {"errors": [{"path": "/schema/properties/

location", "message": "Missing 'type' property"}]}

Incorrect MCP Server Endpoint or Authentication:

Pitfall: The MCP_SERVER_URL  is wrong, or the AUTH_TOKEN  is invalid or

missing.

Troubleshooting: Check your MCP_SERVER_URL  for typos. Ensure your 

AUTH_TOKEN  is correct and has the necessary permissions on the MCP

server to register tools. Network errors ( ECONNREFUSED , 401

1. 
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• 

• 

1. 
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• 
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Unauthorized , 403 Forbidden ) often indicate these issues. Verify the MCP

server is actually running and accessible.

Duplicate toolId  or manifestId :

Pitfall: You're trying to register a tool or manifest with an ID that already

exists on the MCP server, and the server's policy doesn't allow updates or

requires explicit update calls.

Troubleshooting: If you're developing, try changing toolId  (e.g., 

weather-forecast-v1-test ) or manifestId  (e.g., my-weather-service-

v1-dev ). In a production environment, an MCP server would likely have a

specific API for updating existing tool definitions, rather than re-registering.

The error message will usually explicitly state a conflict.

Missing endpoint  or permissions :

Pitfall: The MCP specification might require certain fields like endpoint  or 

permissions  to be present for a tool to be valid. Forgetting these can lead

to registration rejection.

Troubleshooting: Double-check the official MCP specification (refer to the 

modelcontextprotocol/modelcontextprotocol  GitHub repo) to ensure all

mandatory fields for ToolDefinition  are included.

Summary

Phew! You've just taken a massive leap in understanding how AI agents interact

with the world.

Here's a quick recap of what we covered:

Tool Registration is the process where your tool's definition (its schema,

endpoint, UI resources, and permissions) is submitted to an MCP server. This

makes your tool's capabilities known to the wider AI ecosystem.

Tool Discovery is how AI agents or client applications query the MCP server

to find relevant tools based on their needs, receiving the registered tool

definitions in return.

Tool Manifests allow you to group multiple related tools from a single

provider, simplifying registration and management.

The ui  property within a ToolDefinition  (part of the ext-apps

specification) allows you to enrich your tool with UI resources like icons or

custom component URLs, enabling richer user experiences.
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We walked through a practical example using the anticipated TypeScript

SDK v2 to define and register a Weather Forecast  tool, complete with UI

metadata and permissions.

You now understand the crucial "handshake" between tool providers and AI

agents. In the next chapter, we'll dive even deeper, exploring the AI Agent

Interaction Model and how agents actually use these discovered tools to

execute tasks and achieve their goals. Get ready to see your agents come to life!

References

Model Context Protocol - GitHub: https://github.com/modelcontextprotocol

Specification and documentation for the Model Context Protocol: https://

github.com/modelcontextprotocol/modelcontextprotocol

Official repo for spec & SDK of MCP extended apps (including UI resources): 

https://github.com/modelcontextprotocol/ext-apps/

The official TypeScript SDK for Model Context Protocol - GitHub: https://

github.com/modelcontextprotocol/typescript-sdk

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Registering and Discovering Tools: Making Your MCP Services Visible 306

https://github.com/modelcontextprotocol
https://github.com/modelcontextprotocol/modelcontextprotocol
https://github.com/modelcontextprotocol/modelcontextprotocol
https://github.com/modelcontextprotocol/ext-apps/
https://github.com/modelcontextprotocol/typescript-sdk
https://github.com/modelcontextprotocol/typescript-sdk


CHAPTER 18

Fortifying Your Integrations:
Permissions, Authorization, and
Security Best Practices

Introduction

Welcome back, intrepid AI architects! In our previous chapters, we've explored the

Model Context Protocol (MCP), learned how to define powerful tools with detailed

schemas, and understood how AI agents can discover and interact with these

tools. We've built the mechanisms for intelligence to flow, but there's a crucial

piece missing: control.

Imagine you've built an amazing MCP tool that can process financial transactions.

Would you want just any AI agent, or any user interacting with that agent, to be

able to access and execute every function of that tool? Absolutely not! This is

where the critical concepts of permissions, authorization, and robust security

practices come into play.

In this chapter, we're going to fortify our MCP integrations. We'll dive deep into

how to ensure that only authorized agents and users can perform specific actions

with your tools, protecting sensitive data and preventing misuse. We'll cover the

fundamental differences between permissions and authorization, explore how

these concepts apply within an MCP ecosystem, and walk through essential

security best practices that every developer building AI agent tools must

implement. Get ready to make your AI integrations not just smart, but secure!

Core Concepts: Guarding Your AI Agent Tools

Before we write any code, let's establish a solid understanding of the foundational

security concepts we'll be working with.

The "Why" of Security in AI Agent Tools

AI agents are powerful. They can automate complex tasks, access external

systems, and even make decisions. This power, if unchecked, can lead to

significant risks:

Data Breaches: Unauthorized access to sensitive user data or internal

company information.

• 
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Malicious Actions: An agent being tricked or compromised to perform

harmful operations (e.g., deleting critical data, making unauthorized

purchases).

Compliance Violations: Failing to meet regulatory requirements for data

privacy and access control.

Reputational Damage: Loss of trust from users or customers due to

security incidents.

The Model Context Protocol facilitates agent-tool interaction, making it a critical

layer where security must be meticulously designed and enforced.

Permissions vs. Authorization: A Clear Distinction

These terms are often used interchangeably, but they represent distinct phases in

securing access:

Permissions: Think of permissions as a list of abilities or rights an entity

possesses. For example, an agent might have the permission order:create

(to create an order) or user:read:profile  (to read a user's profile).

Permissions define what can be done. They are usually granular and specific.

Authorization: This is the process of determining whether a specific entity

(e.g., an AI agent acting on behalf of a user) has the necessary permissions

to perform a requested action at a given moment. When an agent tries to

call your orderPizza  tool, the authorization system checks if that agent (or

the user it represents) has the order:create  permission. Authorization

answers the question, "Is this entity allowed to do this specific thing right

now?"

Essentially, permissions are the "keys" an entity holds, and authorization is the

"locksmith" checking if the correct key matches the lock for a specific door.

Authorization Flow in an MCP Ecosystem

Let's visualize a simplified flow of how authorization might work when an AI agent

attempts to use an MCP tool:

• 

• 

• 

• 

• 
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What's happening in this flow?

User/Agent Initiates Action: A user asks an AI agent to perform a task, or

the agent autonomously decides to use a tool.

AI Agent Requests Tool: The agent identifies an MCP tool suitable for the

task and formulates a request.

MCP Server/Runtime: The request is routed to the MCP server or runtime

environment where the tool is registered and hosted.

1. 

2. 

3. 
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Authorization Service Checks Permissions: Before executing the tool,

the MCP server consults an authorization service. This service:

Identifies the requesting agent and potentially the user it represents

(Authentication).

Determines the permissions associated with that agent/user.

Compares these permissions against the permissions required by the

requested tool and action.

Permissions Granted / Denied: Based on the check, the request is either

authorized or denied.

Tool Execution / Error Response: If authorized, the tool executes. If

denied, an Unauthorized  error is returned.

Tool Response to Agent: The result (or error) is sent back to the AI agent.

The Principle of Least Privilege (PoLP)

This is a cornerstone of robust security. The Principle of Least Privilege (PoLP)

dictates that every agent, user, process, or program should be granted only the

minimum set of permissions necessary to perform its intended function, and no

more.

Why is PoLP so important for AI agents?

Reduced Attack Surface: If a compromised agent only has limited

permissions, the damage it can inflict is contained.

Improved Auditability: It's easier to track and understand what an agent 

should be doing versus what it could be doing.

Compliance: Many security standards and regulations mandate PoLP.

When designing your MCP tools and configuring your MCP server, always ask:

"Does this agent really need this permission?"

Security Considerations & Best Practices

Beyond permissions and authorization, integrating AI agents with external tools

requires a holistic approach to security.

Input Validation and Sanitization: Every piece of data an AI agent sends

to your tool should be treated as untrusted. Validate its type, format, length,

and content. Sanitize inputs to prevent injection attacks (e.g., SQL injection,

command injection).
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Secure Communication (HTTPS): All communication between agents, the

MCP server, and your tools must be encrypted using HTTPS. Never transmit

sensitive data over unencrypted channels.

Rate Limiting and Abuse Prevention: Implement rate limits on your tool

endpoints to prevent denial-of-service attacks or excessive resource

consumption by misbehaving agents.

Auditing and Logging: Log all significant actions performed by agents

through your tools, including successful and failed authorization attempts.

These logs are crucial for security monitoring, forensics, and compliance.

Secure Storage of Secrets: API keys, database credentials, and other

sensitive information used by your tools should never be hardcoded. Use

environment variables, secure secret management services (e.g., AWS

Secrets Manager, Azure Key Vault, HashiCorp Vault), and ensure they are not

exposed in logs or version control.

Regular Security Reviews: The security landscape is constantly evolving.

Regularly review your tool implementations, MCP server configurations, and

authorization policies for vulnerabilities.

Step-by-Step Implementation: Securing Our Order
Tool

As the MCP specification is a draft (2026-01-26) and the TypeScript SDK v2 is

anticipated in Q1 2026, specific authorization mechanisms are still evolving.

However, we can illustrate how an MCP server would manage permissions for

tools and how you, as a tool developer, should implement internal security

measures.

Let's enhance our orderPizza  tool. We'll simulate how an MCP server might

define required permissions for it and then add input validation within the tool's

execution logic.

Scenario: The Secure Pizza Ordering Service

Our orderPizza  tool will require specific permissions like pizza:order:create

and pizza:order:read . The MCP server will be responsible for enforcing these.

Additionally, the tool itself will validate the incoming order to prevent malformed

requests.

2. 
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Step 1: Conceptualizing Tool Permissions on the MCP Server

While the public ToolSchema  doesn't typically contain authorization policies, an

MCP server or runtime would manage metadata for registered tools, including

their required permissions.

Let's imagine a ToolRegistrationConfig  that our MCP server uses internally:

// src/server-config.ts (Conceptual - this would be managed by your MCP server)

// Define specific permissions
export type Permission = 'pizza:order:create' | 'pizza:order:read' | 'admin:ful
l_access';

// A conceptual interface for how an MCP server might register tools
export interface ToolRegistrationConfig {

toolId: string;
name: string;
description: string;
schema: any; // The actual JSON Schema for the tool
requiredPermissions: Permission[]; // Permissions needed to execute this tool
endpoint: string; // URL where the tool's logic is hosted
ownerId: string; // Who owns/registered this tool

}

// Example registration for our pizza ordering tool
export const pizzaToolConfig: ToolRegistrationConfig = {

toolId: 'orderPizza',
name: 'Order Pizza',
description: 'Orders a pizza with specified toppings and size.',
schema: {

// ... (Your existing orderPizza JSON Schema here)
type: 'object',
properties: {

pizzaType: { type: 'string', description: 'Type of pizza (e.g., 
Pepperoni, Margherita)' },

size: { type: 'string', enum: ['small', 'medium', 'large'], description:
'Size of the pizza' },

toppings: { type: 'array', items: { type: 'string' }, description: 'Addit
ional toppings' },

deliveryAddress: { type: 'string', description: 'Delivery address' }
},
required: ['pizzaType', 'size', 'deliveryAddress']

},
requiredPermissions: ['pizza:order:create'],
endpoint: 'http://localhost:3000/api/order-pizza',
ownerId: 'user_123'

};

// This configuration would be loaded and managed by the MCP server.
// When an agent requests 'orderPizza', the server would check if the agent/
user
// has 'pizza:order:create' permission before forwarding the request to the 
endpoint.

Explanation:

We define a Permission  type to standardize our permission strings.• 
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The ToolRegistrationConfig  is a conceptual structure that an MCP server

would use to manage registered tools.

The requiredPermissions  array is the key here. It tells the MCP server

which permissions are absolutely necessary for an agent to execute this 

orderPizza  tool.

The MCP server, upon receiving an agent's request, would:

Authenticate the agent/user.

Retrieve their granted permissions.

Check if all permissions listed in 

pizzaToolConfig.requiredPermissions  are present in the agent's

granted permissions.

Only if authorized, proceed to call the tool's endpoint .

Step 2: Implementing Input Validation within the Tool

Even after authorization by the MCP server, it's crucial for the tool itself to

validate its inputs. This provides a second layer of defense and protects against

malformed requests that might slip through or be generated by a compromised

agent after authorization.

Let's assume our orderPizza  tool is a simple Node.js/TypeScript function.

First, let's create a utility for input validation. We'll use a popular library called 

zod  for this.

Install zod :

npm install zod
# or
yarn add zod

Now, let's update our orderPizza  tool's implementation ( src/tools/

orderPizza.ts  or similar):

• 

• 

• 
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// src/tools/orderPizza.ts

import { z } from 'zod'; // Import zod

// Define the Zod schema for our pizza order parameters
// This schema strictly defines the expected structure and types of our input.
const pizzaOrderSchema = z.object({

pizzaType: z.string().min(3, "Pizza type must be at least 3 characters 
long."),

size: z.enum(['small', 'medium', 'large'], "Size must be 'small', 'medium', 
or 'large'."),

toppings: z.array(z.string()).optional(), // Toppings are optional and an 
array of strings

deliveryAddress: z.string().min(10, "Delivery address must be at least 10 
characters long."),
});

// Define the interface based on the Zod schema for type safety
export type PizzaOrderParams = z.infer<typeof pizzaOrderSchema>;

/**
 * Simulates ordering a pizza.
 * This function would be the actual implementation called by the MCP server
 * after authorization.
 *
 * @param params The parameters for ordering a pizza.
 * @returns A promise resolving to a confirmation message.
 */
export async function orderPizza(params: unknown): Promise<string> {

// --- IMPORTANT: Input Validation ---
// We use Zod to parse and validate the incoming parameters.
// If validation fails, it will throw an error, preventing the tool from
// processing invalid or malicious data.
let validatedParams: PizzaOrderParams;
try {

validatedParams = pizzaOrderSchema.parse(params);
} catch (error: any) {

console.error("Input validation failed for orderPizza:", error.errors);
throw new Error(`Invalid pizza order parameters: ${error.errors.map((e:

any) => e.message).join(', ')}`);
}

const { pizzaType, size, toppings, deliveryAddress } = validatedParams;

console.log(`Received secure pizza order:`);
console.log(`  Type: ${pizzaType}`);
console.log(`  Size: ${size}`);
console.log(`  Toppings: ${toppings ? toppings.join(', ') : 'None'}`);
console.log(`  Address: ${deliveryAddress}`);

// In a real application, you would interact with a database or external API 
here

// For now, we'll just simulate a successful order.
const orderId = `PIZZA-${Date.now()}`;
return `Successfully ordered a ${size} ${pizzaType} pizza to ${deliveryAddres

s}. Order ID: ${orderId}`;
}

AI VOID [https://aivoid.dev]

Fortifying Your Integrations: Permissions, Authorization, and Security Best Practices 314



Explanation:

import { z } from 'zod'; : We import zod , a powerful schema

declaration and validation library.

pizzaOrderSchema = z.object({...}) : We define a zod  schema that

mirrors our JSON Schema for the orderPizza  tool. This schema provides:

Type Checking: z.string() , z.enum() , z.array(z.string()) .

Constraints: min(3) , min(10)  for string lengths.

Error Messages: Custom messages for better feedback.

Optional Fields: optional()  for toppings. 3. export type

PizzaOrderParams = z.infer<typeof pizzaOrderSchema>; : This line

uses Zod's type inference to automatically generate a TypeScript type from

our schema, ensuring strong type safety throughout our tool. 4. 

try...catch  block with pizzaOrderSchema.parse(params) : This is the

core of our validation. When orderPizza  is called, params  (which is 

unknown  at first, as it comes from an external source) is passed to 

parse() .

If params  matches the schema, validatedParams  will be populated

with the correct type and values.

If params  does not match the schema, parse()  throws an error,

which we catch. We then log the validation errors and throw a more

descriptive error message back to the caller (the MCP server, which

would then relay it to the agent).

This input validation is a critical security measure. It ensures that even if an

authorized agent sends malformed data (either accidentally or maliciously), your

tool's internal logic won't be exposed to unexpected inputs, preventing potential

crashes or security vulnerabilities.

Step 3: Simulating an Authorization Check (MCP Server
Perspective)

Let's create a mock authorization function that an MCP server might use,

incorporating the ToolRegistrationConfig  from Step 1.

1. 
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// src/mcp-server-auth.ts (Conceptual - part of your MCP server's logic)

import { pizzaToolConfig, Permission, ToolRegistrationConfig } from './server-
config';

// Mock database of agent permissions (in a real system, this would come from 
an IdP/Auth service)
const mockAgentPermissions: Record<string, Permission[]> = {

'agent_alpha': ['pizza:order:create', 'pizza:order:read'],
'agent_beta': ['pizza:order:read'],
'agent_admin': ['admin:full_access', 'pizza:order:create',

'pizza:order:read'],
'agent_guest': [], // No permissions

};

/**
 * Simulates an authorization check for an AI agent attempting to use an MCP 
tool.
 * @param agentId The ID of the AI agent making the request.
 * @param toolId The ID of the tool being requested.
 * @returns true if authorized, false otherwise.
 */
export function authorizeToolAccess(agentId: string, toolId: string): boolean {

console.log(`Attempting to authorize agent '${agentId}' for tool '${toolId}'.
..`);

// 1. Get the tool's required permissions from its registration config
let toolConfig: ToolRegistrationConfig | undefined;
// In a real system, you'd fetch this from a registry, not a hardcoded 

config.
if (toolId === pizzaToolConfig.toolId) {

toolConfig = pizzaToolConfig;
} else {

console.warn(`Tool '${toolId}' not found in server configuration.`);
return false; // Tool not registered

}

const requiredPermissions = toolConfig.requiredPermissions;
if (!requiredPermissions || requiredPermissions.length === 0) {

console.log(`Tool '${toolId}' requires no specific permissions. Access 
granted.`);

return true; // No permissions required, access granted by default (use 
with caution!)

}

// 2. Get the agent's granted permissions
const agentPermissions = mockAgentPermissions[agentId] || [];
console.log(`  Agent '${agentId}' has permissions: [${agentPermissions.join('

, ')}]`);
console.log(`  Tool '${toolId}' requires permissions: [$

{requiredPermissions.join(', ')}]`);

// 3. Check if the agent has ALL required permissions (Principle of Least 
Privilege)

const isAuthorized = requiredPermissions.every(reqPerm =>
agentPermissions.includes(reqPerm)

);

if (isAuthorized) {
console.log(`  Authorization successful for agent '${agentId}' to use '${to

olId}'.`);
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} else {
console.warn(`  Authorization FAILED for agent '${agentId}' to use '${toolI

d}'. Missing required permissions.`);
}

return isAuthorized;
}

// Example usage (how an MCP server would use this):
// if (authorizeToolAccess('agent_alpha', 'orderPizza')) {
//   // Call orderPizza tool
// } else {
//   // Return 403 Forbidden to agent
// }

Explanation:

mockAgentPermissions : This simulates a database or service that holds

the permissions granted to different AI agents. In a real system, this would

integrate with an Identity Provider (IdP) and an Authorization service.

authorizeToolAccess(agentId, toolId) : This function represents the

server-side check.

It retrieves the requiredPermissions  for the requested toolId  from

our ToolRegistrationConfig .

It then fetches the agentPermissions  for the agentId .

Crucially, it uses requiredPermissions.every(reqPerm =>

agentPermissions.includes(reqPerm))  to ensure the agent

possesses all the permissions that the tool requires. This embodies the

Principle of Least Privilege.

If isAuthorized  is true , the MCP server would proceed to call the 

orderPizza  tool's execute  function with the validated parameters.

Otherwise, it would return an error to the agent.

Mini-Challenge: Adding a "Cancel Order" Tool

Let's put your understanding of permissions and validation to the test!

Challenge:

Define a new Zod schema for a cancelOrder  tool. This tool should

accept an orderId  (string) as a required parameter and an optional 

reason  (string).

Create a new conceptual ToolRegistrationConfig  for this 

cancelOrder  tool. Assign it a unique toolId  (e.g., 'cancelOrder' ).

• 

• 
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Crucially, define appropriate requiredPermissions  for this 

cancelOrder  tool. Consider that only the agent/user who created an order,

or an administrator, should be able to cancel it. You might define a

permission like pizza:order:cancel:own  or pizza:order:cancel:any .

Implement the cancelOrder  function (similar to orderPizza ) that

performs the input validation using your Zod schema. For now, it can just

return a success message after validation.

Extend mockAgentPermissions  in mcp-server-auth.ts  to include an

agent that can cancel orders and one that cannot, and then test your 

authorizeToolAccess  function with these agents and the new 

cancelOrder  tool.

Hint:

For requiredPermissions , think about the granularity. 

pizza:order:cancel:own  implies a more fine-grained check (which would

happen inside the tool, after authorization) than pizza:order:cancel:any .

For the MCP server's authorization, pizza:order:cancel  might be

sufficient to simply allow the agent to attempt to cancel.

Remember to handle the zod  validation with a try...catch  block in your 

cancelOrder  function.

Add the new tool config to a list or map that authorizeToolAccess  can

search through.

What to Observe/Learn:

How different actions (create vs. cancel) require different permissions.

The layered approach to security: server-side authorization before tool

execution, and in-tool input validation during execution.

The importance of designing granular permissions.

Common Pitfalls & Troubleshooting

Security is complex, and mistakes can be costly. Here are some common pitfalls

when integrating AI agents with MCP tools:

Over-privileged Agents/Tools:

Pitfall: Granting AI agents or the tools they use more permissions than they

actually need (e.g., giving admin:full_access  when only 

3. 
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pizza:order:create  is required). This significantly widens the attack

surface.

Troubleshooting: Regularly review and audit the permissions assigned to

each agent and tool. Implement a formal permission request and approval

process. Always adhere strictly to the Principle of Least Privilege. If an

agent's task changes, re-evaluate its permissions.

Insufficient Input Validation:

Pitfall: Failing to rigorously validate and sanitize all inputs received by your

tools. This can lead to various vulnerabilities, including injection attacks

(SQL, command, XSS), buffer overflows, or unexpected behavior that

crashes your tool.

Troubleshooting: Assume all external input is malicious. Implement

comprehensive validation using libraries like zod  (as shown), Joi , or built-

in framework validators. Define strict schemas for all tool parameters and

enforce them at the very beginning of your tool's execution logic.

Ignoring Secure Communication (HTTPS):

Pitfall: Deploying MCP tools or servers that communicate over unencrypted

HTTP, especially when handling sensitive data. This exposes data to

eavesdropping and tampering.

Troubleshooting: Always ensure all communication channels – between AI

agent and MCP server, and between MCP server and individual tools – are

encrypted using TLS/SSL (HTTPS). Use proper certificate management. For

local development, ensure you understand the risks or use self-signed

certificates for testing.

Summary

Phew! You've just taken a massive leap in securing your AI agent integrations.

Let's recap the key takeaways from this chapter:

Security is Paramount: Given the power of AI agents, robust security is

non-negotiable to prevent data breaches, misuse, and compliance issues.

Permissions vs. Authorization: Permissions define what an entity can do,

while authorization is the process of verifying if it can do a specific action 

now.
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Layered Security: Implement authorization checks at the MCP server level

(to control who can call a tool) and robust input validation within the tool

itself (to control what data the tool processes).

Principle of Least Privilege (PoLP): Grant only the minimum necessary

permissions to agents and tools to reduce the attack surface.

Best Practices: Always use HTTPS, implement rate limiting, log all security-

relevant events, and store secrets securely. Regularly review your security

posture.

You now have a solid foundation for building secure and trustworthy AI agent

tools. In the next chapter, we'll explore more advanced topics, such as extending

MCP apps with UI resources, and discuss strategies for deploying and monitoring

your MCP ecosystem effectively.

References

Model Context Protocol Specification: https://github.com/

modelcontextprotocol/modelcontextprotocol

Model Context Protocol TypeScript SDK: https://github.com/
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CHAPTER 19

Setting Up Your MCP
Development Environment with
TypeScript SDK v2

Introduction

Welcome to Chapter 3! In our previous discussions, we explored the fundamental

concepts of the Model Context Protocol (MCP), understanding its purpose as an

open standard for AI agents to discover and interact with external tools. We

learned what MCP is and why it's so crucial for building intelligent, capable

agents. Now, it's time to roll up our sleeves and get practical!

This chapter is all about setting up your local development environment to start

building with MCP. Specifically, we'll focus on getting the TypeScript SDK v2 ready,

as it's a powerful and popular choice for many developers. By the end of this

chapter, you'll have a fully configured workspace, ready to define your first MCP

tool and integrate it into an agent workflow. Think of this as laying the

groundwork – a crucial step before you start building your dream AI-powered

applications.

Before we dive in, ensure you have a basic understanding of Node.js, npm (or

Yarn), and TypeScript. If those terms sound completely new, a quick refresher on

Node.js and TypeScript fundamentals would be beneficial, as we'll be using them

extensively. Ready? Let's get your MCP workspace set up!

Core Concepts: The MCP TypeScript SDK v2

Before we install anything, let's understand what we're about to set up.

What is the MCP TypeScript SDK v2?

The Model Context Protocol TypeScript SDK (Software Development Kit) provides a

set of libraries and utilities that simplify interacting with the MCP specification.

Instead of manually crafting JSON schemas and handling complex protocol

messages, the SDK offers convenient abstractions to:

Define Tools: Create structured descriptions of your tools' capabilities,

inputs, and outputs using familiar TypeScript types.

• 
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Register Tools: Facilitate the process of making your tools discoverable by

AI agents.

Handle Tool Invocations: Process requests from AI agents to execute your

tools.

Manage Context: Work with the dynamic context that agents provide when

invoking tools.

The v2  designation is important. As of 2026-03-20, the MCP specification itself is

still a draft. The TypeScript SDK v2 represents the latest anticipated stable release

(Q1 2026), designed to align with the evolving protocol. This means you're

working with the most current best practices and features.

Why TypeScript for MCP Development?

TypeScript offers several compelling advantages for building MCP tools:

Type Safety: MCP tools rely heavily on structured data (JSON Schema).

TypeScript's static typing allows you to define these structures clearly and

catch type-related errors before runtime, leading to more robust and reliable

tools.

Improved Developer Experience: Features like autocompletion,

refactoring support, and immediate feedback from your IDE (like VS Code)

make development faster and less error-prone.

Readability and Maintainability: Explicit types make your code easier to

understand and maintain, especially in larger projects or when collaborating

with a team.

Scalability: For complex MCP tools or systems with many tools, TypeScript

helps manage complexity as your project grows.

Key Components of the TypeScript SDK (v2)

The MCP TypeScript SDK is typically composed of a few core packages, each with

a specific responsibility:

@modelcontextprotocol/sdk-core : This package provides the

fundamental building blocks for interacting with the MCP. It might include

base classes, utility functions, and core protocol definitions.

@modelcontextprotocol/tool-definition : This package focuses

specifically on helping you define your tools' schemas. It will likely offer

decorators, helper functions, or classes to describe inputs, outputs, and

metadata for your tools in a type-safe manner.

• 
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Other potential packages: Depending on the SDK's design, there might be

separate packages for server implementations, client-side interactions, or

specific integration patterns. For now, we'll focus on the core and tool

definition.

Think of it like building with LEGOs: the sdk-core  provides the basic bricks, and 

tool-definition  gives you specialized pieces for building a specific part of your

structure – the tool description itself.

Step-by-Step Implementation: Setting Up Your
Environment

Let's get your hands dirty! We'll set up a new TypeScript project and install the

necessary MCP SDK packages.

Step 1: Verify Prerequisites

First, let's ensure you have Node.js and npm (or Yarn) installed, along with

TypeScript.

Check Node.js and npm

Open your terminal or command prompt and run these commands:

node -v
npm -v

What to Observe: You should see version numbers for Node.js and npm. As of

2026-03-20, a recent LTS (Long Term Support) version of Node.js (e.g., Node.js

20.x or 22.x) and a corresponding npm version (e.g., 10.x or 11.x) are

recommended. If you don't have them or your versions are very old, please install

or update them. You can find installers and instructions on the official Node.js

website.

Check TypeScript

Next, check your TypeScript installation:

tsc -v

What to Observe: You should see a TypeScript version number (e.g., Version

5.x.x ). If tsc  is not found or the version is old, you can install or update it

globally:

• 
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npm install -g typescript

This ensures the TypeScript compiler is available system-wide.

Step 2: Initialize a New TypeScript Project

Now, let's create a new directory for our MCP project and initialize it.

Create Project Directory: Choose a location for your project and create a

new folder. Let's call it my-first-mcp-tool .

bash mkdir my-first-mcp-tool cd my-first-mcp-tool

Initialize npm Project: Inside your new directory, initialize a new Node.js

project. This creates a package.json  file to manage your project's

dependencies.

bash npm init -y

What to Observe: You'll see a package.json  file created. The -y  flag

answers "yes" to all prompts, creating a default configuration. You can

always edit this file later.

Initialize TypeScript Configuration: Next, we'll initialize TypeScript for

our project. This creates a tsconfig.json  file, which tells the TypeScript

compiler how to compile your .ts  files into .js .

bash tsc --init

What to Observe: A tsconfig.json  file will appear in your project root.

This file contains many configuration options. For now, we'll keep most

defaults, but we'll uncomment a few important ones.

Open tsconfig.json  and ensure these lines are uncommented and set as

follows:

json // tsconfig.json { "compilerOptions": { "target":

"es2022", // Or "esnext" for the latest features "module":

"commonjs", // Or "esnext" if using ESM "rootDir": "./src", //

Source files will be in a 'src' folder "outDir": "./dist", //

Compiled JavaScript will go here "esModuleInterop": true, //

Recommended for better module interoperability

"forceConsistentCasingInFileNames": true, // Good practice

"strict": true, // Enable all strict type-checking options

(highly recommended!) "skipLibCheck": true // Skip type checking

1. 
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of all declaration files (*.d.ts) }, "include": ["src/**/*"] //

Tell TypeScript to include files in 'src' }

Why these settings? * target : Specifies the JavaScript version your code

will be compiled to. es2022  (or esnext ) ensures you can use modern JS

features. * module : Determines the module system for the generated

JavaScript. commonjs  is standard for Node.js, while esnext  (or nodenext )

is for ECMAScript Modules (ESM). We'll stick with commonjs  for simplicity

here. * rootDir  and outDir : Organize your source ( .ts ) and compiled

( .js ) files. * esModuleInterop : Helps with importing CommonJS modules

into ES modules (and vice versa) more smoothly. * strict : Enables a broad

range of type-checking rules. This is crucial for robust TypeScript

development. * skipLibCheck : Speeds up compilation by skipping type

checks on declaration files in node_modules .

Step 3: Install the MCP TypeScript SDK

Now for the main event! We'll install the MCP TypeScript SDK packages.

Remember, the SDK is actively evolving. We'll specify a version that aligns with

the anticipated v2 stable release (Q1 2026). For this guide, let's use 2.0.0-

beta.1  as a placeholder for the initial v2 release, acknowledging its draft nature

as of 2026-01-26.

npm install @modelcontextprotocol/sdk-core@2.0.0-beta.1 @modelcontextprotocol/
tool-definition@2.0.0-beta.1

What to Observe: npm will download and install these packages and their

dependencies. Your package.json  file will be updated with these new entries

under dependencies . You'll also see a node_modules  directory created,

containing all the installed libraries.

Step 4: Create Your First Basic MCP Tool Definition File

Let's create a simple TypeScript file to verify our setup and get a feel for defining

a tool.

Create a src  directory: As per our tsconfig.json , our source files will

live in a src  folder.

bash mkdir src

Create index.ts : Inside src , create a file named index.ts .

bash touch src/index.ts

1. 
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Add Tool Definition Code: Open src/index.ts  and add the following

code:

```typescript // src/index.ts import { ToolDefinition, JSONSchema } from

'@modelcontextprotocol/tool-definition';

/* * Defines a simple "Hello World" tool using the MCP TypeScript SDK. * This

tool takes a 'name' as input and returns a greeting. / const helloWorldTool:

ToolDefinition = { // Unique identifier for the tool. // Conventionally, this

should be a URL or URN that uniquely identifies your tool globally. // For local

development, a simple string is fine. id: 'https://example.com/tools/

helloWorld',

// A human-readable name for the tool. name: 'helloWorld',

// A brief description that helps AI agents understand what the tool does.

description: 'Greets a person by their name.',

// Defines the input parameters the tool expects, using JSON Schema.

input_schema: { type: 'object', properties: { name: { type: 'string',

description: 'The name of the person to greet.', }, }, required: ['name'], //

'name' is a mandatory input. } as JSONSchema, // Type assertion for clarity

and strictness

// Defines the output structure the tool will return. output_schema: { type:

'object', properties: { greeting: { type: 'string', description: 'The greeting

message.', }, }, required: ['greeting'], } as JSONSchema,

// UI resources can be declared here for tools that have a visual

component. // For this simple example, we'll leave it empty. ui_resources:

[], };

// For now, we'll just log the tool definition to verify it's correctly structured.

console.log('MCP Tool Definition created successfully:');

console.log(JSON.stringify(helloWorldTool, null, 2));

// In a real application, you would then register this tool with an MCP

server // or integrate it with an AI agent framework. ```

Explanation of the code: * import { ToolDefinition, JSONSchema }

from '@modelcontextprotocol/tool-definition'; : We import the

necessary types from the SDK. ToolDefinition  is the main interface for

describing a tool, and JSONSchema  helps us define the structure of inputs

and outputs. * id : A unique identifier. In a real-world scenario, this would be

a resolvable URL or URN. * name : A short, descriptive name for the tool. * 

description : A more detailed explanation for AI agents to understand the

3. 
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tool's purpose. This is crucial for agent reasoning! * input_schema : This is

where we define the shape of the data our tool expects as input. We use a

standard JSON Schema object. Here, it expects an object with a name

property, which must be a string. * output_schema : Similar to 

input_schema , this defines the shape of the data our tool will return. In this

case, an object with a greeting  property, also a string. * ui_resources :

This is an advanced feature (mentioned in the ext-apps  repo) that allows

tools to declare UI components. We'll explore this in later chapters, but it's

good to know it's part of the ToolDefinition . * console.log : We're

simply printing the defined tool object to the console to confirm that

TypeScript correctly processed it and that the SDK types are working.

Step 5: Compile and Run Your Code

Finally, let's compile our TypeScript code into JavaScript and run it.

Compile TypeScript:

bash npx tsc

What to Observe: If everything is set up correctly, you should see no

errors! A new dist  directory will be created, and inside it, index.js  (the

compiled JavaScript version of your src/index.ts  file).

Run the Compiled JavaScript:

bash node dist/index.js

What to Observe: You should see the JSON representation of your 

helloWorldTool  printed to the console! This confirms that your

environment is correctly configured, the SDK packages are installed, and

TypeScript is compiling your code as expected.

json MCP Tool Definition created successfully: { "id": "https://

example.com/tools/helloWorld", "name": "helloWorld",

"description": "Greets a person by their name.", "input_schema":

{ "type": "object", "properties": { "name": { "type": "string",

"description": "The name of the person to greet." } },

"required": [ "name" ] }, "output_schema": { "type": "object",

"properties": { "greeting": { "type": "string", "description":

"The greeting message." } }, "required": [ "greeting" ] },

"ui_resources": [] }

Congratulations! You've successfully set up your MCP development environment

with the TypeScript SDK v2 and defined your very first tool. This is a huge step!

1. 
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Mini-Challenge: Extend Your Tool Definition

Now that you've got the basics down, let's try a small modification to solidify your

understanding.

Challenge: Modify the helloWorldTool  in src/index.ts  to accept an optional

language  parameter. If language  is provided (e.g., "es" for Spanish), the tool

should indicate that the greeting will be in that language. Update both the 

input_schema  and the description  accordingly.

Hint: In JSON Schema, to make a property optional, simply omit it from the 

required  array. Also, remember to update the description  field of the tool

itself to reflect this new capability.

What to Observe/Learn: After making your changes, re-compile ( npx tsc ) and

re-run ( node dist/index.js ). Observe the updated JSON output. Notice how

TypeScript's type checking helps you ensure your schema definitions are valid.

This exercise reinforces how to declare optional parameters and update tool

metadata, which is crucial for building flexible tools.

Common Pitfalls & Troubleshooting

Even with clear steps, development environments can sometimes be tricky. Here

are a few common issues and how to troubleshoot them:

tsc  command not found or npm install  errors:

Issue: You might see command not found: tsc  or errors during npm

install .

Troubleshooting: * For tsc , ensure you've installed TypeScript globally

( npm install -g typescript ). * For npm install  errors, check your

internet connection. Also, ensure you're in the correct project directory ( my-

first-mcp-tool ). Sometimes, clearing the npm cache ( npm cache clean

--force ) and retrying the install helps.

TypeScript compilation errors (e.g., "Property 'x' does not exist on

type 'y'"):

Issue: When running npx tsc , you get type errors.

Troubleshooting: This often means your code doesn't match the types

defined by the SDK. * Double-check your input_schema  and 

output_schema  against the ToolDefinition  interface. Are all required

properties present? Are the types (e.g., type: 'string' ) correct? * Ensure

1. 
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you have the correct SDK packages and versions installed. * Verify your 

tsconfig.json  settings, especially strict: true . While strict  is good

practice, it can sometimes be overwhelming initially. If you're stuck,

temporarily set strict: false  to see if it's a strictness issue, but always

aim to fix the underlying type problem.

node dist/index.js  fails with "Cannot find module":

Issue: After compiling, running the JavaScript file throws an error that it

can't find a module.

Troubleshooting: * Ensure your module  setting in tsconfig.json  (e.g., 

commonjs ) matches how Node.js expects to load modules. If you're using 

type: "module"  in your package.json  for ESM, then module: "esnext"

or nodenext  in tsconfig.json  would be more appropriate. * Verify that 

npx tsc  completed without errors and that dist/index.js  actually exists

in the dist  folder. * Make sure you are in the root of your project directory

( my-first-mcp-tool ) when running node dist/index.js .

Remember, the official Model Context Protocol GitHub repositories are excellent

resources for the latest SDK documentation and examples.

Summary

Phew! You've accomplished a lot in this chapter. Here's a quick recap of what we

covered:

Understanding the MCP TypeScript SDK v2: We grasped its purpose,

the benefits of using TypeScript, and its core components.

Environment Setup: You successfully installed Node.js, npm/Yarn, and

TypeScript.

Project Initialization: You created a new TypeScript project with a properly

configured package.json  and tsconfig.json .

SDK Installation: You installed the @modelcontextprotocol/sdk-core

and @modelcontextprotocol/tool-definition  packages.

First Tool Definition: You wrote your first ToolDefinition  in TypeScript,

demonstrating how to declare tool capabilities, inputs, and outputs using

JSON Schema.

Compilation and Execution: You compiled your TypeScript code and ran

the generated JavaScript, verifying your setup.
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Mini-Challenge: You practiced extending a tool's schema, enhancing your

understanding of input_schema  and description .

Troubleshooting: We looked at common issues and how to resolve them.

You now have a solid foundation for building sophisticated AI agent tools! Your

development environment is primed and ready.

What's Next?

In the next chapter, we'll dive deeper into defining more complex MCP tool

schemas. We'll explore different JSON Schema types, advanced properties, and

how to structure your tool definitions for maximum clarity and agent utility. Get

ready to design tools that truly empower AI agents!

References

Model Context Protocol - GitHub Organization

Model Context Protocol Specification and Documentation

The official TypeScript SDK for Model Context Protocol - GitHub

JSON Schema Official Website

Node.js Official Website

TypeScript Official Website

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 20

Crafting Tool Schemas:
Declaring Capabilities and UI
Resources

Introduction: Giving Your AI Agent a Blueprint

Welcome back, future AI architects! In our previous chapter, we explored the

foundational concepts of the Model Context Protocol (MCP) and understood its

role as a universal language for AI agents to interact with the world. Now, let's

dive into the heart of MCP: tool schemas.

Imagine you're training a personal assistant. You wouldn't just tell it, "Go order

food." You'd give it a clear, step-by-step guide: "To order food, you need to know

the restaurant, the items, and the delivery address." This guide is essentially a

schema. For AI agents, tool schemas are the precise, machine-readable blueprints

that define what a tool can do, how to use it, and even how to visually represent

its interactions.

In this chapter, we'll learn how to craft these essential schemas. We'll explore how

to use JSON Schema to define tool parameters, understand the unique way MCP

allows tools to declare UI resources, and walk through practical examples using

TypeScript. By the end, you'll be able to create robust, descriptive schemas that

empower AI agents to understand and effectively utilize your custom tools. Ready

to give your agents their first detailed instructions? Let's go!

Core Concepts: The Blueprint for AI Tools

At its heart, the Model Context Protocol (MCP) aims to standardize how AI agents

discover and interact with external applications and services. The core

mechanism for this interaction is the Tool Schema.

What is a Tool Schema?

Think of a tool schema as a comprehensive instruction manual for an AI agent. It’s

not just about telling the agent what a tool does, but also how to invoke it, what

information it needs, and even how to represent its functionality or output to a

human user. A well-defined schema prevents ambiguity and allows agents to

intelligently decide when and how to use a tool.
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MCP tool schemas are typically composed of two main parts:

Function Definition: Describes the actual callable action(s) the tool

provides, including its name, a description, and the parameters it accepts.

UI Definition (Optional but Powerful): Describes user interface

components or interactions associated with the tool, allowing for rich,

context-aware user experiences beyond simple text.

JSON Schema: The Universal Language for Data

Before we dive into defining tools, let's quickly re-familiarize ourselves with JSON

Schema. It's a powerful standard for defining the structure of JSON data. Why is it

important here? Because when an AI agent needs to call a tool, it often needs to

provide arguments (parameters), and JSON Schema is the perfect way to define

what those arguments should look like.

For example, if a getWeather  tool needs a location  parameter, JSON Schema

can specify that location  must be a string, and perhaps even provide examples

or regular expression patterns.

The Model Context Protocol leverages JSON Schema to ensure that tool

parameters are clearly defined and validated, making agent-tool interactions

robust and predictable. You can find more details on the official JSON Schema

website.

Defining Tool Functions: Actions an Agent Can Take

The primary purpose of a tool schema is to declare the functions (or actions) that

a tool provides. These are the operations an AI agent can "call" to perform tasks.

Each function definition typically includes:

name : A unique, descriptive identifier for the function (e.g., orderPizza , 

getWeatherForecast ).

description : A human-readable explanation of what the function does.

This is crucial for the AI agent to understand the tool's purpose and when to

use it.

parameters : A JSON Schema object that defines the structure and types of

arguments the function expects. This is where you specify required fields,

data types, and any constraints.

Let's consider a simple getWeather  function. It might need a location  and an

optional unit  (Celsius or Fahrenheit).
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{
"name": "getWeather",
"description": "Retrieves the current weather conditions for a specified 

location.",
"parameters": {

"type": "object",
"properties": {

"location": {
"type": "string",
"description": "The city and state, e.g., 'San Francisco, CA'"

},
"unit": {

"type": "string",
"enum": ["celsius", "fahrenheit"],
"description": "The unit of temperature to use. Defaults to 

'fahrenheit'."
}

},
"required": ["location"]

}
}

This structure tells an AI agent everything it needs to know to call getWeather .

Beyond Functions: UI Resources in MCP

Here's where MCP truly shines and differentiates itself from simpler function-

calling protocols. The Model Context Protocol, as highlighted in the 

modelcontextprotocol/ext-apps  repository, allows tools to declare UI

resources. This means a tool isn't just a backend API; it can also provide front-

end components or instructions for displaying rich user interfaces.

Why is this important?

User Confirmation: An agent might need to show a user a summary of an

order before confirming.

Rich Data Display: Instead of just text, a weather tool could provide a UI

component to display a forecast graph.

Interactive Forms: A booking tool could provide a form for users to input

complex travel details.

Progress Indicators: A long-running task can show a custom progress bar.

The ui  part of a tool schema typically defines a structure that describes how to

render or how to interact with a tool's input or output in a graphical environment.

This could reference a specific component, layout instructions, or even a URL to

an embeddable widget.

While the exact structure for UI definitions is still evolving with the MCP

specification (currently a draft as of 2026-01-26), the concept is to provide a
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standardized way for tools to suggest or provide UI elements. For example, a ui

property might contain a type  (e.g., form , card , chart ), properties for data

binding, and even references to external UI libraries or component definitions.

The Overall Structure of an MCP Tool Schema

Combining these ideas, a complete MCP tool schema will encapsulate both its

functional capabilities and its UI-related resources.

Let's visualize this with a simple diagram:

This diagram shows how a single MCP Tool Schema provides a holistic definition,

covering both the programmatic interface (function) and the potential user-facing

interface (UI).

Step-by-Step Implementation: Crafting Your First
MCP Tool Schema in TypeScript

Now, let's get practical! We'll define a simple MCP tool schema using TypeScript,

demonstrating both function and UI declarations.

Setup: Make sure you have Node.js (v18+) and TypeScript (v5+) installed. Create

a new directory for your project and initialize it:

mkdir mcp-tool-schemas
cd mcp-tool-schemas
npm init -y
npm install typescript @types/node --save-dev
npx tsc --init

Open tsconfig.json  and ensure target  is es2022  or later, and module  is 

NodeNext  or ESNext .

Step 1: The Basic Tool Definition (Function Only)

Let's start by defining a tool that can retrieve product information from an

inventory. We'll create a file named src/tool-definitions.ts .
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// src/tool-definitions.ts

/**
 * Defines the schema for a tool that can retrieve product information.
 * This object adheres to the Model Context Protocol (MCP) specification for 
tool definitions.
 *
 * Note: The MCP specification is currently a draft (as of 2026-01-26),
 * and this structure reflects anticipated patterns from the official 
repositories.
 * The TypeScript SDK v2, anticipated Q1 2026, will provide official types.
 */
export const getProductInfoToolSchema = {

// The 'name' property is a unique identifier for this tool's function.
// AI agents use this name to invoke the tool.
name: "getProductInfo",

// The 'description' is crucial. It helps the AI agent understand what the 
tool does

// and when it should be used. Make it clear and concise!
description: "Retrieves detailed information about a product using its ID or 

SKU.",

// The 'parameters' property uses JSON Schema to define the input arguments
// that the 'getProductInfo' function expects.
parameters: {

// The top-level type for parameters is typically 'object' because tools 
often

// take multiple named arguments.
type: "object",
properties: {

// Define a 'productId' parameter.
productId: {

type: "string",
description: "The unique identifier (ID) of the product.",

},
// Define an optional 'sku' parameter.
sku: {

type: "string",
description:

"The Stock Keeping Unit (SKU) of the product, if ID is not available.",
},

},
// The 'required' array specifies which parameters MUST be provided.
// In this case, either 'productId' OR 'sku' should be present,
// but JSON Schema doesn't have a direct 'oneOf' for required,
// so we'll make both optional and rely on tool implementation logic
// or agent's understanding to provide at least one.
// For simplicity, let's make productId required for now.
required: ["productId"],

},
};

console.log("Product Info Tool Schema Defined:", getProductInfoToolSchema);

Explanation:

We define an export const getProductInfoToolSchema  object. This

object represents our tool's definition.

• 
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name : getProductInfo  is the unique name an AI agent will use to call this

function.

description : Provides context to the AI about the tool's purpose.

parameters : This is where the JSON Schema comes in.

type: "object" : The parameters will be passed as a JSON object.

properties : Defines the individual arguments: productId  (string,

required) and sku  (string, optional).

required: ["productId"] : Explicitly states that productId  must

always be provided.

To quickly test this, you can add a start  script to your package.json :

// package.json (excerpt)
"scripts": {

"start": "npx ts-node src/tool-definitions.ts"
},

Then run npm start  in your terminal. You'll see the schema printed. (You might

need to npm install -g ts-node  or npm install ts-node --save-dev  if you

don't have ts-node .)

Step 2: Adding UI Resources to the Tool

Now, let's enhance our getProductInfoToolSchema  by adding UI resource

declarations. This allows the tool to suggest how its input form or output display

should look. Remember, the MCP ui  concept is still evolving, so this example

uses anticipated patterns from modelcontextprotocol/ext-apps .

• 
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// src/tool-definitions.ts (updated)

/**
 * Defines the schema for a tool that can retrieve product information,
 * including both its functional capabilities and UI resources.
 * This object adheres to the Model Context Protocol (MCP) specification for 
tool definitions.
 *
 * Note: The MCP specification is currently a draft (as of 2026-01-26),
 * and this structure reflects anticipated patterns from the official 
repositories.
 * The TypeScript SDK v2, anticipated Q1 2026, will provide official types.
 */
export const getProductInfoToolSchema = {

name: "getProductInfo",
description: "Retrieves detailed information about a product using its ID or 

SKU.",
parameters: {

type: "object",
properties: {

productId: {
type: "string",
description: "The unique identifier (ID) of the product.",

},
sku: {

type: "string",
description:

"The Stock Keeping Unit (SKU) of the product, if ID is not available.",
},

},
required: ["productId"],

},
// --- NEW: UI Resource Definition ---
ui: {

// The 'type' property suggests the primary UI component or interaction 
type.

// This could be a standard type like 'form', 'card', 'table', or a custom 
component ID.

type: "product-details-card",

// 'title' and 'description' can be used for UI rendering, e.g., for a card 
header.

title: "Product Information",
description: "Display for detailed product data.",

// 'inputForm' can define a schema for a UI form to collect parameters for 
this tool.

// This is useful if the agent needs to prompt the user for input.
inputForm: {

type: "object",
properties: {

productId: {
type: "string",
label: "Product ID",
placeholder: "e.g., P001-A",

},
sku: {

type: "string",
label: "SKU (Optional)",
placeholder: "e.g., ABC-123",

},
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},
required: ["productId"],

},

// 'outputDisplay' can define how the tool's result should be rendered.
// This could reference a predefined component or a layout.
outputDisplay: {

component: "ProductDetailsComponent", // A hypothetical component name
props: {

// These props might be dynamic, bound to the tool's output data.
// For simplicity, we'll use static placeholders for now.
// In a real scenario, this might use JSON Pointers or templating.
titlePath: "$.name", // Path to product name in the tool's output
imagePath: "$.imageUrl",
descriptionPath: "$.description",

},
},

// 'actions' can define UI actions associated with the tool, e.g., buttons.
actions: [

{
id: "addToCart",
label: "Add to Cart",
type: "button",
// This could trigger another MCP tool or an external action.
triggers: {

tool: "addToCart",
parameters: {

productId: "$.productId", // Bind from current product context
quantity: 1,

},
},

},
],

},
};

console.log("\nProduct Info Tool Schema with UI Defined:", JSON.stringify(getPr
oductInfoToolSchema, null, 2));

Explanation:

We've added a ui  property to our getProductInfoToolSchema .

ui.type : Suggests a specific UI rendering component, product-details-

card .

ui.inputForm : This nested JSON Schema describes a form that could be

presented to the user to gather productId  and sku . Notice the label  and 

placeholder  properties which are common UI hints.

ui.outputDisplay : Suggests how the tool's result should be rendered,

referencing a ProductDetailsComponent  and providing props  that might

dynamically bind to the tool's output data (e.g., $.name  implies a JSON

Pointer to the name  field in the tool's response).

• 

• 

• 

• 
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ui.actions : Defines interactive elements like an "Add to Cart" button. This

button could, in turn, trigger another MCP tool ( addToCart ) and pass

relevant parameters.

This extended schema now provides an AI agent with both the functional means

to get product data and rich instructions on how to interact with a user for input

or display the results visually.

Step 3: Exporting and Using the Schema (Conceptual)

In a real-world MCP application, these schema definitions would be registered with

an MCP server or directly loaded by an MCP-compatible AI agent framework (like

the MCP TypeScript SDK v2, anticipated Q1 2026). The export  keyword makes

our schema available for import elsewhere.

For instance, an agent framework might import this schema:

// src/agent-app.ts (conceptual)
import { getProductInfoToolSchema } from './tool-definitions';

// In a real application, you'd register this schema with an MCP runtime
// or provide it to your AI agent's tool registry.
// const mcpClient = new McpClient(); // From MCP TypeScript SDK v2
// mcpClient.registerTool(getProductInfoToolSchema);

console.log("Agent app loaded tool schema:", getProductInfoToolSchema.name);

// Later, the AI agent might decide to call this tool:
// const agentDecision = {
//   tool: "getProductInfo",
//   parameters: { productId: "P001-A" }
// };
// const result = await mcpClient.executeTool(agentDecision);
// console.log("Tool execution result:", result);

This conceptual agent-app.ts  file illustrates how an agent framework would

consume your well-defined tool schema.

Mini-Challenge: Build a "Restaurant Menu" Tool
Schema

Now it's your turn to apply what you've learned!

Challenge: Create a tool schema named listMenuItems  for a restaurant

application. This tool should:

Take an optional category  (e.g., "Appetizers", "Main Courses", "Desserts")

as a string parameter.

• 
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Take an optional dietaryRestrictions  (e.g., "vegetarian", "gluten-free")

as an array of strings.

Include a ui  definition that suggests an inputForm  for category  and 

dietaryRestrictions , and an outputDisplay  component named 

MenuItemListComponent  for showing the results.

Ensure the description  is clear for an AI agent.

Hint: * For dietaryRestrictions , use type: "array"  with items: { type:

"string" } . * For ui.inputForm  properties, add label  and placeholder  for

user guidance. * For ui.outputDisplay , simply define a component  property.

What to observe/learn: This challenge reinforces your understanding of

defining both simple and array parameters using JSON Schema, and structuring

the ui  property for both input and output.

// Your solution here (e.g., in src/challenge-tool.ts)

// export const listMenuItemsToolSchema = {
//   // ... your schema here ...
// };

Click for Solution (try it yourself first!)

2. 

3. 

4. 
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// src/challenge-tool.ts

export const listMenuItemsToolSchema = {
name: "listMenuItems",
description: "Retrieves a list of menu items from the restaurant, optionally 

filtered by category and dietary restrictions.",
parameters: {

type: "object",
properties: {

category: {
type: "string",
description:

"The menu category to filter by (e.g., 'Appetizers', 'Main Courses', 
'Desserts').",

enum: ["Appetizers", "Main Courses", "Desserts", "Drinks"] // Example 
categories

},
dietaryRestrictions: {

type: "array",
description: "A list of dietary restrictions to consider (e.g., 

'vegetarian', 'gluten-free').",
items: {

type: "string"
}

}
},
// No parameters are strictly required for a general menu listing.
required: []

},
ui: {

type: "menu-browser", // A custom type for a menu browsing UI
title: "Browse Restaurant Menu",
description: "Interactive display for exploring menu items.",
inputForm: {

type: "object",
properties: {

category: {
type: "string",
label: "Menu Category",
placeholder: "e.g., Main Courses",
enum: ["Appetizers", "Main Courses", "Desserts", "Drinks"]

},
dietaryRestrictions: {

type: "array",
label: "Dietary Restrictions",
description: "Select any dietary needs.",
items: {

type: "string",
enum: ["vegetarian", "vegan", "gluten-free", "nut-

free"] // Example restrictions
},
uniqueItems: true // Ensure no duplicate restrictions

}
},
required: []

},
outputDisplay: {

component: "MenuItemListComponent", // A hypothetical component for 
displaying menu items

props: {
// These props would bind to the actual menu data returned by the tool
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itemsPath: "$.menuItems", // Path to the array of menu items in the 
tool's output

showImages: true,
allowOrdering: true

}
},
actions: [

{
id: "viewDetails",
label: "View Item Details",
type: "button",
triggers: {

tool: "getMenuItemDetails", // Another hypothetical tool
parameters: {

itemId: "$.selectedItemId" // Binds to an item selected in the UI
}

}
}

]
}

};

console.log("Restaurant Menu Tool Schema Defined:\n", JSON.stringify(listMenuIt
emsToolSchema, null, 2));

Common Pitfalls & Troubleshooting

Crafting effective tool schemas is crucial. Here are some common issues you

might encounter:

Ambiguous or Incomplete JSON Schema for Parameters:

Pitfall: Your parameters  JSON Schema isn't precise enough, leading the AI

agent to guess or provide incorrect arguments. For example, if a date  field

is type: "string"  without a format  (e.g., date-time ), the agent might

send tomorrow  instead of 2026-03-21T09:00:00Z .

Troubleshooting: Always be as specific as possible. Use format  (e.g., 

date-time , email , uri ), enum  for fixed choices, pattern  for regex

validation, and clear description  fields. Test your schema with a JSON

Schema validator.

Missing or Vague description  Fields:

Pitfall: The description  for your tool or its parameters is too short or

unclear. AI agents rely heavily on these descriptions to understand the

purpose and context of your tool. A generic description like "Gets data" is

unhelpful.

1. 
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Troubleshooting: Write descriptive, action-oriented descriptions. Explain 

what the tool does, why it's useful, and any important caveats. Imagine

you're explaining it to a new human colleague.

Ignoring UI Resource Potential:

Pitfall: You define functional tools but neglect the ui  property. This means

your tools can't leverage MCP's ability to provide rich, interactive user

experiences, limiting agent output to plain text.

Troubleshooting: For any tool that involves user input, confirmation, or

complex output, consider how a user would best interact with it visually.

Even a simple ui.type  and ui.outputDisplay.component  can

significantly enhance the agent's utility. Think about what a user would see

or do when using your tool.

Summary

Phew! You've just taken a significant step in empowering AI agents. In this

chapter, we've explored the fundamental concept of Model Context Protocol

tool schemas.

Here are the key takeaways:

Tool schemas are the instruction manuals for AI agents, defining both

functional capabilities and UI resources.

JSON Schema is the standard used within MCP to precisely define the 

parameters  for tool functions, ensuring clarity and validation.

MCP goes beyond simple function calling by allowing tools to declare UI

resources, enabling rich, interactive experiences for input gathering and

output display.

Crafting clear name , description , and well-structured parameters  is vital

for an AI agent to correctly understand and utilize your tools.

The ui  property, though still evolving in the MCP draft specification, is a

powerful feature for integrating visual components and user interactions

directly into agent workflows.

You've learned how to blueprint your AI tools! In the next chapter, we'll move from

defining individual tools to making them discoverable. We'll explore Tool

Registration and Discovery, understanding how an AI agent finds and accesses

the tools it needs to perform its tasks. Get ready to connect your blueprints to the

wider AI ecosystem!

• 

1. 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Crafting Tool Schemas: Declaring Capabilities and UI Resources 343



References

Model Context Protocol Specification and Documentation: An

overview of the protocol, its goals, and core concepts (as of 2026-01-26

draft).

https://github.com/modelcontextprotocol/modelcontextprotocol

Official TypeScript SDK for Model Context Protocol: The primary SDK

for building MCP applications with TypeScript (anticipated v2 stable release

Q1 2026).

https://github.com/modelcontextprotocol/typescript-sdk

MCP Extensible Apps (UI Resources): Repository discussing how MCP

allows for declaration of UI resources, extending tool capabilities beyond just

data.

https://github.com/modelcontextprotocol/ext-apps

JSON Schema Official Website: Comprehensive documentation and

examples for defining JSON data structures.

https://json-schema.org/

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

• 

◦ 

• 

◦ 

• 

◦ 

• 

◦ 

AI VOID [https://aivoid.dev]

Crafting Tool Schemas: Declaring Capabilities and UI Resources 344

https://github.com/modelcontextprotocol/modelcontextprotocol
https://github.com/modelcontextprotocol/typescript-sdk
https://github.com/modelcontextprotocol/ext-apps/
https://json-schema.org/

	Mastering AI Agent Frameworks: Building Intelligent Workflows
	Contents
	Advanced Tooling and External Integrations: Beyond the Basics
	Advanced Tooling and External Integrations: Beyond the Basics
	The Agent's Gateway to the Real World: External APIs
	Designing Robust Tools: Principles for Success

	Step-by-Step Implementation: Real-time Stock Price Checker
	Step 1: Set Up Your Environment and Mock API Tool
	Step 2: Integrating the Tool with LangGraph
	Conceptual Integration with Other Frameworks



	autogen_tool_integration.py (Conceptual Snippet)
	Configuration for AutoGen
	Ensure you have a OAI_CONFIG_LIST file or similar setup for LLM access
	Example OAI_CONFIG_LIST:
	[
	{
	"model": "gpt-4o",
	"api_key": os.getenv("OPENAI_API_KEY")
	}
	]
	Define a UserProxyAgent that can execute tools
	Define an AssistantAgent
	Register the tool with the assistant for it to call the tool
	Register the tool with the user_proxy for it to execute the tool
	Start the conversation (uncomment to run)
	print(user_proxy.initiate_chat(assistant, message="What is the current price of GOOGL?"))
	crewai_tool_integration.py (Conceptual Snippet)
	Initialize the LLM
	Define the CrewAI Tool
	Define an Agent that has access to the tool
	Define a task for the agent
	Form the crew and kick it off (uncomment to run)
	crew = Crew(
	agents=[researcher_agent],
	tasks=[stock_task],
	verbose=2, # You can set it to 1 or 2 for different logging levels
	process=Process.sequential # Tasks are executed sequentially
	)
	result = crew.kickoff()
	print(result)
	semantic_kernel_tool_integration.py (Conceptual Snippet)
	Initialize the Kernel
	Configure your LLM (using OpenAI, similar for Azure OpenAI)
	--- Define a Native Function Plugin ---
	In Semantic Kernel, you often define a class to group related functions (a "plugin").
	Import the plugin into the kernel
	--- Example of using the planner to invoke the tool ---
	Mini-Challenge: Extend the Stock Tool with Company News
	Common Pitfalls & Troubleshooting
	Summary
	References

	AutoGen: Crafting Conversational and Collaborative Agent Teams
	AutoGen: Crafting Conversational and Collaborative Agent Teams
	AutoGen's Philosophy: Agents as Conversational Peers
	Core Components of an AutoGen System
	Orchestration in AutoGen: Emergent Conversations

	Step-by-Step Implementation: Building a Simple AutoGen Team
	Step 1: Setting Up Your Environment



	For Windows (PowerShell)
	Step 2: Your First Conversational Duo
	Explanation of the Code:
	Step 3: Running Your First AutoGen Conversation
	Step 4: Adding a Custom Tool (Function Calling)
	Explanation of Changes:
	Step 5: Multi-Agent Collaboration with GroupChat
	Explanation of Multi-Agent Code:
	Mini-Challenge: Extend the Code Review Workflow
	Common Pitfalls & Troubleshooting with AutoGen
	Summary
	References

	Core Components: LLMs, Tools, and Memory Essentials
	Core Concepts
	The Large Language Model (LLM): The Agent's Brain
	Tools: Extending Agent Capabilities
	Memory: Remembering the Past, Informing the Future
	Short-Term Memory (Context Window)
	Long-Term Memory (Persistent Knowledge)


	Step-by-Step Implementation: Building Our First Agentic Blocks
	1. Setting Up Your Environment
	2. Interacting with an LLM
	3. Defining a Simple Tool

	Mini-Challenge: Create Another Tool
	Common Pitfalls & Troubleshooting
	Summary
	References

	CrewAI: Empowering Agents with Roles, Tasks, and Collective Goals
	Introduction to CrewAI: The Power of Teamwork
	Core Concepts of CrewAI
	The CrewAI Philosophy: Role-Playing Agents
	Key Components of a CrewAI System
	1. Agents: The Team Members
	2. Tasks: The Assignments
	3. Crew: The Orchestrator
	4. Tools: Extending Agent Capabilities


	Step-by-Step Implementation: Building a Financial News Analysis Crew
	1. Setup Your Environment
	2. Initialize the LLM and Tools
	3. Define the Agents
	4. Define the Tasks
	5. Form the Crew and Kick It Off!
	6. Run the Application

	Mini-Challenge: Adding a "Summarizer" Agent
	Common Pitfalls & Troubleshooting
	Summary
	References

	Debugging, Testing, and Monitoring: Building Reliable Agent Systems
	Introduction: Ensuring Agent Reliability
	Core Concepts: Navigating the Non-Deterministic World
	The Unique Challenges of DTM for AI Agents
	Debugging Strategies: Unmasking Agent Behavior
	Logging and Tracing: Your Agent's Inner Monologue
	Observability Platforms: A Bird's-Eye View
	Interactive Debugging: Stepping Through the Flow
	Visualizing Workflows: The Map to Your Maze

	Testing Methodologies: Building Confidence in Agent Behavior
	The Agent Testing Pyramid
	Golden Datasets: Your Agent's Report Card

	Monitoring Agent Performance: Keeping an Eye on Production
	Key Metrics to Track
	Alerting and Anomaly Detection
	Feedback Loops for Continuous Improvement

	Illustrative Workflow Diagram: Agent System DTM Pipeline

	Step-by-Step Implementation: Practical DTM Examples
	1. Debugging with Logging: LangGraph
	2. Testing a LangGraph Node
	3. Debugging and Testing with AutoGen
	4. Testing an AutoGen Conversation
	5. Debugging and Testing with CrewAI
	6. Testing a CrewAI Task
	7. Debugging and Testing with Semantic Kernel
	Debugging with Logging: Semantic Kernel
	Testing with Semantic Kernel: Mocking LLM Calls


	Mini-Challenge: Instrument Your Own Agent for Observability
	Common Pitfalls & Troubleshooting
	Summary
	References

	Framework Face-Off: Choosing the Right Agentic Architecture
	Introduction: Navigating the Agentic Landscape
	Core Concepts: What Makes an Agentic Framework Tick?
	The Underlying Principles of Agentic AI
	1. Goal-Oriented Behavior
	2. Perception-Action Loop
	3. Planning and Strategic Thinking
	4. Memory and Context Management
	5. Tool Usage and External Interaction

	The Contenders: A Quick Overview

	Framework Deep Dive: Architectures and Strengths
	1. LangGraph: State Machines for Structured Workflows
	Visualizing a LangGraph Workflow
	LangGraph Step-by-Step Example: Simple Stock Analysis

	2. AutoGen: Conversational Agents for Collaborative Problem Solving
	Visualizing an AutoGen Conversation
	AutoGen Step-by-Step Example: Collaborative Weather Report

	3. CrewAI: Role-Playing Agents for Task-Driven Collaboration
	Visualizing a CrewAI Process
	CrewAI Step-by-Step Example: Simple Research and Writing Crew

	4. Semantic Kernel: Skills and Planners for Enterprise Integration
	Visualizing a Semantic Kernel Planner
	Semantic Kernel Step-by-Step Example: Planning with Skills

	Framework Comparison Table

	Choosing the Right Framework: A Decision Path
	Mini-Challenge: Architectural Architect
	Common Pitfalls & Troubleshooting in Framework Selection
	Summary
	References

	LangGraph: Building State Machines for Dynamic Agent Workflows
	Introduction: Orchestrating Agents with State
	Core Concepts: Understanding LangGraph's Architecture
	What is a State Machine?
	LangGraph's Core Components
	Visualizing a LangGraph Workflow

	Step-by-Step Implementation: Building a Simple Agent Workflow
	1. Setup and Installation
	2. Define the Graph State
	3. Define the Tools
	4. Define the LLM and Agent
	5. Define a Tool Node
	6. Define the Router Node (Conditional Logic)
	7. Build and Compile the Graph
	8. Run the Graph
	Complete agent_workflow.py
	Running the Code

	Mini-Challenge: Enhance the Agent's Capabilities
	Common Pitfalls & Troubleshooting
	Summary
	References

	Orchestrating Intelligence: Patterns for Multi-Step Workflows
	Introduction: Beyond Single-Shot Prompts
	Core Concepts: Orchestration Patterns for Multi-Agent Systems
	What is Orchestration and Why Do We Need It?
	1. Sequential Workflows
	2. Parallel Workflows
	3. Hierarchical Workflows
	4. Graph-Based Workflows (State Machines)
	Inter-Agent Communication and State Management: The Glue

	Step-by-Step Implementation: Designing a Simple Orchestrated Flow
	Mini-Challenge: Design a Research Workflow
	Common Pitfalls & Troubleshooting in Orchestration
	Summary: Orchestrating the Future of AI
	References

	Persistent Memory & Context Management: Remembering the Past
	Introduction: Why Agents Need a Memory Palace
	Core Concepts: Why Agents Need a Memory Palace
	The Challenge of Stateless LLMs
	Short-Term Memory: The Conversation Buffer
	Long-Term Memory: Persistent Knowledge
	State Management: Knowing Where We Are
	Visualizing Memory and State in an Agent

	Step-by-Step Implementation: Building Memory into Agents
	1. LangGraph (and LangChain) - Conversational History
	2. AutoGen - Agent Conversation History
	3. CrewAI - Task-Driven Context and Agent Memory
	4. Semantic Kernel - Context Variables and MemoryStore

	Mini-Challenge: Enhancing an Agent's Recall
	Common Pitfalls & Troubleshooting
	Summary
	References

	Project: Building an Automated Financial Analysis Assistant
	Introduction
	Core Concepts: Designing Our Financial Assistant
	Project Overview: What Will Our Assistant Do?
	Agent Roles: Who's on Our Financial Team?
	Tools: What Capabilities Do Our Agents Need?
	Workflow Design: How Do Our Agents Collaborate?

	Step-by-Step Implementation
	Step 1: Set Up Your Environment


	.env
	Optional: If using Azure OpenAI
	AZURE_OPENAI_ENDPOINT="your_azure_openai_endpoint"
	AZURE_OPENAI_API_KEY="your_azure_openai_api_key"
	AZURE_OPENAI_API_VERSION="2024-02-15-preview"
	AZURE_OPENAI_MODEL_NAME="gpt-4"
	Step 2: Define Tools
	Step 3: Define Agents
	Step 4: Define Tasks
	Step 5: Orchestrate the Crew
	Step 6: Run Your Financial Assistant!
	Mini-Challenge: Enhance the Report with Sentiment Analysis
	Common Pitfalls & Troubleshooting
	Summary
	References

	Semantic Kernel: Skills, Planners, and Enterprise AI Integration
	Semantic Kernel: Skills, Planners, and Enterprise AI Integration
	Core Concepts of Semantic Kernel
	The Kernel: The Brain of Your AI Application
	Semantic Functions (Prompts as Code)
	Native Functions (Tools as Code)
	Skills (Plugins): Collections of Functions
	Context Variables (Memory)
	Planners (Orchestration): Automating Skill Execution

	Setting Up Your Semantic Kernel Environment
	Step 1: Install Semantic Kernel
	Step 2: Set Up Your LLM Provider API Key

	Step-by-Step Implementation
	Project 1: Building Your First Semantic Kernel Application - A Simple Greeting Skill
	Step 1: Initialize the Kernel
	Step 2: Create a Semantic Function
	Step 3: Invoke the Semantic Function

	Project 2: Orchestrating with Planners - A Goal-Oriented Assistant
	Step 1: Setup Kernel and Services (Same as before)
	Step 2: Define Skills (Semantic Functions)
	Step 3: Create and Invoke the Sequential Planner


	Mini-Challenge: Extend the Planner with a New Skill
	Common Pitfalls & Troubleshooting
	Summary
	References


	Unveiling AI Agents: The Next Frontier in Application Development
	Unveiling AI Agents: The Next Frontier in Application Development
	What Exactly is an AI Agent?
	Beyond Simple LLM Prompts: The Need for Agentic Workflows
	The Agentic Loop: Perceive, Plan, Act, Reflect
	Core Capabilities of an Agent
	Step-by-Step Implementation: Conceptualizing an Agent's Planner
	Mini-Challenge: Extend the Conceptual Planner
	Common Pitfalls & Troubleshooting (Conceptual)
	Summary

	References

	AI Agent Interaction: Invoking Tools with LangChain.js
	Introduction: Agents, Tools, and the Orchestrator
	Prerequisites

	Core Concepts: How Agents Choose and Use Tools
	The Agent's Dilemma: "What Should I Do?"
	Tool Schemas: The Agent's Instruction Manual (Revisited)
	Declaring UI Resources with MCP

	LangChain.js and Tool Integration
	The Agent-Tool Invocation Flow

	Step-by-Step Implementation: Building a LangChain.js Agent with an MCP Tool
	Setup Your Project
	Step 1: Define the MCP-Compliant Tool Schema
	Step 2: Implement the MCP Tool Function
	Step 3: Integrate the Tool with a LangChain.js Agent
	Run Your Agent!

	Mini-Challenge: Extend Your Agent's Capabilities!
	Common Pitfalls & Troubleshooting
	Permissions, Authorization, and Security in MCP Tool Integration
	The Principle of Least Privilege
	Key Security Considerations
	Best Practices for LangChain.js and MCP Tools

	Summary
	References

	Understanding Execution Pipelines and Request Routing in MCP
	Introduction
	Core Concepts: The Journey of a Tool Call
	What is an Execution Pipeline?
	What is Request Routing?
	The Agent's Perspective
	Visualizing the Pipeline

	Step-by-Step Implementation: Invoking a Tool from an Agent
	Step 1: Set up your project
	Step 2: Simulate MCP Server Interaction
	Step 3: Implement the AI Agent's Logic
	Step 4: Run the Agent

	Mini-Challenge: Extend Your Agent with a New Tool
	Common Pitfalls & Troubleshooting
	Summary
	References

	Building a Full MCP Application: From UI Resources to Advanced Patterns
	Introduction
	Core Concepts
	Beyond Functions: UI Resources in MCP (ext-apps)
	Advanced Tool Interaction Patterns
	Asynchronous Operations and Long-Running Tasks
	Streaming Results
	Stateful vs. Stateless Tools (Briefly)

	Secure Deployment & Operations
	Review of Permissions and Authorization
	Environmental Variables and Secrets Management
	Auditing and Logging
	Network Security (TLS, Firewalls)


	Step-by-Step Implementation: Integrating UI Resources and Advanced Patterns
	Step 1: Defining a UI Resource Schema
	Step 2: Implementing the Tool Logic for UI Resource Response
	Step 3: Agent Interaction with UI Resources (Conceptual)
	Step 4: Implementing Asynchronous Tool Execution (Conceptual/Example)

	Mini-Challenge: Enhance Your Own Tool with an Asynchronous Read
	Common Pitfalls & Troubleshooting
	Summary
	References

	Unpacking the Model Context Protocol (MCP): An Introduction
	Unpacking the Model Context Protocol (MCP): An Introduction
	What is the Model Context Protocol (MCP)?
	Why Do We Need a Protocol Like MCP?

	MCP: Protocol vs. SDKs – An Important Distinction
	The Core Interaction Model: Agent, Server, Tool
	Key Concepts We'll Explore
	Step-by-Step Exploration: Getting Acquainted with the MCP Ecosystem
	Mini-Challenge: Reflect and Connect
	Common Pitfalls & Troubleshooting (Initial Thoughts)
	Summary

	References

	Registering and Discovering Tools: Making Your MCP Services Visible
	Introduction
	Core Concepts: Making Tools Discoverable
	What is Tool Registration?
	What is Tool Discovery?
	The Registration Process Flow
	Tool Manifests: Grouping Your Arsenal
	Extending Tools with UI Resources
	Permissions and Authorization during Registration

	Step-by-Step Implementation: Registering a Tool with TypeScript
	Prerequisites
	Step 1: Define Your Tool Schema
	Step 2: Initialize the MCP Client and Register the Tool
	Step 3: Run the Registration Script
	What Happens Next? (Discovery)

	Mini-Challenge: Enhance Your Tool's UI Metadata
	Common Pitfalls & Troubleshooting
	Summary
	References

	Fortifying Your Integrations: Permissions, Authorization, and Security Best Practices
	Introduction
	Core Concepts: Guarding Your AI Agent Tools
	The "Why" of Security in AI Agent Tools
	Permissions vs. Authorization: A Clear Distinction
	Authorization Flow in an MCP Ecosystem
	The Principle of Least Privilege (PoLP)
	Security Considerations & Best Practices

	Step-by-Step Implementation: Securing Our Order Tool
	Scenario: The Secure Pizza Ordering Service
	Step 1: Conceptualizing Tool Permissions on the MCP Server
	Step 2: Implementing Input Validation within the Tool
	Step 3: Simulating an Authorization Check (MCP Server Perspective)

	Mini-Challenge: Adding a "Cancel Order" Tool
	Common Pitfalls & Troubleshooting
	Summary
	References

	Setting Up Your MCP Development Environment with TypeScript SDK v2
	Introduction
	Core Concepts: The MCP TypeScript SDK v2
	What is the MCP TypeScript SDK v2?
	Why TypeScript for MCP Development?
	Key Components of the TypeScript SDK (v2)

	Step-by-Step Implementation: Setting Up Your Environment
	Step 1: Verify Prerequisites
	Check Node.js and npm
	Check TypeScript

	Step 2: Initialize a New TypeScript Project
	Step 3: Install the MCP TypeScript SDK
	Step 4: Create Your First Basic MCP Tool Definition File
	Step 5: Compile and Run Your Code

	Mini-Challenge: Extend Your Tool Definition
	Common Pitfalls & Troubleshooting
	Summary
	What's Next?
	References

	Crafting Tool Schemas: Declaring Capabilities and UI Resources
	Introduction: Giving Your AI Agent a Blueprint
	Core Concepts: The Blueprint for AI Tools
	What is a Tool Schema?
	JSON Schema: The Universal Language for Data
	Defining Tool Functions: Actions an Agent Can Take
	Beyond Functions: UI Resources in MCP
	The Overall Structure of an MCP Tool Schema

	Step-by-Step Implementation: Crafting Your First MCP Tool Schema in TypeScript
	Step 1: The Basic Tool Definition (Function Only)
	Step 2: Adding UI Resources to the Tool
	Step 3: Exporting and Using the Schema (Conceptual)

	Mini-Challenge: Build a "Restaurant Menu" Tool Schema
	Common Pitfalls & Troubleshooting
	Summary
	References


