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CHAPTER 01

The Problem & The Promise of
MCP: Why Dynamic Context
Matters

Imagine an intelligent assistant or an Al agent that needs to help you write code,
debug a system, or analyze a complex business process. For it to be truly
effective, it can't just operate in a vacuum. It needs to understand your specific
project, your unique setup, and the dynamic state of your systems. This is where
traditional tools often fall short, leaving a critical gap: the context problem.

Why This Chapter Matters

In an increasingly Al-driven world, the ability for intelligent tools to understand
their environment is paramount. Without proper context, an Al is like a brilliant
but blind expert - full of knowledge, but unable to apply it effectively to your
specific situation. This chapter lays the foundational understanding for why the
Model Context Protocol (MCP) exists. You'll grasp the core problem of context
delivery to intelligent systems and how MCP provides a robust, standardized
solution, setting the stage for building truly smart and adaptable applications.

Learning Objectives
By the end of this chapter, you will be able to:

» Articulate the "context problem" faced by intelligent tools and agents.

* Explain why dynamic, structured context is crucial for effective Al-powered
applications.

* Define the Model Context Protocol (MCP) and its fundamental purpose.

» Differentiate between context consumers and context providers in an MCP
ecosystem.

* Identify real-world examples of context data relevant to intelligent systems.

* Describe the high-level flow of context exchange using MCP.
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The Context Problem: Why Intelligent Tools
Struggle

Intelligent tools, from large language models (LLMs) to specialized Al agents,
thrive on information. However, the information they typically access is often
static, generic, or unstructured. Think about an Al code assistant: * It knows
general programming patterns. * It might have access to public libraries. * But
does it know your project's specific folder structure? Your custom utility functions?
The current state of your Git branch? The contents of your design document for
the feature you're building?

This specific, dynamic, and often implicit information is what we call context.
Without it, the Al's suggestions can be irrelevant, incorrect, or even harmful.

Real-world insight: Many early Al integrations struggle because they can't
access or interpret the specific, real-time environment they operate within. This
leads to frustrating "hallucinations" or generic responses that lack true utility.

Limitations of Traditional Data Access

» Static APIs: Most APIs provide data for specific, predefined queries. They
don't inherently understand the fluid, often implicit context an Al needs.

* Unstructured Data: While LLMs can process unstructured text, extracting
precise, actionable context from design documents or chat logs for
programmatic use is challenging and error-prone.

* Ad-hoc Solutions: Building custom context-gathering mechanisms for
every Al tool leads to fragmented, unmaintainable, and non-standardized
systems. Each integration becomes a bespoke project.

s Key Idea: The "context problem" is the challenge of providing intelligent tools
with the specific, dynamic, and structured information they need to perform
relevant and accurate tasks in a given environment.

Introducing the Model Context Protocol (MCP)

The Model Context Protocol (MCP) emerges as a solution to this fundamental
problem. It is an open, extensible specification designed to facilitate the
structured and dynamic exchange of contextual information between different
software components.
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What is MCP? MCP defines a standardized way for an "intelligent tool" (a
Context Consumer) to request specific contextual data from another system or
service (a Context Provider). This data is delivered in a structured, machine-
readable format, allowing the consumer to interpret and utilize it effectively.

“#2 Important: MCP is a protocol, not a database or an application. It defines how
context should be requested, described, and exchanged, not what the context is
or where it's stored.

Core Components of MCP
At its highest level, MCP involves:
* Context Consumers: Applications or intelligent agents that need context.

Examples: Al code assistants, smart dashboards, automated debugging
tools, LLM-powered agents.

* Context Providers: Services or components that can supply context.
Examples: a Git repository service, a project management tool, a database
schema generator, an APl documentation service.

* Context Manifests: Declarative descriptions of the types of context a
provider can offer. This allows consumers to discover available context.

* Context Queries: Specific requests from consumers to providers for
particular pieces of context.

* Context Data: The structured information returned by a provider in
response to a query.

Core Protocol vs. Extensions

It's important to understand that MCP is designed to be extensible.

* Core MCP Specification: Defines the fundamental mechanisms for context
discovery and exchange.

* MCP Apps Extension (2026-01-26): This is one example of an extension
that defines specific context types and interactions relevant to application
development, such as project structure or dependency graphs. We'll explore
extensions in later chapters, but for now, focus on the core concept.

Anatomy of Context: What MCP Delivers

Context isn't just unstructured text. For an intelligent tool to act
programmatically, it often needs structured data.

Consider these concrete examples of context that MCP can facilitate:
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Context
Type

Project
Structu
re

Depend
ency
Graph

API
Specific
ation

Databa
se
Schema

Design
Docum
ents

User
Prefere
nces

Environ
ment
State

Description

Files, directories, and
their relationships
within a codebase.

Relationships between
modules, packages, or
services.

Formal description of
an API's endpoints,
request/response.

Tables, columns,
relationships, and data
types.

Key decisions,
rationale, and
architecture details
(structured).

Tailored settings or
historical actions of a
specific user.

Runtime variables,
active deployments,
health status.

Example Data Structure (Conceptual)

{"root": "/my-project", "files": ["src/
index.ts", "package.json"], "dirs": ["src",
"tests" 1}

{"serviceA": ["serviceB", "db-client"],
"serviceB": ["cache-service"]}

{"endpoint": "/users", "method": "GET",
"responseSchema": {"type": "array", "items":
{"$ref": "#/components/schemas/User"}}}
{"table": "users", "columns": [{"name": "id",
"type": "UUID"}, {"name": "email", "type":
"string"}1}

{"feature": "User Onboarding", "decisions":

[{"id": "auth _method", "choice": "OAuth2"}1}

{"theme": "dark", "preferredLanguage": "en-
Us", "recentProjects": ["project-alpha",
"project-beta"]1}

{"env": "production", "region": "us-east-1",
"serviceStatus": {"api": "healthy",

"database": "degraded"}}

Quick Note: While LLMs can process raw text, providing them with structured

context (like a JSON representation of a database schema) allows for far more

precise reasoning and action compared to just passing the schema as a plain

string.

Why Dynamic Context is Crucial

Context is rarely static. A developer's project changes, a system's health

fluctuates, and user preferences evolve. MCP's strength lies in its ability to

provide context on demand, reflecting the current state of affairs.

* Relevance: Context retrieved in real-time is always up-to-date and

relevant.
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» Efficiency: Consumers only request the specific context they need, when
they need it, reducing overhead.

* Adaptability: Intelligent tools can adapt their behavior dynamically based
on the evolving environment.

The MCP Advantage: Dynamic, Structured, and
Standardized

Adopting MCP offers significant benefits over fragmented, custom solutions:

* Interoperability: Any MCP-compliant consumer can interact with any MCP-
compliant provider, fostering a rich ecosystem of tools and services.

* Scalability: Decoupling context needs from context sources allows for
independent scaling and evolution of components.

* Maintainability: A standardized protocol reduces the complexity of
integrating new intelligent tools or context sources.

* Discoverability: Context Manifests allow consumers to discover what
context is available, making tools more plug-and-play.

* Precision: Structured context enables more accurate parsing and
interpretation by intelligent agents, leading to better outcomes.

@ Optimization / Pro tip: By standardizing context exchange, MCP acts as a
"common language" for intelligent systems, much like HTTP became a common
language for web resources. This unlocks new possibilities for composable Al
agents and highly integrated development environments.

Worked Example: A Smart IDE and its Context
Needs

Let's imagine a "Smart IDE" that uses Al to provide advanced code suggestions,
automatically fix common bugs, and even suggest refactoring entire sections of
code.

Without MCP: The Smart IDE would need to implement custom logic for: 1.
Parsing local files: To understand the project structure, language, and existing
code. 2. Interacting with Git: To know the current branch, recent changes, and
commit history. 3. Calling external APIs: To fetch dependency information from
package managers (npm, Maven, etc.). 4. Accessing issue trackers: To
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understand related tasks or bugs. 5. Reading design docs: If available, to
understand architectural intent.

Each of these would be a custom integration, tightly coupled to the IDE's internal
logic and specific external services.

With MCP: The Smart IDE (Context Consumer) can simply query various MCP
Context Providers:

1. Project Structure Provider: Queries for the current file tree and its
metadata.

2. Git Context Provider: Queries for the active branch, uncommitted
changes, and recent commits.

3. Dependency Graph Provider: Queries for the project's external and
internal dependencies.

4. Issue Tracker Provider: Queries for issues linked to the current branch or
file.

5. Design Document Provider: Queries for structured design decisions
relevant to the current code.

The Smart IDE makes a few standardized MCP requests, receives structured JSON
data, and then uses its Al to process this rich, dynamic context. This makes the
IDE more powerful, adaptable, and easier to extend with new context sources.

Context Flow with MCP

The basic interaction pattern between a Context Consumer and a Context
Provider via MCP is straightforward:

Context Consumer
¥ —
Discover Context Manifests Query Specific Context Retu rns Manifests  Returns Context Data
—~ »_-:'»* ‘

MCP Server Gateway

\ 3

Generates Retrieves

Forwards QUeW Context Data

._‘

Context Provider
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Explanation of the Flow: 1. Discover Context Manifests: A Context
Consumer first asks an MCP Server or Gateway what types of context are
available. 2. Returns Manifests: The Server responds with a list of Context
Manifests, which are descriptions of the context types that various providers can
offer. 3. Query for Specific Context: Based on the manifests, the Consumer
crafts a specific Context Query (e.g., "give me the dependency graph for project
X"). 4. Forwards Query: The MCP Server routes this query to the appropriate
Context Provider. 5. Generates/Retrieves Context Data: The Context
Provider executes the query, fetching or generating the requested structured
data. 6. Returns Context Data: The structured Context Data is sent back
through the MCP Server to the Context Consumer.

I, What can go wrong:

» Stale Context: If the provider's data source is not real-time, the context
might be outdated. MCP itself doesn't guarantee real-time updates, but
enables dynamic fetching.

* Missing Context: A consumer might query for context a provider doesn't
support, leading to an empty or error response.

* Overly Broad Queries: Inefficient queries can lead to large context
payloads, impacting performance.

* Security Breaches: Sensitive context data needs robust access control and
encryption, which MCP's transport layer must ensure.

Architecture Drill: Designhing for Context Awareness

You're tasked with designing an Al-powered "DevOps Assistant" that helps SREs
troubleshoot production incidents. This assistant needs to understand the current
state of a complex microservice architecture.

Scenario: An alert fires for high latency in the Order Processing Service. The
DevOps Assistant needs to quickly gather relevant information to help diagnose
the issue.

Your Task: 1. Identify Potential Context Consumers: What intelligent tools or
interfaces would leverage this context? 2. Brainstorm Necessary Context
Types: What specific pieces of information would the DevOps Assistant need to
effectively troubleshoot? (Think broadly: code, infrastructure, logs, metrics,
deployments, etc.) 3. Propose Potential Context Providers: For each context
type, imagine a system or service that could realistically provide that information.
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4. Describe the MCP Integration: How would the DevOps Assistant (Consumer)
use MCP to gather this context from your proposed Providers?

Checkpoint
* In your own words, explain the primary problem MCP aims to solve.

* Give two distinct examples of "structured, dynamic context" that would be
valuable for an Al agent.

* What is the role of an "MCP Server/Gateway" in the context exchange flow?

MCQs

1. Which of the following best describes the "context problem" that MCP
addresses? a) The difficulty of writing efficient database queries for Al
models. b) The lack of standardized methods for Al models to access
dynamic, structured environmental information. c¢) The challenge of training
Al models on large, unstructured datasets. d) The security risks associated
with exposing sensitive data to Al systems.

Answer: b) The core problem is providing relevant, dynamic, and structured
environmental context to intelligent tools in a standardized way.

2. A "Context Consumer" in the MCP ecosystem is typically: a) A database
storing various types of contextual information. b) A service that generates
and provides specific context data. c) An intelligent application or agent that
requires contextual information. d) The protocol specification itself, defining
context types.

Answer: c) Context Consumers are the applications or agents that need
and use the context.

3. What is a key benefit of MCP providing structured context over purely
unstructured text? a) It makes the data smaller and faster to transmit. b) It
allows for more precise and programmatic interpretation by intelligent tools.
¢) It completely eliminates the need for Al models to understand natural
language. d) It ensures all context data is stored in a relational database.

Answer: b) Structured data allows intelligent tools to parse, reason about,
and act upon information with greater accuracy and programmatic control.
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Challenge

Design a Context Query Strategy:

Imagine you are building an Al-powered "Compliance Auditor" that checks if a

new code commit adheres to your company's security policies.

Your Task: 1. Identify 3-5 critical pieces of context this auditor would need

to perform its job effectively. 2. For each piece of context, briefly describe its

ideal structure (e.g., "JSON array of objects with fields rule id, description,

severity"). 3. Outline a sequence of MCP queries the Compliance Auditor

(Consumer) would make to gather this context. Consider the order in which

information might be needed.

Summary

 TL;DR

* Intelligent tools need dynamic, structured context to be effective, a

challenge traditional APIs don't fully solve.

* The Model Context Protocol (MCP) provides a standardized way for Context

Consumers (Al tools) to request specific, structured context from Context
Providers (data sources).

* MCP enables interoperability, scalability, and precision by defining a

common language for context exchange.

%> Core Flow

1.

vk W N

Context Consumer discovers available Context Manifests from an MCP
Server.

Consumer crafts a specific Context Query based on its needs.
MCP Server routes the query to the appropriate Context Provider.
Context Provider retrieves or generates the requested Context Data.

Structured Context Data is returned to the Consumer for interpretation and
action.
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%’ Key Takeaway

The Model Context Protocol shifts the paradigm from ad-hoc data fetching to a
standardized, dynamic context-aware ecosystem, enabling intelligent tools to
truly understand and interact with their environment in a meaningful way.

The Problem & The Promise of MCP: Why Dynamic Context Matters
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CHAPTER 02

Dissecting the MCP Core
Protocol: Messages, Lifecycle,
and State

Imagine building an intelligent agent that needs to understand the intricate
details of a user's current project in an IDE, or a chatbot that must retain a deep,
structured memory of a complex negotiation. Without a standardized way to
provide this rich, dynamic context, these tools remain shallow and disconnected.
This chapter dives into the very heart of the Model Context Protocol (MCP),
revealing the fundamental messages, the lifecycle of a context session, and the
critical state management required to power truly intelligent applications.

Why This Chapter Matters

Understanding the core MCP protocol is akin to learning the grammar of a new
language. Before you can write compelling stories or build complex applications,
you must grasp the fundamental building blocks: the message formats, the types
of interactions, and the sequence of events. Misinterpreting these core elements
leads to brittle, unreliable, and insecure systems that fail to deliver meaningful
context. This chapter lays the groundwork for every subsequent implementation
detail, ensuring your MCP-enabled applications are robust, efficient, and correctly
integrated.

Learning Objectives
By the end of this chapter, you will be able to:

* Explain the fundamental structure and purpose of MCP messages.

* Differentiate between core MCP message types and their roles in context
exchange.

* Describe the complete lifecycle of an MCP context session, from request to
release.

* Identify the key responsibilities of both clients and servers in managing MCP
context state.

* Articulate the importance of idempotency and reliability in MCP message
processing.
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The Core Problem MCP Solves

At its heart, MCP addresses the challenge of providing dynamic, structured, and
machine-readable context to intelligent tools and agents. Traditional methods
often rely on ad-hoc API calls, file system access, or simple text prompts, which
are brittle, unstructured, or lack the richness required for sophisticated reasoning.
MCP formalizes this exchange, allowing context providers (like IDEs, databases, or
documentation systems) to expose structured context, and context consumers (Al
agents, code generators, analysis tools) to request and subscribe to it.

* Key Idea: MCP provides a standardized, dynamic, and structured way for
intelligent tools to access the contextual information they need to operate
effectively.

Anatomy of an MCP Message

Every interaction within the Model Context Protocol is facilitated through
messages. These messages are typically JSON-encoded, making them highly
interoperable and human-readable. While specific payloads vary, all MCP
messages share a common structure that ensures protocol consistency and allows
for proper routing and processing.

A typical MCP message includes:

» protocolVersion: A string indicating the version of the MCP specification
being used (e.g., "1.0.0"). This is crucial for backward and forward
compatibility.

* messageType : A string identifying the specific type of operation the
message represents (e.g., "ContextRequest", "ContextUpdate").

* messageld: A unique identifier for the message, typically a UUID. This is
vital for tracking, acknowledgments, and ensuring idempotency.

e timestamp: An ISO 8601 formatted string indicating when the message was
generated. Useful for ordering and debugging.

* contextId: A unique identifier for the specific context being managed. This
links related messages across a single context session.

* senderld: An identifier for the entity sending the message (client or
server).

* payload: An object containing the actual data specific to the messageType.
This is where the structured context or operational parameters reside.
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Quick Note: While MCP messages are often described as JSON, the protocol is
transport-agnostic. Implementations can use WebSockets, HTTP, or other
communication channels, as long as they can reliably transmit the structured
message content.

Core MCP Message Types

The MCP specification defines several fundamental message types that govern
the entire context lifecycle. Understanding these is paramount.

| Message Type | Sender | Purpose | Key Payload Fields Managers and Supervisors
have unique legal obligations. The information in this course has been prepared
for informational purposes only, and is not intended to provide legal advice. You
should consult your own legal advisors before acting on any of the information
provided in this course.

The MCP Context Lifecycle

The interaction between an MCP Client (the consumer of context) and an MCP
Server (the provider of context) follows a well-defined lifecycle. This ensures that
context is requested, granted, updated, and eventually released in a predictable
and robust manner.

Here's a high-level overview of the typical context lifecycle:

Client
Su bscribe’"""ﬂ/ Release‘Context
Context Request Context Acknowledgment Context Release I

\ 4

Server

\ send Updates  / .
Grant Context |

Context Grant Context Update

1. Context Request ( ContextRequest ): The client initiates the process by
sending a ContextRequest message to the server. This message specifies
the type of context needed, any initial parameters, and optionally a desired
update frequency or subscription model.
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. Context Grant ( ContextGrant ): The server evaluates the request. If it can
provide the requested context and the client is authorized, it responds with
a ContextGrant message. This message includes the initial context
payload and confirms the terms of the context session (e.g., contextId,
permissions, update mechanism).

3. Context Acknowledgment ( ContextAcknowledgment ): Upon receiving a
ContextGrant, the client should send a ContextAcknowledgment to the
server. This confirms that the client has successfully received and processed
the grant, signaling to the server that it can begin sending updates.

4. Context Update ( ContextUpdate): As the underlying context changes on
the server-side, the server sends ContextUpdate messages to the client.
These messages contain delta updates or full context snapshots, depending
on the agreed-upon update mechanism.

5. Context Release ( ContextRelease ): When the client no longer needs the
context, or the session is ending, it sends a ContextRelease message to
the server. This signals to the server that it can clean up resources
associated with that contextId.

Real-world insight: Context sessions can be long-lived (e.g., an IDE
providing project context for the duration of an editing session) or short-lived

(e.g., a one-off request for a specific code snippet's dependencies). The protocol

supports both.

Managing Context State

Both the MCP client and server have crucial responsibilities in managing the state

associated with an active context session. Proper state management is key to
reliability and performance.

Client-Side State Management

The client's primary role is to maintain an up-to-date representation of the
context it has been granted.

* Local Cache: Clients typically maintain a local cache of the most recent
context received from the server. This allows tools to operate efficiently
without constant network requests.

* Subscription Management: The client needs to track its active
subscriptions, including the contextIds it's interested in and any
associated parameters.

Dissecting the MCP Core Protocol: Messages, Lifecycle, and State
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Update Processing: Clients must be able to efficiently process
ContextUpdate messages, applying deltas or replacing full snapshots in
their local cache.

Error Handling: Clients should be prepared to handle ContextDenial
messages, network interruptions, or invalid context updates gracefully.

Server-Side State Management

The server, as the context provider, has more complex state management

responsibilities.

Grant Tracking: The server must keep track of all active ContextGrants,
including which client received which contextId and the associated
permissions.

Context Source Monitoring: It needs to monitor the actual source of the
context (e.qg., file system, database, external API) for changes.

Update Generation: When context changes, the server must efficiently
generate ContextUpdate messages, potentially calculating deltas to
minimize payload size.

Resource Management: The server must manage resources (memory,
network connections) associated with each active context session and clean
them up upon ContextRelease.

Authorization and Access Control: For each ContextRequest, the server
needs to verify the client's identity and permissions before granting access.

1. What can go wrong: State desynchronization is a common pitfall. If a client

misses an update or processes messages out of order (due to network issues), its

local context can become stale or inconsistent with the server's view. This can
lead to incorrect behavior in intelligent tools.

Deep Dive: Idempotency and Reliability

In distributed systems, especially those relying on network communication,
messages can be duplicated, lost, or arrive out of order. MCP's design
incorporates principles to handle these challenges, primarily through
idempotency and acknowledgments.

Idempotency means that performing an operation multiple times has the same

effect as performing it once. For example, if a ContextUpdate message is sent
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twice, the client should process it such that the final state is the same as if it had
only received it once. This is typically achieved by:

* Unique Message IDs: Each ContextUpdate should have a unique
messageld and potentially a version number for the specific context
payload. Clients can use these to detect and discard duplicate messages or
apply updates in the correct sequence.

* Atomic Operations: Context updates should ideally be designed such that
applying them is an atomic operation, or that the system can recover
gracefully from partial applications.

Reliability in MCP is supported by:

* Acknowledgments: While not strictly mandatory for every single message
in a high-throughput scenario, the protocol encourages explicit
ContextAcknowledgment for critical state-changing messages like
ContextGrant and ContextRelease. This provides a basic level of delivery
confirmation.

* Retries and Timeouts: Clients and servers should implement retry
mechanisms with exponential backoff for failed requests and reasonable
timeouts to prevent indefinite waiting.

* Heartbeats/Keep-alives: For long-lived sessions, periodic heartbeat
messages can be used to confirm that both client and server are still active
and connected.

@ Optimization / Pro tip: For high-volume ContextUpdate streams, full
acknowledgments for every update can introduce too much overhead. Instead,
consider periodic acknowledgments or a "last-seen" sequence number within
updates, allowing the client to request re-synchronization from a specific point if it
detects a gap.

Worked Example: A Context Exchange Walkthrough

Let's walk through a scenario where a "Code Analyzer" client requests context
from an "IDE Extension" server. The Code Analyzer needs to understand the
current file open in the IDE, its dependencies, and any active linting errors.

Scenario: User opens src/App.ts in their IDE. The Code Analyzer, running as a
background service, wants to analyze this file.

1. Client (Code Analyzer) sends ContextRequest: json
{ "protocolVersion": "1.0.0", "messageType": "ContextRequest",
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"messageld": "req-12345", "timestamp": "2026-04-24T10:00:00Z",

"senderId": "code-analyzer-client-001", "payload":
{ "contextType": "IDE.CurrentFileContext", "parameters":
{ "filePath": "src/App.ts", "includeDependencies": true,

"includeLintErrors": true }, "subscriptionPolicy": { "type":
"on-change", "debounceMs": 500 } } }

2. Server (IDE Extension) processes request: The extension checks if
src/App.ts is open, gathers its content, analyzes dependencies, and
fetches lint errors. It grants access.

3. Server (IDE Extension) sends ContextGrant: json
{ "protocolVersion": "1.0.0", "messageType": "ContextGrant",
"messageld": "grant-67890", "timestamp": "2026-04-24T10:00:01Z",
"contextId": "ide-context-app-ts-abc", // Unique ID for this

specific context session "senderId": "ide-extension-server-001",
"payload": { "status": "granted", "initialContext":

{ "filePath": "src/App.ts", "fileContent": "import React from
‘react';...", "dependencies": ["react", "react-dom"],
"lintErrors": [{"line": 10, "message": "Missing semicolon"}],
"lastModified": "2026-04-24T09:59:00Z" }, "grantedPermissions":
["read", "subscribe"], "updatePolicy": { "type": "on-change",

"debounceMs": 500 } } }

4. Client (Code Analyzer) sends ContextAcknowledgment: json
{ "protocolVersion": "1.0.0", "messageType":
"ContextAcknowledgment", "messageIld": "ack-11223", "timestamp":
"2026-04-24T710:00:02Z", "contextId": "ide-context-app-ts-abc",
"senderId": "code-analyzer-client-001", "payload":
{ "acknowledgedMessageId": "grant-67890", "status":
"success" } }

5. User edits src/App.ts (e.g., fixes a lint error).

6. Server (IDE Extension) sends ContextUpdate: json
{ "protocolVersion": "1.0.0", "messageType": "ContextUpdate",
"messageld": "update-44556", "timestamp":
"2026-04-24T10:01:30Z", "contextId": "ide-context-app-ts-abc",
"senderId": "ide-extension-server-001", "payload": { "delta":
{ // Or a full snapshot, depending on policy "lintErrors":
[1, // Lint error fixed "fileContentChanges": [{"range": "...",
"text": "..."}], "lastModified": "2026-04-24T10:01:25Z" } } }

7. Client (Code Analyzer) processes update, updates its local cache.
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8. User closes src/App.ts.

9. Client (Code Analyzer) sends ContextRelease: json
{ "protocolVersion": "1.0.0", "messageType": "ContextRelease",
"messageld": "release-77889", "timestamp":
"2026-04-24T10:05:00Z", "contextId": "ide-context-app-ts-abc",
"senderId": "code-analyzer-client-001", "payload": { "reason":
"file-closed" } }

10. Server (IDE Extension) cleans up resources for ide-context-app-ts-
abc.

Reasoning Exercise: Designing for Contextual
Intelligence

Consider a smart home assistant (MCP Client) that needs detailed, real-time
context about the home's environment from various smart devices (MCP Server,
or an aggregation server).

Scenario: The home assistant needs to know: 1. The current temperature and
humidity in the living room. 2. Whether the living room lights are on or off. 3. If
any doors/windows are open. 4. If anyone is currently detected in the living room.

Design the MCP message flow for setting up and maintaining this context. Focus
on:

What ContextRequest would the home assistant send?

What would a ContextGrant look like?

How would ContextUpdate messages be structured for efficiency (e.qg., full
vs. delta)?

What considerations are important for the subscriptionPolicy and
updatePolicy?

What ContextRelease scenarios might occur?

Checkpoint
1. What is the primary purpose of the messageld field in an MCP message?

2. Which MCP message type is sent by the server to initiate a context session
with initial data?

3. Why is client-side state management crucial for an MCP consumer?
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MCQs

1. Which of the following is not a standard top-level field found in most MCP
messages? a) protocolVersion b) contextId c) authenticationToken
d) messageType

Answer: c) authenticationToken Explanation: While authentication is
critical for MCP, the authenticationToken is typically handled at the
transport layer (e.g., HTTP headers, WebSocket handshake) or within a
specific security extension, not as a standard top-level field in every core
MCP message payload.

2. A client receives a ContextGrant but due to a network glitch, the server
does not receive the client's subsequent message. Which message should
the client send to confirm it's ready for updates? a) ContextRequest
(again) b) ContextUpdate (with its own state) c) ContextAcknowledgment
d) ContextRelease

Answer: c) ContextAcknowledgment Explanation: The
ContextAcknowledgment message explicitly confirms to the server that the
client has successfully processed the ContextGrant and is ready to receive
subsequent ContextUpdate messages.

3. The concept of designing operations so that performing them multiple times
has the same effect as performing them once is known as: a) Atomicity b)
Reliability c) Durability d) Idempotency

Answer: d) Idempotency Explanation: Idempotency is crucial in
distributed systems to handle message retransmissions or duplicates
without causing unintended side effects or state corruption.

Challenge: Identifying Protocol Flaws
You are given a simplified interaction between an MCP Client and Server:

Client: Sends ContextRequest for "user-profile". Server: Sends ContextGrant
with initial profile data. Client: Processes data, starts using it. Server: User
updates their profile. Server sends ContextUpdate with new data. Client:
Processes update. Network issue occurs. Server: User updates their profile
again. Server sends another ContextUpdate . Client: Receives the second
ContextUpdate but never received the first one due to the network issue.

Dissecting the MCP Core Protocol: Messages, Lifecycle, and State
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Question: 1. What potential problem arises in the client's state due to this

sequence? 2. How could the MCP protocol, using the principles discussed, prevent

or mitigate this specific issue? Suggest specific message fields or mechanisms.

Summary

This chapter has taken us deep into the fundamental mechanisms of the Model
Context Protocol. We've explored the common structure of MCP messages,
understanding how fields like messageId and contextId are crucial for
coordination. We then dissected the core message types— ContextRequest,
ContextGrant, ContextAcknowledgment, ContextUpdate, and
ContextRelease —and saw how they orchestrate the entire context lifecycle.
Finally, we emphasized the critical roles of both client and server in maintaining
accurate context state, and the importance of idempotency and reliability in
building robust distributed systems. This foundational knowledge is essential for
building any sophisticated MCP-enabled application.

@ TL;DR

* MCP messages use a common JSON structure with protocolVersion,
messageType, messageld, contextId, senderId, and payload.

* Core message types (ContextRequest, ContextGrant,
ContextAcknowledgment, ContextUpdate, ContextRelease ) define the
context exchange.

* The MCP lifecycle involves requesting, granting, acknowledging, updating,
and releasing context.

* Both clients and servers must manage context state (local cache,
subscriptions, grant tracking, update generation) for reliable operation.

* Ildempotency (using messagelds) and acknowledgments are vital for
handling network unreliability and ensuring consistent state.

@2 Core Flow
1. Client initiates with ContextRequest for desired context.

2. Server responds with ContextGrant if authorized, providing initial context
and session contextId.

3. Client confirms receipt with ContextAcknowledgment.
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4. Server sends ContextUpdate messages as context changes.

5. Client sends ContextRelease when context is no longer needed.

4%’ Key Takeaway

The Model Context Protocol's strength lies in its explicit, structured messaging
and lifecycle management, which, when properly implemented with robust state
handling and idempotency, transforms context from an unstructured assumption
into a reliable, dynamic, and machine-readable asset for intelligent systems.
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CHAPTER 03

Defining Context: MCP
Schemas, Data Models, and
Dynamic Negotiation

Imagine building an Al agent that needs to understand the structure of your
codebase, not just individual files, but how modules connect, where
configurations live, and what dependencies are in play. Without a common
language to describe this "codebase context," every tool would need its own
parser, leading to brittle, non-interoperable systems. This is the challenge MCP
addresses, and its foundation lies in defining context with precision.

Why This Chapter Matters

In the previous chapter, we grasped the fundamental concept of Model Context
Protocol (MCP) as a bridge for intelligent tools. Now, we dive into the bedrock of
that bridge: how context is actually defined and shared. Without a clear,
universally understood definition of what "context" means for a given domain,
interoperability becomes impossible. This chapter is critical because it teaches
you to speak the language of MCP, enabling your applications to accurately
describe and consume complex information.

Understanding MCP schemas and dynamic negotiation is not just theoretical; it
directly impacts:

* Interoperability: Tools can confidently exchange context because they
agree on its structure.

* Data Integrity: Context providers deliver data that adheres to a known
contract, reducing errors.

* Flexibility: Clients can request specific types and versions of context,
allowing systems to evolve gracefully.

* Tool Development: You'll be able to design robust MCP clients and servers
that communicate effectively.

Learning Objectives

By the end of this chapter, you will be able to: * Explain the role of JSON Schema
in defining MCP context types. * Design a custom JSON Schema to represent a
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specific domain context within MCP. * Understand the relationship between
ContextIdentifier, ContextDescriptor, and context schemas. * Describe the
process of dynamic context negotiation between an MCP client and server. *
Implement a basic MCP server that advertises custom context types using the
TypeScript SDK. * Implement a basic MCP client that queries for and understands
advertised context types.

The Problem of Unstructured Context

Intelligent tools often require rich, structured information about their operational
environment. For instance: * A code review Al needs to know about the project's
file structure, dependency graph, and coding standards. * A database interaction
tool needs the database schema, table relationships, and indexing strategies. * A
design system checker needs design token definitions, component hierarchies,
and accessibility guidelines.

Without a standardized way to describe this information, each tool would need to
invent its own parsing and modeling logic, leading to:

* Duplication of effort: Every tool re-implements context extraction.
* Brittleness: Small changes in one tool's output break others.
* Limited sharing: Context generated by one tool can't be easily consumed

by another.

®* Key Idea: MCP solves this by providing a protocol for negotiating and
exchanging structured context, where "structured" is enforced by schemas.

MCP's Schema Foundation: JSON Schema

MCP leverages JSON Schema as its primary language for defining context
structures. JSON Schema is a powerful, well-established standard for describing
the structure and constraints of JSON data.

Here's how it fits into MCP:

ContextIdentifier: Naming Your Context

Every unique type of context in MCP is identified by a ContextIdentifier. This
is a string that uniquely names the context type, typically following a URI-like
pattern to ensure global uniqueness and versioning.

Defining Context: MCP Schemas, Data Models, and Dynamic Negotiation
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Format: mcp://{domain}/{context name}/{version}
* mcp://: The protocol prefix.

* {domain}: Your organization's domain or a well-known identifier (e.qg.,
github.com/myorg, modelcontextprotocol.org/core).

* {context name} : A descriptive name for the context (e.g., project-
structure, dependency-graph).

 {version}: A semantic version for the schema (e.g., v1.0.0).
Quick Note: The version in the ContextIdentifier refers to the schema

version, not necessarily the data version. This allows clients to request
compatible schema versions.

ContextDescriptor: Advertising What You Offer

When an MCP server advertises the context it can provide, it does so using

ContextDescriptor objects. A ContextDescriptor is a metadata object that
contains:

 identifier: The ContextIdentifier for this context type.

* schemaUri: A URI pointing to the JSON Schema that defines the structure of
this context type. This URI can be a https:// URLora mcp:// URIif the
schema itself is served via MCP.

* description: A human-readable explanation of what this context type
represents.

* tags: Optional keywords for categorization.

“2 Important: The schemaUri is crucial. It's how clients know what shape to
expect the context data to be in. Servers are expected to provide context data
that strictly conforms to the schema at the schemaUri.
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Relationship Flow

JSON Schema

4

Defines context data

Context Identifier
structure

Uniquely names context
type

Context Descriptor

A 4

Advertises context
capability

A 4

Client requests context

A 4

Server validates and
responds

Designing Effective MCP Context Schemas

Creating a good MCP schema is about balancing expressiveness with simplicity

and ensuring it's fit for purpose.

Best Practices for JSON Schemas in MCP
1. Be Specific: Define exactly what data is included and what its types and
constraints are. Avoid overly generic schemas.

2. Use description: Add clear, concise descriptions for the schema itself and
for individual properties. This aids human understanding.
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3. Define required properties: Clearly state which fields are mandatory.

4. Leverage JSON Schema Keywords: Use type, properties, items,
enum, pattern, minimum, maximum, etc., to enforce structure and
validation.

5. Versioning: Plan for schema evolution. Minor changes might be additive
(allowing older clients to still parse new data), while breaking changes
necessitate a new major version in the ContextIdentifier.

6. Modularity (Optional): For very complex contexts, consider breaking
down a large schema into smaller, reusable components using $ref.

Example: ProjectStructureContext

Let's consider a context type that describes the basic structure of a software
project.
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"http://json-schema.org/draft-07/schema#",
"Project Structure Context",
"Describes the basic file and directory structure of a
software project.",
"object",
i q
P q
"string",
"The absolute path to the project's root directory."

{
"array",
"A list of relevant file paths relative to the root.",
{

"string"

P o
"array",
"A list of relevant directory paths relative to the

{

"string"

P q
"string",
"Optional: The main entry point file (e.g., index.ts,
main.py).",
. true
b
P o
"array",
"Optional: A list of declared dependencies (e.g., npm
packages, pip requirements).",
P q
"object",
P q
 { : "string" },
Y : "string" }

["name" ]

. true

["rootPath", "files", "directories"]

This schema defines a clear contract for any tool providing or consuming
ProjectStructureContext.

Worked Example: A Simple TaskItemContext Schema

Let's design a schema for a common scenario: a list of tasks or to-do items.
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Scenario

An MCP-enabled task manager application wants to provide context about the
current user's active tasks to various intelligent assistants (e.g., an Al that
summarizes daily progress, or one that suggests next actions).

Schema Design Process

1. Identify core entities and properties: A task has an ID, title, description,
status, and perhaps a due date.

2. Choose types: Strings for ID, title, description; an enum for status; string
for due date (ISO format).

3. Define relationships: A list of tasks.
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"http://json-schema.org/draft-07/schema#",
"Task Item Context",
"Describes a collection of task items for a user or project.",
"object",
P q
{
“string",
"The ID of the user associated with these tasks."

{
"array",
"A list of individual task items.",
{
"object",
i {
{
"“string",
"Unique identifier for the task."

i {
"string",
"Brief title of the task."

i q
"string",
"Detailed description of the task.
: true

i

"“string",
“Current status of the task.",
["todo", "in-progress", "done", "blocked"]

P Ao
"string",
"date-time",
"Optional: ISO 8601 formatted due date and time.",
: true

["id", "title", "status"]

["userId", "tasks"]

This TaskItemContext schema provides a clear, structured way to represent task
data, making it readily consumable by any MCP client that understands this
ContextIdentifier.
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Dynamic Context Negotiation

One of MCP's most powerful features is its ability to dynamically negotiate
context. Clients don't just blindly ask for "context"; they can query for specific
types of context, and servers can advertise what they offer.

The Client's Role: ContextQuery
An MCP client initiates negotiation by sending a ContextQuery. This query can
specify:

* contextIdentifiers: An array of ContextIdentifier strings the clientis

interested in. This allows the client to express preferences or requirements
for multiple context types.

* preferredVersions: For each identifier, the client might specify a preferred
version or a range of acceptable versions (though the core spec often
implies exact match or semantic versioning rules).

The client essentially says, "Hey server, can you give me mcp://myorg/task-
item/v1.0.0 or mcp://modelcontextprotocol.org/core/project-structure/
vi.1.07?"

The Server's Role: Advertising and Matching
An MCP server, upon receiving a ContextQuery, performs the following:
1. Advertises Capabilities: It maintains a list of ContextDescriptor s for all

the context types it can provide. This list is often exposed via a specific MCP
endpoint (e.g., /mcp/capabilities).

2. Matches Query: It compares the contextIdentifiers requested by the
client against its advertised ContextDescriptors.

3. Responds: It returns a list of ContextDescriptors that match the client's
query and are available. If no match is found, it returns an empty list or an
error indicating unavailability.

This negotiation allows for:

* Discovery: Clients can discover what context a server offers without prior
knowledge.

* Version Compatibility: Clients can request specific versions, and servers
can respond with the best available match.

* Graceful Degradation: If a preferred context type isn't available, the client
might fall back to a less preferred but still useful one.
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MCP Client
¢ y
Context Request Process Context Types
MCP Server

|

Check Descriptors

|

Match Capabilities

Context List

Real-world insight: This dynamic negotiation is critical in environments with
many microservices or intelligent agents. A new client can join the ecosystem and
immediately understand what context is available from existing services without
needing manual configuration or hardcoding.

Deep Dive: Schema Versioning and Evolution

Schema versioning is a critical consideration for long-lived systems. As your
context models evolve, you'll need a strategy to handle changes without breaking
existing clients.
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Semantic Versioning for Schemas

The recommended approach for ContextIdentifier versions is semantic
versioning (e.g., v1.0.0, v1.1.0, v2.0.0).

* PATCH (v1.0.1): Backward-compatible bug fixes or minor documentation
updates to the schema. No change to the data structure.

* MINOR (v1.1.0): Backward-compatible new features. This usually means
adding optional properties to an existing schema. Older clients will ignore
the new properties but can still process the rest of the data.

* MAJOR (v2.0.0): Breaking changes. This includes:
o Removing required properties.
o Changing the type of an existing property.
o Renaming existing properties.

o Making an optional property required.

I, What can go wrong: Failing to adhere to semantic versioning can lead to
clients receiving data they can't parse, resulting in runtime errors or incorrect
behavior.

Handling Schema Evolution in Practice

* Server Side: A server might offer multiple versions of a context type
simultaneously (e.g., mcp://myorg/project-structure/v1.0.0 and
mcp://myorg/project-structure/vl.1.0). When a client queries, the
server returns the latest compatible version it can provide.

* Client Side: Clients should be designed to be robust to minor version
changes (e.qg., by ignoring unknown properties). For major version changes,
they might need to explicitly request a specific major version or implement
logic to handle different major versions.

 Schema Registry: In larger deployments, a centralized schema registry
can host all JSON Schemas, providing a single source of truth and simplifying
schema discovery and validation. The schemaUri in the
ContextDescriptor would then point to this registry.

@ Optimization / Pro tip: When designing schemas, prioritize making new
fields optional. This allows for backward-compatible evolution and defers major
version bumps. Only introduce major versions when absolutely necessary.
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Code Lab: Implementing Schema Advertisement
and Query

In this lab, you'll create a simple MCP server that advertises our
TaskItemContext and a client that queries for it.

Setup
You'll need Node.js and npm installed. Create a new directory:

mkdir mcp-schema-lab
cd mcp-schema-lab

npm init -y
npm install @model-context-protocol/sdk express body-parser

Create a file named taskItemSchema.json in the mcp-schema-lab directory:
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"http://json-schema.org/draft-07/schema#",
"Task Item Context",
"Describes a collection of task items for a user or project.",
"object",
P q
{
“string",
"The ID of the user associated with these tasks."

{
"array",
"A list of individual task items.",
{
"object",
i {
{
"“string",
"Unique identifier for the task."

i {
"string",
"Brief title of the task."

i q
"string",
"Detailed description of the task.
: true

i

"“string",
“Current status of the task.",
["todo", "in-progress", "done", "blocked"]

i {
"string",
"date-time",

"Optional: ISO 8601 formatted due date and time.",
: true

["id", "title", "status"]

["userId", "tasks"]

Part 1: MCP Server with Advertised Schema

Create server.ts:
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import express from 'express';

import bodyParser from 'body-parser';

import { MCP } from '@model-context-protocol/sdk';

import { ContextIdentifier, ContextDescriptor, ContextQuery } from '@model-
context-protocol/sdk/dist/types'; // Corrected import path for types

import as fs from 'fs';

import as path from 'path';

const app = express();
const port 3000;

app.use(bodyParser.json());

// Load our custom TaskItemContext schema
const taskItemSchema JSON.parse(fs.readFileSync(path.join( dirname, 'taskIte
mSchema.json'), 'utf-8'));

// Define the ContextIdentifier for our custom context
const TASK ITEM CONTEXT IDENTIFIER: ContextIdentifier ‘mcp://myorg.com/task-
item/v1.0.0';

// Define the ContextDescriptor for our custom context
// In a real system, schemaUri would point to a publicly accessible URL.
// For this example, we'll use a local path, assuming the client can resolve
it.
// In a production setup, you'd likely serve this schema via an HTTP endpoint.
const taskItemContextDescriptor: ContextDescriptor {

identifier: TASK ITEM CONTEXT IDENTIFIER,

schemalri: “http://localhost:${port}/schemas/task-item/v1.0.0°, // Server
will serve this schema

description: 'Provides a list of task items for a user.',

tags: ['tasks', 'productivity', 'user-data'l],

s

// A simple in-memory store for context data (for demonstration)
const userTasksContextData {
userId: 'user-123',
tasks: [
{ id: 'tl1', title: 'Finish MCP Chapter 3', status: 'in-progress' },
{ id: 't2', title: 'Review PR #45', status: 'todo', dueDate: '2026-04-25T17
:00:00Z" 1},
{ id: 't3', title: 'Schedule team sync', status: 'done' },

// MCP Server instance
const mcpServer MCP.Server();

// Register our custom context descriptor
mcpServer.registerContextDescriptor(taskItemContextDescriptor);

// Implement a handler for the custom context data
mcpServer.registerContextHandler (TASK ITEM CONTEXT IDENTIFIER, async (query
ntextQuery) => {
console.log( Server received query for ${query.contextIdentifiers});
// In a real application, you'd fetch data based on query parameters or
current user
return {
identifier: TASK ITEM CONTEXT IDENTIFIER,
data: userTasksContextData,
metadata: { timestamp: new Date().toISO0String() },
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e
});

// Expose the MCP server's HTTP handler
app.post('/mcp/query', async (req, res) => {
try {
const queryResult await mcpServer.handleContextQuery(req.body as ContextQ
uery);
res.json(queryResult);
} catch (error: any) {
console.error('Error handling MCP query:', error.message);
res.status(500).json({ error: error.message });
}
});

// Endpoint to serve the JSON Schema itself
app.get('/schemas/task-item/v1.0.0', (req, res) => {
res.json(taskItemSchema);

1}

// Endpoint to advertise capabilities (ContextDescriptors)
app.get('/mcp/capabilities', (req, res) => {
res.json(mcpServer.getAdvertisedContextDescriptors());

B

app.listen(port, () => {
console.log( MCP Server listening at http://localhost:${port} );
console.log('Advertised Context Descriptors:', mcpServer.getAdvertisedContext
Descriptors());

});

Part 2: MCP Client Querying for Schema

Create client.ts:
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import { MCP } from '@model-context-protocol/sdk';

import { ContextIdentifier, ContextQuery } from '@model-context-protocol/sdk/
dist/types'; // Corrected import path for types

import axios from 'axios';

const serverUrl "http://localhost:3000";

async function queryServerCapabilities() {
console.log('--- Querying Server Capabilities ---');
try {
const response await axios.get( ${serverUrl}/mcp/capabilities’);
console.log('Advertised Capabilities:', JSON.stringify(response.data,
null, 2));
return response.data;
} catch (error: any) {
console.error('Error querying capabilities:', error.message);
return [];
¥
}

async function querySpecificContext(contextId: ContextIdentifier) {
console.log( \n--- Querying for Context: ${contextId} ---");
const query: ContextQuery {
contextIdentifiers: [contextId],
// In a real client, you might add more query parameters like 'targetId' or
'versionRange'

iE

try {
const response = await axios.post( ${serverUrl}/mcp/query , query);
console.log( Received Context for ${contextId}: , JSON.stringify(response.d

ata, null, 2));

// After receiving context, a client would typically validate it against
the schema
// For this lab, we'll just log it.
if (response.data response.data.contexts response.data.contexts.lengt
0) {
const receivedContext response.data.contexts[0];
console.log('Actual Context Data:', receivedContext.data);
console. log('Context Metadata:', receivedContext.metadata);
} else {
console.log('No matching context received.');
}
catch (error: any) {
console.error( Error querying for ${contextId}: , error.message);

async function run() {
// First, discover what the server can provide
const capabilities await queryServerCapabilities();

// Find our specific task item context
const taskItemDescriptor capabilities.find(
(desc: any) => desc.identifier ‘mcp://myorg.com/task-item/v1.0.0"
)i
if (taskItemDescriptor) {

console.log( Found Task Item Context Descriptor. Schema URI: ${taskItemDesc
riptor.schemalri} ) ;
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// Now query for the actual context data using its identifier
await querySpecificContext(taskItemDescriptor.identifier);

// Optionally, fetch the schema itself to perform client-side validation
try {
console('\n--- Fetching Schema for Client-Side Validation ---");
const schemaResponse await axios.get(taskItemDescriptor.schemalri);
console. log('Fetched Schema:', JSON.stringify(schemaResponse.data, null,

// In a full client, you'd use a JSON Schema validator library here
// to ensure the received context data conforms to this schema.
catch (error: any) {

console.error('Error fetching schema:', error.message);

} else {
console('Task Item Context (mcp://myorg.com/task-item/v1.0.0) not
advertised by server.');

Running the Lab
1. Compile TypeScript files: npx tsc server.ts client.ts
2. Start the server: node server.js
3. In a separate terminal, run the client: node client.js
You should see the server log that it's listening and advertising the context. The

client will query capabilities, find the TaskItemContext, then query for the actual
context data, and finally fetch the schema itself.

Checkpoint

Consider a scenario where an MCP server provides context about a "CI/CD Pipeline
Status." The ContextIdentifier is mcp://devops.org/ci-cd-status/v1.0.0.

1. What would be the most important properties you would include in the
JSON Schema for this context? List at least 3, along with their type and a
brief description.

2. Imagine the server later adds an optional estimatedCompletionTime field.
Would this require a major or minor version bump in the
ContextIdentifier? Why?
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MCQs

1. What is the primary purpose of using JSON Schema within the Model Context
Protocol? a) To define the network communication protocol between clients
and servers. b) To specify the data types for HTTP request headers. c) To
formally define the structure and constraints of context data, ensuring
interoperability. d) To encrypt context data during transmission.

Answer

c) To formally define the structure and constraints of context data, ensuring
interoperability. JSON Schema provides a contract for context data, allowing
tools to understand and validate the information they exchange.

2. Which of the following best describes the role of a ContextDescriptor? a)
It's the actual context data payload transmitted from server to client. b) It's
a client-side object used to construct a query for context. c) It's a metadata
object that advertises a server's capability to provide a specific context type,
including its ContextIdentifier and schemaUri. d) It's a unique identifier
for a specific instance of context data.

Answer

C) It's a metadata object that advertises a server's capability to provide a
specific context type, including its ContextIdentifier and schemalri.
This allows clients to discover what context is available and how it's
structured.

3. An MCP server currently provides mcp://myorg/design-tokens/v1.0.0. If
the server decides to change a previously required property in this
schema to optional, what kind of version bump is generally recommended
according to semantic versioning principles for the ContextIdentifier? a)
Patch version (e.g., v1.0.1) b) Minor version (e.g., v1.1.0) c) Major
version (e.g., v2.0.0) d) No version bump is necessary.

Answer

c) Major version (e.g., v2.0.0). Changing a required property to optional is
a breaking change for older clients that might still expect that property to be
present. It fundamentally alters the contract.

Challenge

Design a "Database Schema Context" and Negotiation Strategy
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You are tasked with designing an MCP context type that describes a relational
database schema. This context will be used by intelligent query builders, schema
migration tools, and data analysis agents.

1. Contextldentifier: Propose a suitable ContextIdentifier for this
context, including a domain and version.

2. JSON Schema: Create a JSON Schema (just the properties and required
sections are fine, you don't need the full boilerplate) for this
DatabaseSchemaContext . It should include:

° The database name.
o A list of tables.
o For each table:
m Table name.
m A list of columns.
m For each column:
m Column name.
m Data type (e.g., VARCHAR, INT, BOOLEAN).
m Whether it's nullable.
m Whether it's a primary key.

m An optional list of foreign key relationships (e.qg., referencing
table, referencing column, target table, target column).

3. Negotiation Scenario: Describe how an MCP client (e.g., an Al query
builder) would use a ContextQuery to request this
DatabaseSchemaContext from an MCP server, and how the server would
respond. What if the client requests an older, incompatible version?

Summary

This chapter has taken us from the abstract concept of "context" to its concrete
definition within the Model Context Protocol. We've learned that JSON Schema is
the backbone for structuring this context, enabling precision and interoperability.
The ContextIdentifier uniquely names a context type, and the
ContextDescriptor advertises a server's capabilities, including the crucial
schemaUri . Furthermore, we explored dynamic context negotiation, a powerful
mechanism where clients query for specific context types and versions, and
servers respond with available matches. Finally, we delved into the critical
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importance of schema versioning for maintaining compatibility in evolving
systems. Mastering these concepts is fundamental to building robust, adaptable,

and interoperable intelligent tools with MCP.

 TL;DR

MCP uses JSON Schema to formally define the structure of context data.
ContextIdentifier uniquely names a context type (e.g., mcp://myorg/
context/v1.0.0).

ContextDescriptor advertises a server's context capabilities, including the
ContextIdentifier and schemaUri.

Dynamic negotiation allows clients to query for specific context types/
versions, and servers respond with available ContextDescriptors.

Schema versioning (preferably semantic) is crucial for managing changes
and maintaining backward compatibility.

%> Core Flow

1.

4

Define Schema: Engineer creates a JSON Schema for a specific context
type (e.g., TaskItemContext).

Register Descriptor: MCP Server registers a ContextDescriptor with the
ContextIdentifier and schemaUri for this context.

Client Query: MCP Client sends a ContextQuery requesting specific
ContextIdentifiers.

. Server Response: MCP Server matches the query to its registered

ContextDescriptor s and returns the relevant ones.

. Context Exchange: If a match is found, the client can then request the

actual context data, which the server provides, conforming to the advertised

schema.

Key Takeaway

Structured schemas and dynamic negotiation are the pillars of interoperability in
MCP, allowing intelligent tools to speak a common, evolvable language for
understanding their operational environment.
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CHAPTER 04

Building Your First MCP Client
with the TypeScript SDK

Why This Chapter Matters

In the world of intelligent tools, providing the right information at the right time is
paramount. Imagine a sophisticated Al agent trying to help with a software
project; without understanding the project's structure, dependencies, or recent
changes, its advice would be generic and often useless. The Model Context
Protocol (MCP) addresses this by enabling systems to exchange dynamic,
structured context.

This chapter is your hands-on entry point. You'll move from theoretical
understanding to practical implementation, building an MCP client that can gather
and deliver meaningful context. Mastering client development is crucial because
it's the layer responsible for observing the world and feeding that information into
the MCP ecosystem, making intelligent tools truly intelligent and context-aware.

Learning Objectives
By the end of this chapter, you will be able to:

* Initialize and configure an MCP client using the official TypeScript SDK.

* Understand the core components for defining and sending structured
context.

* Create and populate ContextRecord instances with relevant data.
* Implement basic error handling for MCP client operations.
* Send context to an MCP server and interpret its responses.

 |dentify best practices for structuring context data for clarity and utility.
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The Role of an MCP Client

An MCP client is any application or service that interacts with the Model Context
Protocol. Its primary function is to:

1. Gather Context: Observe its environment, collect relevant data, and
structure it according to defined schemas. This could range from system
metrics, user actions, code changes, or document states.

2. Send Context: Transmit this structured data (as ContextRecords) to an
MCP server, making it available to other intelligent tools or services that
consume context.

3. Receive Context (Optional): While often a server-side concern, some
clients might also subscribe to or request context from an MCP server to
inform their own operations. This chapter focuses primarily on sending.

Think of an MCP client as a sensor or an observer. It translates the raw state of its
local environment into a universally understandable, structured format that can
be processed and acted upon by intelligent systems.

®* Key Idea: MCP clients are the data producers, transforming raw operational
data into structured, actionable context for intelligent tools.

Why Structured Context Matters

Without a defined structure, context data is just a blob of information. It's hard to
parse, validate, and use reliably. MCP emphasizes schemas to ensure that context
is:

Predictable: Consumers know what fields to expect.

Validatable: Data conforms to expected types and formats.

Interoperable: Different systems can understand and exchange the same
context.

Evolvable: Schemas can be versioned and extended without breaking
existing consumers.

Setting Up Your Development Environment
To follow along, ensure you have Node.js (v18+) and npm/yarn installed.

First, create a new TypeScript project:
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mkdir my-mcp-client
cd my-mcp-client

npm init -y
npm install typescript @types/node ts-node @modelcontextprotocol/typescript-sdk
npx tsc --init

Update your tsconfig.json to include:

: o
: "es2020",
: "commonjs",
: "./src",
: "./dist",
. true,

: true,
. true

["src/**/*.ts"],
["node_modules"]

Create a src directory: mkdir src.

Initializing the MCP Client with TypeScript SDK

The core class for interacting with the MCP is McpClient from the
@modelcontextprotocol/typescript-sdk.

McpClient Configuration

When instantiating McpClient, you'll typically provide configuration details like
the server endpoint and any necessary authentication tokens.
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// src/client.ts
import { McpClient, McpClientConfig } from '@modelcontextprotocol/typescript-
sdk';

/ * 5k
¥ Initializes and returns an MCP client instance.
* @param serverUrl The URL of the MCP server.
* @param authToken Optional authentication token for the server.
* @returns A configured McpClient instance.
* /
function initializeMcpClient(serverUrl: string, authToken?: string): McpClient
{
const config: McpClientConfig {
serverUrl: serverUrl,
// Optional: Add authentication headers if required by your MCP server
// headers: authToken ? { 'Authorization': “Bearer ${authToken}  }

try {
const client McpClient(config);
console.log( MCP Client initialized for server: ${serverUrl}’);
return client;
} catch (error) {
console.error('Failed to initialize MCP client:', error);
throw error; // Re-throw to indicate a critical setup failure

}

// Example usage (assuming a local MCP server for now)
const MCP_SERVER URL = process.env.MCP_SERVER URL "http://localhost:3000'; /
/ Default for local testing

// You would obtain a real token from an auth service in a production
environment
const AUTH TOKEN process.env.MCP _AUTH TOKEN;

// Don't export initializeMcpClient directly if it's meant for internal use
// For this example, we'll keep it simple.
export const mcpClient initializeMcpClient (MCP_SERVER URL, AUTH TOKEN);

Quick Note: For development, http://localhost:3000 is a common
default. In production, this would be a secure https:// endpoint.

Defining and Creating Context Records

The fundamental unit of context in MCP is the ContextRecord. It encapsulates
structured data, identifies its type via a schema, and provides metadata.

Core ContextRecord Properties

* schemaUri: A URI identifying the schema that this context record conforms
to. This is crucial for consumers to understand the data structure.
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* data: The actual context data, conforming to the schemaUri. This is a plain
JavaScript object.

» metadata (optional): Additional metadata about the context record itself,
such as timestamps, source information, or retention policies.

e id (optional): A unique identifier for this specific context record. If not
provided, the SDK or server might generate one.

Example: A "Project File List" Context

Let's imagine our client monitors a local project and wants to send a list of its
current files as context.

First, we need a schema. For simplicity in this chapter, we'll use a URI that implies
a schema, but in a real system, this URI would point to a discoverable JSON
Schema or similar definition.

// src/context-schemas.ts
export const PROJECT FILE LIST SCHEMA URI 'mcp://schemas/project-file-1list/

1.0.0';

/ K >k
* Defines the structure for our project file list context.
* In a real scenario, this would be validated against a JSON Schema.
ny

export interface ProjectFileListContextData {

projectId: string;
rootPath: string;
files: Array<{
path: string;
size: number;
lastModified: string; // ISO 8601 string
}>;

timestamp: string; // When this context was generated

Now, let's create a function to generate a ContextRecord for this:
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// src/context-builder.ts

import { ContextRecord } from '@modelcontextprotocol/typescript-sdk';

import { PROJECT FILE LIST SCHEMA URI, ProjectFileListContextData } from './
context-schemas';

import as fs from 'fs';

import as path from 'path';

Jlos

* Gathers project file information and creates an MCP ContextRecord.

* @param projectId The ID of the project.

* @param projectRoot The root directory of the project.

* @returns A ContextRecord containing the project file list.

*/

async function buildProjectFilelListContext(projectId: string, projectRoot: stri
ng): Promise<ContextRecord<ProjectFileListContextData {

const files: Array<{ path: string; size: number; lastModified: string }

[1;

// Simple recursive file listing (for demonstration)
async function walkDir(currentPath: string) {
const entries await fs.promises.readdir(currentPath, {
withFileTypes: true });
for (const entry of entries) {
const fullPath path.join(currentPath, entry.name);
if (entry.isDirectory()) {
await walkDir(fullPath);
} else if (entry.isFile()) {
const stats await fs.promises.stat(fullPath);
files.push({
path: path.relative(projectRoot, fullPath), // Relative

size: stats.size,
lastModified: stats.mtime.toISOString(),

1}

try {
await walkDir(projectRoot);
} catch (error) {
console.error( Error walking directory ${projectRoot}:", error);
// Depending on the use case, you might want to send a partial context
or throw
throw Error( Failed to build project file list: ${error}’);

}

const contextData: ProjectFilelListContextData
projectld,
rootPath: projectRoot,
files,
timestamp: new Date().toISOString(),

E

return {
schemaUri: PROJECT FILE LIST SCHEMA URI,
data: contextData,
metadata: {
source: 'my-mcp-file-monitor-client',
// ttl: 'PT1H' // Example: Time-to-live of 1 hour for this context
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E
}

export { buildProjectFileListContext };

Real-world insight: In production, file monitoring would likely use file system
watchers (e.g., fs.watch in Node.js) to detect changes incrementally, rather
than full scans, for efficiency.

Sending Context to the MCP Server

Once you have a ContextRecord, sending it is a single asynchronous call to the
McpClient.
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// src/sender.ts

import { McpClient, ContextRecord, ContextResponse } from '@modelcontextprotoco
1/typescript-sdk';

import { mcpClient } from './client';

import { buildProjectFileListContext } from './context-builder';

/%
* Sends a ContextRecord to the MCP server.
* @param client The initialized McpClient instance.
* @param contextRecord The ContextRecord to send.
* @returns The ContextResponse from the server.
=
async function sendContext(client: McpClient, contextRecord: ContextRecord): Pr
omise<ContextResponse> {
try {
console.log( Attempting to send context with schema: ${contextRecord.sc
hemaUri} ) ;
const response: ContextResponse await client.sendContext(contextRecor
d);
console.log('Context sent successfully. Server response:',6 response);
return response;
} catch (error) {
console.error('Failed to send context:', error);
// Depending on the error, you might want to retry, log, or alert.
throw error;

}

// Example usage in an async IIFE for demonstration
(async () => {
try {
const myProjectRoot path.resolve( dirname, '..'); // Root of this
sample project
const projectContext await buildProjectFileListContext('sample-mcp-
client-project', myProjectRoot);
await sendContext(mcpClient, projectContext);
} catch (error) {
console.error('Overall context sending process failed:', error);
}
INON:

. What can go wrong:

¢ Server Unreachable: Network errors, incorrect serverUrl.
* Authentication Failure: Invalid or missing AUTH TOKEN .

* Schema Mismatch: The data in your ContextRecord does not conform to
the schemalUri expected by the server. The server might reject the record.

* Rate Limiting: If the client sends too much context too quickly, the server
might impose limits.

* Payload Too Large: Very large ContextRecords might exceed server
limits.
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Understanding ContextResponse

When you send context, the server responds with a ContextResponse. This
typically includes:

* id: The unique ID assigned to the context record by the server.

* status: Indicates whether the context was successfully received and
processed (e.g., ACCEPTED, REJECTED, ERROR).

* message (optional): A human-readable message, especially useful for error
or warning statuses.

* timestamp: When the server processed the context.

You should always inspect the status of the ContextResponse to ensure your
context was accepted. A 200 OK HTTP status only means the request was
received; the ContextResponse.status tells you about the context itself.

Worked Example: A Simple Build Status Reporter
Let's create a client that reports the status of a hypothetical build process.

First, define the schema and interface:

// src/schemas/build-status.ts
export const BUILD STATUS SCHEMA URI ‘mcp://schemas/build-status/1.0.0";

export interface BuildStatusContextData {
buildId: string;
projectId: string;
status: 'pending' 'running’ 'success' 'failed';
startTime: string; // IS0 8601
endTime?: string; // ISO 8601, if applicable
durationSeconds?: number;
logUrl?: string;
commitHash?: string;
branch?: string;

Next, the client code:
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// src/build-reporter.ts

import { McpClient, ContextRecord } from '@modelcontextprotocol/typescript-
sdk';

import { BUILD STATUS SCHEMA URI, BuildStatusContextData } from './schemas/
build-status';

import { mcpClient } from './client'; // Our initialized client

class BuildReporterClient {
private client: McpClient;
private projectId: string;

constructor(client: McpClient, projectId: string) {
this.client client;
this.projectId projectId;

}

/**
* Sends an initial 'pending' build status.
*/
async reportBuildStart(buildId: string, commitHash: string, branch
string): Promise {
const contextData: BuildStatusContextData {
buildId,
projectId: this.projectId,
status: 'pending',
startTime: new Date().toISOString(),
commitHash,
branch,
b
const record: ContextRecord<BuildStatusContextData
schemaUri: BUILD STATUS SCHEMA URI,
data: contextData,
metadata: { source: 'mcp-build-reporter' }
};
await this.client.sendContext(record);
console.log( Build ${buildId} started (pending).’);
}

VAt
* Updates a build status to 'running’.
*/
async reportBuildRunning(buildId: string): Promise
const contextData: BuildStatusContextData {
buildId,
projectId: this.projectId,
status: 'running',
startTime: new Date().toISOString(), // Assuming start time is
updated or already known
IF;
const record: ContextRecord<BuildStatusContextData
schemaUri: BUILD STATUS SCHEMA URI,
data: contextData,
metadata: { source: 'mcp-build-reporter' }
3
await this.client.sendContext(record);
console.log( Build ${buildId} is now running.’);

}

Vit
* Reports a final build status (success or failed).
W/
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async reportBuildEnd(buildId: string, status: 'success' 'failed', startTi
me: string, logUrl?: string): Promise {
const endTime Date();
const durationSeconds (endTime.getTime() Date(startTime).getTim
e()) 1000;

const contextData: BuildStatusContextData
buildId,
projectId: this.projectId,
status,
startTime,
endTime: endTime.toISO0String(),
durationSeconds,
logUrt,
g
const record: ContextRecord<BuildStatusContextData
schemaUri: BUILD STATUS SCHEMA URI,
data: contextData,
metadata: { source: 'mcp-build-reporter' }
3
await this.client.sendContext(record);
console.log( Build ${buildId} finished with status: ${status}.’);

}

// Simulate a build process
(async () => {
const reporter BuildReporterClient(mcpClient, 'my-awesome-app');
const BUILD ID “build-${Date.now()} ;
const COMMIT HASH 'alb2c3d4e5f6";
const BRANCH 'main';

try {
await reporter.reportBuildStart(BUILD ID, COMMIT HASH, BRANCH);
await Promise(resolve => setTimeout(resolve, 2000)); // Simulate
build running
await reporter.reportBuildRunning(BUILD ID);
await Promise(resolve => setTimeout(resolve, 3000)); // Simulate
more build time

const randomSuccess Math.random() 0.5;
if (randomSuccess) {
await reporter.reportBuildEnd (BUILD ID, 'success', Date().toISO
String(), “http://logs.example.com/${BUILD ID}");
} else {
await reporter.reportBuildEnd(BUILD ID, 'failed', Date().toIS0S
tring(), “http://logs.example.com/${BUILD ID}");
}
} catch (error) {
console.error('Error in build reporting simulation:', error);
¥
HO;

This example demonstrates how a client can send multiple context records over

time to update the state of an ongoing process.
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Code Lab: Enhancing the Project File List Client

Let's refine our project-file-list client to handle different types of files and
ignore certain directories. This is a common requirement in real-world scenarios.

Task: Implement a .mcpignore file

Modify the buildProjectFileListContext function to: 1. Read an optional
.mcpignore file in the project root. 2. The .mcpignore file will contain patterns
(one per line) for files or directories to exclude (similar to .gitignore). 3. Filter
the collected files based on these patterns.

Setup

Create a file named .mcpignore in your project's root directory (next to
package.json). Example .mcpignore:

node modules/
dist/

*.log
.env

Guidance

* You'll need a simple pattern matching logic. For simplicity, you can use
String.prototype.includes() or regular expressions. For true
.gitignore like behavior, consider a library like ignore.

* The walkDir function will need to be updated to check against the ignore
patterns before adding files or recursing into directories.
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Solution Sketch (do not copy-paste, try it yourself first!)
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// src/context-builder.ts (updated)

// ... (imports remain the same)

import * as minimatch from 'minimatch'; // npm install minimatch @types/
minimatch

// ... (PROJECT FILE LIST SCHEMA URI and ProjectFileListContextData remain the
same)

async function buildProjectFileListContext(projectId: string, projectRoot: stri
ng): Promise<ContextRecord<ProjectFileListContextData {
const files: Array<{ path: string; size: number; lastModified: string }

[1;
const ignorePatterns: string[] [1;
const ignoreFilePath path.join(projectRoot, '.mcpignore');

try {
const ignoreContent await fs.promises.readFile(ignoreFilePath, 'utf-8
D
ignorePatterns.push(...ignoreContent.split('\n').map(line => line.trim(
)).filter(line => line line.startsWith('#')));
} catch (error) {
if (error.code "ENOENT ")
{ // ENOENT means file not found, which is fine
console.warn( Could not read .mcpignore file: ${error} );
}
}

async function walkDir(currentPath: string) {
const entries await fs.promises.readdir(currentPath, {
withFileTypes: true });
for (const entry of entries) {
const fullPath path.join(currentPath, entry.name);
const relativePath path.relative(projectRoot, fullPath);

// Check if current path (file or directory) should be ignored
const shouldIgnore ignorePatterns.some(pattern => minimatch(relat
ivePath, pattern, { dot: true }));
if (shouldIgnore) {
// console.log( Ignoring: ${relativePath}’);
continue;

}

if (entry.isDirectory()) {
await walkDir(fullPath);
} else if (entry.isFile()) {
const stats await fs.promises.stat(fullPath);
files.push({
path: relativePath,
size: stats.size,
lastModified: stats.mtime.toISOString(),

b

try {
await walkDir(projectRoot);

} catch (error) {
console.error( Error walking directory ${projectRoot}:", error);
throw Error( Failed to build project file list: ${error}’);
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const contextData: ProjectFilelListContextData {
projectld,
rootPath: projectRoot,
files,
timestamp: new Date().toISO0String(),
};

return {
schemaUri: PROJECT FILE LIST SCHEMA URI,
data: contextData,
metadata: {

source: 'my-mcp-file-monitor-client',

}

+

}

export { buildProjectFileListContext };

Note: You would need to npm install minimatch @types/minimatch for the
minimatch library.

Checkpoint

Consider the following scenario: You are building an MCP client for a code editor
that sends the currently open file and cursor position as context.

1. Schema Design: What fields would you include in the ContextData for
"Open File Context" and "Cursor Position Context"?

2. Client Logic: How would you ensure that the client only sends updates
when the file or cursor position actually changes, to avoid unnecessary
network traffic?

MCQs

1. What is the primary purpose of the schemaUri field in a ContextRecord?
a) To specify the unique ID of the context record. b) To define the network
endpoint for sending the context. c) To identify the structure and type of the
data payload. d) To indicate the client that generated the context.

Answer: c) To identify the structure and type of the data payload.
Explanation: The schemaUri is critical for consumers to correctly interpret
and validate the data contained within the ContextRecord. It acts as a
contract for the data's shape.

2. Which of the following is NOT a common reason for an MCP server to reject a
ContextRecord? a) The data payload does not conform to the specified
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schemalri. b) The client's serverUrl is incorrectly configured. c) The
client is not authorized to send context to the server. d) The ContextRecord
payload size exceeds server limits.

Answer: b) The client's serverUrl is incorrectly configured. Explanation:
If the serverUrl is incorrect, the client would likely fail to connect to the
server at all, resulting in a network error on the client side before the
ContextRecord even reaches the server for rejection. Options a, ¢, and d
are all valid reasons for a server to explicitly reject a received context.

3. When should you inspect the status field within the ContextResponse
object? a) Only when the HTTP response status code is 4xx or 5xx. b)
Always, regardless of the HTTP response status code. c) Only during
development, not in production. d) It is an optional field and rarely needs
inspection.

Answer: b) Always, regardless of the HTTP response status code.
Explanation: A successful HTTP status code (e.g., 200 O0K) only indicates
that the request reached the server. The ContextResponse.status
provides crucial information about whether the context itself was accepted
and processed by the MCP server, or if there were issues like schema
validation failures, even if the HTTP request was technically successful.

Challenge
Challenge: Implement a "User Activity"” Context Client

Design and implement an MCP client that simulates reporting user activity within
a web application.

Requirements:

1. Define a Schema: Create a new schema URI and TypeScript interface for
UserActivityContextData. This schema should include:

o userld (string)

o activityType (e.g., 'page view',k 'button click',
‘form _submission')

o timestamp (ISO 8601 string)
o pageUrl (string, for web activities)
o elementId (optional string, for button clicks/interactions)

o metadata (optional object, for any additional relevant data, e.g.,
browser, OS).
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2. Create an Activity Reporter Class: Build a UserActivityReporter class
that takes the McpClient and userId in its constructor.

3. Implement Reporting Methods:
o reportPageView(pageUrl: string)
o reportButtonClick(pageUrl: string, elementId: string)

o reportFormSubmission(pageUrl: string, formName: string,
formData: Record<string, any>) (For formData, just send a
simplified object, don't worry about full serialization).

4. Simulate Activity: Write a small script that instantiates your
UserActivityReporter and calls its methods to simulate a user navigating
a website and performing actions. Send each activity as a separate
ContextRecord.

5. Error Handling: Ensure your reporter methods include try/catch blocks
for sending context and log any failures gracefully.

This challenge will solidify your understanding of schema design, client-side data
gathering, and sending diverse context types.

Summary

This chapter walked you through the foundational steps of building an MCP client
using the TypeScript SDK. You learned that clients are essential for observing real-
world states and transforming them into structured ContextRecords. We covered
initializing the McpClient, defining context schemas, constructing
ContextRecords with relevant data and metadata, and sending them to an MCP
server. Furthermore, we emphasized the importance of robust error handling and
interpreting ContextResponse to ensure context delivery and acceptance. With
these skills, you are now equipped to start integrating your own applications into
the Model Context Protocol ecosystem.

@ TL;DR

¢ MCP clients observe environments and send structured data as
ContextRecords.

* The TypeScript SDK's McpClient is the core for client-side interaction.

* ContextRecords require a schemalri to define their data structure.
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* Always check the ContextResponse.status for successful context

processing.

* Implement robust error handling for network, authentication, and schema

issues.

“> Core Flow

1.

Initialize McpClient: Configure with serverUrl and optional
authentication.

. Define Context Schema: Create a URI and TypeScript interface for your

context data.

. Gather Data: Collect relevant information from your client's environment.
. Create ContextRecord: Populate schemalri, data, and metadata fields.

. Send Context: Use client.sendContext(record) and await the

ContextResponse.

. Handle Response: Inspect ContextResponse.status and message for

success or failure.

%’ Key Takeaway

Building an effective MCP client is about more than just sending data; it's about
meticulously structuring that data with clear schemas, understanding potential

failure modes, and ensuring that the context provided is both accurate and

genuinely useful for the intelligent tools that consume it.
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CHAPTER 05

Building a Robust MCP Server
with the TypeScript SDK

Why This Chapter Matters

In the evolving landscape of intelligent tools and Al agents, the ability to provide
dynamic, structured, and relevant context is paramount. Without it, these tools
operate in a vacuum, leading to generic, often unhelpful, outputs. This chapter is
your guide to building the backbone of such a system: a Model Context Protocol
(MCP) server.

An MCP server acts as the intelligent interface between your data sources and the
consuming tools. It's where you define what "context" means for your
applications, how that context is retrieved and processed, and how it's presented
in a standardized way. Mastering MCP server development means you can
empower intelligent agents with real-time, domain-specific understanding,
moving from static, pre-trained models to dynamic, context-aware systems that
genuinely understand your project, your team, or your user's specific needs. This
is about building the future of intelligent automation, not just consuming it.

Learning Objectives
By the end of this chapter, you will be able to:

* Understand the fundamental architecture and lifecycle of an MCP server.

* Initialize and configure an MCP server using the TypeScript SDK.

* Define and register custom context types and their schemas.

* Implement context resolvers to fetch and process data from various sources.
* Incorporate robust error handling and logging into your MCP server.

* Apply best practices for building performant and maintainable MCP server
applications.
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The Role of an MCP Server: A Data Bridge for
Intelligence

At its core, an MCP server is a specialized APl endpoint designed to serve
structured context to MCP clients (which could be IDE extensions, Al agents, or
other intelligent tools). It doesn't just return raw data; it understands what
context is being requested and how to transform underlying data into a format
that's immediately useful for intelligent processing.

Think of it as a smart data proxy. Instead of an Al agent needing to know how to
query your database, parse your project files, or understand your API
documentation, it simply asks the MCP server for project structure or

api spec, and the server handles all the complexities, returning a standardized,
well-defined context object.

MCP Server Request Lifecycle

The lifecycle of a typical MCP server request involves several key steps:

1. Request Reception: An MCP client sends a
GET /context/{contextType} or POST /context/{contextType} request
to the server, often including query parameters or a request body with
specific arguments (e.g., path=src/index.ts).

2. Authentication/Authorization (Optional but Recommended): The
server verifies the client's identity and permissions to access the requested
context.

3. Context Type ldentification: The server identifies the contextType
requested (e.g., project structure, dependency graph, api spec).
4. Argument Extraction: Any arguments provided by the client are parsed

and validated.

5. Resolver Invocation: The server dispatches the request to a registered
"resolver" function specifically designed for that contextType.

6. Data Retrieval & Processing: The resolver interacts with internal or
external data sources (file system, database, external APIs) to fetch raw
data. It then processes, transforms, and structures this data according to the
context type's schema.

7. Context Object Construction: The processed data is packaged into a
ModelContext object.

8. Response Generation: The ModelContext object is serialized and sent
back to the client.
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Here's a simplified visual representation of this flow:

MCP Client L
A —
Request Coniéxt

PRENN S
’ MCP Server

|

|

} |
| |

|

[

Authenticate Send Context
No Yes

3

Unauthorized Error Identify Context Type

Ny

Generate Context Object

Core Components of an MCP Server
* ModelContextServer: The central orchestrator. It listens for requests,
routes them, and manages registered context types and resolvers. (Provided
by the TypeScript SDK).
* Context Types & Schemas: Definitions of the different kinds of context
your server can provide, including their expected data structure (e.g., using
JSON Schema).
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* Context Resolvers: Functions that contain the actual logic for fetching,
processing, and returning specific context types. These are where you
connect to your data sources.

* Context Store (Optional): A mechanism for caching or persisting context,
especially for frequently requested or expensive-to-generate contexts.

Initializing an MCP Server with the TypeScript SDK

The TypeScript SDK provides the ModelContextServer class, which simplifies the
process of setting up an MCP server.

s Key Idea: An MCP server is a specialized HTTP server that serves structured
context.

Basic Server Setup

Let's start by creating a minimal server.

Building a Robust MCP Server with the TypeScript SDK
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// server.ts
import { ModelContextServer } from "@modelcontextprotocol/typescript-sdk";
import { resolve } from "path";

// Define a simple context type for project information
interface ProjectInfoContext {

projectName: string;

rootDir: string;

description: string;

version: string;

}

// Create an instance of the MCP server
const server ModelContextServer({
port: 3000, // The port the server will listen on
// You can optionally add a base path for context endpoints
// basePath: "/mcp/v1",
3

// Register a context type and its resolver
server.registerContextType({
type: "project info", // The unique identifier for this context
schema: { // A simple JSON Schema for validation and documentation
type: "object",
properties: {
projectName: { type: "string", description: "Name of the project" },
rootDir: { type: "string", description: "Root directory path" },
description: { type: "string", description: "Project description" },
version: { type: "string", description: "Project version" },
}I
required: ["projectName", "rootDir", "description", "version"],
b
resolver: async (args: Record<string, any>): Promise<ProjectInfoContext> => {
// In a real application, you'd fetch this from package.json, a config
file, etc.
console.log("Resolving project info context with args:", args);
return {
projectName: "MyAwesomeProject",
rootDir: resolve("./"), // Current directory
description: "A sample project for MCP server demonstration.",
version: "1.0.0",

T

}
)

// Start the server
server.start()
.then(() == {
console.log( MCP server started on port ${server.port}’);
console.log( Access project info context at: http://localhost:$
{server.port}/context/project info");
})
.catch((error) => {
console.error("Failed to start MCP server:", error);
process.exit(1l);

3

// Handle graceful shutdown

process.on("SIGTERM", async () => {
console.log("SIGTERM received. Shutting down MCP server...
await server.stop();
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process.exit(0);
1)
process.on("SIGINT", async () => {
console.log("SIGINT received. Shutting down MCP server...");

await server.stop();
process.exit(0);

1}

To run this: 1. Initialize a new Node.js project: npm init -y 2. Install the SDK:
npm install @modelcontextprotocol/typescript-sdk 3. Install TypeScript
and ts-node for easy execution: npm install -D typescript ts-node
@types/node 4. Create tsconfig.json (minimal): json { "compilerOptions":

{ "target": "es2020", "module": "commonjs", "strict": true,
"esModuleInterop": true, "skipLibCheck": true,
"forceConsistentCasingInFileNames": true, "outDir": "./dist" },

"include": ["server.ts"] } 5. Runthe server: npx ts-node server.ts

Once running, you can access http://localhost:3000/context/project info
in your browser or with curl.

Quick Note: The resolver function receives args which are typically
derived from query parameters for GET requests, or the request body for POST
requests. This allows clients to ask for specific subsets or filtered context.

Worked Example: Dynamic Project File Context

Let's build a more practical server that can provide a list of .ts files in a given
directory, demonstrating how resolvers can interact with the file system and
handle arguments.

Scenario

An intelligent agent needs to understand the TypeScript files within a specific sub-
directory of a project to suggest refactorings or generate documentation.

Implementation Steps
1. Define ProjectFilesContext interface and schema.
2. Implement a resolver that reads directory contents.

3. Register the new context type with the server.
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// server.ts (continued or new file)

import { ModelContextServer } from "@modelcontextprotocol/typescript-sdk";
import { readdir, stat } from "fs/promises"; // For async file system
operations

import { join, resolve } from "path";

// --- Previous server setup and project info context (omitted for brevity) ---
// Assume “server’ instance is already created and "project info™ is
registered.

// Define the interface for our new context type
interface ProjectFilesContext {
directory: string;
files: Array<{
name: string;
path: string;
size: number; // in bytes
isDir: boolean;
}>;
}

server.registerContextType({
type: "project files",
schema: {
type: "object",
properties: {
directory: { type: "string", description: "The directory path scanned" },
files: {
type: "array",
items: {
type: "object",
properties: {
name: { type: "string", description: "File/directory name" },
path: { type: "string", description: "Absolute path" },
size: { type: "number", description: "Size in bytes (0 for
directories)" },
isDir: { type: "boolean", description: "True if it's a directory" }

}I
required: ["name", "path", "size", "isDir"],
}I
}I
}I
required: ["directory", "files"],
}!
resolver: async (args: { path?: string }): Promise<ProjectFilesContext> => {
const targetPath args.path resolve(args.path) resolve("./");
console.log( Resolving project files context for path: ${targetPath}’);

try {
const entries await readdir(targetPath, { withFileTypes: true });
const filesInfo await Promise.all(
entries
.filter(entry => entry.name.endsWith(".ts") entry.isDirectory()) /
/ Only .ts files or directories
.map(async (entry) => {
const entryPath join(targetPath, entry.name);
let size 0;
try {
if (entry.isFile()) {
const stats await stat(entryPath);
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size stats.size;
}
} catch (statError) {
console.warn( Could not get stats for ${entryPath}: , statError);
// Gracefully handle stat errors, e.g., permission denied

}

return {
name: entry.name,
path: entryPath,
size: size,
isDir: entry.isDirectory(),

1)
);

return {
directory: targetPath,
files: filesInfo,
b
catch (error) {
console.error( Error reading directory ${targetPath}:, error);
// Re-throw or return an error object that the server can handle
throw Error( Failed to read directory: ${targetPath}. Error: $
{error.message} );
}
},
};

// ... (server start and shutdown logic)

Now, when you run the server, you can query:

* http://localhost:3000/context/project files (for the current
directory)

* http://localhost:3000/context/project files?path=src (if you have

a src directory)

Real-world insight: Resolvers often involve asynchronous operations like
database queries, API calls, or file system access. Always use async/await and
handle potential errors.

Error Handling and Robustness

A robust MCP server must gracefully handle errors, whether they originate from
invalid client requests, internal resolver logic, or external data source failures.

I\ What can go wrong:
* Invalid contextType: Client requests a context that doesn't exist.

* Missing/Invalid Arguments: A resolver expects a path argument, but it's
missing or malformed.
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* External System Failure: A database is down, or an external API returns
an error.

e Permissions Issues: The server cannot access a file or resource.

* Resolver Logic Bugs: Uncaught exceptions within your resolver code.

The ModelContextServer automatically handles unknown context types and
basic HTTP errors. However, you are responsible for error handling within your
resolvers.

Implementing Error Handling in Resolvers

In the project files resolver above, we added a try...catch block. When an
error occurs, we throw new Error(...).The ModelContextServer will catch
this thrown error and convert it into an appropriate HTTP response (e.g., a 500
Internal Server Error) with an error message.

You can also return more specific error information if your client expects it:

Error( Directory not found or inaccessible: ${targetPath}’);

Logging
Comprehensive logging is essential for debugging and monitoring your server.
Integrate a logging library like winston or pino into your server and resolvers.
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// server.ts (logging example)
import { ModelContextServer } from "@modelcontextprotocol/typescript-sdk";
import { createlLogger, format, transports } from 'winston';

const logger createlLogger({
level: 'info',
format: format.combine(
format.timestamp({ format: 'YYYY-MM-DD HH:mm:ss' }),
format.errors({ stack: true }),
format.splat(),
format.json()
),
transports: [
transports.Console({
format: format.combine(
format.colorize(),
format.simple()
)
1),

// new transports.File({ filename: 'mcp-server-error.log', level:
‘error' }),
// new transports.File({ filename: 'mcp-server-combined.log' }),
1,
});

// ... (server instance creation)

server.registerContextType({
type: "project info",
// ... schema
resolver: async (args: Record<string, any>): Promise<ProjectInfoContext> => {
logger.info("Resolving project info context", { args });
// ... resolver logic
return { /* ... */ };
H
});

// ... (other context types)

server.start()
.then(() => {
logger.info( MCP server started on port ${server.port}’);
1)
.catch((error) => {
logger.error("Failed to start MCP server:", error);
process.exit(1l);

3

P |

, Optimization / Pro tip: Use structured logging (e.g., JSON format) for
easier parsing by log aggregation tools like ELK stack or Splunk.
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Code Lab: Expanding Context with External Data
and Error Handling

Let's enhance our MCP server to provide a more complex context: a simplified
dependency graph for a Node.js project, which involves reading package.json
and handling potential errors if the file is missing or malformed.

Goal

Create a dependency graph context that lists direct dependencies from
package.json and their versions. The resolver should gracefully handle cases
where package.json is not found or is invalid.

Steps
1. Define DependencyGraphContext interface and schema.
2. Implement a resolver that reads package.json.

3. Add robust error handling for file not found and JSON parsing
errors.

4. Register this new context type.
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// server.ts (continued)

import { ModelContextServer } from "@modelcontextprotocol/typescript-sdk";
import { readFile } from "fs/promises";

import { join, resolve } from "path";

// Assume logger is initialized as shown previously

// --- Existing server instance and project info, project files contexts ---

// Define the interface for our new context type
interface DependencyGraphContext {
filePath: string;
dependencies: Record<string, string>; // packageName: version
devDependencies: Record<string, string>;
peerDependencies: Record<string, string>;

}

server.registerContextType({
type: "dependency graph",
schema: {
type: "object",
properties: {
filePath: { type: "string", description: "Path to the package.json
file" },
dependencies: {
type: "object",
additionalProperties: { type: "string" },
description: "Production dependencies",
}I
devDependencies: {
type: "object",
additionalProperties: { type: "string" },
description: "Development dependencies",
}I
peerDependencies: {
type: "object",
additionalProperties: { type: "string" },
description: "Peer dependencies",
}I
}I
required: ["filePath", "dependencies", "devDependencies", "peerDependencies
"]I
|
resolver: async (args: { path?: string }): Promise<DependencyGraphContext
=>{
const targetDir = args.path resolve(args.path) resolve("./");
const packageJsonPath = join(targetDir, "package.json");
logger.info( Resolving dependency graph context for: ${packageJsonPath});

try {
const fileContent await readFile(packagelsonPath, "utf-8");
const packagelson JSON.parse(fileContent);

return {
filePath: packageJsonPath,
dependencies: packageJson.dependencies {},
devDependencies: packageJson.devDependencies {},
peerDependencies: packagelson.peerDependencies {},
};
} catch (error) {
if (error.code "ENOENT ') {
logger.warn( package.json not found at ${packagelsonPath}’);
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throw Error( No package.json found in ${targetDir}.");
} else if (error SyntaxError) {
logger.error( Invalid package.json at ${packagelsonPath}: , error);
throw Error( Invalid package.json format in ${targetDir}.’);
} else {
logger.error( Failed to read or parse package.json at $
{packagelsonPath}:", error);
throw Error("Failed to get dependency graph for ${targetDir}: ${err
or.message}’);

(server start and shutdown logic)

Now, restart your server and try accessing:

* http://localhost:3000/context/dependency graph (from your project
root)

* http://localhost:3000/context/dependency graph?path=./non-
existent-dir (to test error handling)

2 Important: Carefully design your context schemas. They are the contract
between your server and clients. Good schemas enable robust validation and
clearer communication.

Security Considerations

While the MCP protocol itself doesn't mandate specific security mechanisms, a
production-grade MCP server must implement them.

* Authentication: Verify the identity of the client making the request. This
could be API keys, OAuth tokens, or JWTs. The ModelContextServer is built
on a standard HTTP server (like Express), allowing you to integrate
middleware for authentication.

* Authorization: After authentication, determine if the authenticated client
has permission to access the specific context type or specific arguments
(e.g., a client might be allowed project info but not database schema).
This logic would typically live in middleware before your resolver or at the
very beginning of your resolver.

* Input Validation: Beyond basic schema validation, sanitize and validate all
client-provided arguments (e.g., paths, IDs) to prevent injection attacks or
path traversal vulnerabilities.
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* Rate Limiting: Protect your server from abuse by limiting the number of
requests a client can make within a certain timeframe.

Differentiating Core MCP and Extensions (MCP
Apps)

It's crucial to understand the distinction between the core Model Context Protocol
and its extensions, such as the MCP Apps Extension (2026-01-26).

* Core MCP: Defines the fundamental mechanisms for requesting and
providing structured context (e.g., /context/{contextType} ). It's about
the what and how of context exchange. Your server implements this core.

* MCP Apps Extension: Builds upon the core protocol to enable intelligent
tools to discover and interact with "apps" that can perform actions or
provide specific context related to a defined application. For example, an
"issue tracker app" might expose issue details context and
create issue actions.

Your MCP server can be designed to serve both core MCP contexts and contexts
defined by extensions. The SDK's registerContextType method is flexible
enough to define any context type, regardless of whether it's part of the core spec
or an extension. If an extension specifies additional endpoints or interaction

patterns, you might need to add custom route handlers alongside the SDK's
default /context routes.

Checkpoint

Consider a scenario where you need to provide a user profile context. This
context might include sensitive information like email addresses or internal IDs.

1. How would you secure this context type to ensure only authorized clients
can access it?

2. What kind of args might a user profile resolver expect from a client?

MCQs

1. What is the primary purpose of a resolver function in an MCP server? a) To
define the schema for a context type. b) To handle HTTP request routing for
all endpoints. c) To implement the logic for fetching, processing, and
returning a specific context type. d) To store cached context objects.
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Answer: c) Resolvers are the core business logic units responsible for
generating the actual context data.

2. Which of the following is NOT a good practice for handling errors within an
MCP server resolver? a) Using try...catch blocks for asynchronous
operations. b) Throwing specific Error objects with descriptive messages.
¢) Silently failing and returning an empty context object, even if data
retrieval failed. d) Logging errors with sufficient detail (e.g., stack traces).

Answer: c) Silently failing makes debugging difficult and can lead to
intelligent tools operating on incomplete or incorrect assumptions. It's better
to signal an error.

3. How does the ModelContextServer typically handle an unknown
contextType requested by a client? a) It attempts to guess the correct
context type based on the request. b) It logs a warning and returns an
empty object. ¢) It returns an HTTP error response, usually 404 Not Found. d)
It forwards the request to a default resolver.

Answer: c) The server should respond with an appropriate HTTP error (like
404) if a requested resource (context type) does not exist.

Challenge: Implementing a Dynamic API
Specification Context

Task: Extend your MCP server to provide an api spec context.
Requirements:

1. Define a new api spec context type.

2. The context should return a simplified OpenAPIl/Swagger-like specification
(e.g., just a list of endpoints with their HTTP methods and basic descriptions)
for a hypothetical API.

3. The resolver should accept an optional serviceName argument. If
serviceName is provided, it should return the spec for that specific service;
otherwise, it should return a consolidated spec for all services.

4. Store your hypothetical API specs as simple JSON files (e.g., api-
gateway.json, user-service.json)in a specs subdirectory.

5. Implement robust error handling:

o If serviceName is provided but no matching spec file is found, return
an error indicating the service was not found.

o If a spec file is found but its JSON content is invalid, return an error.
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Ensure proper logging for both success and failure cases.

This challenge will require you to combine file system interaction, argument
parsing, conditional logic, and comprehensive error handling.

Summary

This chapter has equipped you with the knowledge and practical skills to build
robust Model Context Protocol servers using the TypeScript SDK. You've learned

how to define context types, implement resolvers to bridge data sources, and

incorporate critical aspects like error handling and logging. By serving dynamic,
structured context, your MCP server becomes a powerful enabler for next-
generation intelligent tools, allowing them to operate with a deeper, more

relevant understanding of their operational environment.

@ TL;DR

MCP servers provide dynamic, structured context to intelligent tools via a
standardized protocol.

The TypeScript SDK's ModelContextServer simplifies server setup and
context registration.

Context resolvers are functions that encapsulate the logic to fetch,
process, and return specific context types.

Robust error handling within resolvers (e.g., try...catch) is crucial for
production systems.

Security (auth, authz, input validation) and comprehensive logging are non-
negotiable for real-world deployments.

“> Core Flow

. Initialize ModelContextServer with port and optional base path.
. Define context interface and JSON schema for each context type.

. Implement resolver functions for each context type, handling data

retrieval and processing.

. Register context types with the server using

server.registerContextType() .

. Start the server and handle graceful shutdown signals.
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4%’ Key Takeaway

An MCP server is more than just a data API; it's a semantic layer that translates
raw data into actionable, structured context, enabling intelligent systems to
operate with unprecedented domain-specific awareness and reducing the
cognitive load on client-side Al logic.
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CHAPTER 06

MCP Extensions: Diving into
MCP Apps and Crafting Custom
Solutions

Imagine building an intelligent assistant that needs to understand not just your
immediate request, but also the specific application you're using, its current state,
and what actions are available within it. This goes beyond simple text commands;
it requires rich, structured context. This chapter delves into how the Model
Context Protocol (MCP) achieves this through its powerful extension mechanism,
with a particular focus on the MCP Apps Extension.

Why This Chapter Matters

The core Model Context Protocol provides a robust foundation for sharing abstract
context. However, real-world systems often require highly specialized, domain-
specific context that goes beyond these fundamentals. This is where extensions
come in. Understanding and utilizing MCP extensions—both existing ones like MCP
Apps and the ability to craft your own—is crucial for building truly intelligent,
adaptable, and integrated tools. Without extensions, MCP would be a rigid
protocol, unable to evolve with the diverse needs of an intelligent ecosystem.
Mastering this chapter means unlocking the full potential of MCP for your
applications, allowing you to design systems that are deeply aware of their
operational environment.

Learning Objectives
By the end of this chapter, you will be able to:

* Explain the fundamental purpose and architectural role of MCP Extensions.

» Differentiate between the core MCP protocol and the functionality provided
by extensions.

* Understand the structure and use cases of the MCP Apps Extension.

* Implement an MCP client to request and process AppDefinition and
AppState context using the TypeScript SDK.

* Design and define a custom MCP extension schema for a specific domain.

* Implement both an MCP context provider and client for a custom extension.
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* Analyze the tradeoffs and considerations for versioning, security, and
performance when designing and deploying MCP extensions.

The Power of Protocol Extensions

The Model Context Protocol is designed to be extensible. While its core
specification defines fundamental context types and interaction patterns, it
cannot foresee every possible type of context an intelligent tool might need. This
is why extensions exist: to allow for the definition of new, specialized context
types and associated schemas without modifying the core protocol.

®* Key Idea: Extensions enable MCP to be a universal context language,
adapting to new domains and specific application needs without breaking
backward compatibility.

Core MCP vs. Extensions: A Comparison

Think of the core MCP as the operating system kernel, providing essential
services. Extensions are like device drivers or application frameworks, adding
specific capabilities.

Feature Core MCP MCP Extensions

Purpose Universal, foundational context = Domain-specific, specialized context.
sharing.

Context text, document, code, json, AppDefinition, AppState,

Types etc. DatabaseSchema, etc.

Specificati = Centralized, stable protocol. Separate specifications, versioned

on independently.

Evolution Slow, careful, broad consensus. = Rapid, domain-specific, community-

driven.

Identificati Implicit via context type Explicit extension id and specific

on string. context type.

Responsibi Defines basic structure & Defines detailed schemas & semantic

lity interaction. meaning.

“2 Important: An MCP context provider can support multiple extensions
simultaneously, offering a rich, layered view of its environment.
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Deep Dive: The MCP Apps Extension

One of the most significant and widely adopted extensions is the MCP Apps
Extension. Its purpose is to provide structured, dynamic context about software
applications themselves—what they are, what state they are in, and what actions
they can perform. This is critical for intelligent agents that need to interact with or
understand user activity within various applications (e.g., an IDE, a chat client, a
design tool).

Why MCP Apps?

Before MCP Apps, an intelligent tool might have to rely on screen scraping,
heuristic parsing of Ul elements, or custom integrations for each application. This
was fragile and non-standardized. MCP Apps provides a protocol for applications
to self-describe their state and capabilities, making them "intelligible" to
intelligent tools.

Real-world insight: Imagine an Al assistant that can automatically generate
a Jira ticket from your current IDE context, pre-filling the branch name, file path,
and even a code snippet. This requires the IDE to expose its state in a structured,
machine-readable way, which is precisely what MCP Apps facilitates.

Key Concepts and Schema Structure
The MCP Apps Extension (specification current as of 2026-01-26) defines several
crucial context types under its extension id. The most prominent are:

* AppDefinition: Describes the application itself—its name, version,

capabilities, available actions, and Ul elements. This is largely static.

* AppState: Describes the current runtime state of the application—e.g.,
active document, selected text, current view, open project. This is highly
dynamic.

» AppAction: Defines specific actions an application can perform, which an
intelligent tool might invoke.

These context types are identified by a specific context type string (e.g., app-
definition, app-state) within the MCP Apps extension id.

Schema Example (Simplified Conceptual View):
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// From MCP Apps Extension Specification (Conceptual)

interface AppDefinitionContext {

extension id: "mcp-apps@l.0"; // The unique ID for this extension

context type: "app-definition"; // Specific context type within the extension

app_id: string; // Unique identifier for the application (e.g.,
“com.mycompany.ide")

app_name: string; // Human-readable name (e.g., "MyIDE")

version: string; // Application version

capabilities: string[]; // List of broad capabilities (e.g., "code editing",
"file management")

actions?: AppAction[]; // Array of actions this app can perform

ui elements?: UIElement[]; // Description of key UI elements

}

interface AppStateContext {
extension id: "mcp-apps@l.0";
context type: "app-state";
app_id: string;
current view: string; // e.g., "editor", "settings", "terminal"
active document {
path: string;
line start?: number;
line end?: number;
selection?: string; // Currently selected text
};
open _project {
name: string;
root path: string;
dependencies?: stringl[];
b
status messages?: string[];

}

interface AppAction {

action id: string; // Unique ID for the action (e.g., "open file",
“run_test")

description: string;

parameters { [key: string]: string }; // Expected parameters for the action

}

This structured data allows an intelligent agent to programmatically understand
what an application is, what it's doing, and how to interact with it, rather than
relying on brittle heuristics.

MCP Apps Context Flow

The interaction pattern for MCP Apps is identical to core MCP, but with the added
extension id to scope the context request.
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Intelligent Client Tool
Request Ap[; State Respo.ﬁd App State
IDE App as MCP Provider
Query App Infternals Retu rn‘“Current State
-

Application Logic Ul

Worked Example: Consuming MCP Apps Context

Let's simulate an intelligent client tool written in TypeScript that wants to
understand the current state of a hypothetical IDE (which acts as an MCP
provider). We'll use the official TypeScript SDK.
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// Import necessary types from the SDK
import { MCPClient, ContextRequest, ContextResponse } from '@modelcontextprotoc
ol/typescript-sdk';

// Define the expected structure of the AppState context data.
// In a real project, these interfaces would typically be shared from a
// common schema definition or generated from the extension specification.
interface AppStateData {
app_id: string;
current view: string;
active document {
path: string;
line start?: number;
line end?: number;
selection?: string;
};
open _project {
name: string;
root path: string;
dependencies?: stringl[];
};
status messages?: string[];

}

// Assume an MCP provider is running at this URL.
// In a real scenario, this might be dynamically discovered or configured.
const IDE MCP_PROVIDER URL "http://localhost:8080/mcp';

async function getIdeAppState() {
console. log("Attempting to connect to IDE MCP Provider...");
const client MCPClient (IDE MCP_PROVIDER URL);

const request: ContextRequest {
extension id: "mcp-apps@l.0", // Specify the MCP Apps extension
context type: "app-state", // Request the app-state context
// Additional filters could be added here, e.g., for a specific app_ id

e

try {
console.log("Requesting AppState context from IDE...");
const response: ContextResponse await client.requestContext(request);

if (response.contexts response.contexts.length 0) {
const appStateContext response.contexts[0]; // Assuming one
relevant context
console. log("\nReceived AppState Context:");
console.log(JSON.stringify(appStateContext.data, null, 2));

// Now, process the structured data with type safety
const appState appStateContext.data as AppStateData;

console.log( \nApplication ID: ${appState.app id}");
console.log( Current View: ${appState.current view} );

if (appState.active document) A{
console.log( Active Document: ${appState.active document.path}
NE
if (appState.active document.selection) {
console.log( Selected Text: "${appState.active document.sel
ection}"");
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}

if (appState.open project) {
console.log( Open Project: ${appState.open project.name}
(Path: ${appState.open project.root path})’);

}

// Example of using received actions (if available in
AppDefinition)
// (This example focuses on AppState, but similar logic applies to
AppDefinition)
} else {
console.log("No AppState context received from the IDE.");
}
} catch (error) {
console.log( Error fetching AppState: ${(error as Error).message} );
console.log("Ensure the IDE MCP Provider is running at " IDE MCP_PROV
IDER URL);
}
}

// To run this example, you'd need a mock MCP provider that responds with
AppState.
// For now, imagine the output:
[
{
"extension_id": "mcp-apps@l.0",
"context type": "app-state",
"app_id": "com.example.myide",
"current view": "editor",
"active document": {
"path": "/home/user/project/src/main.ts",
"line start": 10,
"line end": 15,
"selection": "console.log('Hello MCP!"');"
b
"open _project": {
“name": "MCP-Demo-Project",
“root path": "/home/user/project"

}

}
* /

// getldeAppState(); // Uncomment to run if a provider is available

This example demonstrates how an intelligent client can precisely request and
interpret application-specific context, enabling deeper integration and more
powerful automation.

Code Lab: Building a Basic MCP App Provider

Now, let's flip roles and build a simple MCP provider that serves AppDefinition
and AppState context for a mock "Task Manager" application.

MCP Extensions: Diving into MCP Apps and Crafting Custom Solutions 85



AIVOID [https://aivoid.dev]

Setup

You'll need a basic Node.js project with the TypeScript SDK installed.

npm init -y

npm install @modelcontextprotocol/typescript-sdk express npm install
-D typescript @types/node @types/express npx tsc --init (ensure
target is es2020 or higher, module is commonjs or esnext)

Create src/app-provider.ts:
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// src/app-provider.ts

import express from 'express';

import { MCPProvider, ContextRequest, ContextResponse, Context } from '@modelco
ntextprotocol/typescript-sdk';

const app express();
app.use(express.json()); // For parsing application/json

// Define our mock Task Manager App's static definition
const taskManagerAppDefinition: Context {
extension id: "mcp-apps@l.0",
context type: "app-definition",
data: {
app_id: "com.example.taskmanager",
app_name: "Task Manager",
version: "1.2.0",
capabilities: ["task management", "project tracking"],
actions: [
{ action_id: "create task", description: "Creates a new task", para
meters: { title: "string", description: "string" } },
{ action id: "complete task", description: "Marks a task as
complete", parameters: { task id: "string" } },
]
}
};

// Simulate dynamic AppState
let currentActiveTask: string null "Fix bug in auth module";
let currentView: "list" "detail" "list";

function getTaskManagerAppState(): Context {
return {
extension id: "mcp-apps@l.0",
context type: "app-state",
data: {
app_id: "com.example.taskmanager",
current view: currentView,
active task: currentActiveTask ? {
id: "task-123", // In a real app, this would be dynamic
title: currentActiveTask,
priority: "High"
} null,
open _projects: ["Project Alpha", "Project Beta"],
unread notifications: 3

E
}

// Create an MCP Provider instance
const mcpProvider MCPProvider();

// Register a handler for MCP Apps extension contexts
mcpProvider.onContextRequest(async (request: ContextRequest): Promise<ContextRe
sponse> => {

console.log( Received context request: ${JSON.stringify(request)}’);

const contexts: Context[] [1;
if (request.extension id "mcp-apps@l.0") {

if (request.context type "app-definition") {
contexts.push(taskManagerAppDefinition);
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} else if (request.context type "app-state") {
contexts.push(getTaskManagerAppState());
}
} else {
// Fallback for core MCP context types (e.g., if we also supported
"text')
// For this lab, we'll only respond to mcp-apps.
console.log( " Unsupported extension id or context type: ${request.extens
ion_id}/${request.context type} );
}

return { contexts };

)

// Expose the MCP provider via an Express route
app.post('/mcp', (req, res) => {
// The SDK's handleRequest method processes the incoming MCP request
mcpProvider.handleRequest(req.body)
.then(response => res.json(response))
.catch(error => {
console.error("Error handling MCP request:", error);
res.status(500).json({ error: error.message });
})i
});

// Simple routes to simulate app state changes (for testing)
app.post('/update-task', (req, res) => {
const { taskTitle } req.body;
currentActiveTask taskTitle null;
currentView "detail";
res.json({ message: “Active task set to: ${currentActiveTask} });
console.log( App state updated: active task is now "${currentActiveTask}"")

.post('/clear-task', (req, res) => {

currentActiveTask null;

currentView "list";

res.json({ message: "Active task cleared." });
console.log("App state updated: active task cleared.");

const PORT 8080 ;
app.listen(PORT, () => {

console.log (" Task Manager MCP Provider listening on http://localhost:$
{PORT}/mcp");

console.log( Test state updates via http://localhost:${PORT}/update-task
(POST) or /clear-task (POST));
});

To run this: 1. Compile: npx tsc 2. Run: node dist/app-provider.js

Now, you can use the client code from the "Worked Example" section (or a tool
like curl) to query this provider:
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# Request AppDefinition

curl -X POST -H "Content-Type: application/json" \
-d '{"extension id": "mcp-apps@l.0", "context type": "app-definition"}' \
http://localhost:8080/mcp

# Request AppState

curl -X POST -H "Content-Type: application/json" \
-d '{"extension id": "mcp-apps@l.0", "context type": "app-state"}' \
http://localhost:8080/mcp

# Update app state (simulated)

curl -X POST -H "Content-Type: application/json" \
-d '{"taskTitle": "Review Chapter 6"}' \
http://localhost:8080/update-task

# Request AppState again to see the change

curl -X POST -H "Content-Type: application/json" \
-d '{"extension id": "mcp-apps@l.0", "context type": "app-state"}' \
http://localhost:8080/mcp

This lab provides a concrete understanding of how applications can expose their
internal state and capabilities through the MCP Apps extension.

Crafting Custom MCP Extensions

While MCP Apps covers general application context, your system might have
highly specialized needs. For instance, a gaming engine might need to expose
context about the current game level, player inventory, or quest status. A medical
imaging system might need to share context about a specific patient scan region.
In these cases, you design your own custom MCP extension.

When to Build Custom?

* No existing extension fits: The context is unique to your domain or
application.

* Specific performance/payload needs: You need a highly optimized
schema for your particular data.

* Proprietary data: You're exposing internal, non-standardized data
structures.

. What can go wrong: Over-customization can lead to fragmentation. Before
building a custom extension, always check if an existing one (even if not explicitly
mentioned here) or a combination of core MCP types could suffice. Contributing to
existing extensions or proposing new standard ones is often preferable to creating
isolated, proprietary extensions.
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Defining a Custom Extension Schema

1. Choose a unique extension_id: This should ideally follow a reverse-
domain name pattern (e.g., com.yourcompany.project.myextension@l.o).
Include a version number to signal schema changes.

2. Define context_type values: Within your extension, you might have
several distinct types of context (e.g., game-state, player-inventory).

3. Specify the JSON schema: Clearly define the structure, data types, and
required/optional fields for each context type within your extension. Use a
schema definition language (like JSON Schema or TypeScript interfaces) for
clarity.

Example: Game State Extension

Let's define a simple com.example.game.gamestate@l.0® extension.

// Custom Extension Schema Definition (TypeScript)
// extension id: com.example.game.gamestate@l.®

interface GameStateContext {

extension id: "com.example.game.gamestate@l.0";

context type: "current-level-state";

data: {
level id: string;
level name: string;
player health: number;
player mana: number;
current quest id: string;
nearby enemies: { id: string; type: string; distance: number;

game_mode: "solo" "multiplayer";
elapsed time seconds: number;
};
}

interface PlayerInventoryContext {

extension id: "com.example.game.gamestate@l.0";

context type: "player-inventory";

data: {
player id: string;
items: { item id: string; name: string; quantity: number; }[1;
gold amount: number;
b
}

Implementing a Custom Extension Provider

The process is similar to the MCP Apps provider, but you'll handle your custom
extension id and context type values.
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// src/game-provider.ts (Simplified)

import express from 'express';

import { MCPProvider, ContextRequest, ContextResponse, Context } from '@modelco
ntextprotocol/typescript-sdk';

const app = express();
app.use(express.json());

const MY CUSTOM EXTENSION ID "com.example.game.gamestate@l.0";

// Simulate dynamic game state

let currentLevel "Forest of Whispers";
let playerHealth 100;

let gold 500;

function getGamelLevelState(): Context {
return {
extension id: MY CUSTOM EXTENSION ID,
context type: "current-level-state",
data: {
level id: "1lvl-001",
level name: currentLevel,
player health: playerHealth,
player mana: 75,
current quest id: "quest-start",
nearby enemies: [{ id: "goblin-1", type: "Goblin", distance: 15 }1],
game_mode: "solo",
elapsed time seconds: 120

T
}

function getPlayerInventoryState(): Context {
return {
extension id: MY CUSTOM EXTENSION ID,
context type: "player-inventory",
data: {
player id: "player-alpha",
items: [
{ item _id: "sword-iron", name: "Iron Sword", quantity: 1 },
{ item _id: "potion-hp", name: "Health Potion", quantity: 3 }
1,
gold amount: gold

iE
}

const mcpProvider MCPProvider();

mcpProvider.onContextRequest(async (request: ContextRequest): Promise<ContextRe
sponse> => {
console.log( Received custom context request: ${JSON.stringify(request)}’);
const contexts: Context[] [1;

if (request.extension id MY CUSTOM EXTENSION ID) {
if (request.context type "current-level-state") {
contexts.push(getGameLevelState());
} else if (request.context type "player-inventory") {
contexts.push(getPlayerInventoryState());
}

MCP Extensions: Diving into MCP Apps and Crafting Custom Solutions




AIVOID [https://aivoid.dev]

return { contexts };

.post('/mcp-game', (req, res) => {
mcpProvider.handleRequest(req.body)
.then(response => res.json(response))
.catch(error => {
console.error("Error handling custom MCP request:", error);
res.status(500).json({ error: error.message });

1}

.post('/game-event', (req, res) => {

const { eventType, value } req.body;

if (eventType "damage") {
playerHealth value;

res.json({ message: “Player took ${value} damage. Health: ${playerHealt

1)
} else if (eventType "gold") {
gold value;
res.json({ message: “Player gained ${value} gold. Total: ${gold}" });

1)

const GAME PORT 8081;
app.listen(GAME PORT, () => {

console.log( Game MCP Provider listening on http://localhost:${GAME PORT}/
mcp-game’ ) ;

console.log( " Test game events via http://localhost:${GAME PORT}/game-event
(POST) " );
1)

Implementing a Custom Extension Client

Again, the client-side logic mirrors the MCP Apps example, but with your custom
extension id and context type.
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// src/game-client.ts (Simplified)
import { MCPClient, ContextRequest, ContextResponse } from '@modelcontextprotoc
ol/typescript-sdk';

// Define the expected structures for custom game context data.
// These interfaces would typically be shared from a common schema definition
// or generated from your custom extension specification.
interface GameStateData {
level id: string;
level name: string;
player health: number;
player mana: number;
current quest id: string;
nearby enemies: { id: string; type: string; distance: number; }I[];
game_mode: "solo" "multiplayer";
elapsed time seconds: number;

}

interface PlayerInventoryData {
player id: string;
items: { item id: string; name: string; quantity: number; }[];
gold amount: number;

}

const GAME MCP PROVIDER URL "http://localhost:8081/mcp-game’;
const MY CUSTOM EXTENSION ID "com.example.game.gamestate@l.0";

async function getGameContext() {
const client MCPClient (GAME_MCP_PROVIDER URL);

const requestlLevelState: ContextRequest {
extension id: MY CUSTOM EXTENSION ID,
context type: "current-level-state",

E

const requestInventory: ContextRequest {
extension id: MY CUSTOM EXTENSION ID,
context type: "player-inventory",

e

try {
console.log("Requesting Game Level State...");
const levelStateResponse: ContextResponse = await
client.requestContext(requestLevelState);
if (levelStateResponse.contexts levelStateResponse.contexts.length
0) {

console.log("\nGame Level State:");
// Cast to our specific interface for type-safe access
const gameState levelStateResponse.contexts[0].data as GameStateD

console.log(JSON.stringify(gameState, null, 2));
}

console.log("\nRequesting Player Inventory...");
const inventoryResponse: ContextResponse await
client.requestContext(requestInventory);
if (inventoryResponse.contexts inventoryResponse.contexts.length
0) {
console.log("\nPlayer Inventory:");
// Cast to our specific interface for type-safe access
const playerInventory inventoryResponse.contexts[0].data as Playe
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rInventoryData;
console.log(JSON.stringify(playerInventory, null, 2));

}

} catch (error) {
console.log( Error fetching game context: ${(error as Error).message} )

console.log("Ensure the Game MCP Provider is running at " GAME_MCP_PR
OVIDER URL);
}
}

// getGameContext(); // Uncomment to run if provider is available

Architectural Considerations for Extensions

Designing and deploying extensions, whether standard or custom, requires
careful thought about system-level concerns.

Versioning

» extension_id includes version: The standard practice is to include a
major version in the extension id (e.g., mcp-apps@l.0). Incremental,
backward-compatible changes might only update a minor version in
documentation, but breaking changes require a new extension id (e.g.,
mcp-apps@2.0).

* Provider support: Providers should ideally support multiple versions of an

extension to allow for graceful client upgrades.

* Client negotiation: Clients might need a strategy to request the highest
supported version or a specific version they know how to parse.

Security

* Data sensitivity: Extension data can be highly sensitive (e.g., internal
application state, user data).

* Authorization: Providers must implement robust authorization checks to
ensure only authorized clients can request specific contexts or extensions.
This often involves integrating with existing authentication/authorization
systems (e.g., OAuth, API keys).

* Data sanitization: All data exposed via extensions must be carefully
sanitized and validated to prevent injection attacks or exposure of
unintended information.

* Least privilege: Expose only the minimum necessary context.
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Performance
* Payload size: Rich context can lead to large JSON payloads. Optimize
schemas to be concise.
* Context generation cost: Generating dynamic context (especially

AppState) can be CPU or I/O intensive. Providers should cache context
where appropriate and only re-generate when state changes significantly.

* Request frequency: Clients should be mindful of how often they request
context, especially dynamic types. Consider polling intervals or push-based
mechanisms if supported.

@& Optimization / Pro tip: For highly dynamic context, consider a "diffing"
mechanism where the provider only sends changes since the last request, or a
WebSocket-based subscription model if the MCP implementation supports it for
real-time updates.

Error Handling and Resilience

* Malformed requests: Providers must gracefully handle requests for non-
existent extensions or malformed context type values.

* Partial context: If a provider can't fully generate all requested context, it
should respond with what it can provide, along with clear error indicators for

missing parts.

* Client robustness: Clients should be prepared for missing extension ids,
context types, or malformed data within the data payload. Use schema
validation on the client side if possible.

Checkpoint

1. Explain the primary motivation behind introducing MCP extensions rather
than just expanding the core protocol.

2. What is the extension id and why is it crucial for managing different
extensions and their versions?

3. Describe a scenario where a custom MCP extension would be more
appropriate than trying to fit the context into the MCP Apps extension.

MCQs

1. Which of the following best describes the relationship between the core MCP
protocol and its extensions? a) Extensions replace the core protocol for
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specific domains. b) Extensions are optional additions that define specialized
context types and schemas, building upon the core protocol's foundation. c)
The core protocol is only for text context, while extensions handle all other
data types. d) Extensions are only for internal use within a single
application, not for inter-application communication.

Answer: b) Extensions are optional additions that define specialized context
types and schemas, building upon the core protocol's foundation.
Explanation: Extensions augment, rather than replace, the core protocol,
allowing MCP to adapt to diverse domain needs without bloating the
fundamental specification.

2. When designing a custom MCP extension, what is the most critical
consideration for its extension id? a) It must be a single word, lowercase.
b) It should be the same as the app_id if it's an application-specific
extension. ¢) It must be globally unique and ideally include a version number
to manage schema evolution. d) It can be any string, as long as the provider
and client agree on it.

Answer: ¢) It must be globally unique and ideally include a version number
to manage schema evolution. Explanation: A unique extension id
prevents collisions and allows for independent versioning, which is crucial
for the long-term maintainability and interoperability of the extension.

3. What is a key benefit of the MCP Apps Extension for intelligent tools? a) It
standardizes the way applications expose their Ul elements for screen
scraping. b) It allows intelligent tools to dynamically understand an
application's state, capabilities, and available actions. c) It provides a
universal API for controlling any application directly. d) It replaces the need
for traditional inter-process communication mechanisms.

Answer: b) It allows intelligent tools to dynamically understand an
application's state, capabilities, and available actions. Explanation: MCP
Apps provides structured, machine-readable context about applications,
enabling intelligent tools to interact with them in a much more informed and
robust manner than previous methods.

Challenge

Design a "Database Schema" MCP Extension
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Your task is to design a custom MCP extension for exposing database schema
context. This would be invaluable for intelligent tools that need to understand
data structures, generate queries, or perform data analysis.

1. Choose an extension_id: Make it unique and include a version.

2. Define context_type values: You'll likely need at least two: one for the
overall database schema and one for details of a specific table.

3. Specify the JSON schema for each context_type:

o For the overall schema, include database name, type (e.g., PostgreSQL,
MySQL), and a list of table names.

o For a specific table, include table name, column definitions (name,
type, nullable, primary key status), and foreign key relationships.

4. Outline a basic interaction flow: How would an intelligent client request
the schema for a database named analytics db? How would it then
request the schema for a specific table users within that database?

Example Schema Snippets (you should expand and refine these):
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// Proposed extension id: com.yourorg.db.schema@l.0

interface DatabaseSchemaContext {
extension id: "com.yourorg.db.schema@l.0";
context type: "database-overview";
data: {
db_name: string;
db type: "PostgreSQL" "MysSQL" “SQLite" “MongoDB"; // Or more general
tables: { table name: string; row count estimate?: number; }[];
// ... more details
b
}

interface TableSchemaContext {
extension id: "com.yourorg.db.schema@l.0";
context type: "table-details";
data: {
db_name: string;
table name: string;
columns: {
column name: string;
data type: string;
is nullable: boolean;
is primary key: boolean;
default value?: string;
I
foreign keys {
column_name: string;
references table: string;
references column: string;

I

// ... more details

Summary

This chapter illuminated the critical role of MCP extensions in building truly
adaptable and intelligent systems. We explored how extensions, particularly the
MCP Apps Extension, allow applications to expose rich, structured context beyond
the core protocol. You learned to implement both clients and providers for MCP
Apps and understood the principles behind designing your own custom
extensions. Crucially, we covered the architectural considerations of versioning,
security, and performance that are paramount for deploying robust MCP
extensions in production environments. By mastering extensions, you empower
your intelligent tools to understand and interact with the digital world in a far
more nuanced and effective way.
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* TL;DR
* MCP Extensions allow for domain-specific context definitions without altering
the core protocol.
* The extension id identifies a specific extension and its major version.

* MCP Apps Extension provides structured context about applications
(AppDefinition, AppState, AppAction).

* Custom extensions are used when no existing extension fits unique domain
needs.

* Implementing extensions involves defining schemas, and then building
providers to serve and clients to consume the specific extension id and
context type.

* Versioning, security, and performance are crucial architectural
considerations for all MCP extensions.

. Core Flow
1. Identify Need: Determine if core MCP or existing extensions are insufficient
for specific context.

2. Define Schema: Create a unique extension id and define JSON schemas
for custom context types.

3. Implement Provider: Build an MCP provider that listens for requests to
your extension id and dynamically generates the defined context.

4. Implement Client: Develop an MCP client that requests your
extension id and context type, and parses the structured data.

5. Manage Lifecycle: Address versioning, security, and performance for your
extension.

%’ Key Takeaway

The extensibility of MCP is its superpower; it transforms a foundational protocol
into a universal language for dynamic, structured context, enabling intelligent
systems to deeply integrate with any application or domain.
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CHAPTER 07

Advanced MCP Interaction
Patterns and Resilient Error
Handling

As your Model Context Protocol (MCP) applications mature and integrate into
larger, more dynamic systems, the demands on context providers and consumers
grow significantly. Simple request-response patterns might suffice for basic
interactions, but real-world systems require reactivity, efficiency, and unwavering
robustness. This chapter elevates your MCP expertise, diving into sophisticated
interaction patterns and essential strategies for building resilient, fault-tolerant
context-driven applications.

Why This Chapter Matters

In production environments, context isn't static. It changes, often in real-time, and
applications need to react to these changes without constant, inefficient polling.
Moreover, network failures, service outages, and data inconsistencies are not "if"
but "when" scenarios in distributed systems. Mastering advanced MCP patterns
allows you to design systems that are not only responsive and performant but
also capable of gracefully handling the inevitable failures that occur in complex
architectures. This chapter bridges the gap between basic MCP usage and
building enterprise-grade, reliable context-aware applications.

Learning Objectives
By the end of this chapter, you will be able to:

* Design and implement MCP clients and servers that utilize advanced
interaction patterns such as context subscriptions, batching, and conditional
retrieval for enhanced efficiency and responsiveness.

» Categorize common error types in MCP interactions and select appropriate
handling strategies, including retries with exponential backoff, idempotency,
and circuit breakers.

* Implement robust error reporting and observability mechanisms (logging,
tracing, monitoring) for MCP clients and providers to diagnose and resolve
issues effectively.
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* Understand the performance and reliability tradeoffs associated with
different advanced MCP patterns and error handling techniques.

Advanced MCP Interaction Patterns

Moving beyond simple getContext calls, modern applications often require more
dynamic and efficient ways to interact with context. These patterns are essential
for building responsive and scalable context-aware systems.

Context Subscription for Real-time Updates

Polling for context changes is often inefficient, introducing unnecessary network
traffic and latency in detecting updates. For scenarios where context changes
frequently and clients need to react immediately (e.g., dashboards, IDE
extensions, collaboration tools), a subscription model is far superior.

How Subscriptions Work: Instead of repeatedly asking "Has X changed?", a
client tells the MCP provider, "Notify me whenever X changes." This typically
involves a long-lived connection (like WebSockets or Server-Sent Events) over
which the provider pushes updates to the client.

Benefits:

* Reduced Latency: Clients receive updates almost instantly, often within
milliseconds.

* Lower Network Overhead: Eliminates repetitive polling requests, saving
bandwidth and reducing server load.

* Improved Responsiveness: Applications can react to changes in real-
time, enhancing user experience.

The MCP TypeScript SDK provides a subscribeContext method (or similar
streaming API) that allows clients to register for context updates.
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// Example: Subscribing to project status updates
import { MCPClient } from '@modelcontextprotocol/typescript-sdk’;

const client MCPClient({ url: 'http://localhost:3000/mcp' });

async function subscribeToProjectStatus(projectId: string) {
try {
const subscription await client.subscribeContext<{ status: string; progre
ss: number }>(
“project-status/${projectid}",
(contextData) => {
console.log( Project ${projectId} status updated:’, contextData);
// Update UI, trigger workflow, etc.
}I
(error) => {
console.error( Subscription error for project ${projectId}: , error);
// Handle reconnection, backoff, etc.

D

console.log( Subscribed to project status for ${projectId}.’);
return subscription;

} catch (initialError) {
console.error( Failed to establish initial subscription for project ${proje
ctId}:*, initialError);
}
}

// Call the subscription function in a real application context

// const projectSubscription = subscribeToProjectStatus('my-awesome-
project-123");

// To unsubscribe later: projectSubscription.then(s => s?.unsubscribe());

The subscription process involves an initial handshake, followed by a stream of
context updates. The client provides a callback function to process incoming data
and another for error handling.
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Context Change Events
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. Real-world insight: Context subscriptions are critical for interactive

development environments (IDEs) showing real-time linting or build status,
collaborative document editing, and operational dashboards monitoring
system health. They reduce perceived latency and make applications feel
more "live," capable of processing thousands of updates per second.

* I\ What can go wrong: Long-lived connections can drop due to network
instability, server restarts, or load balancers. Clients must implement robust
reconnection logic with exponential backoff. Servers need to manage
connection state and potentially handle backpressure if clients cannot
process updates fast enough, which could lead to memory exhaustion on the
server or dropped updates.

Batching and Aggregating Context Requests

When an application needs several distinct pieces of context at once, making
individual getContext calls can lead to "N+1 query" problems over the network.
Batching allows a client to request multiple context items in a single network
round trip, significantly improving efficiency.

Benefits:

* Reduced Network Latency: Fewer round trips to the server, especially
impactful over high-latency connections.

* Lower Server Load: Fewer individual request-response cycles for the
server to manage.

* Improved Client Performance: Faster initial data loading for complex
views or application states.
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Implementation Approaches: 1. Client-side Batching: The client library
aggregates multiple logical getContext calls into a single getContextBatch
request before sending it over the network. The server then processes these
requests and returns a batched response. 2. Server-side Aggregation: The MCP
provider itself might aggregate data from multiple internal sources before
responding to a single, complex getContext request (e.g., requesting project-
summary which internally pulls project-status, dependencies, and design-
docs).

The MCP specification implicitly supports batching through multiple ContextKey
arguments or a dedicated batch endpoint. The getContextBatch method in the
SDK is designed for this.

// Example: Batching multiple context requests
import { MCPClient } from '@modelcontextprotocol/typescript-sdk';

const client MCPClient({ url: 'http://localhost:3000/mcp' });

async function fetchMultipleContexts() {
try {
const results await client.getContextBatch([
{ key: 'user-profile/123', version: 'latest' },
{ key: 'current-project-id', version: 'latest' },
{ key: 'recent-activity/user/123"', filters: { limit: 5 } }
1);

console.log('Batched context results:', results);

// results would be an array corresponding to the order of requests
const userProfile results[0];

const projectId results[1];

const recentActivity results[2];

catch (error) {
console.error('Error fetching batched contexts:', error);

// fetchMultipleContexts();

e & Optimization / Pro tip: While batching reduces network overhead,
it can increase the complexity of server-side processing. Ensure your MCP
provider can efficiently fan out and fan in requests to its internal data
sources when handling batched requests. Over-batching can also lead to
larger response sizes, potentially negating some benefits if only a small
portion of the batched data is actually needed, especially over constrained
networks.
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Conditional Context Retrieval (Using Filters)

Sometimes, you only need context if certain conditions are met, or you only need
a subset of a larger context object. The MCP specification allows for filters and
metadata in context requests, which can be leveraged for conditional retrieval.
While not a direct "if-then" condition in the protocol, filters allow for selective data
retrieval based on specific criteria, reducing the amount of data transferred and
processed.

Example Use Cases: * Retrieve only the active dependencies of a project. *
Get a list of design-docs that are pending-review. * Fetch recent-activity
but only for the last 24 hours.

// Example: Using filters for conditional retrieval
import { MCPClient } from '@modelcontextprotocol/typescript-sdk';

const client MCPClient({ url: 'http://localhost:3000/mcp' });

async function getFilteredDependencies(projectId: string) {
try {
const activeDependencies = await client.getContext<string[]>(
"project-dependencies/${projectId}",
{ filters: { status: 'active', type: 'runtime' } }
);
console.log( Active runtime dependencies for ${projectId}: , activeDependen
cies);

const pendingReviews await client.getContext<{ id: string; title
string }[]>(
“design-documents’,
{ filters: { reviewStatus: 'pending' } }
);
console.log('Design documents pending review:', pendingReviews);

} catch (error) {
console.error('Error fetching filtered context:', error);
¥
b

// getFilteredDependencies('my-app-repo');

e & Key Idea: Conditional context retrieval via filters enhances efficiency
by ensuring that only necessary data is transferred and processed. This is
crucial for large context objects where clients might only need specific
attributes, reducing bandwidth and client-side processing.

Context Versioning and Immutability

Context often evolves. A project's dependency graph changes, a design document
is updated, or a user's profile is modified. Managing these changes consistently
and ensuring reproducibility requires versioning.
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Why Versioning Matters:

* Reproducibility: Recreate a system's state at a specific point in time (e.qg.,
for debugging a build failure or re-running an analysis).

* Caching: Clients can cache context and invalidate only when a new version
is explicitly available, improving performance.

* Consistency: Ensure all consumers are operating on the same
understanding of context for a given operation.

* Auditing: Track how context changes over time, providing a history for
compliance or debugging.

How MCP Handles Versioning: The core MCP specification includes a version
field in context requests and responses. Providers can use this to serve specific
historical versions or indicate the latest version. When a client requests
latest, the provider returns the current context along with its specific version
identifier (e.g., a hash, timestamp, or sequential number).

// Example: Requesting a specific context version
import { MCPClient } from '@modelcontextprotocol/typescript-sdk';

const client MCPClient({ url: 'http://localhost:3000/mcp' });

async function fetchSpecificVersion(projectId: string, version: string) {
try {
const historicalContext await client.getContext<{ buildId: string;
status: string }>(
“build-status/${projectId}",
{ version: version } // Request a specific version like 'v1.0.5' or a
commit hash
);
console.log( Build status for ${projectId} at version ${version}: , histori
calContext);

} catch (error) {
console.error( Error fetching build status for version ${version}:", error)

// fetchSpecificVersion('my-ci-project', 'commit-abcdefl123');

e & Important: For critical context, providers should aim for immutability of
specific versions. Once a context version is published (e.g., v1.2.3 ora
commit hash), its content should ideally not change. This ensures that
requesting the same version always yields the identical data, which is
fundamental for reproducibility and strong caching guarantees. The latest
version, by definition, is mutable, but specific named or hashed versions
should be fixed.
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Resilient Error Handling in MCP Systems

No system is entirely immune to failures. Designing for resilience means

anticipating these failures and building mechanisms to recover gracefully or

degrade predictably. This is paramount for any production-ready distributed

system.

Categorizing Errors

Understanding the type of error helps in determining the appropriate response.

Misclassifying an error can lead to inefficient retries or missed opportunities for

recovery.

Erro
r
Cate

gory

Prot
ocol
Erro
rs

Appl
icati
on
Erro
rs

Net
wor

Erro
rs

Vali
dati
on
Erro
rs

Description

Malformed request, invalid ContextKey format,
unsupported version or filters. These indicate a
client-side issue.

Context not found (NOT_FOUND ), permission denied
( PERMISSION DENIED ), internal server error
( INTERNAL ERROR), invalid context state. These are
specific to the MCP provider's business logic.

Connection refused, timeout, DNS resolution failure,
server unreachable. These are infrastructure-level
issues.

Context data fails schema validation on the provider
side during an update, or on the client side when
consuming.

Standardized Error Reporting

Typical Client Action

Log error, stop request,
review client
implementation, fix
data.

Log, retry (if transient
INTERNAL ERROR or
SERVICE UNAVAILABLE),
notify user, escalate.

Retry with backoff,
circuit break, log,
potentially alert
operations.

Log, report to source of
invalid data, potentially
reject context update or
transform data.

The MCP specification doesn't dictate specific HTTP status codes or error body
formats, but best practices from API design apply. Providers should return clear,
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machine-readable error responses to facilitate automated handling and
debugging.

* HTTP Status Codes: Use standard codes (e.g., 400 Bad Request, 401

Unauthorized, 403 Forbidden, 404 Not Found, 500 Internal Server

Error, 503 Service Unavailable, 504 Gateway Timeout).

* Error Body: Provide a consistent JSON error object with fields like code
(specific to your application's domain), message (human-readable
explanation), and details (additional context, e.qg., invalid field names).

// Example MCP error response

{

: "CONTEXT_NOT FOUND",
: "The requested context 'project-status/unknown-id' could not be

P q
: "project-status/unknown-id",
: "latest"

Retry Mechanisms and Exponential Backoff

Transient errors (e.g., network glitches, temporary service overload, brief
database unavailability) are common in distributed systems. Retrying failed
requests can often resolve these issues without user intervention or application
failure.

Exponential Backoff: Instead of retrying immediately, wait for increasing
durations between retries. This strategy prevents overwhelming an already
struggling service with a flood of repeated requests. Jitter: Add a small random
delay to the calculated backoff time. This prevents all clients from retrying
simultaneously after a service recovers, which could create a "thundering herd"
problem and re-overload the service.
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// Conceptual example of retry logic with exponential backoff and jitter
async function getContextWithRetry<T>(
client: MCPClient,
key: string,
options?: any,
retries 3,
delay 100 // initial delay in ms
Promise<T null> {
for (let i 0; 1 retries; i++) {
try {
return await client.getContext<T>(key, options);
} catch (error: any) {
if (i retries 1 isTransientError(error)) {
const jitter Math.random() delay; // Add random jitter
const nextDelay Math.min(delay Math.pow(2, i), 5000) jitter; //
Max 5s delay to prevent excessively long waits
console.warn( Attempt ${i 1} failed for ${key}. Retrying in ${Math.ro
und(nextDelay)}ms.", error.message);
await Promise(resolve => setTimeout(resolve, nextDelay));
} else {

console.error( Failed to get context ${key} after ${i 1} attempts.’,
error);
throw error; // Re-throw if not transient or max retries reached
}
¥
¥

return null; // Should not be reached if error is always thrown

}

function isTransientError(error: any): boolean {

// Implement robust logic to check if error is transient (e.g., network
error, 503, 504)

// This often involves checking error codes, HTTP status codes, or specific
error messages.

return error.message.includes('network")
error.message.includes('timeout")

(error.response [503, 504].includes(error.response.status));

}

// Example usage:
// getContextWithRetry(client, 'unreliable-context-key');

. Quick Note: Do not retry on non-transient errors like
400 Bad Request (client input error), 401 Unauthorized, 403
Forbidden, or 404 Not Found. Retrying these will only waste resources
and will not succeed. Always differentiate between client-side errors and
server-side transient issues.

Idempotency for Context Operations

An operation is idempotent if executing it multiple times produces the same result
as executing it once. This is crucial for operations that modify context (e.g.,
setContext, updateContext) when retries are involved. If a setContext call
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fails after the server processed it but before the client received confirmation, a
retry could lead to duplicate or incorrect data if the operation is not idempotent.

Designing for Idempotency:

* Unique Request IDs: Clients can include a unique ID (e.g., UUID) with each
context modification request. The server stores this ID and, if it sees a
request with an already processed ID within a certain timeframe, it simply
returns the previous successful response without re-executing the operation.

* Conditional Updates: Use optimistic locking or compare-and-swap
operations based on context versions or specific attribute values. For
example, an update might only proceed if the current version matches a
precondition version supplied by the client.

Circuit Breakers

A circuit breaker is a design pattern that prevents an application from repeatedly
trying to access a failing remote service. Instead of continually hammering a
service that's down, the circuit breaker "trips," quickly failing subsequent requests
and giving the service time to recover. This protects both the client from long
timeouts and the failing service from being overwhelmed.

States of a Circuit Breaker: 1. Closed: Requests pass through to the service. If
failures exceed a configured threshold (e.g., 5 consecutive failures, or a certain
error rate over a window), the circuit trips to Open. 2. Open: Requests
immediately fail (e.g., throw an exception or return a fallback) without hitting the
service. After a configured timeout (e.g., 30 seconds), it transitions to Half-Open.
3. Half-Open: A limited number of test requests are allowed to pass through to
the service. If these test requests succeed, the circuit returns to Closed. If they
fail, it immediately returns to Open.
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. Real-world insight: Circuit breakers are vital in microservices
architectures to prevent cascading failures. If your DependencyGraph MCP
provider starts failing, a circuit breaker on clients consuming it ensures that
those clients don't get stuck waiting for timeouts, allowing them to
potentially use cached data or degrade functionality gracefully. Libraries like

Polly (JavaScript/TypeScript) or Hystrix (Java) provide robust circuit
breaker implementations.
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Observability: Logging, Tracing, and Monitoring

Robust error handling is incomplete without strong observability. You need to

know when errors occur, where they originate, and how they impact your system.

This allows for rapid detection, diagnosis, and resolution of issues.

Logging: Record detailed information about MCP requests, responses, and
errors. Use structured logging (e.g., JSON format) for easy analysis with log
aggregation tools.

Client logs: Failed requests, retry attempts, subscription connection issues,
circuit breaker state changes.

Provider logs: Incoming requests, context retrieval failures, internal
service errors, slow queries, data validation failures.

Tracing: Implement distributed tracing (e.g., OpenTelemetry, Jaeger, Zipkin)
to track an MCP request as it flows through multiple services. This helps
pinpoint latency bottlenecks and error origins across service boundaries,
which is crucial in complex distributed systems with many interconnected
MCP providers.

Monitoring: Collect metrics to visualize the health and performance of your
MCP interactions. Dashboards should provide real-time insights.

Error Rates: Percentage of failed MCP requests (e.g., 5xx errors).

Latency: Time taken for getContext or subscribeContext operations
(p90, p99 percentiles).

Throughput: Number of requests per second, for both successful and failed
operations.

Circuit Breaker State: Monitor how often circuit breakers trip and their
recovery times.

Subscription Counts: Number of active subscriptions on a provider, and
the rate of new/dropped subscriptions.

@ Optimization / Pro tip: Integrate your MCP client and provider logs
with a centralized logging system (e.g., ELK stack, Splunk, Datadog). Use
correlation IDs (from tracing) to link related log entries across services,
making debugging complex distributed issues significantly easier.
Automated alerts based on monitoring thresholds (e.g., error rate > 5% for 5
minutes) are essential for proactive incident response.
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Worked Example: Implementing a Context
Subscriber with Basic Error Handling

Let's combine context subscription with some basic error handling for a real-time
dashboard scenario. We'll simulate a connection error to see how the client reacts
with retry logic for initial subscription attempts.
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// worked-example.ts
import { MCPClient, ContextKey, ContextData } from '@modelcontextprotocol/
typescript-sdk';

interface BuildStatus {
buildId: string;
status: 'pending’ ‘running'’ ‘success'’ 'failed';
progress: number; // 0-100
timestamp: string;

}

const client MCPClient({ url: 'http://localhost:3000/
mcp' }); // Assume a local MCP server is running

async function monitorBuildStatus(projectName: string) {
const contextKey: ContextKey = “build-status/${projectName}";
let retryCount 0;
const MAX RETRIES = 5;
const INITIAL DELAY = 1000; // 1 second

console.log( Attempting to subscribe to build status for '$
{projectName}'...");

const attemptSubscription async (): Promise = {
try {
const subscription await client.subscribeContext<BuildStatus>(
contextKey,
(data: ContextData<BuildStatus>) => {
console. log (" [${ Date().toLocaleTimeString()}] Build Update for $
{projectName}: , data.value);
// In a real app, update UI components or trigger actions here
if (data.value (data.value.status 'success'’ data.value.stat
us 'failed')) {
console.log( Build for ${projectName} finished with status: $
{data.value.status}. Unsubscribing. );

subscription.unsubscribe(); // Clean up subscription once the build is final

}

}I
(error: any) => {
console.error (" [${ Date().toLocaleTimeString()}] Subscription
stream error for ${projectName}: , error.message);
// This callback handles errors *after* the connection is established
and the stream is active.
// For initial connection errors, the catch block of
attemptSubscription handles it.
// Implement specific error handling for streaming errors here (e.g.,
malformed data, permissions changed, stream closed unexpectedly)
}
);
console.log( [${
Date().toLocaleTimeString()}] Successfully subscribed to build status for '${pr
ojectName}'.");
retryCount 0; // Reset retry count on successful subscription
} catch (initialConnectionError: any) {
console.error (" [${ Date().toLocaleTimeString()}] Initial subscription
failed for ${projectName}: , initialConnectionError.message);
if (retryCount MAX RETRIES) {
retryCount++;
// Exponential backoff with jitter: delay increases with each retry,
plus a random component
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const delay INITIAL DELAY * Math.pow(2, retryCount 1)
Math.random() 500;

console.log( Retrying subscription in ${Math.round(delay)}ms (Attempt $
{retryCount}/${MAX RETRIES})... );

await Promise(resolve => setTimeout(resolve, delay));

await attemptSubscription(); // Recursive retry

} else {

console.error( Max retries reached for ${projectName}. Could not

establish subscription.’);

await attemptSubscription();

}

// To run this example, you would need an MCP server that supports
subscriptions.

// For demonstration, you can simulate server failures by temporarily stopping
// your local MCP server or blocking the port.

// monitorBuildStatus('my-super-project');

To run this example: 1. Ensure you have @modelcontextprotocol/
typescript-sdk installed (npm install @modelcontextprotocol/typescript-
sdk ). 2. You'll need an MCP server running locally at http://localhost:3000/
mcp that supports subscribeContext. For a real test, you'd implement a simple
provider or use a mock. 3. Execute ts-node worked-example.ts (requires ts-
node installed globally: npm install -g ts-node).

Observe how the client attempts to subscribe. If the server is not running, the
catch block will trigger, and it will attempt to retry with increasing delays. If the
server comes up during a retry, the subscription should eventually succeed.

Guided Build: Enhancing an MCP Client with Retry
Logic
In this lab, you'll enhance a simple MCP client to fetch context using robust retry

logic with exponential backoff and jitter. This is a crucial step towards building
resilient client applications.

Scenario: You are building a tool that fetches DependencyGraph context for a
given project. The upstream MCP provider for DependencyGraph is occasionally
unstable, returning 503 Service Unavailable or 504 Gateway Timeout errors.
Your client needs to be resilient to these transient failures.

Tasks:

1. Set up the Client: The provided MockMCPClient will simulate an
unreliable server. Your task is to build the client logic that consumes it.
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2. Implement fetchWithRetry Function:

o Create an async function
fetchDependencyGraphWithRetry(projectName: string).

° Inside, make calls to client.getContext<DependencyGraph>(key) .
o Wrap the getContext callina try...catch block.
o In the catch block, implement a loop for retries.

o Use exponential backoff: delay = initialDelay * Math.pow(2,
attempt) .

o Add jitter: delay += Math.random() * 100 (a small random
component).

o Define a maximum number of retries (e.qg., 5).

o Only retry for transient errors (for this lab, assume all mock client
errors are transient).

o If max retries are exceeded or the error is not transient, re-throw the
error.

3. Test: Run your code and observe the retry behavior.

Advanced MCP Interaction Patterns and Resilient Error Handling 116



AIVOID [https://aivoid.dev]

// guided-build.ts
import { MCPClient, ContextKey } from '@modelcontextprotocol/typescript-sdk';

interface DependencyGraph {
nodes: stringl[];
edges: { from: string; to: string }[1];
version: string;

}

// --- DO NOT MODIFY THIS MOCK CLIENT ---
// This mock client simulates an unreliable MCP server
class MockMCPClient extends MCPClient {
private requestCount 0;
private maxFailures 2; // Fails for the first 2 requests, then succeeds
private successData: DependencyGraph {
nodes: ['app', 'db', 'cache'],
edges: [{ from: ‘'app', to: 'db' }, { from: 'app', to: 'cache' }],
version: 'v1.0.0',

iE

constructor() {
super({ url: 'http://mock-unreliable-mcp.com' }); // Dummy URL, not
actually contacted

}

async getContext<T>(key: ContextKey, options?: any): Promise<T> {
this.requestCount++;
console.log( [MockMCPClient] Attempting to fetch context '${key}' (Request
#${this.requestCount}) );

// Simulate network latency
await Promise(resolve => setTimeout(resolve, Math.random() 300 100)

);

if (this.requestCount this.maxFailures) {
console.warn( [MockMCPClient] Simulating transient failure for '${key}'")

// Simulate a network error or a 503/504 status
throw Error( " Service Unavailable (Simulated 503) for key: ${key} );

}

console.log (" [MockMCPClient] Successfully fetched context '${key}'™);
return this.successData as T;

}

}
// --- END MOCK CLIENT ---

const client MockMCPClient(); // Use the mock client for this lab

VA
* Fetches the dependency graph for a project with retry logic.
* @param projectName The name of the project.
* @returns The DependencyGraph if successful, or null if all retries fail.
*/
async function fetchDependencyGraphWithRetry(projectName: string): Promise<Depe
ndencyGraph null> {
const contextKey: ContextKey = “dependency-graph/${projectName}";
const MAX RETRIES 5;
const INITIAL DELAY MS = 200; // Start with 200ms delay

for (let attempt 0; attempt MAX RETRIES; attempt++) {
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try {
console.log( Client: Fetching '${contextKey}' (Attempt ${attempt 1}/%${M
AX RETRIES}) );
const graph await client.getContext<DependencyGraph>(contextKey);
console.log( Client: Successfully fetched dependency graph for ${projectN
ame}. );
return graph;
} catch (error: any) {
// For this lab, assume any error from MockMCPClient is transient.
// In a real scenario, you'd inspect error codes (e.g., HTTP status 503,
504)
// or specific network error types using a function Llike
“isTransientError(error) .
if (attempt < MAX RETRIES - 1) { // Only retry if not the last attempt
const delay INITIAL DELAY_ MS Math.pow(2, attempt) Math.random()
100; // Exponential backoff with jitter
console.warn( Client: Transient error for '${contextKey}'. Retrying in
${Math.round(delay)}ms. Error: ${error.message}’);
await Promise(resolve => setTimeout(resolve, delay));
} else {
console.error( Client: Failed to fetch '${contextKey}' after ${attempt
1} attempts. Error: ${error.message} );
// Re-throw if max retries reached or if it was a non-transient error
(not applicable for this mock)
throw error;
}
¥
¥

return null; // Should not be reached if error is always thrown

}

// --- Run the lab ---
(async () => {
const projectName 'my-unstable-project’;
try {
const graph await fetchDependencyGraphWithRetry(projectName);
if (graph) {
console.log('\nFinal Dependency Graph successfully retrieved:');
console.log(JSON.stringify(graph, null, 2));
} else {
console.log('\nCould not retrieve dependency graph after multiple
retries.');
}
} catch (finalError) {
console.error('\nLab failed with unhandled error (likely max retries
reached):', finalError);

BQO;

Expected Output: You should see messages indicating retries with increasing
delays, followed by a successful fetch once the MockMCPClient stops simulating
failures. The MockMCPClient is configured to fail for the first two requests,
meaning the third attempt should succeed.
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Common Pitfalls and Best Practices for Advanced
MCP

Building robust MCP systems involves navigating several complexities.
Understanding common pitfalls can save significant debugging time and prevent

production issues.

Pitfall: Over-polling instead of Subscribing:

Issue: Continuously making getContext calls to check for changes, leading
to high network usage, increased server load, and delayed updates.

Best Practice: Always evaluate if subscribeContext is a better fit for
frequently changing context where real-time updates are critical.

Pitfall: Blind Retries:

Issue: Retrying all errors, including non-transient ones like 400 Bad
Request or 404 Not Found, wasting resources and delaying actual problem
resolution.

Best Practice: Implement an isTransientError function that intelligently
checks HTTP status codes, error messages, or specific error types. Only retry
transient network or server-side errors.

Pitfall: Lack of Jitter in Backoff:

Issue: All clients retry at the exact same exponential intervals, creating
"thundering herd" problems that re-overwhelm a recovering service.

Best Practice: Always add a small, random jitter to your exponential
backoff delay to spread out retries.

Pitfall: Non-ldempotent Write Operations:

Issue: Retrying a setContext or updateContext operation that failed mid-
flight leads to duplicate or incorrect data if the server processed the first
request but the client didn't receive confirmation.

Best Practice: Design context modification operations to be idempotent by
using unique request IDs or conditional updates based on versioning.

Pitfall: Ignoring Backpressure:

Issue: A fast MCP provider overwhelms a slow client with subscription
updates, leading to client-side memory exhaustion or dropped messages.

Best Practice: Both client and provider should consider backpressure
mechanisms. Clients might signal their processing capacity, and providers
might buffer or drop older messages for overloaded clients.
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* Pitfall: Inadequate Observability:

* Issue: Errors occur silently, or their root cause is impossible to trace across
distributed services, leading to prolonged outages and difficult debugging.

* Best Practice: Implement comprehensive structured logging, distributed
tracing with correlation IDs, and detailed metric monitoring for all MCP
interactions. Set up alerts for critical error rates or latency spikes.

“2 Check Your Understanding

* How does context subscription fundamentally differ from traditional polling,
and what are its primary benefits in terms of system resources and
responsiveness?

* Identify at least three distinct categories of errors that can occur during MCP
interactions and provide an example for each, along with the appropriate
initial client response.

* Explain the purpose of jitter in an exponential backoff strategy and illustrate
a scenario where its absence could cause problems.

Mini Task

Imagine you are designing an MCP client for an IDE that shows real-time linting
errors. Which advanced MCP pattern would be most suitable for receiving linting
updates, and why? Briefly explain how you would handle network disconnections
for this specific context.

MCQs

1. Which of the following is NOT a primary benefit of using context
subscriptions over polling? a) Reduced network latency for updates b) Lower
server load from continuous requests c) Simplified client-side caching logic
d) Improved real-time responsiveness of applications

Answer

¢) Simplified client-side caching logic. While subscriptions can influence
caching strategies, they don't inherently simplify the caching logic itself. In
fact, managing event streams, potential out-of-order updates, and
subscription lifecycle can add complexity to caching. The other options are
direct benefits.
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2. An MCP client attempts to getContext but receives a 404 Not Found error.
What is the most appropriate error handling strategy? a) Immediately retry
the request with exponential backoff. b) Implement a circuit breaker to
prevent future 404 errors. c) Log the error and notify the user or upstream
system, as this is likely a non-transient issue. d) Switch to a different MCP
provider.

Answer

c) Log the error and notify the user or upstream system, as this is likely a
non-transient issue. A 404 Not Found indicates the requested resource
(context key) does not exist, which is typically not a transient error that
retries would fix. Retrying or using a circuit breaker for a 404 is generally
ineffective and wasteful.

3. What is the main reason to implement idempotency for setContext
operations? a) To ensure context updates are always encrypted. b) To
guarantee that repeated identical requests produce the same effect as a
single request, preventing data corruption or duplication during retries. c) To
speed up context retrieval from a cache. d) To enable real-time notifications
of context changes.

Answer

b) To guarantee that repeated identical requests produce the same effect as
a single request, preventing data corruption or duplication during retries.
Idempotency is crucial for safe retries of state-changing operations, ensuring
consistency even if requests are processed multiple times due to network
issues or client uncertainty about previous request success.

Challenge: Designing a Resilient Context Provider
Architecture

Scenario: You are tasked with designing an MCP provider for BuildStatus
information within a large CI/CD system. This provider needs to serve thousands
of concurrent clients (various tools, dashboards, developer IDEs) with real-time
build updates. The underlying build system (the "source of truth" for build status)
can occasionally be slow or temporarily unavailable.

Your Task: Outline an architectural design for this BuildStatus MCP provider,
focusing on how you would incorporate advanced MCP patterns and robust error
handling to meet the requirements of high availability, real-time updates, and
resilience.
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Consider the following:

1. Context Key Structure: How would you define ContextKey for
BuildStatus to support different levels of granularity (e.qg., specific build,
aggregate project status)?

2. Real-time Updates: How would the provider efficiently push BuildStatus
changes to a large number of subscribed clients (e.g., 5,000+ concurrent
connections)? Detail the technology choices and design considerations.

3. Data Source Integration: How would the MCP provider interact with the
potentially unreliable upstream build system? Detail specific error handling
strategies (retries, circuit breakers) for this internal interaction and how it
affects context freshness.

4. Client Resilience: What mechanisms would you recommend for MCP
clients consuming this BuildStatus context to ensure they remain
functional even if the provider or the underlying build system experiences
issues?

5. Observability: How would you ensure you can monitor and debug issues
within this BuildStatus MCP system, from the client's perspective to the
upstream build system integration?

Provide your answer as a concise architectural outline, using bullet points or short
paragraphs for each consideration.

%’ Scenario

A critical MCP client application relies on a UserPermissions context. Due to a
network glitch, the getContext call for UserPermissions fails with a 504
Gateway Timeout.

1. Describe the sequence of events if the client implements exponential
backoff with jitter and a maximum of 3 retries.

2. What would happen if, after 3 retries, the UserPermissions provider is still
unreachable?

3. If this UserPermissions provider is known to be occasionally flaky, what
additional advanced resilience pattern (beyond retries) would you
recommend the client implement, and why?
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Summary

This chapter has equipped you with advanced techniques for building
sophisticated and robust Model Context Protocol systems. We explored how
context subscriptions enable real-time, efficient updates, moving beyond the
limitations of polling. We also examined the benefits of batching requests for
performance and using filters for conditional data retrieval. Crucially, we delved
into the critical area of error handling, covering error categorization, standardized
reporting, and resilient patterns like retries with exponential backoff,
idempotency, and circuit breakers. Finally, we emphasized the role of
observability through logging, tracing, and monitoring in maintaining healthy MCP
applications.

s TL;DR

* Context Subscriptions provide real-time, low-latency updates, reducing
network overhead compared to polling.

* Batching requests improves performance by reducing network round trips
for multiple context items.

* Filters enable conditional context retrieval, fetching only necessary data,
conserving bandwidth.

* Context Versioning ensures reproducibility, consistent caching, and
historical auditing of context states.

* Error Categorization (protocol, application, network, validation) is crucial
for selecting appropriate error handling strategies.

* Retries with Exponential Backoff and Jitter gracefully handle transient
errors without overwhelming recovering services.

* ldempotency for context modifications prevents data corruption or
duplication during retries of state-changing operations.

» Circuit Breakers protect clients from repeatedly accessing failing services,
preventing cascading failures in distributed systems.

* Observability (logging, tracing, monitoring) is essential for rapid detection,
diagnosis, and resolution of issues in production MCP systems.
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%> Core Flow

1. Identify Dynamic Context Needs: Analyze if context changes frequently,
requires real-time updates, or involves multiple simultaneous data fetches.

2. Implement Advanced Patterns: Strategically utilize subscribeContext,
getContextBatch, and filters to optimize efficiency and responsiveness.

3. Categorize Potential Failures: Anticipate protocol, application, network,
and validation error modes specific to your MCP interactions.

4. Apply Resilient Strategies: Integrate retry logic with exponential backoff
and jitter, idempotency for modifications, and circuit breakers into both
client and provider implementations.

5. Establish Observability: Set up comprehensive structured logging,
distributed tracing, and metric monitoring for all MCP interactions to ensure
operational visibility.

%’ Key Takeaway

Building production-grade MCP systems demands a proactive approach to both
efficiency and fault tolerance. By strategically applying advanced interaction
patterns and robust error handling techniques, you transform your context-aware
applications from functional prototypes into resilient, performant, and reliable
components that can gracefully navigate the complexities and failures inherent in
any distributed architecture.
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CHAPTER 08

Securing, Optimizing, and
Monitoring Your MCP
Deployments

Imagine your intelligent application, powered by Model Context Protocol (MCP), is
deployed and handling real user requests. The context it provides is critical,
perhaps even sensitive. How do you ensure this data is protected? How do you
keep your application responsive under load? And how do you know if something
goes wrong before your users do?

This chapter moves beyond fundamental implementation to focus on the essential
pillars of production-grade systems: security, performance, and observability.
These aren't afterthoughts; they are integral to building robust, reliable, and
trustworthy MCP-enabled applications.

Why This Chapter Matters

In real-world engineering, a system isn't "done" when it works; it's done when it
works reliably, securely, and efficiently at scale. For MCP, this means ensuring
that only authorized tools and users can access specific contexts, that context
generation and delivery are fast, and that you have full visibility into the system's
health and behavior.

Ignoring these aspects leads to vulnerable systems, frustrated users due to slow
responses, and blind spots that make debugging outages a nightmare. This
chapter provides the architectural and practical knowledge to deploy MCP
solutions that meet the demands of enterprise and production environments.

Learning Objectives
By the end of this chapter, you will be able to:

* Implement robust authentication and authorization mechanisms for MCP
clients and servers.

* Design and apply strategies to optimize the performance of MCP context
generation and delivery.

* Set up comprehensive logging, metrics, and tracing for MCP components to
ensure observability.
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Handle errors gracefully and implement resilience patterns in MCP
deployments.

Identify common security pitfalls and performance bottlenecks in MCP
systems.

Securing Your MCP Deployments

Security is paramount when dealing with context that might contain sensitive

business logic, user data, or intellectual property. MCP itself is a protocol for

structured context exchange; it doesn't intrinsically provide security mechanisms.

These must be implemented at the application and infrastructure layers.

Authentication: Who Are You?

Authentication verifies the identity of an MCP client or server.

Client Authentication: An intelligent tool (MCP Client) requests context
from an MCP Server. The server needs to know who is making the request.

API Keys/Tokens: Simple, often used for internal services or less sensitive
contexts. Tokens can be short-lived JWTs.

OAuth 2.0 / OpenID Connect: For user-facing tools, allowing users to
grant permission for a tool to access their context.

Mutual TLS (mTLS): For highly secure, service-to-service communication,
where both client and server verify each other's certificates.

Server Authentication: A client might want to verify that it's talking to a
legitimate MCP Server, especially in untrusted network environments. TLS
certificates typically handle this.

Implementation Strategy (TypeScript SDK): The mcp-typescript-sdk
allows custom HTTP headers. This is where authentication tokens are typically
passed.

Securing, Optimizing, and Monitoring Your MCP Deployments

126



AIVOID [https://aivoid.dev]

import { MCPClient } from '@modelcontextprotocol/typescript-sdk';

// Example: Using an API Key for client authentication
const apiKey = process.env.MCP_API KEY 'your secret api key';

const client MCPClient({
baseUrl: 'https://your-mcp-server.example.com',
headers: {

'Authorization': "Bearer ${apiKey}" // Or custom header like 'X-API-Key'

// The server would then validate this 'Authorization' header.

Authorization: What Can You Do?

Authorization determines what an authenticated entity is permitted to do. For
MCP, this typically means: * Can this client access context for Project X? * Can
this client request context of type DependencyGraph ? * Can this client write or
modify context? (Less common for standard MCP, but possible with extensions).

Authorization Models:

* Role-Based Access Control (RBAC): Assign roles (e.g., developer,
reviewer, admin) to clients, and roles are granted permissions to specific
context types or scopes.

e Attribute-Based Access Control (ABAC): More granular, permissions are
based on attributes of the client (e.g., department, IP address), context (e.qg.,
sensitivity level), and environment (e.g., time of day).

Server-Side Logic for Authorization: Your MCP server (the application
exposing context via MCP) must implement this logic after authentication.

// Pseudo-code for server-side authorization
async function handleContextRequest(request: MCPRequest, authenticatedUser: Use
r) {

const requestedContextId request.contextId; // e.g., 'project-alpha/
dependency-graph'

// Check if the authenticated user has permission for this context ID

if ('userHasPermission(authenticatedUser, requestedContextId, 'read')) {
throw MCPError (403, 'Forbidden', 'User not authorized to access this
context.');

proceed to generate and return context
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Data Integrity and Confidentiality

e TLS/SSL: Always use HTTPS (https://) for MCP communication. This
encrypts data in transit, preventing eavesdropping and tampering. Most

cloud deployments handle this automatically, but ensure your custom MCP

server is configured correctly.

* Input Validation: Malicious clients might attempt to inject invalid or

oversized context requests to trigger errors or denial-of-service. Validate all

incoming request parameters (e.g., contextId, version, filters)
against expected formats and sizes.

®* Key Idea: MCP security is about applying standard web security practices
(AuthN, AuthZ, TLS, validation) to the context exchange.

MCP Client Request

A 4

Authenticator

Valid Tok;n Ingalid Token

{ )
Authorizer Error 401 Unauthorized
Allowed Acééss Deﬁied Access
/! v
Context Generator Error 403 Forbidden
III ‘ _
[ |
| |
v |/ \ 4
Context Store MCP Server Response

Optimizing MCP Performance

Context can be complex and dynamic. Generating and delivering it efficiently is

crucial for a responsive intelligent application.
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Minimizing Context Size

Selective Context Retrieval: MCP clients should only request the specific
parts of the context they need using filters and selectors, as defined by the
MCP specification. Avoid fetching entire project graphs if only a small
subgraph is required.

Efficient Serialization: While JSON is common, ensure your context data
structures are as compact as possible. Avoid unnecessary nesting or verbose
field names if performance is critical and schema is controlled.

Compression: HTTP compression (Gzip, Brotli) should be enabled on your
MCP server. This significantly reduces network transfer times for large
contexts.

Efficient Context Generation

Caching: Context often doesn't change with every request.

Client-Side Caching: The MCP client can cache context locally, especially
for frequently requested, slow-changing contexts. Include ETag or Last-
Modified headers in MCP responses to enable conditional requests.

Server-Side Caching: Cache generated contexts at the MCP server level.
This could be an in-memory cache (e.g., Redis) or a distributed cache.

Context Source Caching: If your context comes from external systems
(e.g., Git, databases, external APIs), cache data from these sources.

Lazy Loading / Async Generation: For very large or complex contexts,
generate parts of the context on demand or asynchronously. The MCP server
could return a partial context with a mechanism to fetch more, or trigger
background jobs.

Batching: If a client frequently requests related contexts, the MCP server
could offer an endpoint to fetch multiple contexts in a single request,
reducing overhead.

Real-world insight: For a dependency graph context of a large monorepo,

generating it on every request can take seconds. Caching that graph for 5-10
minutes (or invalidating it via webhooks on code changes) can reduce average
response times to single-digit milliseconds.

Rate Limiting

Protect your MCP server from abuse or overwhelming traffic spikes by

implementing rate limiting. This limits the number of requests a client can make
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within a given timeframe (e.g., 100 requests per minute per IP address or API
key).

* Client-Side: Implement exponential backoff and retry logic in your MCP
client.

* Server-Side: Use a reverse proxy (Nginx, APl Gateway) or an application-

level middleware to enforce rate limits.

1. What can go wrong: Without rate limiting, a runaway client or a malicious
actor could overload your context generation pipeline, leading to degraded
performance or denial of service for all users.

Monitoring and Observability for MCP

Observability is the ability to understand the internal state of a system by
examining its external outputs. For MCP, this means knowing what contexts are
being requested, how long they take to generate, and if any errors occur.

Logging: What Happened?
* Structured Logging: Use |[SON-formatted logs for your MCP server. This

makes logs easily searchable and parsable by log aggregation systems (e.qg.,
ELK Stack, Splunk, DataDog).

* Key Log Information:
o Request ID (for correlation across services)
o Timestamp
o Log Level (INFO, WARN, ERROR, DEBUG)
o Source (e.g., mcp-server, context-generator-service)
o HTTP Method and Path
o Client IP address
o Authenticated User/Client ID
o Requested contextId
o Response status code
o Latency (time to generate and respond)

o Any error messages or stack traces
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Metrics: How Is It Performing?

Metrics provide aggregate numerical data about your system's behavior.

Request Rate: Requests per second/minute to your MCP endpoints.
Latency: Average, p95, p99 latency for context generation and delivery.
Error Rate: Percentage of requests returning 4xx or 5xx status codes.

Cache Hit Ratio: For cached contexts, the percentage of requests served
from cache.

Context Size: Distribution of returned context sizes.

Resource Utilization: CPU, memory, disk 1/O of your MCP server instances.

Use Prometheus, Grafana, DataDog, or similar tools to collect, visualize, and alert

on these metrics.

Distributed Tracing: Where Did the Time Go?

For complex MCP systems involving multiple microservices (e.g., an MCP server

calling other services to fetch raw data for context generation), distributed tracing

is invaluable.

Trace IDs: Propagate a unique trace ID across all services involved in
processing a single MCP request.

Spans: Each operation within a service (e.g., authenticate, fetch-from-
db, serialize-context) gets a span, showing its duration and any
associated metadata.

Tools: Jaeger, OpenTelemetry, Zipkin.

Quick Note: The TypeScript SDK for MCP doesn't directly provide tracing, but

it's compatible with standard HTTP tracing headers (like traceparent for
OpenTelemetry). Your application code needs to propagate these.
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// Example: Propagating trace headers in an MCP client request
import { MCPClient } from '@modelcontextprotocol/typescript-sdk';
import { context, propagation, trace } from '@opentelemetry/api';

const client MCPClient({
baseUrl: 'https://your-mcp-server.example.com',
// Dynamic headers for tracing
getHeaders: () => {
const carrier {};
propagation.inject(context.active(), carrier); // Inject trace context
return carrier;
},
});

// On the server, you would then extract these headers and continue the trace.

Alerting

Define thresholds for your key metrics and set up alerts. * High error rates (e.qg.,
5% 5xx errors over 5 minutes) * Increased latency (e.g., p99 latency above
500ms for 10 minutes) * Low cache hit ratio (if critical for performance) * High
resource utilization (e.g., CPU > 90%)

Error Handling and Resilience

Even with the best planning, systems fail. Robust error handling and resilience
patterns are essential.

* Standardized Error Responses: MCP servers should return consistent
error structures (e.g., JSON with code, message, details) for all errors,
including HTTP status codes.

o 400 Bad Request: Invalid MCP request format.

o 401 Unauthorized: Missing or invalid authentication.
o 403 Forbidden: Authenticated but not authorized.

°© 404 Not Found: Context ID does not exist.

o 500 Internal Server Error: Server-side error during context
generation.

o 503 Service Unavailable: Server overloaded or undergoing

maintenance.

* Retries with Exponential Backoff: MCP clients should implement retry
logic for transient errors (e.g., 503, network timeouts). Exponential backoff
prevents overwhelming an already struggling server.
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» Circuit Breakers: Prevent an MCP client from repeatedly calling a failing
MCP server. If a service consistently returns errors, the circuit breaker
"opens," preventing further calls for a period, allowing the failing service to
recover.

* Timeouts: Configure appropriate timeouts for both client requests and
server-side context generation. A request that takes too long should fail fast
rather than hang indefinitely.

2 Important: Differentiate between client errors (4xx) and server errors (5xx).
Client errors indicate a problem with the request; server errors indicate a problem
with the server's ability to fulfill a valid request.

Worked Example: Implementing Server-Side
Authorization

Let's expand on a previous MCP server example to include a basic authorization
check. We'll simulate a scenario where project-alpha context is only accessible
to users with the admin or developer role.
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// server.ts - A simplified MCP server with authorization

import { createServer, ServerResponse, IncomingMessage } from 'http';

import { URL } from 'url';

import { MCPRequest, MCPResponse, ContextEnvelope, ContextData } from '@modelco
ntextprotocol/typescript-sdk';

// --- Mock User & Role Store ---
interface User {

id: string;

roles: stringl[];

}

const mockUsers: Record<string, User {
'user-admin-token': { id: 'adminUser', roles: ['admin'] },
'user-dev-token': { id: 'devUser', roles: ['developer'] },
'user-guest-token': { id: 'guestUser', roles: ['guest'] },

IiE

// --- Authorization Logic ---
function authenticateUser(req: IncomingMessage): User | null
const authHeader req.headers['authorization'];
if (!authHeader authHeader.startsWith('Bearer ")) {
return null;
}
const token authHeader.split(' ')[1];
return mockUsers|[token] null;

}

function isAuthorized(user: User, contextId: string): boolean {

// Example: 'project-alpha/dependency-graph' requires 'admin' or ‘'developer'
role

if (contextId.startsWith('project-alpha')) {

return user.roles.includes('admin') user.roles.includes('developer');

}

// All other contexts are open for 'guest' or above

return user.roles.includes('guest') user.roles.includes( 'developer')
er.roles.includes('admin');

}

// --- Mock Context Data ---
const mockContexts: Record<string, ContextData
‘project-alpha/dependency-graph': {
type: 'dependencyGraph',
format: 'json',
content: JSON.stringify({
nodes: [{ id: 'A' }, { id: 'B' }1,
edges: [{ source: 'A', target: 'B' }1],
1),
}

ublic-docs/getting-started': {

type: 'markdown',

format: 'text',

content: '# Getting Started\nWelcome to our public documentation!',

// --- MCP Server Handler ---
async function handleMCPRequest(req: IncomingMessage, res: ServerResponse) {
const url URL(reqg.url '/', “http://${req.headers.host} );

if (req.method 'GET' url.pathname.startsWith('/context/')) {
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const contextId url.pathname.substring('/context/"'.length);

// 1. Authenticate
const user authenticateUser(req);
if (l'user) {
res.writeHead (401, { 'Content-Type': 'application/json' });
res.end(JSON.stringify({ code: 'UNAUTHORIZED', message: 'Authentication
required.' }));
return;

}

// 2. Authorize
if (!isAuthorized(user, contextId)) {
res.writeHead (403, { 'Content-Type': 'application/json' });
res.end(JSON.stringify({ code: 'FORBIDDEN', message: 'Not authorized to
access this context.' }));
return;

}

// 3. Retrieve Context
const contextData mockContexts[contextId];
if (contextData) {
const envelope: ContextEnvelope = {
contextId: contextId,
version: '1.0.0', // In a real system, this would be dynamic
timestamp: new Date().toIS0String(),
data: contextData,
3
res.writeHead (200, { 'Content-Type': 'application/json' });
res.end(JSON.stringify(envelope));
else {
res.writeHead (404, { 'Content-Type': 'application/json' });
res.end(JSON.stringify({ code: 'NOT FOUND', message: " Context '${contextI
d}' not found.™ }));
}
} else {
res.writeHead (400, { 'Content-Type': 'application/json' });
res.end(JSON.stringify({ code: 'BAD REQUEST', message: 'Invalid MCP
endpoint.' }));
}
¥

const server createServer(handleMCPRequest) ;

const PORT 3000;

server. listen(PORT, () => {

console.log("MCP Server running on http://localhost:${PORT} );
i

To test this server, save the code as server.ts, compile it (tsc server.ts),
and run it (node server.js).

Then, you can use curl or an MCP client:

Unauthorized attempt:

curl http://localhost:3000/context/project-alpha/dependency-graph
# Expected: HTTP 401 Unauthorized

Securing, Optimizing, and Monitoring Your MCP Deployments




AIVOID [https://aivoid.dev]

Guest user attempt (not authorized for project-alpha):

curl -H "Authorization: Bearer user-guest-token" http://localhost:3000/context/

project-alpha/dependency-graph
# Expected: HTTP 403 Forbidden

Developer user attempt (authorized for project-alpha):

curl -H "Authorization: Bearer user-dev-token" http://localhost:3000/context/
project-alpha/dependency-graph
# Expected: HTTP 200 OK with context

Guest user accessing public context:

curl -H "Authorization: Bearer user-guest-token" http://localhost:3000/context/

public-docs/getting-started
# Expected: HTTP 200 OK with context

Code Lab: Implementing Client-Side Caching and
Retries

In this lab, you'll enhance an MCP client to incorporate basic client-side caching
and a retry mechanism for transient server errors.

Setup

1. Ensure you have Node.js and npm/yarn installed.

2. Create a new directory for your lab: mkdir mcp-client-lab && cd mcp-
client-lab

3. Initialize a new Node.js project: npm init -y

4. Install the MCP TypeScript SDK and node-fetch (for fetch polyfill in
Node.js): npm install @modelcontextprotocol/typescript-sdk node-
fetch

5. Create a client.ts file.

Task 1: Basic MCP Client with Fetch

First, create a simple client using MCPClient.
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// client.ts
import { MCPClient } from '@modelcontextprotocol/typescript-sdk’;
import fetch from 'node-fetch'; // Polyfill fetch for Node.js environments

// Set global fetch for the SDK if not already available
if (!globalThis.fetch) {
globalThis. fetch fetch as any;

}

const mcpClient MCPClient ({
baseUrl: 'http://localhost:3000', // Assuming your server from the worked
example is running

});

async function getContext(contextId: string, token?: string) {
try {
const headers: Record<string, string {};
if (token) {
headers[ 'Authorization'] “Bearer ${token};

}

console.log( Requesting context: ${contextId} with token: ${token
‘yes' 'no'}’);
const envelope await mcpClient.getContext({ contextId }, { headers });
console.log( Successfully fetched context for ${contextId}: , envelope.cont
extId, envelope.version);
return envelope;
} catch (error: any) {
console.error( Failed to fetch context ${contextId}: , error.message);
return null;
b
}

async function run() {

// Test cases

await getContext('public-docs/getting-started', 'user-guest-token');

await getContext('project-alpha/dependency-graph', 'user-guest-token'); //
Should fail 403

await getContext('project-alpha/dependency-graph', 'user-dev-token'); //
Should succeed

}

run();

Run this with tsc client.ts && node client.js. Verify it behaves as expected
against the server.ts from the worked example.

Task 2: Implement Client-Side Caching

Modify the getContext function to include a simple in-memory cache.

1. Create a Map to store cached contexts, keyed by contextId.

2. Before making an HTTP request, check the cache. If found and not expired,
return the cached version.
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3. After a successful fetch, store the new context in the cache with an
expiration timestamp.
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// client.ts - continued
// ... (imports and globalThis.fetch setup)

const mcpClient MCPClient({
baseUrl: 'http://localhost:3000',
1}

// Simple in-memory cache

const contextCache Map<string, { envelope: ContextEnvelope; expiresAt
mber }>();

const CACHE TTL MS = 5 * 60 1000; // 5 minutes

async function getContextWithCache(contextId: string, token?: string) {
// Check cache first
const cached contextCache.get(contextId);
if (cached cached.expiresAt Date.now()) {
console.log( [CACHE HIT] Returning cached context for ${contextId}’);
return cached.envelope;

}

try {
const headers: Record<string, string {};
if (token) {
headers['Authorization'] "Bearer ${token}";

}

console.log( [CACHE MISS] Requesting context: ${contextId}’);

const envelope await mcpClient.getContext({ contextId }, { headers });

console.log( Successfully fetched context for ${contextId}: , envelope.cont
extId, envelope.version);

// Store in cache
contextCache.set(contextId, {

envelope,

expiresAt: Date.now() CACHE_TTL_MS,
1)

return envelope;

catch (error: any) {
console.error( Failed to fetch context ${contextId}: , error.message);
return null;

async function runCached() {
console.log('\n--- Running with Caching ---');
await getContextWithCache('public-docs/getting-started', 'user-guest-token');
await getContextWithCache('public-docs/getting-started', 'user-guest-
token'); // Should be cache hit
await getContextWithCache('project-alpha/dependency-graph', 'user-dev-token')
await getContextWithCache('project-alpha/dependency-graph', 'user-dev-token')
; // Should be cache hit
}

runCached() ;

Run the runCached function. You should see [CACHE HIT] for the second

request of each context.
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Task 3: Implement Retries with Exponential Backoff

Now, integrate a retry mechanism into getContextWithCache for transient errors

(e.g., simulated 503 Service Unavailable). We'll add a simple retry loop with
increasing delays.
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// client.ts - continued
// ... (imports, fetch setup, mcpClient, contextCache, CACHE TTL MS)

async function getContextWithRetries(contextId: string, token?: string, maxRetr
ies 3, initialDelayMs 100) {
// Check cache first
const cached contextCache.get(contextId);
if (cached cached.expiresAt Date.now()) {
console.log( [CACHE HIT] Returning cached context for ${contextId}’);
return cached.envelope;

}

let retries 0;
let delay initialDelayMs;

while (retries maxRetries) {
try {
const headers: Record<string, string {};
if (token) {
headers['Authorization'] "Bearer ${token};

}

console.log( [Attempt ${retries 1}] Requesting context: ${contextId} );

const envelope await mcpClient.getContext({ contextId }, { headers });

console.log( Successfully fetched context for ${contextId}: , envelope.co
ntextId, envelope.version);

// Store in cache
contextCache.set(contextId, {

envelope,

expiresAt: Date.now() CACHE_TTL_MS,
1)

return envelope;

} catch (error: any) {

console.error( Attempt ${retries 1} failed for ${contextId}: , error.me
ssage) ;

// Simulate transient error for retries (e.g., 503)

// In a real scenario, you'd check error.response.status

const isTransient error.message.includes('503 Service Unavailable')
error.message.includes('network error');

if (isTransient retries maxRetries)
console.log( Retrying in ${delay}ms.. ;
await Promise(resolve => setTimeout(resolve, delay));
delay 2; // Exponential backoff
retries++;
else {
// Not a transient error, or max retries reached
return null;

{
)
(

return null; // Should not reach here if max retries hit

}

async function runRetries() {
console.log('\n--- Running with Retries and Caching ---');
// To test retries, you would need a server that occasionally returns 503.
// For this lab, we'll manually simulate the error message.
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// Imagine the server returns a 503 on the first call.
// You can temporarily modify your server.ts to return 503 sometimes.

// For now, let's just show the successful path, knowing the retry logic is
there.

await getContextWithRetries('public-docs/getting-started', 'user-guest-

token');

await getContextWithRetries('project-alpha/dependency-graph', 'user-dev-
token');

}

runRetries();

To fully test the retry mechanism, you would need to temporarily modify your
server.ts to randomly return a 503 Service Unavailable error for some
requests. For example, add a counter and return 503 on the first two requests for
project-alpha.

This lab demonstrates how to add critical production-grade features to your MCP
client, enhancing its robustness and efficiency.

Checkpoint

Consider an MCP server deployed behind an APl Gateway. The gateway handles
TLS termination, basic rate limiting, and authenticates requests using JWTs before
forwarding them.

1. What security mechanism would the MCP server still need to implement
itself, even with the API Gateway?

2. How would the MCP server identify the authenticated user's identity and
roles for authorization?

3. If the APl Gateway implements caching, why might the MCP server still
benefit from its own internal caching?

MCQs

1. Which of the following is primarily responsible for verifying what an
authenticated MCP client is allowed to access? a) TLS/SSL b)
Authentication c) Authorization d) Rate Limiting

Answer: c) Authorization Explanation: Authentication verifies who you are,
while authorization determines what you can do (i.e., access specific
contexts or perform certain actions).
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2. To reduce network transfer time for large MCP context payloads,
which technique is most effective? a) Exponential backoff b) Server-side
caching c) HTTP compression (Gzip/Brotli) d) Distributed tracing

Answer: c) HTTP compression (Gzip/Brotli) Explanation: HTTP compression
directly reduces the size of the data sent over the network, thus decreasing
transfer time. While caching reduces the number of transfers, it doesn't
reduce the size of individual transfers.

3. An MCP client repeatedly receives 503 Service Unavailable errors.
What is a recommended client-side resilience pattern to handle
this? a) Implement a circuit breaker b) Immediately retry the request up to
10 times c) Log the error and stop making requests d) Implement retries
with exponential backoff

Answer: d) Implement retries with exponential backoff Explanation: 503
Service Unavailable often indicates a temporary server issue. Retries
with exponential backoff allow the client to try again later with increasing
delays, giving the server time to recover without overwhelming it further. A
circuit breaker could also be used to prevent calls after repeated failures,
but retries are typically the first line of defense.

Challenge: Designing an Observability Strategy

You are tasked with designing an observability strategy for a critical MCP server
that provides dynamic context for a large internal development team. The context
includes project metadata, code ownership, and build pipeline status.

Your MCP server is built with Node.js and TypeScript, and it fetches data from Git
repositories, a PostgreSQL database, and an internal CI/CD system.

Your Challenge: Outline a comprehensive observability plan addressing:

1. Logging: What specific information should be logged for each MCP request
and why? How would you ensure logs are useful for debugging?

2. Metrics: What key metrics would you track? Provide at least three specific
metrics and explain how each helps understand the server's health or
performance.

3. Tracing: Describe how distributed tracing would benefit this particular MCP
deployment. What services would be part of a typical trace for a
project-x/build-status context request?
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4. Alerting: Propose two critical alerts you would configure, including their
trigger conditions and the impact they address.

Provide your answers in a structured format (e.g., bullet points under each
heading).

Summary

This chapter has equipped you with the knowledge to build production-ready MCP
deployments. We've explored how to secure your context exchanges through
robust authentication and authorization, ensuring data integrity with TLS and
careful input validation. We then delved into performance optimization, covering
strategies like caching, context size reduction, and rate limiting to keep your
intelligent applications responsive. Finally, we established the pillars of
observability - logging, metrics, and distributed tracing - alongside resilient error
handling, to give you full visibility and control over your MCP systems.
Implementing these practices transforms an MCP prototype into a reliable,
scalable, and trustworthy component of your intelligent ecosystem.

@ TL;DR

* Security: Implement authentication (APl keys, OAuth, mTLS) and
authorization (RBAC, ABAC) for MCP clients/servers. Always use TLS and
validate all inputs.

* Performance: Optimize by minimizing context size, caching (client/server),
batching, and enabling HTTP compression. Implement rate limiting.

* Observability: Use structured logging for detailed events, collect metrics
(latency, error rate, request rate) for trends, and employ distributed tracing
for multi-service context generation.

* Resilience: Handle errors with standardized responses, implement client-
side retries with exponential backoff, and consider circuit breakers for failing
dependencies.

“2 Core Flow
1. Request Ingress: MCP client sends request over HTTPS.
2. Authentication: Server verifies client identity (e.g., JWT).

3. Authorization: Server checks client permissions for requested context.
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4. Context Generation: Server retrieves/generates context (potentially from
cache or external sources).

5. Performance Optimization: Server applies compression, respects filters.

6. Response Egress: Server returns context, logging metrics and tracing
spans along the way.

7. Client-Side: Client caches, handles errors with retries/circuit breakers.

%’ Key Takeaway

Production-grade MCP systems don't just provide context; they provide trusted,
performant, and visible context, making security, performance, and observability
non-negotiable aspects of their design and deployment.
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CHAPTER 09

Debugging and Troubleshooting
MCP Implementations in
Practice

When building systems, especially those that involve intelligent agents and
dynamic context, things inevitably go wrong. Data gets corrupted, network calls
fail, and logic misbehaves. For Model Context Protocol (MCP), where the very
essence is about reliably providing structured context, debugging becomes a
critical skill. This chapter equips you with the mindset, tools, and techniques to
diagnose and resolve issues in your MCP clients and servers, transforming
frustration into systematic problem-solving.

Why This Chapter Matters

In the complex landscape of distributed systems, the ability to effectively debug
and troubleshoot is paramount. MCP, by design, introduces a layer of abstraction
for context, which can sometimes obscure the root cause of problems. An
intelligent agent might receive incomplete or incorrect context, leading to
suboptimal decisions or outright failures. Without a systematic approach,
identifying whether the issue lies with the context provider, the network, the
context consumer, or the context data itself can feel like searching for a needle in
a haystack.

Mastering MCP debugging means:

* Ensuring Reliability: Guaranteeing that intelligent tools receive the
accurate, up-to-date context they need to function correctly.

* Minimizing Downtime: Quickly identifying and resolving issues that
impact your agents or services.

* Building Robust Systems: Designing your MCP implementations with
observability in mind, making future debugging easier.

* Understanding Protocol Nuances: Deepening your comprehension of
how MCP works by observing its behavior under various conditions, including
failure.
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Learning Objectives
By the end of this chapter, you will be able to:

* Adopt a systematic debugging mindset for distributed MCP environments.

* Identify and implement essential observability tools like structured logging,
metrics, and distributed tracing for MCP.

* Diagnose common MCP failure modes related to context data, connectivity,
and performance.

* Troubleshoot issues specific to MCP Apps Extension.

* Apply debugging techniques using the TypeScript SDK to resolve practical
MCP problems.

The Debugging Mindset for Context Protocols

Debugging distributed systems, especially those exchanging structured data like
MCP, requires a different approach than debugging a monolithic application. The
"context" isn't a local variable; it's a dynamic entity flowing across network
boundaries, potentially transformed and validated at multiple points.

®* Key Idea: When debugging MCP, think globally, act locally. Trace the context's
journey, not just your code's execution.

Understanding the Distributed Nature of MCP

An MCP interaction typically involves:
1. Context Provider (Server): Generates, stores, and serves context.
2. Network: Transports context messages.
3. Context Consumer (Client): Requests, receives, and uses context.

4. Intelligent Tool/Agent: Interprets the context.

Any point in this chain can introduce an error.

The Challenge of "Invisible" Context

Unlike a direct API call where you expect a specific resource, MCP deals with
context. If an agent receives an empty context, is it because: * The provider sent
an empty context? * The network dropped parts of it? * The client failed to parse
it? * The context never existed on the server? * The agent requested the wrong
context ID?

This ambiguity makes systematic debugging crucial.
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Systematic Approach: Is it Client, Server, Network, or Context
Data?

Before diving into code, frame your investigation:

Issue Reported

l

Analyze Symptoms

l

Identify Problem Type

Client Siée Netw||9rk Serv?r Side Con}ext pata

Unknown
Perform Debugging Escalate Issue

Resolve Issue

Real-world insight: Many "protocol errors" are actually data errors. A server
might correctly implement MCP, but if it's sending malformed JSON that doesn't
conform to the expected context schema, the client will fail to process it.

Essential Debugging Tools and Techniques

Effective debugging hinges on good observability. You need to see what's
happening inside your MCP components.
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1. Logging
Structured logging is your first line of defense. It provides a chronological record
of events, decisions, and data flows.

“2 Important: Always include a correlationId (or traceld) in your logs. This
allows you to link related log entries across different services and requests,
forming a coherent narrative of an MCP interaction.

* Levels: Use appropriate log levels (DEBUG, INFO, WARN, ERROR) to control
verbosity.

* Contextual Information: Log key MCP identifiers: contextId,
modelVersion, clientId, actionId (for MCP Apps).

* Payload Snippets: Log truncated versions of context payloads on critical
events (e.g., before sending, after receiving, validation failure). Be mindful
of sensitive data.

2. Metrics and Monitoring

While logs tell a story, metrics tell you the health of your system.

* Request Rates: How many getContext or updateContext requests are
happening?

* Error Rates: What percentage of requests are failing? Track specific error
codes.

* Latency: How long do getContext calls take? Is it within acceptable limits?

* Context Size: Monitor the average and max size of context payloads. Large
contexts can impact performance.

* Resource Utilization: CPU, memory, network 1/0 for MCP services.

& Optimization / Pro tip: Set up alerts on critical metrics, like a sudden spike
in error rates or latency for MCP operations.

3. Distributed Tracing

For complex scenarios where context flows through multiple services (e.g., a
client requests context from a gateway, which fetches it from a backend service,
which might enrich it from another source), distributed tracing is invaluable. Tools
like OpenTelemetry allow you to instrument your code to generate traces that
show the full path of a request.

How it helps with MCP: * Visually follow the correlationId (or traceld)
across service boundaries. * Identify which specific service or function call
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introduced latency or an error in the context flow. * See the exact request/
response payloads at each hop (if configured).

4. Network Inspection

Sometimes, the simplest issues are network-related.

* Proxy/Firewall: Is anything blocking traffic between your MCP client and
server?

* DNS Resolution: Is the server hostname resolving correctly?

* Payload Inspection: Use tools like Wireshark, Fiddler, or browser developer
tools (for web clients) to inspect the raw HTTP/WebSocket messages. Are the
MCP headers correct? Is the JSON payload valid and complete?

5. Debugging with TypeScript SDK

The TypeScript SDK provides a solid foundation, and you can leverage standard
Node.js/browser debugging tools.

* Breakpoints: Set breakpoints in your client/server code using your IDE
(e.g., VS Code) to step through execution and inspect variables.

* console.log / debugger statements: For quick checks, strategically
place console.log statements to output variable states or debugger to
pause execution.

* SDK Error Handling: The SDK will throw specific errors for protocol
violations or network issues. Catch these errors and log their details.

Common MCP Failure Modes and Their Diagnosis

Let's look at specific problems you'll encounter and how to approach them.

1. Context Mismatch/Corruption

This is perhaps the most common and subtle category of MCP issues.

| Issue Type | Symptoms | Diagnosis Steps # This chapter will focus on practical
debugging skills using the TypeScript SDK.

Essential Debug MCP Tools and Techniques

Effective debugging hinges on robust observability. You need to see what's
happening inside your MCP components.
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1. Structured Logging and Correlation IDs

Structured logging is your first line of defense. It provides a chronological,
machine-readable record of events, decisions, and data flows.

“2 Important: Always include a correlationId (or traceld) in your logs. This
allows you to link related log entries across different services and requests,
forming a coherent narrative of an MCP interaction, especially in distributed
systems.

* Levels: Use appropriate log levels (DEBUG, INFO, WARN, ERROR) to control
verbosity.

* Contextual Information: Log key MCP identifiers: contextId,
modelVersion, clientId, actionId (for MCP Apps), sourceld,
targetId.

* Payload Snippets: Log truncated versions of context payloads on critical
events (e.qg., before sending, after receiving, validation failure). Be mindful
of sensitive data.

2. Metrics and Monitoring
While logs tell a story, metrics tell you the health of your system over time.
* Request Rates: How many getContext or updateContext requests are
happening per second/minute?

* Error Rates: What percentage of requests are failing? Track specific MCP
error codes (e.g., ContextNotFound, SchemaMismatch).

* Latency: How long do getContext calls take? Is it within acceptable limits
(e.g., ~50-200ms for critical paths)?

* Context Size: Monitor the average and maximum size of context payloads.
Large contexts can severely impact network latency and memory usage.

* Resource Utilization: CPU, memory, network 1/O for your MCP client and
server services.

& Optimization / Pro tip: Set up alerts on critical metrics, like a sudden spike
in MCP error rates, increased latency for context retrieval, or unexpected context

payload sizes.

3. Distributed Tracing

For complex scenarios where context flows through multiple services (e.g., a
client requests context from a gateway, which fetches it from a backend service,
which might enrich it from another source), distributed tracing is invaluable. Tools
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like OpenTelemetry allow you to instrument your code to generate traces that
show the full path of a request.

How it helps with MCP: * Visually follow the correlationId (or traceld)
across service boundaries. * Identify which specific service or function call
introduced latency or an error in the context flow. * See the exact request/
response payloads at each hop (if configured carefully and securely).

4. Network Inspection

Sometimes, the simplest issues are network-related.

* Proxy/Firewall: Is anything blocking traffic between your MCP client and
server?

* DNS Resolution: Is the server hosthame resolving correctly?

* Payload Inspection: Use tools like Wireshark, Fiddler, or browser developer
tools (for web clients) to inspect the raw HTTP/WebSocket messages. Are the

MCP headers correct? Is the JSON payload valid and complete? This is
especially crucial for WebSocket-based MCP communication.

5. Debugging with TypeScript SDK
The TypeScript SDK provides a solid foundation, and you can leverage standard
Node.js/browser debugging tools.

* Breakpoints: Set breakpoints in your client/server code using your IDE
(e.g., VS Code) to step through execution, inspect variables, and understand
the SDK's internal state.

* console.log / debugger statements: For quick, temporary checks,
strategically place console. log statements to output variable states or
debugger to pause execution directly in the browser developer tools or
Node.js inspector.

* SDK Error Handling: The SDK will throw specific errors for protocol
violations, network issues, or invalid data. Always catch these errors and log
their details, including the error message, stack trace, and any associated
MCP error codes.

Common MCP Failure Modes and Their Diagnosis

Let's look at specific problems you'll encounter and how to approach them.
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1. Context Mismatch or Corruption

This is perhaps the most common and subtle category of MCP issues.

| Issue Type | Symptoms | Diagnosis Steps | | Context (Incorrect Schema) | Client
fails to parse context. Server reports successful context retrieval but the
intelligent tool complains. | 1. Client Logs: Check parsing errors. | Client Code:
Ensure context type definition matches the server's expected schema. | Server
Logs: Verify the actual context payload being sent is valid against the intended
schema. | Network Trace: Intercept the payload and validate against the
schema using a tool like JSON Schema Validator. | | Outdated Model Version |
Agent receives context, but it's missing fields or has deprecated fields according
to its current understanding. | 1. Client/Server Logs: Check modelVersion in
requests/responses. Is the client requesting an old version? Is the server providing
an old version? | Server Configuration: Ensure the server is configured to serve
the latest or correct modelVersion. | Context Generation Logic: Verify that the
server's context generation logic updates with new model versions. | | Stale
Context | Agent acts on old information, even if context was technically valid. | 1.
Context TTL/Expiration: Check expiresAt or ttl in the context metadata. Is
the client caching context beyond its validity? Is the server sending context with
too short a TTL? | Server Update Logic: Is the server updating context
frequently enough? Are updates propagating correctly? | Client Refresh Rate: Is
the client refreshing context at appropriate intervals? |

I\ What can go wrong: A common pitfall is assuming the client or server is at
fault when the actual issue is a subtle mismatch in the schema or version of the
context data being exchanged.

2. Connectivity and Protocol Errors

These are typically easier to diagnose as they often manifest as immediate
network errors or explicit protocol rejections.

| Issue Type | Symptoms | Diagnosis Steps | | Network Issues (e.g., firewall) |
Connection refused/timed out. Client fails to connect to server. | 1. Ping/
Traceroute: Test connectivity from client to server. | Firewall Rules: Verify
inbound/outbound rules on both client and server allow the MCP port. | Network
Logs: Check router/firewall logs for dropped packets. | | Incorrect Endpoint |
Client attempts connection, but server is unreachable or responds with 404/500. |
1. Client Configuration: Double-check the serverUrl or endpoint configured
in the client. | Server Configuration: Verify the server is listening on the
expected hostname/port and path. | Network Trace: Confirm the exact URL
being requested by the client. | | Protocol Version Mismatch | Client and server
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connect, but context is not exchanged, or errors indicate
UnsupportedProtocolVersion. | 1. Client/Server Logs: Check logged protocol
versions. | SDK Versions: Ensure both client and server use compatible
TypeScript SDK versions. | Specification: Refer to the MCP specification to
confirm compatible protocol versions. | | Authentication/Authorization |
Unauthorized or Forbidden errors. Client fails to fetch/update context. | 1.
Client Credentials: Verify APl keys, tokens, or other credentials are correct and
unexpired. | Server Access Control: Check server-side access control lists
(ACLs) or policies for the clientId or user. | Token Validation: If using JWTs,
inspect the token on the server side to ensure it's valid and contains the expected
claims. |

3. Performance Bottlenecks

Performance issues often degrade the user experience of intelligent tools, leading
to slow responses or timeouts.

| Issue Type | Symptoms | Diagnosis Steps | | Context not found | The intelligent
tool or client requests a context ID that doesn't exist. | 1. Client Logs: Confirm
the contextId being requested. | Server Logs: Check if the server received the
request and whether it tried to retrieve the contextId from its store. | Context
Store: Verify the contextId actually exists in your server's context persistence
layer (e.g., database, cache). | | Invalid Access | Client attempts to
updateContext or deleteContext without proper permissions. | 1. Server
Logs: Look for authorization failures. | Client Credentials: Ensure the client is
authenticating with appropriate credentials (e.g., clientId, access token). |
Server Access Control: Review server-side logic for access checks on context
operations. Does the clientId have permissions for this contextId? |

4. MCP Apps Extension Specific Issues

When dealing with the MCP Apps Extension, a new set of potential failure points
arise.

| Issue Type | Symptoms | Diagnosis Steps | | App Manifest Error | The
intelligent tool fails to load or understand an MCP App. | 1. App Manifest
Validation: Use a JSON schema validator to check the app manifest (apps.mdx
content) against the MCP Apps Extension specification. | Server/Client Logs:
Look for parsing errors related to the manifest. | Schema Compliance: Ensure all
required fields are present and correctly formatted. | | Action Invocation
Failure | An MCP App action is called, but the underlying service fails, or the
response is not valid. | 1. Target Service Logs: The primary place to debug is
the backend service that the MCP App invokes. | MCP App Server Logs: Check
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the server logs for errors during action invocation. Is the request reaching the
service? Is the response correctly formatted by the app? | Action Definition:
Verify the action's input/output schemas in the manifest match the target
service's expectations. | | Incorrect App Registration | The intelligent tool
cannot discover or use an MCP App. | 1. MCP Server Configuration: Ensure the
server is correctly configured to host and serve the app manifests. | Client
Discovery Logic: Verify the client's mechanism for discovering available apps is
working (e.g., calling getApps ). | App ID/Name: Check for typos or mismatches
in appId or appName between client requests and server definitions. |

Worked Example: Tracing a Context Propagation
Issue

Let's imagine a scenario where an intelligent tool is supposed to receive a
ProjectDependencies context, but it frequently reports that the dependency
graph is incomplete or outdated.

Scenario: An Al-powered code assistant (MCP Client) relies on
ProjectDependencies context from a build service (MCP Server). The assistant
reports missing dependencies for recently added files.

Symptoms: * Code assistant gives incorrect dependency suggestions. * Assistant
logs indicate "incomplete context for Project X". * No explicit errors on the client
side during getContext calls.

Diagnosis Steps:

1. Start with the Client:

* Logs: Review the code assistant's logs. It reports "incomplete context," but
does it show the received context? Let's assume it logs: typescript //
Client Log Snippet // ... INFO: Requesting context for project
'my-project-id' DEBUG: Received context: { id: 'my-project-id',
modelVersion: '1.0', data: { dependencies: ['moduleA’,
‘moduleB'] }, expiresAt: '...' } WARN: Incomplete context for
Project X. Missing expected dependencies. // ...

* Observation: The client is receiving context, but it's not what it expects.
This rules out basic connectivity.

1. Move to the Server (Context Provider):

* Logs: Check the build service (MCP Server) logs for my-project-id.
typescript // Server Log Snippet // ... INFO: Received
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getContext request for 'my-project-id', modelVersion '1.0'
DEBUG: Fetching dependencies from build system for 'my-project-
id' ERROR: Build system API call failed for 'my-project-id':
Timeout after 10s. Using cached dependencies. INFO: Serving
cached context for 'my-project-id' with dependencies:

[ 'moduleA', 'moduleB'] // ...

* Observation: Aha! The server logs indicate a timeout when trying to fetch
fresh dependencies from the build system, and it fell back to cached data.
This explains the "outdated" and "incomplete" context.

1. Investigate the Build System (Upstream Dependency):

o The server logs point to a "build system API call failed". This means the
MCP server itself is a client to another service.

* Build System Logs: Investigate the logs of the actual build system. //
Build System Log Snippet // ... WARN: High load detected.
Processing dependency graph for 'my-project-id' taking longer
than usual (~15s). // ...

* Observation: The build system is under load, causing delays. The MCP

server's 10-second timeout is too aggressive for the current build system
performance.

Resolution:

* Short-term: Increase the timeout configured on the MCP server for its call
to the build system API (e.g., from 10s to 20s).

* Long-term: Optimize the build system's dependency graph generation, or
implement a more robust caching strategy on the MCP server that can
gracefully handle upstream failures and refresh context asynchronously.

This example demonstrates how following the correlationId (implicitly by
tracing my-project-id across logs) and systematically checking each
component helps pinpoint the root cause beyond the immediate symptoms.

Code Lab: Implementing Observability for an MCP
Server

In this lab, you'll enhance a basic MCP server with structured logging and basic
metrics. We'll use pino for logging and a simple counter for metrics.
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Setup: 1. Create a new directory: mkdir mcp-observability-lab && cd mcp-
observability-lab 2. Initialize a TypeScript project: npm init -y && npm
install typescript @types/node && npx tsc --init 3. Install dependencies:
npm install @modelcontextprotocol/typescript-sdk pino @types/pino
express @types/express prometheus-api-metrics * pino: Fast, structured
logger. * prometheus-api-metrics: A simple way to expose Prometheus metrics
from an Express app.

src/server.ts:
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import { ModelContextServer, Context, ContextUpdate, ContextMetadata,
ContextIdentifier } from '@modelcontextprotocol/typescript-sdk’;

import express from 'express';

import pino from 'pino';

import { collectDefaultMetrics, register, Gauge, Counter } from 'prom-client';
import prometheus from 'prometheus-api-metrics';

const logger = pino({
level: process.env.LOG LEVEL 'info',
formatters: {
level: (label) => ({ level: label }),
}
timestamp: pino.stdTimeFunctions.isoTime,
browser: {
asObject: true,
b
1)

const app express();
const port 3000;
const metricsPort 9090;

// Initialize Prometheus metrics

collectDefaultMetrics();

const mcpContextRequestsTotal Counter({
name: 'mcp context requests total',
help: 'Total number of MCP context requests',
labelNames: ['method', 'status'],

1)
const mcpContextUpdateCounter Counter({
name: 'mcp _context updates total',

help: 'Total number of MCP context updates',
labelNames: ['contextId'],

});

const mcpContextSize Gauge({
name: 'mcp context size bytes',
help: 'Size of context payloads in bytes',
labelNames: ['contextId'],

1)

// A simple in-memory context store for demonstration
interface MyContextData {

status: string;

items: stringl[];

lastUpdated: string;
}

const contextStore Map<string, Context<MyContextData>>();

// Initial context
const initialContextId 'project-alpha’;
contextStore.set(initialContextId, {
id: initialContextId,
modelVersion: '1.0',
data: {
status: 'active',
items: ['taskl',6 'task2'],
lastUpdated: new Date().toISO0String(),
},
metadata: {
sourceld: 'mcp-server-lab',
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targetId: 'mcp-client',
expiresAt: new Date(Date.now() 60 60 1000) .toIS0String(), //
Expires in 1 hour
I
3

class MyContextServer extends ModelContextServer<MyContextData> {
constructor() {
super();
logger.info('MyContextServer initialized.');

}

async getContext(
identifier: ContextIdentifier,
correlationId?: string
): Promise<Context<MyContextData undefined> {
const log logger.child({ correlationId, contextId: identifier.id, met
hod: 'getContext' });
log.info('Received getContext request');
mcpContextRequestsTotal.inc({ method: 'get', status: 'received' });

const context contextStore.get(identifier.id);
if (context) {
log.debug({ contextData: context.data }, 'Context found and
returned');
mcpContextRequestsTotal.inc({ method: 'get', status: 'success' });
mcpContextSize.set({ contextId: identifier.id }, JSON.stringify(con
text.data).length);
return context;

}

log.warn('Context not found');
mcpContextRequestsTotal.inc({ method: 'get', status: 'not found' });
return undefined;

}

async updateContext (
update: ContextUpdate<MyContextData>,
correlationId?: string

): Promise<Context<MyContextData {
const log logger.child({ correlationId, contextId: update.id,

method: 'updateContext' });

log.info('Received updateContext request');
mcpContextRequestsTotal.inc({ method: 'update',6 status: 'received' });
mcpContextUpdateCounter.inc({ contextId: update.id });

let existingContext = contextStore.get(update.id);
if (existingContext) {
// Merge existing with new data
existingContext {
...existingContext,
data: { ...existingContext.data, ...update.data },
metadata: {
...existingContext.metadata,
...update.metadata,
lastUpdated: new Date().toISOString(),
I
b
contextStore.set(update.id, existingContext);
log.info({ updatedContext: existingContext.data },
'Context updated successfully');
mcpContextRequestsTotal.inc({ method: 'update', status: 'success' }
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);
mcpContextSize.set({ contextId: update.id }, JSON.stringify(existin
gContext.data).length);
return existingContext;
} else {
// Create new context if it doesn't exist
const newContext: Context<MyContextData {
id: update.id,
modelVersion: update.modelVersion '1.0', // Default if not
provided
data: update.data,
metadata: {
sourceld: update.metadata?.sourceld 'mcp-server-lab’',
targetId: update.metadata?.targetId 'mcp-client’,
expiresAt: update.metadata?.expiresAt Date(Date.now(
toIS0String(),
lastUpdated: new Date().toISO0String(),
b,
3
contextStore.set(update.id, newContext);
log.info({ newContextData: newContext.data }, 'New context created
successfully');
mcpContextRequestsTotal.inc({ method: 'update', status: 'created' }
);
mcpContextSize.set({ contextId: update.id }, JSON.stringify(newCont
ext.data).length);
return newContext;

}
}

const mcpServer MyContextServer();
mcpServer.attachExpressRoutes (app);

// Expose Prometheus metrics endpoint
const metricsApp express();
metricsApp.use(prometheus()); // This middleware handles /metrics endpoint
metricsApp.get('/metrics', async (req, res) => {
try {
res.set('Content-Type', register.contentType);
res.end(await register.metrics());
} catch (ex) {
res.status(500).end(ex);
}
3

app.listen(port, () => {
logger.info( MCP Server listening on http://localhost:${port} );
logger.info( Initial context: ${initialContextId} );

});

metricsApp.listen(metricsPort, () => {
logger.info( Prometheus metrics server listening on http://localhost:${metr
icsPort}/metrics’);

});

tsconfig.json (ensure rootDir and outDir are correct):
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i q
"es2016",
"commonjs",
: "./src",
n ./diSt",

: true,

: true,
. true

Run the server: 1. Compile: npx tsc 2. Run: node dist/server.js

You will see structured logs in your console. Open http://localhost:9090/
metrics in your browser to see the exposed Prometheus metrics.

Test with an MCP Client (e.g., from a previous chapter or a simple curl):

* Get Context: bash curl -X GET http://localhost:3000/contexts/
project-alpha -H "Content-Type: application/json" Observe the logs
and refresh your metrics page. You should see
mcp_context requests total for method="get" increment.

* Update Context: bash curl -X PUT http://localhost:3000/contexts/
project-alpha -H "Content-Type: application/json" -d '{ "id":
"project-alpha", "modelVersion": "1.0", "data": { "status":
"completed", "items": ["taskl", "task2", "task3"],
"lastUpdated": "2026-04-24T10:00:00Z" }, "metadata":

{ "sourceId": "test-client", "targetId": "mcp-server-lab" } }'
Observe logs and metrics. mcp context updates total and
mcp_context requests total for method="update" should increment.

This lab provides a foundational setup for observing your MCP server. In a real
system, you would integrate these logs with a log aggregation service (e.g., ELK
stack, Grafana Loki) and metrics with a monitoring system (e.g., Prometheus,
Datadog).

Checkpoint

1. What is the primary benefit of including a correlationId in logs for MCP
debugging?

2. If an MCP client receives context but it's empty, name one potential issue on
the server side and one on the client side that could cause this.
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3. Why are network inspection tools important even when your client and
server seem to be communicating?

MCQs

1. Which of the following is NOT a primary benefit of distributed tracing in an
MCP system? a) Pinpointing latency bottlenecks across multiple services. b)
Visually following a correlationId through its entire lifecycle. c) Reducing
the overall network bandwidth consumed by MCP messages. d) Identifying
which service introduced an error in the context flow.

Answer

¢) Reducing the overall network bandwidth consumed by MCP messages.
Distributed tracing helps with visibility and diagnosis, not directly with
bandwidth reduction.

2. An MCP client reports ContextNotFound when requesting contextId:
'user-profile-123'. What is the most likely initial step to diagnose this?
a) Immediately check the client's network connection. b) Verify if user-
profile-123 exists in the MCP server's context store. c) Increase the
client's request timeout. d) Check the MCP client's authentication token.

Answer

b) Verify if user-profile-123 exists in the MCP server's context store.
ContextNotFound directly implies the context isn't available at the source.
Network, timeout, or auth issues would likely manifest as different error
types (e.g., connection refused, timeout, unauthorized).

3. If an intelligent tool consistently receives ProjectDependencies context
with an older modelVersion than expected, what is a possible cause on the
MCP server side? a) The client is sending an incorrect clientId. b) The
server's context generation logic is not updating to the latest schema. c) The
network is corrupting the modelVersion field during transit. d) The MCP
client is caching the context too aggressively.

Answer

b) The server's context generation logic is not updating to the latest
schema. If the server is correctly implementing the protocol but consistently
sending an old version, its internal logic for generating or retrieving context
likely hasn't been updated to reflect the new modelVersion. Option d) is a
client-side issue, and a) and c) would likely cause different errors or more
random behavior.

Debugging and Troubleshooting MCP Implementations in Practice 162



AIVOID [https://aivoid.dev]

Challenge: Debugging a Malformed Context
Schema

You are given an MCP client that attempts to update a UserPreferences context.
The client sends valid JSON, but the MCP server consistently logs errors about
"Schema validation failed" or "Invalid context data structure." The client's
updateContext call eventually times out after several retries.

Client's intended context data:

: "dark",
i q

: true,

: false

: "en-US"

MCP Server's expected UserPreferences schema (simplified internal
representation):

// On the server, this is the expected type for UserPreferences data
interface UserPreferencesSchema {
theme: 'light' 'dark’ 'system’;
notificationSettings: { // <--- Notice the field name difference
email: boolean;
push: boolean; // <--- Expected field not present in client data

e

locale: string;

Task:

1. Identify the Schema Mismatch: Point out the exact discrepancies
between the client's sent data structure and the server's expected schema.

2. Formulate a Debugging Plan: Outline the steps you would take to
diagnose this problem, assuming you have access to client and server logs,
and network inspection tools. Focus on the order of operations and what
you'd look for at each step.

3. Propose a Fix: Describe how you would modify the client's context data to
conform to the server's schema.

Debugging and Troubleshooting MCP Implementations in Practice 163



AIVOID [https://aivoid.dev]

Summary

 TL;DR

Debugging MCP requires a systematic approach, considering client, network,
server, and context data.

Structured logging with correlationId is crucial for tracing context flow in
distributed systems.

Metrics (request rates, error rates, latency, context size) provide health
insights and enable proactive alerting.

Distributed tracing helps visualize the full lifecycle of an MCP request across
service boundaries.

Common issues include context schema mismatches, outdated model
versions, stale context, connectivity problems, and authentication failures.

MCP Apps introduce specific debugging challenges related to manifest
validation and action invocation.

@2 Core Flow

1.

7.

Observe Symptoms: Identify the immediate problem (e.g., incomplete
context, timeout, error message).

Analyze Logs: Review client and server logs, correlating entries with
correlationId or contextId.

. Check Metrics: Look for anomalies in request rates, error rates, latency, or

context size.

. Inspect Network: Use tools to verify raw MCP message payloads and

network connectivity.

Validate Data: Compare actual context data with expected schemas/
versions.

Pinpoint Root Cause: Determine if the issue is client, server, network, or
data related.

Implement Fix: Address the identified problem.

4% Key Takeaway

Effective debugging for Model Context Protocol is not just about fixing bugs; it's
about building resilient, observable systems. By instrumenting your MCP clients

and servers with comprehensive logging, metrics, and tracing, you gain the clarity
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needed to quickly diagnose complex distributed issues and ensure intelligent
tools always operate with the correct context.

Debugging and Troubleshooting MCP Implementations in Practice 165



AIVOID [https://aivoid.dev]

CHAPTER 10

Desighing and Architecting
Production-Ready MCP
Applications

The journey from a functional prototype to a production-ready system is paved
with critical architectural decisions. For Model Context Protocol (MCP)
applications, this means ensuring your context providers and consumers are not
just working, but are reliable, performant, secure, and maintainable under real-
world loads.

Why This Chapter Matters

Building an MCP application that works on your local machine is one thing;
deploying one that can serve thousands or millions of requests, handle sensitive
data securely, remain available during outages, and provide actionable insights
when things go wrong is an entirely different challenge. This chapter bridges that
gap, moving beyond basic implementation to the strategic considerations
essential for any system meant to operate continuously and reliably in a
production environment. Ignoring these aspects can lead to costly downtime, data
breaches, or frustrating performance bottlenecks that undermine the value of
your intelligent tools.

Learning Objectives

By the end of this chapter, you will be able to: - Design scalable MCP client and
server architectures capable of handling high request volumes and dynamic
context updates. - Implement robust security measures for MCP data exchange,
including authentication, authorization, and data encryption. - Architect resilient
MCP systems that can gracefully handle failures, network issues, and unreliable
context sources. - Integrate comprehensive observability into MCP applications for
effective monitoring, logging, and tracing. - Understand common deployment
strategies and operational best practices for MCP services. - Evaluate
architectural tradeoffs when designing MCP solutions for different use cases and
constraints.
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Scalability and Performance for Context Services

Scalability in MCP means your system can grow to handle increasing numbers of
context requests, context updates, and connected intelligent tools without
significant degradation in performance. Performance refers to the speed and
efficiency with which context is delivered and processed.

Caching Context Data

Context data, especially frequently accessed or slowly changing data, is an ideal
candidate for caching. Caching can significantly reduce the load on your primary
context sources (databases, external APIs) and decrease latency for context
consumers.

Quick Note: The MCP core protocol doesn't define caching, but it's a critical
implementation detail for any high-performance MCP server.

Caching Strategies: - Client-side Caching: Intelligent tools can cache context
received from an MCP server, often with a Time-To-Live (TTL) or by listening for
ContextUpdate events. - Server-side Caching: MCP servers can use in-memory
caches (e.g., Node.js Map, Redis) or distributed caches (e.g., Redis, Memcached)
to store aggregated or frequently requested context.

Invalidation: A major challenge with caching is invalidation. When context
changes, how do you ensure cached data is updated or removed? - TTL-based
expiration: Simple, but can lead to stale data if context changes before
expiration. - Event-driven invalidation: When a context source updates, it can
publish an event that triggers cache invalidation across relevant MCP servers. -
Write-through/Write-back: For context mutations, update the cache
synchronously (write-through) or asynchronously (write-back) with the primary
data store.

Efficient Context Aggregation and Filtering
MCP servers often aggregate context from multiple sources and filter it based on
client requests or permissions. Doing this efficiently is key.

* Pre-aggregation: For common context combinations, pre-aggregate and

store them, rather than calculating on every request.

* Indexed Storage: Use databases with efficient indexing for context
attributes to speed up filtering queries.

* Stream Processing: For real-time context streams, use stream processing
platforms (e.g., Apache Kafka Streams, Flink) to aggregate and transform
context before it reaches the MCP server.
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As your MCP service scales, you'll likely run multiple instances of your MCP server.
A load balancer distributes incoming requests across these instances, ensuring

high availability and optimal resource utilization.

Deployment Patterns: - HTTP/S Load Balancers: For MCP servers exposed

over HTTP/S, standard load balancers (e.g., Nginx, AWS ALB, Kubernetes Ingress)

can distribute requests. - WebSockets Load Balancing: For MCP servers using
WebSockets (common for ContextUpdate streams), sticky sessions might be
required to ensure a client's WebSocket connection persists with the same server

instance. Modern load balancers can handle this.

I, What can go wrong: Without proper load balancing and sticky sessions for

WebSocket connections, clients might experience frequent disconnections or

context updates arriving out of order from different server instances.

Database Choices for Context Storage

The choice of database depends on the nature of your context data, its update

frequency, and query patterns.

Datab
ase

Type

Relati
onal
(sQL)

Docu
ment
(NoSQ
L)

Graph
(NoSQ
L)

Key-
Value
(NoSQ
L)

Use Case

Structured, relational context
(e.qg., user profiles, project
metadata). Strong consistency.

Semi-structured, flexible context

(e.g., JSON documents,

configuration files). Rapid
evolution of context schema.

Context with complex

relationships (e.g., dependency
graphs, knowledge graphs).

Efficient traversal of
relationships.

Simple, high-throughput context
storage (e.g., caches, session

data).

Pros

Strong schema
enforcement, ACID
compliance,
mature tooling.

Flexible schema,
good for
hierarchical data,
easy horizontal
scaling.

Excellent for
relationship-heavy
data, pathfinding
queries.

Extremely fast

reads/writes for
simple lookups,
highly scalable.
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Cons

Can be less flexible for
highly dynamic
schemas, horizontal

scaling can be complex.

Weaker consistency
models, complex joins
can be inefficient.

Can be less performant
for simple key-value
lookups, specialized
query languages.

No complex queries,
limited data modeling
capabilities.
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Real-world insight: Many production systems use a polyglot persistence
approach, combining different database types for different aspects of context
data based on their specific needs.

Security Considerations

Security is paramount for MCP applications, especially when dealing with sensitive
or critical context.

Authentication and Authorization

* Authentication: Verify the identity of both MCP clients (intelligent tools)
and MCP servers (context providers).

o APl Keys/Tokens: Simple for server-to-server or trusted client-to-
server.

o OAuth2/0IDC: Standard for user-facing applications, providing robust
identity and access management.

o Mutual TLS (mTLS): For highly secure, service-to-service
communication, ensuring both client and server authenticate each
other.

* Authorization: Determine what authenticated clients are allowed to do
(e.g., which context types they can read, which attributes they can modify).

o Role-Based Access Control (RBAC): Assign roles to clients, and
roles have specific permissions.

o Attribute-Based Access Control (ABAC): More granular,
permissions based on attributes of the client, resource, and
environment.

®* Key Idea: Never expose raw context sources directly to intelligent tools.
Always proxy through an authenticated and authorized MCP server.

Data Encryption
* Encryption in Transit (TLS/SSL): All communication between MCP clients,
servers, and context sources should be encrypted using TLS. This prevents
eavesdropping and tampering.

* Encryption at Rest: Sensitive context data stored in databases or caches
should be encrypted. Most modern databases offer transparent data
encryption (TDE) or you can encrypt data before storage.
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Input Validation and Sanitization

Any data received by an MCP server (e.g., context mutations, query parameters)
must be rigorously validated and sanitized to prevent injection attacks (SQL
injection, XSS) and malformed data from corrupting your context store.

Resilience and Error Handling

Production systems must be resilient to failures. MCP applications are no
exception, especially since they often depend on multiple external context
sources.

Retries, Backoffs, and Circuit Breakers

When an MCP server tries to fetch context from an unreliable external source,

transient network issues or temporary service unavailability can cause failures.
* Retries: Automatically reattempt a failed operation.

* Exponential Backoff: Increase the delay between retries to avoid
overwhelming a struggling service.

* Circuit Breaker Pattern: Temporarily block requests to a failing service
after a certain number of failures, preventing cascading failures and giving
the service time to recover.
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Figure 10.1: Resilient Context Fetching with Circuit Breaker and Retries

Idempotency for Context Mutations

If an MCP client sends a ContextMutation request, and the network fails before
it receives a response, it might retry the request. If the server processed the first

request, the retry could lead to duplicate or inconsistent context.

* Idempotency: Designing operations so that applying them multiple times
has the same effect as applying them once.

o For CREATE operations, use a unique client-generated ID. If the ID

already exists, return success without re-creating.
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o For UPDATE operations, include a version number or timestamp to
ensure you're only applying updates to the expected version of the
context.

Graceful Degradation

What happens if a critical context source is completely unavailable? - Fallback
Context: Provide a default, static, or less granular context if real-time context
isn't available. - Partial Context: Deliver whatever context is available,
indicating to the intelligent tool that the context is incomplete. - Stale Context:
Serve cached, potentially stale context, clearly marking it as such.

Observability

In production, you need to know what your MCP applications are doing, how well
they're doing it, and why they might be failing. This is where observability comes
in, typically composed of logging, metrics, and tracing.

Structured Logging

* Log relevant events: context requests, context updates, errors, performance
bottlenecks, authorization failures.

* Use structured logging (e.g., JSON format) to make logs easily parsable and
queryable by log aggregation systems (e.g., ELK Stack, Splunk, Datadoqg).

* Include correlation IDs to link related log entries across different services.

Metrics and Monitoring
* Key Metrics:
o Request rate (requests per second) for context fetches and mutations.
o Latency (average, p95, p99) for different context operations.
o Error rates (e.g., 4xx, 5xx responses).
o Context freshness (age of cached context).
o Resource utilization (CPU, memory, network 1/0) of MCP servers.

* Monitoring Systems: Use tools like Prometheus, Grafana, Datadog, New
Relic to collect, visualize, and alert on these metrics.

Distributed Tracing

For complex MCP applications involving multiple microservices or external context
sources, distributed tracing helps visualize the flow of a single request across all
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involved components. Tools like OpenTelemetry, Jaeger, or Zipkin are invaluable
for debugging latency issues or understanding dependencies.

Deployment and Operations

How you deploy and operate your MCP applications profoundly impacts their
reliability and maintainability.

Containerization (Docker)

Package your MCP clients and servers into Docker containers. This provides a
consistent, isolated environment for your application, making it portable across
different environments (development, staging, production).

Orchestration (Kubernetes)

For managing containerized applications at scale, container orchestration
platforms like Kubernetes are essential. Kubernetes can automate deployment,
scaling, healing, and management of your MCP services.

CI/CD Pipelines

Implement Continuous Integration/Continuous Deployment (CI/CD) pipelines to
automate the build, test, and deployment process of your MCP applications. This
ensures faster, more reliable releases and reduces manual errors.

Versioning MCP Applications and Context Schemas

* API Versioning: Version your MCP server APIs (e.g., /vl/context, /v2/
context) to allow for backward compatibility and graceful evolution.

* Context Schema Versioning: When your context schemas evolve, define
clear versioning strategies to ensure older clients can still consume context
or are gracefully migrated. This could involve schema registries, explicit
version fields in context documents, or transformation layers.

Architectural Patterns and Tradeoffs

Designing an MCP system often involves choosing between different architectural
patterns, each with its own tradeoffs.
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Centralized vs. Distributed Context Management

Featur
e

Centralized Context Management

Descrip A single, authoritative MCP server or

tion

Pros

Cons

Best
For

cluster.

Simpler to manage, easier consistency,
single source of truth.

Single point of failure (if not clustered),
potential bottleneck.

Smaller scale, tightly coupled context,
strong consistency needs.

Event-Driven Context Updates

Distributed Context Management

Multiple MCP servers, each owning
specific context domains.

Scalability, fault isolation, domain-
specific expertise.

Complex consistency, distributed
transactions, discovery.

Large-scale, microservices
architectures, diverse context.

Instead of clients polling for context changes, context sources can publish events
(e.g., to a message broker like Kafka, RabbitMQ) whenever context changes. MCP

servers or clients can subscribe to these events to receive real-time updates.

Pros: Real-time updates, reduced polling overhead, decoupling of context

producers and consumers. Cons: Increased complexity, requires robust

messaging infrastructure, potential for eventual consistency issues if not handled

carefully.

Worked Example: Designing a Scalable Context
Service

Let's design a high-level architecture for an MCP service that provides project-

related context (e.q., project structure, dependencies, design documents) to

various intelligent tools.

Scenario: A large software development organization needs dynamic context for

its Al coding assistants, project management tools, and documentation

generators. Context includes Git repository structures, Jira ticket statuses,

Confluence documentation, and CI/CD pipeline results.

Architectural Goals: 1. Scalability: Handle thousands of concurrent requests
from hundreds of tools. 2. Performance: Low latency context delivery. 3.

Reliability: High availability and fault tolerance. 4. Security: Secure access

control for different project contexts. 5. Maintainability: Easy to add new
context sources and intelligent tools.
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Design Choices:
1. MCP Server Layer:

o Multiple Node.js (TypeScript) MCP server instances running in a
Kubernetes cluster.

o Exposed via a load balancer (e.g., Nginx, AWS ALB) for both HTTP/S
and WebSockets.

o Implements IContextServer and IContextSource interfaces from
the TypeScript SDK.

2. Context Aggregation & Storage:
* Primary Store: PostgreSQL database for structured project metadata, user

permissions, and schema definitions.

* Document Store: MongoDB for flexible, semi-structured context like
parsed design documents or CI/CD logs.

* Cache: Distributed Redis cache for frequently accessed context (e.g., active
project context, common dependency graphs).

* Event Bus: Apache Kafka for real-time context updates from source
systems.

1. Context Source Integrations:

* Git Integration: Webhooks from Git repositories push events to Kafka on
code changes. A dedicated service processes these to update project
structure context in MongoDB.

* Jira Integration: A background service polls Jira API for ticket updates,
pushes events to Kafka.

* Confluence Integration: A service listens for Confluence API events or
polls, pushes documentation changes to Kafka.

* CI/CD Integration: Webhooks from Jenkins/GitLab ClI push build status
events to Kafka.

1. Security:

* Authentication: OAuth2/0OIDC for intelligent tools, mTLS for internal
service-to-service communication.
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* Authorization: RBAC based on project membership and role, stored in
PostgreSQL. MCP server filters context based on the authenticated tool's
permissions.

1. Observability:

* Logging: All services use structured logging to an ELK stack.

* Metrics: Prometheus + Grafana for collecting and visualizing request rates,
latencies, error rates, cache hit ratios.

* Tracing: OpenTelemetry for distributed tracing across all services.

Intelligent Tools

v

Client Load Balancer

*
MCP Servers External Context Systems
l Apache Kafka Event Bus
( |
\, i

Context Data Stores

Figure 10.2: Production-Ready MCP Architecture for Project Context

Architecture Drill: Context Versioning Strategy

Consider an MCP application that provides API specifications (OpenAPI/Swagger)
as context to various API client generators and documentation tools. These API
specs evolve frequently.
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Task: Propose a strategy for versioning this API specification context to ensure
that: 1. API client generators can always fetch a specific, stable version of an API
spec. 2. Documentation tools can always get the latest approved version. 3. Older
clients don't break when a new APl spec version is released. 4. The system can
efficiently handle updates and retrievals.

Considerations: - How would the ContextIdentifier be structured? - What
metadata would be stored with the context? - How would ContextUpdate events
be handled for versioned context? - What database/storage would best support
this?

Checkpoint

What are the three core pillars of observability, and how would each contribute to
understanding the health and performance of a production MCP server?

Click to reveal answer
The three core pillars of observability are **logging**, **metrics**, and
*Hracing**.

* Logging: Provides detailed, discrete events and messages about what
happened within the MCP server (e.g., request received, context fetched
from source, error occurred, authorization denied). It helps answer "What
happened?"

* Metrics: Offers aggregated, quantifiable data over time (e.g., requests per
second, average latency, error rates, cache hit ratio). It helps answer "How
well is it performing?" or "Is it healthy?"

* Tracing: Visualizes the end-to-end flow of a single request across multiple
services involved in fulfilling an MCP context request, showing the duration
of each step. It helps answer "Why is this request slow?" or "Where did this
request fail?"

MCQs

1. Which of the following is the primary reason for implementing a Circuit
Breaker pattern in an MCP server fetching context from external sources? a)
To ensure strong data consistency across all context sources. b) To reduce
the number of retries for successful operations. c) To prevent cascading
failures and give a struggling external service time to recover. d) To encrypt
context data during transmission.
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Click to reveal answer
Correct Answer: c) To prevent cascading failures and give a struggling
external service time to recover.

Explanation: A circuit breaker detects when an external service is failing
and temporarily stops sending requests to it, preventing the MCP server
from wasting resources on doomed requests and allowing the external
service to recover without being overwhelmed.

2. When designing an MCP system that needs to provide real-time context
updates from various dynamic sources to hundreds of intelligent tools, which
architectural pattern would be most suitable for efficient context delivery? a)
Clients continuously polling the MCP server every few seconds. b) MCP
server using a batch job to update context once per hour. c) MCP server
subscribing to an event bus (e.g., Kafka) that context sources publish to. d)
Manually updating context files on a shared network drive.

Click to reveal answer
Correct Answer: c) MCP server subscribing to an event bus (e.qg., Kafka)
that context sources publish to.

Explanation: An event-driven architecture with an event bus (like Kafka)
allows for real-time, push-based updates, which is highly efficient for
dynamic context and scales well for many consumers, avoiding the
overhead and potential staleness of polling.

Challenge
Scenario: Debugging a Production MCP Latency Issue

Your production MCP service, which provides real-time user session context (e.qg.,

current active page, items in cart, recent searches) to an Al-powered e-commerce
chatbot, is experiencing intermittent high latency. Users are complaining that the
chatbot often provides outdated information or is slow to respond.

You have access to: - Basic server logs (unstructured, showing INFO and ERROR
messages). - CPU and memory utilization metrics for the MCP server. - Database
query logs for the session context database.

Task: 1. What specific additional observability tools or metrics would you
immediately implement or request to diagnose the root cause of the latency?
Justify your choices. 2. Based on the limited information, hypothesize three
potential causes for the intermittent high latency and explain how your chosen
observability tools would help confirm or deny each hypothesis. 3. Suggest one
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potential architectural improvement to mitigate similar latency issues in the
future, assuming the problem is on the MCP server side or its context sources.

Summary

Designing and architecting production-ready MCP applications demands a holistic
approach, moving beyond functional correctness to embrace qualities like
scalability, security, resilience, and observability. By strategically implementing
caching, robust authentication and authorization, fault-tolerant patterns like
circuit breakers, and comprehensive monitoring, you can build MCP systems that
are not only powerful but also reliable and maintainable in the demanding
landscape of real-world operations. Understanding the tradeoffs between different
architectural patterns, such as centralized versus distributed context
management, is crucial for making informed decisions that align with your
specific use case and organizational constraints.

s TL;DR

* Scalability requires caching, efficient aggregation, and load balancing for
MCP servers.

* Security is non-negotiable: implement strong authentication, authorization,
and data encryption.

* Resilience means handling failures gracefully with retries, circuit breakers,
and graceful degradation.

* Observability through logging, metrics, and tracing is essential for
understanding and debugging production systems.

* Deployment benefits from containerization, orchestration, and CI/CD
pipelines.

¢ Architectural tradeoffs exist between centralized/distributed context and
push/pull update models.

“> Core Flow

1. Define Requirements: Understand performance, security, and reliability
needs for the MCP application.

2. Design Architecture: Choose appropriate database, caching, and
deployment patterns.
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3. Implement Security: Integrate authentication, authorization, and
encryption mechanisms.

4. Build for Resilience: Apply patterns like circuit breakers, retries, and
graceful degradation.

5. Add Observability: Instrument the system with logging, metrics, and
distributed tracing.

6. Automate Operations: Set up CI/CD, containerization, and orchestration
for deployment and management.

%’ Key Takeaway

A production-ready MCP application is a carefully engineered system that
prioritizes not just the delivery of context, but its secure, reliable, and performant
delivery at scale, built on a foundation of proactive design choices and continuous

operational insight.
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