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Node-IPC Supply Chain
Attack: Protestware Incident

Incident: Node-IPC Supply Chain Attack: Protestware Incident Date:

2022-03-08 | Duration: Malicious versions available: Early March 2022

March 2022 (mitigated) | Severity: P0-critical

Affected: unknown, potentially widespread across the JavaScript ecosystem |

Systems: Node.js applications using node-ipc, Any system with a

dependency on node-ipc (direct or transitive) Root cause (summary): The

maintainer of the 'node-ipc' package published malicious versions (e.g., 9.2.x,

10.1.x) to npm, containing 'protestware' designed to wipe files on systems

located in specific geographic regions.

Timeline of Events

Time

(UTC)

Event

Early

March

2022

Malicious versions of node-ipc  (e.g., 9.2.x, 10.1.x) containing 'protestware'

are published to npm.

March

2022

Security researchers and the open-source community identify and report the

malicious functionality (file-wiping based on geolocation).

March

2022

onwards

npm and the community work to mitigate the impact, including unpublishing

malicious versions and advising users to downgrade or update to safe

versions.

Incident Summary

In early March 2022, the open-source software supply chain, particularly within

the npm ecosystem, experienced a significant security breach involving the

widely used node-ipc  package. This incident, categorized as a P0-critical

security event, stemmed from the intentional publication of malicious

• 
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"protestware" by the package's maintainer. The affected versions, notably 9.2.x

and 10.1.x, contained code designed to wipe files on systems identified as being

within specific geographic regions, introducing a destructive payload into

potentially widespread Node.js applications.

The malicious code was quickly identified by security researchers and the broader

open-source community, triggering an urgent response. The nature of the attack,

leveraging a popular utility package, meant that any Node.js application or

system with a direct or transitive dependency on node-ipc  was at risk. The

incident highlighted the inherent trust placed in open-source maintainers and the

vulnerabilities this trust can expose within the software supply chain.

Mitigation efforts primarily involved npm unpublishing the identified malicious

versions and issuing advisories to developers. The community was urged to either

downgrade to known safe versions or update to patched releases that removed

the protestware. While the immediate threat was addressed by these actions, the

incident served as a stark reminder of the critical need for enhanced security

practices across the entire software development lifecycle, from dependency

management to continuous monitoring.

What Went Wrong: Root Cause

The fundamental root cause of the node-ipc  supply chain attack was the 

intentional introduction of malicious code by the legitimate package

maintainer into widely distributed versions of the node-ipc  library. The

maintainer published versions 9.2.x and 10.1.x to the npm registry, which

included obfuscated JavaScript designed to detect the geolocation of the

executing system. If the system was identified as being within a specified target

region, the code would proceed to wipe files from the local filesystem.

This incident was not a result of compromised credentials or a sophisticated

external attack vector exploiting a technical vulnerability in npm's infrastructure.

Instead, it leveraged the inherent trust model of open-source package

management, where maintainers have direct control over the code they publish.

The failure mechanism was therefore a breach of trust and ethical conduct by a

maintainer, directly injecting destructive functionality into a critical dependency.
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Contributing Factors

Several factors contributed to the severity and potential widespread impact of

this incident:

Maintainer's Ability to Introduce Malicious Code: The decentralized

and trust-based nature of open-source development allows package

maintainers significant autonomy. This incident demonstrated the critical

risk when a maintainer chooses to abuse this power by injecting politically

motivated or destructive code. 

Why this is a factor: The open-source ecosystem's trust model, while

fostering collaboration, lacks robust checks against malicious intent

from within.

Widespread Reliance on Transitive Dependencies: node-ipc  is a

foundational package, meaning many other popular libraries and

applications relied on it as a transitive dependency. This created a vast blast

radius, as users might not have directly installed node-ipc  but inherited it

through other packages, making detection and remediation more

challenging. 

Why this is a factor: Modern software heavily relies on deep

dependency trees, making it difficult for individual developers to track

and vet every component.

Lack of Robust Automated Security Scanning: At the time, npm's

automated security scanning for newly published packages was not

sufficiently robust to detect such politically motivated malicious code before

it became widely available. 

Why this is a factor: Existing automated tools primarily focused on

known vulnerabilities or common malware patterns, not sophisticated,

obfuscated "protestware" from a trusted source.

• 
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Insufficient Awareness of Transitive Dependency Risks: Many

developers lacked sufficient awareness regarding the security implications

of their entire dependency tree, often focusing only on direct dependencies

and overlooking the risks posed by transitive ones. This led to less stringent

vetting or version pinning for non-direct dependencies. 

Why this is a factor: The complexity of dependency graphs often leads

to a false sense of security regarding indirect dependencies, as their

impact is less immediately visible.

Impact and Blast Radius

The impact of the node-ipc  protestware incident was severe due to its

destructive payload and the widespread usage of the affected package. While

concrete numbers for affected users are unknown, the potential blast radius was 

widespread across the JavaScript ecosystem. node-ipc  is a fundamental

inter-process communication library, meaning it was a dependency for numerous

applications, frameworks, and tools.

The primary impact was the potential for data loss through file-wiping on

systems located in specific geographic regions. This could range from developer

workstations to production servers, leading to significant operational disruption,

data corruption, and potential reputational damage for affected organizations.

The psychological impact on developers, realizing that a trusted open-source

component could turn malicious, also contributed to a loss of confidence in the

supply chain.

Because the malicious code was conditional on geolocation, not all users who

installed the affected versions would have experienced the file-wiping payload.

However, the mere presence of such code in a critical library constitutes a P0-

critical security breach, regardless of whether the payload was triggered on every

system. The incident underscored the fragility of the software supply chain and

the difficulty in accurately measuring the full scope of damage from such an

attack.

• 
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Mitigations Applied

Following the detection of the malicious node-ipc  versions, several mitigations

were applied by npm and the broader open-source community:

Package Unpublishing and Deprecation: npm promptly took action to

unpublish the malicious versions (e.g., 9.2.x and 10.1.x) from the registry.

This prevented new installations from pulling the compromised code.

Community Advisories and Guidance: Security researchers, npm, and

other ecosystem stakeholders issued widespread advisories, urging

developers to check their dependency trees and take immediate action. This

included recommendations to: 

Downgrade: Revert to known safe versions of node-ipc  (e.g., 9.1.x

or earlier).

Update: Upgrade to patched versions that had the malicious code

removed.

Enhanced Security Scanning (Ongoing): The incident prompted further

discussions and likely accelerated efforts by registry operators like npm to

enhance automated security scanning capabilities to detect similar

malicious payloads in newly published packages.

Dependency Auditing Tools: The incident reinforced the importance of

using tools like npm audit  and third-party software composition analysis

(SCA) tools to regularly scan projects for known vulnerabilities and malicious

dependencies.

What We Learned

The node-ipc  supply chain attack provided several critical lessons for the

engineering community regarding the security of modern software development:

Open-Source Trust is a Double-Edged Sword: While open-source

fosters collaboration and innovation, it also introduces a significant trust

dependency on maintainers. This incident highlighted that even legitimate

maintainers can introduce malicious code, challenging the assumption that

open-source is inherently secure due to its transparency. We learned that

trust must be continuously verified, not blindly granted.
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The Peril of Transitive Dependencies: Many organizations were exposed

not by directly installing node-ipc , but through a chain of transitive

dependencies. This underscored the critical need for a holistic view of the

dependency graph and the realization that security is only as strong as the

weakest link, no matter how deeply nested.

Proactive Supply Chain Security is Non-Negotiable: Relying solely on

reactive measures (like unpublishing after detection) is insufficient.

Organizations must adopt proactive strategies, including robust dependency

vetting, integrity checks, and continuous monitoring, to identify and

mitigate risks before they manifest as critical incidents.

Automated Scanning Needs Behavioral Analysis: Traditional

vulnerability scanning often misses politically motivated or obfuscated

malicious code from trusted sources. We learned that security tools need to

evolve to include behavioral analysis and anomaly detection to identify

suspicious patterns in newly published packages, even if they don't match

known signatures.

How to Avoid This: Actionable Prevention
Checklists

For Developers:

Pin Dependencies and Use Lockfiles:

Always use package-lock.json  (npm) or yarn.lock  (Yarn) and

commit them to version control.

Use npm ci  instead of npm install  in CI/CD environments to ensure

exact dependency versions from the lockfile are used, preventing

unexpected updates.

Avoid broad version ranges (e.g., ^1.0.0 ) for critical dependencies;

consider pinning to exact versions or narrower ranges for stability.

Regularly Audit Dependencies:

Run npm audit  frequently to check for known vulnerabilities and

malicious packages.

Integrate npm audit  into your CI/CD pipeline to fail builds if critical

vulnerabilities are detected.

2. 

3. 

4. 
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Understand Your Dependency Tree:

Use tools like npm list  or npm ls  to visualize your full dependency

graph, including transitive dependencies.

Be aware of the criticality and maintainer reputation of your key direct

and transitive dependencies.

Stay Informed:

Subscribe to security advisories from npm, Snyk, GitHub Security

Advisories, and other relevant sources for your ecosystem.

Monitor community discussions around popular packages for early

warnings of suspicious activity.

Review Code for Critical Dependencies:

For highly critical or foundational packages, consider a brief manual

review of significant changes or new major versions, especially for

obfuscated code.

For Organizations:

Implement Software Composition Analysis (SCA):

Integrate dedicated SCA tools (e.g., Snyk, Mend, Sonatype Nexus

Lifecycle) into your development pipeline to automatically scan for

known vulnerabilities, license compliance, and potential malicious

code in open-source components. These tools often have better

behavioral analysis capabilities.

Establish a Private Package Registry/Proxy:

Use a private npm registry (e.g., Nexus Repository Manager,

Artifactory) that proxies public registries. This allows for caching,

scanning, and potentially quarantining suspicious packages before

they enter your internal build systems.

Manually approve or vet critical open-source packages before they are

mirrored to your internal registry.
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Define a Dependency Vetting Policy:

Create clear guidelines for evaluating and approving open-source

dependencies, considering factors like maintainer activity, community

support, security track record, recent changes, and the presence of

multi-factor authentication for publishing.

Prioritize dependencies with strong security practices (e.g., signed

commits, security disclosure policies).

Isolate Build Environments:

Run builds and dependency installations in isolated, ephemeral

environments (e.g., Docker containers, sandboxed VMs) with minimal

necessary network access and privileges to limit the blast radius if a

malicious package is introduced.

Implement Runtime Application Self-Protection (RASP):

For critical production applications, consider RASP solutions that can

monitor and block suspicious behavior at runtime, even from trusted

dependencies, providing a last line of defense against unknown

threats.

Supply Chain Security Training:

Provide regular training to developers on the risks of open-source

dependencies and best practices for secure dependency management.

Systemic Lesson Block

The node-ipc  incident underscored a critical systemic vulnerability in the

modern software supply chain: the inherent trust placed in open-source

maintainers, coupled with the vast and often opaque network of transitive

dependencies. Organizations must shift from a reactive posture, where security

incidents are addressed after they occur, to a proactive and continuous supply

chain security model. This requires:

Establishing a Culture of Zero-Trust for Dependencies: Assuming that

any external dependency, regardless of its source or popularity, could

potentially be compromised or malicious.
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Implementing Comprehensive Automated Security Throughout the

SDLC: Integrating advanced Software Composition Analysis (SCA) and

behavioral anomaly detection tools into every stage of development, from

package ingestion to runtime.

Formalizing Dependency Management Policies: Creating clear,

enforced organizational policies for vetting, approving, and continuously

monitoring all open-source components, including a strategy for managing

transitive dependencies.

Investing in Supply Chain Visibility and Control: Utilizing private

registries, build isolation, and runtime protection to gain granular control

over what code enters and executes within the organizational ecosystem.

This incident serves as a stark reminder that software supply chain security is not

merely a technical challenge, but a fundamental organizational imperative

requiring continuous investment, policy enforcement, and a deep understanding

of the risks inherent in modern development practices.

📌 Key Engineering Lesson: The incident highlighted the critical need for

robust software supply chain security, including dependency vetting, integrity

checks, and proactive monitoring for malicious package updates, especially

for widely used open-source components.

2. 

3. 
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