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OpenAI macOS App Supply
Chain Attack via TanStack

Incident: OpenAI macOS App Supply Chain Attack via TanStack Date:

2026-05-21 | Duration: ~unknown hours | Severity: P0-critical Affected:

All macOS app users (potential for future compromise) | Systems: OpenAI

macOS app, OpenAI iOS app (potential), OpenAI Windows app (potential) 

Root cause (summary): The compromise of two OpenAI employee devices

via a malicious TanStack npm package, which was part of the broader Shai-

Hulud supply chain attack, led to the exfiltration of private code signing

certificates for macOS, iOS, and Windows.

Timeline (if available):

Time

(UTC)

Event

Prior to

May 2026

The 'Shai-Hulud' supply chain attack campaign actively targets the npm

ecosystem, compromising legitimate package maintainer accounts and

injecting malicious code.

Undetermi

ned Date

A malicious version of a TanStack npm package, part of the Shai-Hulud

campaign, is introduced into the software supply chain.

Undetermi

ned Date

Two OpenAI employees' development devices are compromised through the

use of the malicious TanStack package.

Undetermi

ned Date

Attackers exfiltrate private code signing certificates for macOS, iOS, and

Windows from the compromised employee devices.

Approx.

2026-05-2

1

OpenAI confirms the security breach related to the TanStack npm supply

chain attack and the compromise of employee devices.

Following

2026-05-2

1

OpenAI initiates incident response, including rotating macOS code signing

certificates and updating affected applications.
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Incident Summary

On approximately May 21, 2026, OpenAI confirmed a significant security breach

stemming from a sophisticated supply chain attack targeting the npm ecosystem.

This incident involved the compromise of two OpenAI employee development

devices through a malicious version of a TanStack npm package. This package

was part of a larger, ongoing campaign known as "Shai-Hulud," which

systematically targets popular open-source package maintainer accounts to inject

malicious code into widely used dependencies.

The primary objective of the attackers, in this instance, appears to have been the

exfiltration of critical code signing certificates. From the compromised employee

devices, private code signing certificates for OpenAI's macOS, iOS, and Windows

applications were successfully stolen. The exact duration of the compromise on

the employee devices and the window during which the certificates were

exfiltrated remains undetermined.

Upon detection, OpenAI initiated a P0-critical incident response. This response

included the immediate rotation of affected code signing certificates and the

preparation of updated application builds to revoke trust in the compromised

certificates. While the direct impact on end-users at the time of detection was

mitigated by the rapid response, the potential for future compromise of all macOS

app users, and potentially iOS and Windows app users, necessitated this severe

classification.

This incident underscores the inherent vulnerabilities in modern software supply

chains and the critical need for robust security measures beyond traditional

perimeter defenses. The compromise leveraged trusted development tools and

environments, highlighting a systemic challenge for organizations relying on

extensive third-party dependencies.

Timeline of Events

The following timeline reconstructs the sequence of events leading to and

following the detection of the supply chain attack:

Prior to May 2026: The "Shai-Hulud" supply chain attack campaign

actively targets the npm ecosystem. This campaign focuses on

compromising legitimate package maintainer accounts and subsequently

injecting malicious code into their popular open-source projects.

• 
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Undetermined Date: A malicious version of a TanStack npm package,

which was part of the broader Shai-Hulud campaign, is introduced into the

software supply chain. The exact method of compromise of the TanStack

maintainer account is part of the ongoing investigation into the Shai-Hulud

campaign.

Undetermined Date: Two OpenAI employees' development devices are

compromised. This occurred through the routine use or update of the

malicious TanStack package within their development environments. The

package's malicious payload executed on their machines, establishing a

foothold.

Undetermined Date: Following the initial compromise, attackers

successfully exfiltrate private code signing certificates for macOS, iOS, and

Windows from the affected employee devices. These certificates are crucial

for verifying the authenticity and integrity of OpenAI's applications.

Approx. 2026-05-21: OpenAI's internal security monitoring and/or external

intelligence reports detect anomalies consistent with a supply chain

compromise. The breach is confirmed, specifically linked to the TanStack

npm package and the compromise of employee development devices.

Following 2026-05-21: OpenAI initiates its incident response protocol. Key

actions include revoking and rotating the compromised macOS, iOS, and

Windows code signing certificates. Plans are put in place to update all

affected applications to use new, trusted certificates and to invalidate any

applications signed with the exfiltrated certificates.

What Went Wrong: Root Cause

The root cause of this incident was the successful exfiltration of private code

signing certificates from two OpenAI employee development devices. This

exfiltration was made possible by the initial compromise of these devices through

a malicious TanStack npm package. The package, part of the "Shai-Hulud" supply

chain attack campaign, contained code designed to execute on developer

machines and locate/extract sensitive assets.

Specifically, the failure mechanism involved:

Malicious Package Infiltration: A legitimate TanStack npm package,

widely used in modern web development, was compromised at its source

(likely via a hijacked maintainer account). This allowed attackers to inject

malicious code into a seemingly benign dependency.

• 

• 

• 

• 

• 
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Execution on Developer Devices: When OpenAI developers installed or

updated this compromised TanStack package as part of their routine

development workflow, the malicious code was executed on their local

machines. Modern frontend and full-stack development ecosystems heavily

rely on npm packages, many of which include install  scripts or other

mechanisms that execute code during the installation process.

Certificate Exfiltration: Once executed, the malicious payload on the

compromised developer devices scanned for and located private code

signing certificates. These certificates, essential for digitally signing

applications to verify their origin and integrity, were likely stored in

accessible locations on the development machines (e.g., macOS Keychain,

Windows Certificate Store, or specific development directories). The lack of

sufficient isolation or stringent access controls around these critical assets

allowed the malware to access and exfiltrate them to attacker-controlled

infrastructure.

The core technical failure was the insufficient segmentation and protection of

highly sensitive assets (code signing certificates) within the developer

environment, coupled with an implicit trust in third-party software supply chain

integrity that was exploited by a sophisticated adversary.

Contributing Factors

Several factors contributed to the successful execution of this supply chain

attack:

Reliance on Third-Party npm Packages: OpenAI, like most modern

software companies, heavily relies on a vast ecosystem of third-party npm

packages in its development environment. This creates a broad attack

surface, as a compromise in any upstream dependency can cascade down

to internal systems.

Compromise of a Popular npm Package Maintainer: The "Shai-Hulud"

campaign's success hinges on compromising legitimate and popular

package maintainer accounts. This allows malicious code to be injected into

widely used packages, bypassing initial scrutiny that new, unknown

packages might face.

2. 
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Insufficient Isolation on Employee Development Devices: The

compromised employee devices lacked sufficient isolation or security

controls that would have prevented the exfiltration of code signing

certificates after the initial malware execution. This implies that certificates

were accessible from user-level processes or that the malware achieved

elevated privileges without being detected or blocked by endpoint security.

Inherent Risks of Modern Frontend/Full-Stack Ecosystems: The

nature of modern development, involving numerous dependencies and

complex install  scripts that execute code, inherently increases the risk.

Developers often need to install many packages, and auditing every line of

code in every dependency, especially transitive ones, is practically

impossible.

Lack of Reproducible Builds and Strict Dependency Pinning: While

not explicitly stated as a factor, the absence of strictly enforced

reproducible builds or robust dependency pinning could have allowed a

malicious update to a TanStack package to be pulled without sufficient

review, contributing to the spread.

Detection and Response

The detection of this incident was attributed to internal security monitoring and/or

external intelligence reports. The precise time to detect and mitigate remains

unknown, but the confirmation date of May 21, 2026, indicates a prompt response

once the breach was identified.

Upon confirming the security breach, OpenAI initiated a P0-critical incident

response, focusing on containment and remediation:

Containment: Immediate actions would have included isolating the

compromised employee devices and conducting forensic analysis to

understand the extent of the breach and the exfiltration methods.

Certificate Revocation and Rotation: The most critical response was the

revocation of the compromised macOS, iOS, and Windows code signing

certificates. New, secure certificates were generated and prepared for

deployment.

Application Updates: OpenAI began the process of updating all affected

applications (macOS, iOS, and Windows apps) to be signed with the newly

generated certificates. This ensures that future application updates are

trusted and that any applications signed with the exfiltrated certificates can

be identified and potentially blocked by operating systems.

• 

• 

• 
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Supply Chain Review: A comprehensive review of the software supply

chain, particularly npm dependencies, would have been initiated to identify

other potentially compromised packages or maintainers.

Employee Device Hardening: Measures to harden employee

development devices and enhance endpoint detection and response (EDR)

capabilities would have been prioritized to prevent similar future

compromises.

Impact and Blast Radius

The impact of the OpenAI macOS App Supply Chain Attack via TanStack was

severe, classified as P0-critical, primarily due to the exfiltration of private code

signing certificates.

Affected Users: All users of the OpenAI macOS app were potentially

affected, with a future risk for users of the OpenAI iOS and Windows apps.

While no immediate user data compromise was confirmed, the theft of

signing certificates presents a grave long-term threat.

Compromised Trust: Code signing certificates are the bedrock of trust

between a software vendor and its users. Their exfiltration means that

attackers could potentially sign malicious applications or updates, making

them appear legitimate to operating systems and users. This could lead to: 

Malicious Updates: Attackers could distribute rogue updates for

OpenAI's applications, tricking users into installing malware.

Impersonation: Attackers could sign their own malicious software

and pass it off as official OpenAI software, facilitating phishing or

further attacks.

Affected Systems:

OpenAI macOS app

OpenAI iOS app (potential for future compromise)

OpenAI Windows app (potential for future compromise)

OpenAI code signing infrastructure (requiring certificate rotation and

re-issuance)

OpenAI employee development devices (two confirmed compromised,

requiring full remediation and security review)

4. 
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Reputational Damage: Any incident involving supply chain compromise

and code signing certificate theft carries significant reputational risk,

eroding user trust in the security of the affected applications.

Operational Overhead: The incident necessitated a substantial

operational effort for certificate rotation, application re-signing, and

extensive security audits, diverting engineering resources from product

development.

Five Whys Analysis

Applying the Five Whys analysis helps to uncover the deeper systemic causes

behind the certificate exfiltration:

Why were private code signing certificates exfiltrated?

Because two OpenAI employee development devices were

compromised, and the malware running on them was able to access

and transmit these sensitive assets.

Why were the employee development devices compromised?

Because a malicious version of a TanStack npm package, part of the

Shai-Hulud supply chain attack, was installed and executed on these

devices.

Why was a malicious TanStack npm package installed and

executed?

Because OpenAI's development environment relied on third-party npm

packages, and a legitimate package maintainer account for TanStack

was compromised as part of the Shai-Hulud campaign, allowing

malicious code to be injected into a trusted dependency.

Why did the malicious package lead to certificate exfiltration from

the compromised devices?

Because there was insufficient isolation or security controls on the

employee development devices that allowed the malware to access

and exfiltrate highly sensitive assets like code signing certificates,

which should be more rigorously protected.

• 
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Why were these controls insufficient?

Because the organization's overall supply chain security posture and

developer workstation hardening practices did not adequately account

for sophisticated attacks that leverage trusted open-source

components to breach internal infrastructure and target critical assets

like code signing certificates. This indicates a gap in proactive threat

modeling for developer environments and critical asset protection.

Mitigations Applied

Following the detection and initial response, OpenAI implemented several critical

mitigations to address the immediate threat and enhance long-term security:

Certificate Revocation and Re-issuance: All compromised macOS, iOS,

and Windows code signing certificates were immediately revoked. New,

securely generated certificates were issued and integrated into the build

and signing pipelines.

Application Updates: All OpenAI applications for macOS, iOS, and

Windows were updated and re-signed with the new, trusted certificates.

Users were prompted to update their applications to ensure they were

running verified versions.

Developer Workstation Remediation: The two compromised employee

devices underwent a full wipe and re-provisioning. A comprehensive audit of

all developer workstations was initiated to identify any other potential

compromises.

Enhanced Dependency Vetting: OpenAI implemented stricter controls for

third-party npm dependencies. This includes: 

Automated Scanning: Integrating advanced static and dynamic

analysis tools into the CI/CD pipeline to scan for known vulnerabilities

and suspicious behavior in new and updated dependencies.

Dependency Pinning and Locking: Enforcing strict dependency

pinning using lock files (e.g., package-lock.json , yarn.lock ) and

regularly auditing these files.

Supply Chain Security Platforms: Adoption of dedicated supply

chain security platforms to monitor for compromises in upstream

packages and maintainer accounts.

5. 
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Improved Developer Environment Hardening:

Principle of Least Privilege: Reviewing and enforcing stricter

access controls for developers, particularly concerning access to

sensitive assets like code signing certificates.

Secure Certificate Storage: Implementing hardware security

modules (HSMs) or secure enclaves for storing private keys and code

signing certificates, rather than on general-purpose developer

workstations.

Enhanced Endpoint Security: Deploying advanced EDR solutions

with behavioral analysis capabilities on all employee devices to detect

and prevent malware execution and data exfiltration.

Network Segmentation: Implementing network segmentation for

developer environments to limit lateral movement in case of a

workstation compromise.

Multi-Factor Authentication (MFA) for Critical Systems: Reinforcing

MFA requirements for all critical internal systems, including access to code

signing infrastructure and package registry accounts.

What We Learned

This incident provided several critical lessons for OpenAI and the broader

engineering community:

The Supply Chain is the New Perimeter: Traditional perimeter security

is insufficient. Modern attacks increasingly target the software supply chain,

leveraging trusted third-party components to gain access. Organizations

must shift their security focus to include rigorous vetting and continuous

monitoring of all external dependencies.

Developer Workstations are High-Value Targets: Developer machines

often contain a wealth of sensitive information, including source code,

credentials, and, as demonstrated, code signing certificates. They are prime

targets for attackers and require the same, if not greater, level of security

hardening as production servers.

Trust in Open Source is Earned, Not Given: While open-source software

is foundational, implicit trust in its integrity is a significant risk. The "Shai-

Hulud" campaign highlights that even popular, well-maintained packages

can be compromised. A proactive, skeptical approach to dependency

management is essential.
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Critical Assets Require Isolated Protection: Sensitive assets like code

signing certificates, API keys, and production credentials should never reside

on general-purpose developer workstations or be easily accessible.

Implementing hardware-backed security (HSMs, secure enclaves) and strict

access controls is paramount.

Rapid Incident Response is Crucial: The ability to quickly detect,

contain, and remediate a breach, particularly one involving code signing

infrastructure, is vital to limit potential damage and maintain user trust.

Investing in robust security monitoring and well-rehearsed incident response

plans is non-negotiable.

How to Avoid This in Your Systems

To mitigate the risk of similar supply chain attacks and protect critical assets,

engineering teams should consider the following actionable strategies:

Implement a Comprehensive Supply Chain Security Program:

Dependency Vetting: Use automated tools to scan all third-party

dependencies for known vulnerabilities (CVEs) and suspicious

behavior.

Software Bill of Materials (SBOM): Generate and maintain an

SBOM for all applications to track every component, its version, and its

origin.

Registry Mirroring/Proxies: Use internal npm registries or proxies

(e.g., Verdaccio, Nexus Repository) to cache approved dependencies

and prevent direct access to public registries.

Reproducible Builds: Ensure builds are reproducible, meaning the

same source code always produces the same binary, reducing the risk

of tampering.

4. 
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Harden Developer Workstations:

Principle of Least Privilege: Developers should only have access to

the resources and credentials absolutely necessary for their work.

Endpoint Detection and Response (EDR): Deploy advanced EDR

solutions with behavioral analysis to detect anomalous activity,

malware execution, and data exfiltration attempts.

Regular Audits: Conduct regular security audits and vulnerability

assessments of developer environments.

Secure Credential Management: Use secure credential stores (e.g.,

secret managers, hardware tokens) and discourage storing sensitive

credentials directly on developer machines.

Protect Code Signing Certificates and Private Keys:

Hardware Security Modules (HSMs): Store private code signing

keys in FIPS 140-2 certified HSMs or secure enclaves, which prevent

key exfiltration.

Automated Signing: Implement automated, air-gapped signing

processes that only allow authorized build systems to access keys, not

individual developers.

Strict Access Controls: Enforce multi-factor authentication and role-

based access control (RBAC) for all access to code signing

infrastructure.

Enhance Monitoring and Alerting:

Behavioral Monitoring: Monitor for unusual network connections,

process executions, and file access patterns on developer

workstations.

Log Aggregation: Centralize logs from developer machines, CI/CD

pipelines, and security tools for correlation and anomaly detection.

External Threat Intelligence: Subscribe to threat intelligence feeds

to stay informed about active supply chain attack campaigns like Shai-

Hulud.
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Educate and Train Developers:

Security Awareness: Regularly train developers on common attack

vectors (phishing, social engineering), secure coding practices, and

the risks of supply chain attacks.

Secure Development Lifecycle (SDL): Integrate security

considerations into every phase of the software development lifecycle.

📌 Key Engineering Lesson: Organizations must implement robust supply

chain security measures, including strict dependency vetting, employee

device hardening, and multi-factor authentication for critical systems, to

prevent sophisticated attacks that leverage popular open-source packages to

breach internal infrastructure and exfiltrate sensitive assets like code signing

certificates.

• 
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