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CHAPTER 01

Building a Secure Flask Web
Application with Docker and
PostgreSQL
Developing web applications requires more than just functionality; it demands a

robust understanding of security. This guide will walk you through building a

practical, secure Flask web application that addresses common vulnerabilities and

implements best practices from the ground up. You’ll learn to integrate security

into every layer, from user authentication to cloud deployment.

Why Build a Secure Web Application?

In today's digital landscape, security is not an afterthought—it's foundational.

Data breaches, unauthorized access, and system compromises can devastate

businesses and erode user trust. As a developer, understanding how to build

secure applications is a critical skill that protects users, data, and your

professional reputation. This project focuses on hands-on implementation,

allowing you to build a tangible artifact for your portfolio while mastering

essential cybersecurity principles.

By the end of this guide, you won't just have a working application; you'll have a

deep understanding of why certain security measures are necessary, how to

implement them effectively, and what the tradeoffs are in real-world scenarios.

Project Overview: A Secure User Management API

You will build a secure, containerized Flask application that provides user

registration, login, and authenticated API endpoints. This application will store

user data and other information in a PostgreSQL database. The core focus will be

on implementing robust security controls, including:

Secure User Authentication: Using modern password hashing (Bcrypt)

and secure session management.

Comprehensive Input Validation: Protecting against injection attacks

(SQL, XSS) and other data manipulation.

Dependency Security: Proactively identifying and mitigating

vulnerabilities in third-party libraries.

Secure Deployment: Containerizing the application with Docker and

deploying it to a cloud environment with hardened configurations.

• 

• 

• 

• 
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Security Testing: Verifying your implemented controls through static

analysis and simulated penetration testing.

Technology Stack

This project uses a practical technology stack, selected for its capabilities in

secure web development:

Python: A versatile language known for its readability and extensive

libraries, making it excellent for web development and security tooling. 

Version: Python 3.x. The latest stable version (as of 2026-07-13)

should be confirmed in the official Python documentation.

Flask: A lightweight and flexible Python web framework. Its minimalist

design allows for explicit control over components, which is beneficial when

implementing custom security measures. 

Version: Latest stable version (as of 2026-07-13). Confirm the exact

version in the official Flask documentation.

PostgreSQL: A robust, open-source relational database system, chosen for

its reliability, data integrity, and security features. 

Version: Latest stable version (as of 2026-07-13). Confirm the exact

version in the official PostgreSQL documentation.

Docker: A platform for developing, shipping, and running applications in

containers. Docker ensures that your application runs consistently across

different environments (development, testing, production), simplifying

deployment and dependency management. 

Version: Latest stable version of Docker Desktop or your preferred

container runtime (as of 2026-07-13). Confirm the exact version in the 

official Docker documentation.

Prerequisites

Before you begin, ensure you have the following tools installed on your

development machine:

Python 3.x: With pip  for package management.

Virtual Environment Tool: Such as venv  (built into Python 3) or pipenv .

Git Client: For version control.

Docker Desktop: Or an equivalent OCI-compliant container runtime.
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PostgreSQL Client (Optional): For direct database interaction during

local development (e.g., psql ).

Architectural Principles

Throughout this project, we will adhere to key architectural and security

principles:

Separation of Concerns: Clearly divide application logic into distinct

layers (e.g., routes, services, data access) to improve maintainability and

security auditing.

Stateless API Endpoints: Where appropriate, design API endpoints to be

stateless, relying on secure tokens or sessions for authentication.

Principle of Least Privilege: Grant only the minimum necessary

permissions to database users, application processes, and cloud resources.

Defense in Depth: Implement multiple layers of security controls to

protect against various attack vectors.

Secure by Default: Prioritize security in initial design choices and

configurations rather than adding it as an afterthought.

What You Will Learn

By completing this guide, you will gain practical experience in:

Setting up a secure Flask development environment.

Implementing robust user authentication with modern hashing algorithms

and secure session management.

Designing and securing API endpoints against common web vulnerabilities

like SQL Injection and Cross-Site Scripting (XSS).

Integrating security tools for static code analysis and dependency

vulnerability scanning.

Containerizing web applications and databases using Docker Compose for

consistent environments.

Deploying secure applications to cloud platforms (e.g., Azure App Service)

with appropriate hardening.

Performing basic security testing to validate your implemented controls.

This project is designed to equip you with the skills to build not just functional

applications, but secure applications, a crucial capability for any developer today.
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Learning Path

This guide is structured into incremental milestones, each building upon the

previous one, allowing you to test and verify your progress along the way.

Setting Up Your Secure Flask Project Environment

Initialize the Flask application, virtual environment, Git, and basic project

structure, preparing for secure development.

Building Secure User Registration and Login with Bcrypt

Implement user registration, login, secure password hashing with Bcrypt, and

basic session management using Flask-Login.

Crafting Secure API Endpoints and Input Validation

Create authenticated API endpoints, enforce comprehensive server-side input

validation, and implement secure error handling.

Managing Dependencies and Static Analysis for Security

Integrate tools for dependency vulnerability scanning (e.g., pip-audit) and static

code analysis (e.g., Bandit) to identify and mitigate common security flaws.

Containerizing Your Application with Docker and PostgreSQL

Containerize the Flask application and PostgreSQL database using Docker

Compose for a consistent, isolated development environment.

Secure Cloud Deployment and Environment Hardening

Deploy the Dockerized application to a cloud platform (e.g., Azure App Service),

applying secure configurations and environment variables.

Validating Security: Penetration Testing and Control Verification

Perform basic penetration testing simulations (e.g., OWASP ZAP) and verify the

effectiveness of implemented security controls and mitigations.

References

PEP 551 – Security transparency in the Python runtime

Securing Python Runtimes | Our Success Stories

Deploy secure applications on Microsoft Azure | Microsoft Learn

Python Official Documentation

Flask Official Documentation

PostgreSQL Official Documentation
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Docker Official Documentation

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 02

Setting Up Your Secure Flask
Project Environment
Building a secure web application is a foundational skill for any developer,

especially in today's threat landscape. This first chapter guides you through

establishing a robust, secure, and reproducible development environment for a

Flask-based web application. We'll set up a Python virtual environment, initialize a

basic Flask application, integrate PostgreSQL for data persistence, and

containerize everything using Docker. This structured approach is crucial for

isolating dependencies, ensuring consistent deployments, and laying the

groundwork for identifying and mitigating security risks from the outset.

By the end of this chapter, you will have a minimal Flask application running,

configured to connect to a PostgreSQL database, all orchestrated within Docker

containers. This setup forms the secure scaffold upon which we'll build more

complex authentication, validation, and security features in subsequent chapters.

You will be able to verify that your Flask application is operational and can

conceptually communicate with the database, serving a basic web response.

Project Overview: Secure Flask Web Application

The overarching goal of this project guide is to build a secure Python web

application that demonstrates best practices in cybersecurity. This first chapter

focuses on the environment setup, a critical yet often overlooked aspect of secure

development. A well-configured environment minimizes potential vulnerabilities

and ensures consistency between development, testing, and production.

Specifically, this chapter addresses:

Isolated Development: Using Python virtual environments to manage

dependencies securely.

Consistent Deployment: Leveraging Docker for reproducible application

and database environments.

Secure Configuration: Implementing best practices for handling sensitive

data like API keys and database credentials.

• 

• 

• 

AI VOID [https://aivoid.dev]

Setting Up Your Secure Flask Project Environment 8



Technology Stack

To build our secure Flask application, we'll rely on a set of well-established and

actively maintained technologies. Here are the specific versions we'll target,

based on the latest stable releases as of 2026-07-13:

Python 3.12.x: The core programming language. We'll use a specific patch

version like 3.12.4  (expected to be the latest stable in this timeframe) for

consistency. Python 3.12 includes performance improvements and new

features that enhance developer experience.

Flask 3.0.x: A lightweight and flexible Python web framework. We'll use 

Flask==3.0.3  (or the latest stable 3.0.x  version) which provides a stable

foundation for web development. Flask's minimalism allows us to manually

integrate security features without hidden complexities.

PostgreSQL 16.x: A powerful, open-source relational database system

renowned for its reliability and robust feature set, including advanced

security capabilities. We'll use postgres:16-alpine  Docker image,

targeting 16.3  (or similar stable patch version).

Docker & Docker Compose: Containerization tools that package our

application and its dependencies into isolated units. This ensures our

development environment precisely matches our production environment,

minimizing "it works on my machine" issues and simplifying secure

deployment. We'll use the latest stable Docker Desktop release (e.g., 

4.31.0  or newer) and Docker Compose v2.x .

Milestones for Chapter 1

This chapter is structured around the following incremental milestones, each

building upon the last to create a fully functional environment:

Project Initialization: Set up the project directory and a Git repository

with a .gitignore  file.

Virtual Environment & Dependencies: Create and activate a Python

virtual environment, then install Flask and related libraries.

Basic Flask Application: Develop a minimal Flask app with a modular

structure and configuration.

Environment Variable Management: Configure secure loading of

sensitive settings using .env  files.

Dockerization: Create a Dockerfile  for the Flask application.

• 

• 

• 

• 
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Database Integration with Docker Compose: Define a multi-container

setup using docker-compose.yml  to run the Flask app and a PostgreSQL

database.

Verification: Run the entire stack and confirm the Flask application is

accessible and the database container is operational.

Planning & Design: The Secure Environment
Blueprint

Our goal for this chapter is to lay down a robust and secure development

environment. This involves several key components working together to ensure

isolation, consistency, and reproducibility.

The project structure will follow a common pattern for Flask applications,

separating configuration, application logic, and static assets. This clear separation

aids in maintainability and allows for easier security auditing.

secure-flask-app/
├── venv/                      # Python virtual environment (ignored by Git)
├── app/                       # Flask application package
│   ├── __init__.py            # Application factory for modularity
│   └── routes.py              # Basic routes, separated from app factory
├── config.py                  # Centralized configuration settings
├── .env                       # Environment variables (local and sensitive, 
ignored by Git)
├── .gitignore                 # Files to exclude from version control
├── Dockerfile                 # Docker build instructions for the Flask app
├── docker-compose.yml         # Defines multi-container application (app + 
DB)
├── requirements.txt           # Python dependency list
└── README.md                  # Project documentation

Architectural Flow

Here's a high-level view of how a user's request will interact with our

containerized environment locally:

6. 

7. 
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This diagram illustrates the flow: a user's request hits a port on the local machine,

which Docker maps to the Flask application container. The Flask application then

communicates with its dedicated PostgreSQL database container over Docker's

internal network. This setup ensures that our application and database are

isolated from the host system, running in predictable environments.

Step-by-Step Implementation

Let's begin setting up our secure Flask environment.

AI VOID [https://aivoid.dev]
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1. Initialize Git Repository and .gitignore

First, create a project directory and initialize a Git repository. Version control is

fundamental for tracking changes and managing development securely.

mkdir secure-flask-app
cd secure-flask-app
git init

This creates a new, empty Git repository in your secure-flask-app  directory.

Next, create a .gitignore  file in the root of your project. This prevents sensitive

information (like local environment variables) and generated files (like virtual

environments) from being accidentally committed to version control.

secure-flask-app/.gitignore

# Python
__pycache__/
*.pyc
*.pyo
*.pyd
.Python
env/
venv/
lib/
include/
bin/
pip-log.txt
pip-delete-this-directory.txt
.tox/
.coverage
.pytest_cache/
htmlcov/
.DS_Store

# Environment variables - CRITICAL for security
.env
.flaskenv

# Docker
docker-compose.override.yml
*.log

📌 Key Idea: The .gitignore  file is a primary security control. Files like .env

containing credentials or configuration specific to your local machine must never

be committed to Git. This prevents accidental exposure of secrets.

AI VOID [https://aivoid.dev]
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2. Set Up Python Virtual Environment and Install Dependencies

Isolating project dependencies is a critical best practice to prevent conflicts

between different Python projects and ensure a clean environment. We'll use

Python's built-in venv  module.

python3 -m venv venv

This command creates a new directory named venv  containing a copy of the

Python interpreter and associated files.

Now, activate the virtual environment:

On macOS/Linux:

source venv/bin/activate

On Windows (PowerShell):

.\venv\Scripts\Activate.ps1

On Windows (Command Prompt):

    venv\Scripts\activate.bat

You should see (venv)  prefixed to your terminal prompt, indicating the virtual

environment is active. All subsequent pip  installations will now be confined to

this environment.

Next, install Flask and other essential libraries. ⚡ Quick Note: As of 2026-07-13,

we are targeting Python 3.12.x, Flask 3.0.x, and PostgreSQL 16.x. The specific

patch versions listed below (e.g., 3.0.3 , 2.9.9 ) represent stable releases

expected to be current.

pip install Flask==3.0.3 python-dotenv==1.0.1 psycopg2-binary==2.9.9

Flask==3.0.3 : The core web framework. We pin to a specific patch version

for reproducibility.

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Setting Up Your Secure Flask Project Environment 13



python-dotenv==1.0.1 : This library allows us to load environment

variables from a .env  file, which is ideal for local development and

managing sensitive data.

psycopg2-binary==2.9.9 : A pre-compiled PostgreSQL adapter for Python,

enabling our Flask application to communicate with the database.

After installation, generate requirements.txt  to explicitly list your project's

dependencies. This file is crucial for reproducible builds, especially within Docker.

pip freeze > requirements.txt

This command outputs a list of all installed packages and their exact versions into

requirements.txt .

3. Create Basic Flask Application Structure

We'll set up a minimal Flask application with a modular structure. This

"application factory" pattern makes the app more configurable and testable.

First, create the app  directory and its __init__.py  file.

secure-flask-app/app/__init__.py

from flask import Flask
from config import Config

def create_app(config_class=Config):
"""

    Application factory function to create a Flask app instance.
    This pattern allows for different configurations (e.g., test, production).
    """

app = Flask(__name__)
app.config.from_object(config_class)

# Register blueprints (modular components of the application)
from app.routes import main as main_bp
app.register_blueprint(main_bp)

# Database and other extensions will be initialized here later
# For now, we only need basic app setup.

return app

This create_app  function initializes the Flask application and loads configuration

from a Config  object. It also registers a blueprint, which helps organize routes.

Next, create the routes.py  file inside the app  directory to define our web

endpoints.

• 

• 
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secure-flask-app/app/routes.py

from flask import Blueprint, render_template

# Create a Blueprint named 'main'. Blueprints help organize related routes.
main = Blueprint('main', __name__)

@main.route('/')
def index():

"""
    The root route, serving a simple greeting.
    """

return "Hello, Secure Flask!"

@main.route('/health')
def health_check():

"""
    A simple health check endpoint. Useful for monitoring container status.
    """

return "OK", 200

This file defines a basic root route and a health check endpoint, which will be

useful for verifying our application's status later.

Now, let's create a config.py  file in the root of your project

( secure-flask-app/config.py ). This centralizes application configuration.

secure-flask-app/config.py

import os

class Config:
"""

    Base configuration class for our Flask application.
    Loads sensitive data from environment variables for security.
    """

# SECRET_KEY is crucial for session management, CSRF protection, etc.
# It must be a strong, randomly generated string.
# We load from an environment variable, with a fallback for local dev 

(NEVER use default in production).
SECRET_KEY = os.environ.get('SECRET_KEY') or 'a_very_secret_default_key_th

at_should_be_changed_in_prod_12345'

# Database connection URI. Loaded from environment variable.
# 'db' will be the hostname when running in Docker Compose.
SQLALCHEMY_DATABASE_URI = os.environ.get('DATABASE_URL') or \

'postgresql://user:password@localhost:5432/secure_app_db'
SQLALCHEMY_TRACK_MODIFICATIONS = False # Suppresses a warning from 

SQLAlchemy

# More security configurations (e.g., JWT settings, CORS) will be added 
here later.

AI VOID [https://aivoid.dev]
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🧠 Important: The SECRET_KEY  is fundamental for Flask's security features,

such as cryptographic signing of session cookies. Using os.environ.get  is a

best practice for loading sensitive configurations from environment variables,

keeping them out of source code. Never use a default or easily guessable 

SECRET_KEY  in a production environment.

Finally, create an entry point for your Flask application. We'll name it wsgi.py ,

which is a common convention for WSGI-compliant applications.

secure-flask-app/wsgi.py

import os
from dotenv import load_dotenv

# Load environment variables from .env file.
# This must be called before importing app, so config.py can access them.
load_dotenv()

from app import create_app

# Create the Flask application instance using the factory function.
app = create_app()

if __name__ == '__main__':
# This block is for local development only.
# In production, a WSGI server (like Gunicorn) will serve the app.
app.run(debug=True, host='0.0.0.0', port=5000)

This wsgi.py  file loads environment variables using python-dotenv  and then

creates and runs the Flask application. debug=True  is convenient for local

development but must be disabled in production due to security risks.

4. Configure Local Environment Variables

Create a .env  file in the root of your project ( secure-flask-app/.env ). This file

holds local development-specific configuration and sensitive keys. As specified in

.gitignore , this file will not be committed to Git.

secure-flask-app/.env

# Flask application settings
SECRET_KEY=your_super_secret_key_for_development_environment_only_123
FLASK_APP=wsgi.py
FLASK_ENV=development

# PostgreSQL database connection string for local Docker Compose setup
# 'db' is the service name defined in docker-compose.yml for the PostgreSQL 

AI VOID [https://aivoid.dev]
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container.
DATABASE_URL=postgresql://dev_user:dev_password@db:5432/secure_app_db

SECRET_KEY : A placeholder key for local development. This MUST be

changed to a strong, randomly generated key in production.

FLASK_APP : Specifies the entry point for Flask.

FLASK_ENV : Sets the environment to development . This enables Flask's

debugger and other development features.

DATABASE_URL : The connection string for our PostgreSQL database. Note

that db  is used as the hostname here, which will resolve to the PostgreSQL

service within the Docker Compose network.

5. Dockerize the Flask Application

Docker provides consistent and isolated environments, which is crucial for

security and reproducibility. We'll create a Dockerfile  to build an image for our

Flask application.

secure-flask-app/Dockerfile

# Use an official Python runtime as a parent image.
# We choose a 'slim' variant to reduce the image size and attack surface.
FROM python:3.12-slim-bullseye

# Set the working directory inside the container.
WORKDIR /app

# Install system dependencies required by psycopg2-binary.
# libpq-dev is needed for PostgreSQL client libraries.
# gcc and musl-dev are needed for compiling Python packages with C extensions.
RUN apt-get update && apt-get install -y \

gcc \
libpq-dev \
musl-dev \
# Clean up apt caches to minimize image size
&& rm -rf /var/lib/apt/lists/*

# Copy the requirements file into the container.
COPY requirements.txt .

# Install any needed Python packages specified in requirements.txt.
# --no-cache-dir reduces image size by not storing pip's cache.
RUN pip install --no-cache-dir -r requirements.txt

# Copy the rest of the application code into the container.
# This should happen after dependency installation to leverage Docker's build 
cache.
COPY . .

# Expose port 5000 for the Flask application to listen on.
EXPOSE 5000

• 

• 

• 

• 
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# Set environment variables for Flask.
# These can be overridden by docker-compose or specific deployment settings.
ENV FLASK_APP=wsgi.py
ENV FLASK_ENV=development

# Command to run the Flask application.
# `flask run` is suitable for development. For production, use a WSGI server 
like Gunicorn.
CMD ["flask", "run", "--host", "0.0.0.0", "--port", "5000"]

FROM python:3.12-slim-bullseye : Uses a lightweight Python 3.12 image

based on Debian's Bullseye distribution. Using slim  reduces the image

footprint and potential attack surface.

WORKDIR /app : Sets the current working directory inside the container.

RUN apt-get update ... : Installs necessary build tools and PostgreSQL

client libraries ( libpq-dev ) required for psycopg2-binary  to compile and

run correctly within the container.

COPY requirements.txt .  and RUN pip install : Installs Python

dependencies. This ordering helps Docker cache the dependency layer,

speeding up rebuilds if only application code changes.

COPY . . : Copies your entire project into the container.

EXPOSE 5000 : Informs Docker that the container listens on port 5000. This

is documentation, not a firewall rule.

CMD ["flask", "run", "--host", "0.0.0.0"] : Defines the default

command to start the Flask development server. 0.0.0.0  makes the server

accessible from outside the container.

6. Database Setup with Docker Compose

docker-compose.yml  will define and run our multi-container application, linking

our Flask app to a PostgreSQL database.

secure-flask-app/docker-compose.yml

version: '3.8' # Specify the Docker Compose file format version

services:
web: # Our Flask application service

build: . # Build the image from the Dockerfile in the current directory
ports:

- "5000:5000" # Map host port 5000 to container port 5000
environment:

# These environment variables override those set in the Dockerfile
# and are used by config.py in our Flask application.
FLASK_APP: wsgi.py
FLASK_ENV: development
SECRET_KEY: ${SECRET_KEY} # Loaded from the host's .env file

• 

• 

• 
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DATABASE_URL: postgresql://dev_user:dev_password@db:5432/secure_app_db
depends_on:

- db # Ensure the 'db' service starts before 'web'
volumes:

- .:/app # Mount the current host directory to /app in the container
# This enables live code changes without rebuilding the image 

during development.
# Command to run the Flask app (overrides CMD in Dockerfile for dev 

convenience)
command: flask run --host 0.0.0.0 --port 5000

db: # Our PostgreSQL database service
image: postgres:16-alpine # Use the official PostgreSQL 16 image (alpine 

variant is smaller)
environment:

# These variables configure the PostgreSQL database
POSTGRES_DB: secure_app_db
POSTGRES_USER: dev_user
POSTGRES_PASSWORD: dev_password

ports:
- "5432:5432" # Expose DB port for local access (e.g., via psql client 

on host)
volumes:

- db_data:/var/lib/postgresql/data # Persistent data volume for the 
database

volumes:
db_data: # Define a named volume for persistent database storage

version: '3.8' : Specifies the Docker Compose file format version.• 
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services : Defines the individual containers that make up our application. 

web : Our Flask application. 

build: . : Tells Docker Compose to build the image using the 

Dockerfile  in the current directory.

ports: "5000:5000" : Maps host machine's port 5000 to the

container's port 5000.

environment : Passes environment variables to the container. 

SECRET_KEY  is dynamically loaded from your host's .env  file ( $

{SECRET_KEY} ). DATABASE_URL  uses db  as the hostname, which

Docker Compose automatically resolves to the db  service.

depends_on: - db : Ensures the db  service starts and is

somewhat ready before the web  service attempts to start.

volumes: - .:/app : Mounts your local project directory into

the container's /app  directory. This is incredibly useful for

development, as code changes on your host machine are

immediately reflected in the running container without needing

to rebuild the image.

db : Our PostgreSQL database. 

image: postgres:16-alpine : Uses the official PostgreSQL 16

image. The alpine  variant is chosen for its minimal size and

reduced attack surface.

environment : Sets database credentials and the database

name. These are defaults for development; never

hardcode production credentials.

ports: "5432:5432" : Exposes the database port on your host

machine. This is optional but useful for connecting with external

database tools like psql  or DBeaver .

volumes: - db_data:/var/lib/postgresql/data : Ensures

database data persists even if the container is removed. This is

crucial to avoid losing data every time you restart the database

container.

volumes: db_data: : Defines a named volume for db_data , managed by

Docker.
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Testing & Verification

Now that all components are set up, let's verify that our secure Flask environment

is working as expected.

1. Run the Application with Docker Compose

Ensure you are in the secure-flask-app  directory and that your .env  file is

correctly placed there.

docker compose up --build

docker compose up : Starts all services defined in docker-compose.yml .

--build : This flag forces Docker Compose to rebuild the images for

services that have a build  context (like our web  service). Use this when

you make changes to your Dockerfile  or requirements.txt . For

subsequent runs where only application code has changed (due to the

volume mount), you can often omit --build  to start faster.

Docker will first download the postgres:16-alpine  image, then build your web

image using your Dockerfile , and finally start both containers. You should see

log output from both the db  and web  services in your terminal. Look for

messages indicating the Flask development server starting, e.g., "Running on 

http://0.0.0.0:5000".

2. Access the Flask Application

Once the web  service logs indicate it's running, open your web browser and

navigate to <http://localhost:5000/>.

You should see the message: Hello, Secure Flask!

Also, try <http://localhost:5000/health>. You should see OK  and a 200

status code. This confirms your Flask application is serving requests correctly

within its container.

3. Verify Database Container Accessibility (Conceptual)

At this stage, our Flask application doesn't write or read from the database, but

it's configured to connect to it. We can verify the PostgreSQL container is running

and accessible from the host.

You can connect directly to the PostgreSQL database using a client like psql  (if

installed locally) or via Docker's own command-line tools.

• 

• 
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To connect via Docker's psql  client (recommended for consistency):

docker exec -it secure-flask-app-db-1 psql -U dev_user -d secure_app_db

secure-flask-app-db-1 : Replace this with the actual container name for

your db  service. You can find this name by running docker ps . It's usually 

[project-name]-db-1 .

When prompted, enter dev_password .

Once connected to the psql  prompt, run a simple SQL query:

SELECT 1;

You should see ?column?  and 1  returned, confirming a successful connection to

your PostgreSQL database running inside its Docker container. Type \q  to exit 

psql .

To stop the Docker containers when you're done:

docker compose down

This command will stop and remove the containers, but the db_data  volume will

persist, preserving your database's state for future use.

Production Considerations: Secure Configuration
Principles

Establishing a secure development environment is the first step towards a secure

production application. Here are key production considerations based on the

setup we've just completed:

Environment Variables for Secrets: As demonstrated with SECRET_KEY

and DATABASE_URL , always use environment variables for sensitive data.

Never hardcode credentials or secrets directly into your codebase. In

production, these should be managed by a dedicated secret management

service provided by your cloud provider (e.g., Azure Key Vault, AWS Secrets

Manager, Google Secret Manager) or an external solution like HashiCorp

Vault.

• 

• 

• 
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Principle of Least Privilege (Database): For the database, we used 

dev_user  with dev_password . In a production environment, you would

create distinct database users for different purposes (e.g., a user for the

application with read/write access to specific tables, a read-only user for

reporting, a separate user for migrations) and grant them only the minimum

necessary permissions. This limits the damage if a credential is

compromised.

Dependency Security: Your requirements.txt  is crucial. Integrate

automated tools like pip-audit  or Snyk to regularly scan your project's

dependencies for known vulnerabilities. This proactive approach helps

mitigate risks introduced by third-party libraries. This will be covered in

detail in a later chapter, but it starts with a clean and up-to-date 

requirements.txt .

Disable Debug Mode: We set FLASK_ENV=development  and debug=True

in wsgi.py  and Dockerfile . This is convenient for development but must

be disabled in production. Debug mode can expose sensitive information

(stack traces, environment variables, internal server details) to attackers,

leading to information disclosure vulnerabilities.

Container Security:

Minimal Base Images: Using python:3.12-slim-bullseye  reduces

the attack surface by including only essential components.

Minimize Installed Packages: Only install system packages

( libpq-dev , gcc ) and Python libraries strictly necessary for the

application. Each additional package is a potential vulnerability point.

Non-Root User: For production Docker images, it's a best practice to

run the application process as a non-root user. This limits the impact if

an attacker gains control of the container. (We will implement this in a

later deployment chapter.)

WSGI Server for Production: flask run  is a development server and

not suitable for production. In a production deployment, you would replace 

CMD ["flask", "run", ...]  in your Dockerfile  with a robust WSGI

server like Gunicorn or uWSGI, often fronted by a web server like Nginx.

• 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Setting Up Your Secure Flask Project Environment 23



Common Issues & Solutions
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ModuleNotFoundError: No module named 'Flask' : 

Cause: The Python virtual environment is not active, or Flask was not

installed into it.

Solution: Ensure you've activated your virtual environment ( source

venv/bin/activate  or equivalent) and then run pip install

Flask==3.0.3  (or all dependencies from requirements.txt ).

docker compose up  fails with "Error response from daemon: driver

failed programming external connectivity...": 

Cause: Another process on your host machine is already using port

5000 (for Flask) or 5432 (for PostgreSQL).

Solution: Identify and stop the conflicting process. On Linux, sudo

lsof -i :5000  can help. Alternatively, change the port mapping in 

docker-compose.yml  (e.g., change "5000:5000"  to "5001:5000"

for the web  service).

Flask app inside Docker fails to start or connect to DB: 

Cause: Incorrect environment variables, the db  service not being fully

ready, or a typo in DATABASE_URL .

Solution:

Carefully review the logs from docker compose up  for errors

from both the web  and db  services.

Verify that DATABASE_URL  in your .env  and docker-

compose.yml  matches the db  service name and the PostgreSQL

credentials.

Ensure depends_on: - db  is correctly set in docker-

compose.yml  to help sequence container startup.

psycopg2.OperationalError: fe_sendauth: no password supplied : 

Cause: The PostgreSQL client or Flask application is attempting to

connect to the database without the correct password. This usually

indicates a mismatch between the POSTGRES_PASSWORD  in docker-

compose.yml  and the password specified in DATABASE_URL .

Solution: Double-check POSTGRES_USER  and POSTGRES_PASSWORD  in 

docker-compose.yml  and ensure they precisely match the

credentials embedded in your DATABASE_URL  string (e.g., 

postgresql://dev_user:dev_password@db:5432/secure_app_db ).

1. 
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Summary & Next Step

You've successfully established a secure, isolated, and reproducible development

environment for our Flask application. In this chapter, we have:

Initialized a Git repository with a secure .gitignore  to prevent secret

leakage.

Set up a Python virtual environment and installed core dependencies like

Flask and psycopg2-binary .

Created a basic Flask application using a modular application factory

pattern.

Configured environment variables using .env  for secure handling of

sensitive settings.

Containerized our Flask application and PostgreSQL database using 

Dockerfile  and docker-compose.yml .

Verified that the entire application stack is running and accessible,

demonstrating basic connectivity.

This robust foundation is critical for developing secure web applications, ensuring

consistency and enabling early identification of potential security issues. In the

next chapter, we will dive into User Authentication and Secure Password

Management, implementing user registration, login, and industry-standard

password hashing techniques using bcrypt .
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CHAPTER 03

Building Secure User
Registration and Login with
Bcrypt

Building Secure User Registration and Login with
Bcrypt

Every web application that handles user data relies on a secure authentication

system. It's the first line of defense against unauthorized access, and a single

misstep can expose sensitive information or allow malicious actors to

impersonate users. In this chapter, we'll construct the foundational secure user

registration and login mechanisms for our Flask application.

By the end of this milestone, you will have implemented:

User registration with robust password hashing using bcrypt .

A secure user login flow that verifies credentials without exposing password

data.

Server-side session management with critical security flags (HttpOnly,

Secure, SameSite) to protect against common attacks like XSS and CSRF.

A decorator to easily protect API endpoints, ensuring only authenticated

users can access sensitive resources.

This forms the bedrock of our secure web application, addressing critical aspects

of the OWASP Top 10, specifically "Broken Authentication and Session

Management."

Project Overview: Securing User Identity

This chapter is the second step in building our secure Python web application.

Following the initial project setup, our focus shifts to establishing a secure identity

layer. This involves more than just storing usernames and passwords; it requires

careful consideration of how credentials are handled, how sessions are managed,

and how access to protected resources is enforced.

• 
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Security Goals for this Chapter:

Prevent Credential Stuffing and Brute-Force Attacks: By using strong

password hashing ( bcrypt ) and preparing for future rate limiting.

Mitigate Session Hijacking: Through HttpOnly and Secure flags on

session cookies.

Protect Against Cross-Site Request Forgery (CSRF): Utilizing the

SameSite cookie attribute.

Avoid Information Leakage: Ensuring error messages are generic and do

not expose internal system details.

Core Technologies for Authentication

To achieve our security goals, we'll leverage a combination of established Python

libraries and a robust database.

Python (Latest stable release as of 2026-07-13 is unknown, but

Python 3.12 or later is recommended): The core language for our

application.

Flask (Latest stable release as of 2026-07-13 is unknown, but Flask

3.x or later is recommended): A lightweight web framework that

provides the flexibility to build secure APIs. We choose Flask for its

minimalistic nature, allowing us to explicitly implement security controls

rather than relying on heavy abstractions.

Flask-Bcrypt (~1.0.1 as of 2026-07-13 estimate): A Flask extension

that provides bcrypt hashing utilities. bcrypt  is a widely recognized,

cryptographically strong password hashing function that is resistant to

brute-force attacks due to its adaptive nature (it can be made slower over

time).

Psycopg2-binary (~2.9.9 as of 2026-07-13 estimate): The most

popular PostgreSQL adapter for Python. It allows our Flask application to

interact directly with the database. We prioritize it for direct control over

SQL queries, which is crucial for understanding potential injection points (to

be addressed in the next chapter).
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Flask-Session (~0.5.0 as of 2026-07-13 estimate): An extension that

adds support for server-side sessions to Flask. Unlike default Flask sessions

(which store data in signed cookies), Flask-Session  stores session data on

the server, sending only a session ID cookie to the client. This is crucial for

security as it prevents clients from having direct access to session data and

allows for easier session invalidation.

PostgreSQL (Latest stable release as of 2026-07-13 is unknown, but

PostgreSQL 16 or later is recommended): A powerful, open-source

relational database. Its robustness and feature set make it a solid choice for

storing sensitive user information.

Authentication Flow Design

Designing the authentication flow involves mapping out how users interact with

our system, how data is processed, and what security measures are applied at

each stage.

High-Level Authentication Process

User Registration:

Client sends username  and password .

Server hashes the password using bcrypt  and stores the hash (never

the plain password) along with the username in PostgreSQL.

Server responds with success or an error (e.g., username taken).

User Login:

Client sends username  and password .

Server retrieves the stored password hash for the given username.

Server uses bcrypt  to compare the provided password against the

stored hash.

If credentials match, a secure server-side session is created, and a

session ID cookie (HttpOnly, Secure, SameSite) is sent to the client.

Accessing Protected Resources:

Client sends requests with the session ID cookie.

Server checks if a valid session exists for the provided ID.

If the session is valid, the request is authorized; otherwise, access is

denied.

• 
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Component Interaction Diagram

This diagram illustrates the flow of requests and data between the client, our

Flask application, and the PostgreSQL database during authentication.

File Structure Additions

To maintain a clean separation of concerns, we'll introduce new files and update

existing ones:

config.py : Centralized configuration settings for Flask, database, and

sessions.

models.py : Defines the User  class and handles database operations

related to users.

• 
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auth.py : Contains the login_required  decorator and other

authentication utility functions.

app.py : The main application file, housing route definitions and

initialization.

Implementation Steps: Building Authentication

Let's build out the secure registration and login system incrementally.

1. Environment Setup and Dependencies

First, ensure your Python virtual environment is active. We need to install Flask-

Bcrypt  for password hashing, psycopg2-binary  for PostgreSQL connectivity,

and Flask-Session  for server-side session management.

# Ensure your virtual environment is active
source venv/bin/activate # On Linux/macOS
# venv\Scripts\activate # On Windows

# Install new packages
# Note: Versions are estimates for 2026-07-13. Always check PyPI for the 
actual latest stable releases.
pip install Flask-Bcrypt~=1.0.1 psycopg2-binary~=2.9.9 Flask-Session~=0.5.0

Why these versions? We specify ~=  (compatible release) to allow for minor

bugfix updates while ensuring compatibility. As of 2026-07-13, exact future stable

releases are unknown, but these represent typical stable versions for these

libraries. For production, always verify the absolute latest stable versions on their

respective PyPI pages or official documentation.

After installation, update your requirements.txt  file to capture these new

dependencies:

pip freeze > requirements.txt

2. Configuration for Security

We'll centralize our application settings in config.py . This includes Flask's 

SECRET_KEY , database connection details, and crucial Flask-Session  security

parameters.

Create a new file config.py  in your project root:

# config.py
import os

• 
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class Config:
# Flask application secret key for signing session cookies and other 

security-related values.
# CRITICAL: In production, this MUST be a long, random, and unique string 

loaded from an environment variable.
SECRET_KEY = os.environ.get('SECRET_KEY') or \

'a_fallback_secret_key_for_dev_ONLY_change_in_production_with
_a_strong_random_one'

# Database configuration for PostgreSQL.
# Format: postgresql://user:password@host:port/database_name
# Prioritizes environment variable 'DATABASE_URL' for production 

readiness.
SQLALCHEMY_DATABASE_URI = os.environ.get('DATABASE_URL') or \

'postgresql://user:password@localhost:5432/
secure_app_db'

SQLALCHEMY_TRACK_MODIFICATIONS = False # Suppresses a warning from Flask-
SQLAlchemy, though we're using psycopg2 directly.

# Flask-Session configuration for server-side sessions.
# 'filesystem' is suitable for single-instance local development.
# For production, consider 'redis', 'memcached', or 'sqlalchemy' for 

scalability and persistence.
SESSION_TYPE = 'filesystem'
# SESSION_TYPE = 'redis' # Example for production
# SESSION_REDIS = redis.from_url('redis://localhost:6379') # Requires 

'redis' package and Redis server

SESSION_PERMANENT = False # Sessions expire when the browser closes. Set 
to True for persistent sessions.

SESSION_USE_SIGNER = True # Cryptographically signs the session cookie to 
prevent client-side tampering.

SESSION_COOKIE_HTTPONLY = True # Prevents client-side JavaScript from 
accessing the session cookie, mitigating XSS.

SESSION_COOKIE_SECURE = True # CRITICAL for production: Only sends the 
cookie over HTTPS connections.

SESSION_COOKIE_SAMESITE = 'Lax' # Protects against CSRF attacks. 'Lax' is 
a good default, 'Strict' for stronger protection.

class DevelopmentConfig(Config):
DEBUG = True
# For local HTTP development, SESSION_COOKIE_SECURE can be temporarily 

False.
# However, developing with HTTPS locally (e.g., via a reverse proxy) is 

best practice.
SESSION_COOKIE_SECURE = False

class ProductionConfig(Config):
DEBUG = False
# Enforce SESSION_COOKIE_SECURE to True in production.
SESSION_COOKIE_SECURE = True
# Ensure SECRET_KEY and DATABASE_URL are ALWAYS set via environment 

variables.
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Explanation of Security Settings:

SECRET_KEY : This key is used by Flask to sign session cookies, preventing

clients from modifying them. In a production environment, this must

be a unique, complex, and randomly generated string, never

hardcoded, and loaded from a secure environment variable or

secret management service.

SQLALCHEMY_DATABASE_URI : Defines the connection string for your

PostgreSQL database. Using os.environ.get()  is a standard practice for

managing sensitive configurations in different environments.

SESSION_TYPE : filesystem  is chosen for simplicity during development. 

For production, this should be changed to a more robust, scalable,

and shared storage solution like Redis, Memcached, or PostgreSQL

itself (using SQLAlchemySessionInterface ) to ensure sessions persist

across multiple application instances and restarts.

SESSION_USE_SIGNER : Ensures the session cookie sent to the client is

signed. If a client tries to alter the cookie, the signature will be invalid, and

Flask will reject it.

SESSION_COOKIE_HTTPONLY : This flag prevents client-side JavaScript from

accessing the session cookie. This is a critical defense against Cross-Site

Scripting (XSS) attacks, where an attacker might try to steal session

cookies.

SESSION_COOKIE_SECURE : This is paramount for production. It instructs

the browser to send the session cookie only over encrypted HTTPS

connections. Without this, the session cookie could be intercepted in plain

text, leading to session hijacking. For local HTTP development, you might

temporarily set this to False .

SESSION_COOKIE_SAMESITE : This attribute helps protect against Cross-Site

Request Forgery (CSRF) attacks. 

Lax : Sends cookies with top-level navigations and POST requests from

external sites. This is a good balance for many applications.

Strict : Only sends cookies for same-site requests, offering maximum

protection but potentially breaking legitimate cross-site links or forms.

Next, we update app.py  to use this configuration and initialize our new

extensions.

# app.py
from flask import Flask, jsonify, request, session, redirect, url_for, flash
from flask_bcrypt import Bcrypt
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from flask_session import Session # Import Flask-Session
import os
import psycopg2 # For direct database interaction

# Import your configuration classes
from config import DevelopmentConfig, ProductionConfig

app = Flask(__name__)

# Choose configuration based on FLASK_ENV environment variable
if os.environ.get('FLASK_ENV') == 'production':

app.config.from_object(ProductionConfig)
else:

app.config.from_object(DevelopmentConfig)

# Initialize extensions
bcrypt = Bcrypt(app)
sess = Session(app) # Initialize Flask-Session with the app configuration

# Database connection helper
def get_db_connection():

"""Establishes a connection to the PostgreSQL database."""
try:

conn = psycopg2.connect(app.config['SQLALCHEMY_DATABASE_URI'])
return conn

except psycopg2.Error as e:
print(f"Database connection error: {e}")
# In production, log this error to a secure log aggregation service
# and return a generic error message to the client.
return None

# Database initialization function
def init_db():

"""Creates the users table if it doesn't exist."""
conn = get_db_connection()
if conn:

try:
with conn.cursor() as cur:

cur.execute("""
                    CREATE TABLE IF NOT EXISTS users (
                        id SERIAL PRIMARY KEY,
                        username VARCHAR(80) UNIQUE NOT NULL,
                        password_hash VARCHAR(128) NOT NULL
                    );
                """)

conn.commit()
print("Database initialized: 'users' table ensured.")

except Exception as e:
print(f"Error initializing database: {e}")
conn.rollback() # Rollback in case of error during table creation

finally:
conn.close()

else:
print("Could not initialize database: No connection available.")

# Ensure database is initialized when the application context is ready
with app.app_context():

init_db()

# Basic home route
@app.route('/')
def home():
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return jsonify({"message": "Welcome to the Secure Flask App!"})

# ... authentication routes will be added here
# ... (remove any previous simple test routes if they conflict)

if __name__ == '__main__':
# When running locally, if you don't have HTTPS, ensure 

SESSION_COOKIE_SECURE is False in DevelopmentConfig.
# For production, always run with HTTPS and SESSION_COOKIE_SECURE=True.
app.run(host='0.0.0.0', port=5000, debug=app.config['DEBUG'])

Verification Step:

Before proceeding, ensure your PostgreSQL server is running and accessible. You

might need to create the secure_app_db  database manually if it doesn't exist:

# Example for creating the database (replace 'user' and 'password' as needed)
# psql -U user -d postgres -c "CREATE DATABASE secure_app_db;"
# Then, connect to it and check for tables (after running app.py)
# psql -U user -d secure_app_db
# \dt # Should show 'users' table after app.py runs init_db()

Run python app.py . You should see "Database initialized: 'users' table ensured."

in your console if the connection is successful and the table is created. If you see

"Database connection error," double-check your SQLALCHEMY_DATABASE_URI  in 

config.py  and your PostgreSQL server status.

3. Database Integration and User Model

We'll define a User  class in models.py  to encapsulate database interactions for

user management. This separates data access logic from our main application

file.

Create a new file models.py  in your project root:

# models.py
import psycopg2
from app import get_db_connection # Import the database connection helper

class User:
"""

    Represents a user in the application, handling database interactions.
    """

def __init__(self, id, username, password_hash):
self.id = id
self.username = username
self.password_hash = password_hash

@staticmethod
def find_by_username(username):

"""
        Retrieves a user by their username from the database.
        Returns a User object if found, None otherwise.
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        """
conn = get_db_connection()
if not conn:

return None
try:

with conn.cursor() as cur:
cur.execute("SELECT id, username, password_hash FROM users 

WHERE username = %s", (username,))
user_data = cur.fetchone()

if user_data:
return User(*user_data)

return None
except Exception as e:

print(f"Error finding user by username '{username}': {e}")
# Log error securely, don't expose sensitive details.
return None

finally:
conn.close()

@staticmethod
def create(username, password_hash):

"""
        Creates a new user in the database.
        Returns a User object on success, None if username exists or an error 
occurs.
        """

conn = get_db_connection()
if not conn:

return None
try:

with conn.cursor() as cur:
cur.execute("INSERT INTO users (username, password_hash) 

VALUES (%s, %s) RETURNING id",
(username, password_hash))

user_id = cur.fetchone()[0]
conn.commit()
return User(user_id, username, password_hash)

except psycopg2.errors.UniqueViolation:
# This error occurs if the username already exists due to the 

UNIQUE constraint.
conn.rollback() # Rollback the transaction
print(f"Username '{username}' already exists.")
return None

except Exception as e:
print(f"Error creating user '{username}': {e}")
conn.rollback()
# Log error securely.
return None

finally:
conn.close()

Explanation:

User  class: A simple Python class to represent a user, holding id , 

username , and password_hash .

• 
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find_by_username(username) : This static method queries the users

table to retrieve a user's details based on their username. It's crucial for the

login process.

create(username, password_hash) : This method inserts a new user

record into the database. It includes error handling for 

psycopg2.errors.UniqueViolation , which prevents duplicate usernames,

and ensures database transactions are rolled back on error.

4. Authentication Logic and Decorator

To protect our API endpoints, we'll create a reusable decorator in auth.py . This

decorator will check for an active user session before allowing access to a route.

Create a new file auth.py  in your project root:

# auth.py
from functools import wraps
from flask import session, jsonify, request, flash, redirect, url_for, current
_app

def login_required(f):
"""

    Decorator to protect routes that require user authentication.
    If a user is not authenticated:
    - For API requests (JSON expected), returns a 401 Unauthorized JSON 
response.
    - For browser requests (HTML expected), redirects to a login page and 
flashes a message.
    """

@wraps(f)
def decorated_function(*args, **kwargs):

if 'user_id' not in session:
# Determine if the client expects JSON or HTML
# This is a heuristic; more robust content negotiation might be 

needed for complex apps.
if request.accept_mimetypes.accept_json and \

not request.accept_mimetypes.accept_html:
current_app.logger.warning("Unauthorized API access attempt.")
return jsonify({"message": "Authentication required"}), 401

else:
flash('Please log in to access this page.', 'warning')
return redirect(url_for('login_page')) # Redirect to a 

placeholder login page
return f(*args, **kwargs)

return decorated_function

• 
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Explanation:

login_required  decorator: This higher-order function takes another

function ( f , our route handler) and returns a new function

( decorated_function ). Before executing the original route handler, 

decorated_function  checks if user_id  is present in Flask's session

object. 

If user_id  is missing, it means the user is not authenticated.

It then checks the Accept  header of the incoming request to

determine if the client expects JSON (e.g., an API call from a frontend

application) or HTML (e.g., a direct browser navigation).

For JSON clients, it returns a 401 Unauthorized  status with a JSON

error message.

For HTML clients, it uses flash()  to display a message (which needs

to be rendered by a Jinja2 template later) and redirect() s the user

to a designated login page. This provides a user-friendly experience for

traditional web applications.

5. API Endpoints for Authentication

Now, we integrate the registration, login, logout, and a protected route into 

app.py , making use of our User  model and login_required  decorator.

Update your app.py  by adding these routes after your home  route:

# app.py (continued)
from models import User # Import the User model
from auth import login_required # Import the login_required decorator

# ... (existing imports, app initialization, bcrypt, sess, get_db_connection, 
init_db, home route) ...

@app.route('/register', methods=['POST'])
def register():

"""
    Handles new user registration.
    Expects JSON with 'username' and 'password'.
    """

data = request.get_json()
username = data.get('username')
password = data.get('password')

# Server-side validation for presence (more comprehensive validation in 
next chapter)

if not username or not password:
return jsonify({"message": "Username and password are required"}), 400

# Basic length/complexity check (more robust in next chapter)
if len(password) < 8:

return jsonify({"message": "Password must be at least 8 characters 
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long"}), 400

if User.find_by_username(username):
current_app.logger.warning(f"Registration attempt for existing 

username: {username}")
return jsonify({"message": "Username already exists"}), 409 # Conflict

# Hash the password using bcrypt. Bcrypt automatically handles salting.
# .decode('utf-8') is necessary because generate_password_hash returns 

bytes.
hashed_password = bcrypt.generate_password_hash(password).decode('utf-8')
new_user = User.create(username, hashed_password)

if new_user:
current_app.logger.info(f"User registered successfully: {username}")
return jsonify({"message": "User registered successfully", "user_id":

new_user.id}), 201 # Created
else:

# Generic error message to avoid information leakage
current_app.logger.error(f"Failed to register user: {username}")
return jsonify({"message": "Error registering user"}), 500 # Internal 

Server Error

@app.route('/login', methods=['POST'])
def login():

"""
    Handles user login and session establishment.
    Expects JSON with 'username' and 'password'.
    """

data = request.get_json()
username = data.get('username')
password = data.get('password')

if not username or not password:
return jsonify({"message": "Username and password are required"}), 400

user = User.find_by_username(username)

# Secure password verification using bcrypt.check_password_hash
# This comparison is resistant to timing attacks.
if user and bcrypt.check_password_hash(user.password_hash, password):

# Establish session
session['user_id'] = user.id
session['username'] = user.username
# session.permanent = True # Uncomment if you want longer-lasting 

sessions (based on SESSION_PERMANENT_LIFETIME)
current_app.logger.info(f"User logged in successfully: {username}")
return jsonify({"message": "Logged in successfully", "username":

user.username}), 200
else:

# Generic error message to prevent username enumeration
current_app.logger.warning(f"Failed login attempt for username: {usern

ame}")
return jsonify({"message": "Invalid username or password"}), 401 # 

Unauthorized

@app.route('/logout', methods=['POST'])
@login_required # Ensure only logged-in users can explicitly log out
def logout():

"""
    Logs out the current user by clearing their session.
    """
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username = session.get('username', 'unknown')
session.pop('user_id', None)
session.pop('username', None)
flash('You have been logged out.', 'info') # For browser-based clients
current_app.logger.info(f"User logged out: {username}")
return jsonify({"message": "Logged out successfully"}), 200

@app.route('/protected', methods=['GET'])
@login_required # Apply the decorator to restrict access to authenticated 
users
def protected_route():

"""
    An example protected API endpoint, accessible only by authenticated users.
    """

current_app.logger.info(f"Access granted to protected route for user: {ses
sion.get('username')}")

return jsonify({"message": f"Hello, {session.get('username')}! This is a 
protected resource."}), 200

# Placeholder for a browser-facing login page (for redirects from 
login_required)
@app.route('/login_page')
def login_page():

"""
    A simple placeholder HTML page for browser redirects when authentication 
is required.
    """

# In a full web app, this would render an HTML template with a login form.
messages = [m for m in session.pop('_flashes', [])] # Retrieve flashed 

messages
return f"""

    <h1>Login Required</h1>
    <p>Please use POST requests to /login for actual login or visit the 
frontend login page.</p>

{"<p style='color: orange;'>" + messages[0][1] + "</p>" if messages else "
"}
    """, 401

if __name__ == '__main__':
app.run(host='0.0.0.0', port=5000, debug=app.config['DEBUG'])
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Explanation of Routes:

/register  (POST):

Receives username  and password  from the JSON request body.

Performs basic input validation (presence, password length). More

thorough validation will be covered in the next chapter.

Checks if the username already exists to prevent duplicate accounts

and potential enumeration attacks (by returning a generic error).

bcrypt.generate_password_hash(password).decode('utf-8') :

This is the core of password security. It hashes the plain password

using bcrypt , which includes a random salt and a configurable work

factor (cost) to slow down hashing, making brute-force attacks

computationally expensive. The result is stored as a UTF-8 string.

Creates the user in the database via User.create() .

/login  (POST):

Receives username  and password .

Retrieves the user's stored password hash using 

User.find_by_username() .

bcrypt.check_password_hash(user.password_hash, password) :

This function securely compares the provided plain password against

the stored hash. It re-hashes the provided password with the salt

extracted from the stored hash and compares the results in a

constant-time manner, preventing timing attacks.

If credentials are valid, session['user_id']  and 

session['username']  are set. Flask-Session  then handles storing

this session data on the server and issuing a cryptographically signed,

HttpOnly, and SameSite cookie to the client.

/logout  (POST):

The @login_required  decorator ensures only authenticated users

can explicitly log out.

session.pop()  removes the user_id  and username  from the

session, effectively invalidating the user's login state.

/protected  (GET):

The @login_required  decorator ensures that any request to this

route is first checked for a valid, active session. If no session is found,

access is denied with a 401 Unauthorized  response.
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/login_page  (GET):

A simple placeholder route for browser clients that are redirected

when login_required  blocks access. In a full-stack application, this

would serve an HTML login form.

Testing & Verification

Now that our authentication system is in place, let's verify its functionality and

security features using curl . Ensure your Flask application is running ( python

app.py ).

Test User Registration:

curl -X POST -H "Content-Type: application/json" -d '{"username": 
"testuser", "password": "StrongPassword123!"}' http://localhost:5000/register

**Expected Output:**

{"message": "User registered successfully", "user_id": 1}

- **Verify in Database:** Connect to your PostgreSQL database and inspect the 
`users` table. You should see `testuser` with a long bcrypt hash (e.g., 
`$2b$12$...................................................`). This confirms 
the password is not stored in plain text.

SELECT id, username, password_hash FROM users;

- **Attempt duplicate registration:**

curl -X POST -H "Content-Type: application/json" -d '{"username": 
"testuser", "password": "AnotherPassword"}' http://localhost:5000/register

    **Expected Output:**

{"message": "Username already exists"}

• 
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    Status code `409 Conflict`. This demonstrates protection against duplicate 
accounts.

Test Login (Incorrect Credentials):

curl -X POST -H "Content-Type: application/json" -d '{"username": 
"testuser", "password": "WrongPassword"}' http://localhost:5000/login

**Expected Output:**

{"message": "Invalid username or password"}

Status code `401 Unauthorized`. Note the generic message, which prevents 
username enumeration.

Test Login (Correct Credentials) and Capture Session Cookie:

curl -v -X POST -H "Content-Type: application/json" -d '{"username": 
"testuser", "password": "StrongPassword123!"}' http://localhost:5000/login

**Expected Output (look for `Set-Cookie` header in verbose `-v` output):**
You will find a `Set-Cookie` header similar to this:

    < Set-Cookie: session=eyJ...; Path=/; HttpOnly; SameSite=Lax

- **`session=eyJ...`**: This is your server-side session ID cookie. Copy its 
full value for subsequent tests.
- **`HttpOnly`**: Confirms the cookie is inaccessible via client-side 
JavaScript.
- **`SameSite=Lax`**: Confirms CSRF protection is active.
- **`Secure`**: If you're running locally with `<http://localhost`> and 
`SESSION_COOKIE_SECURE = False` in `DevelopmentConfig`, this flag will be 
absent. **In production, with HTTPS enabled, this flag *must* be present.**

Test Access to Protected Route (Without Session):

curl http://localhost:5000/protected

1. 
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**Expected Output:**

{"message": "Authentication required"}

Status code `401 Unauthorized`. This confirms the `login_required` decorator 
is functioning.

Test Access to Protected Route (With Session): Use the session

cookie value you captured from the successful login.

curl -H "Cookie: session=<YOUR_CAPTURED_SESSION_COOKIE_VALUE>" http://
localhost:5000/protected

**Expected Output:**

{"message": "Hello, testuser! This is a protected resource."}

Status code `200 OK`. This verifies that authenticated users can access 
protected resources.

Test Logout:

curl -X POST -H "Cookie: session=<YOUR_CAPTURED_SESSION_COOKIE_VALUE>" htt
p://localhost:5000/logout

**Expected Output:**

{"message": "Logged out successfully"}

Status code `200 OK`.

Now, try accessing `/protected` again with the *same* (now invalidated) 
cookie:

1. 
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curl -H "Cookie: session=<YOUR_CAPTURED_SESSION_COOKIE_VALUE>" http://
localhost:5000/protected

**Expected Output:**

{"message": "Authentication required"}

Status code `401 Unauthorized`. This confirms that logging out successfully 
invalidates the session.

Production Hardening and Operations

Deploying a secure authentication system requires more than just functional

code. Production environments introduce new challenges and risks.

HTTPS Everywhere (SSL/TLS): This is non-negotiable. Configure your

production environment (web server, load balancer, or cloud service) to

enforce HTTPS for all traffic. The SESSION_COOKIE_SECURE=True  setting

depends on this, ensuring session cookies are only transmitted over

encrypted channels. Without HTTPS, session cookies are vulnerable to

interception.

Robust SECRET_KEY  Management: Never hardcode your SECRET_KEY .

Use environment variables or a dedicated secrets management service

(e.g., AWS Secrets Manager, Azure Key Vault, HashiCorp Vault) to inject a

long, random, and unique key at deployment time. Rotate this key

periodically.

Scalable Session Storage: The filesystem  session type used in

development is not suitable for production. It doesn't scale across multiple

application instances and can lead to session loss on restarts. 

🔥 Optimization / Pro tip: For production, switch SESSION_TYPE  to 

redis , memcached , or sqlalchemy . A dedicated Redis instance is a

common and performant choice for session storage.

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Building Secure User Registration and Login with Bcrypt 45



Rate Limiting on Authentication Endpoints: Implement rate limiting on

/register  and /login  endpoints to prevent brute-force attacks,

credential stuffing, and user enumeration. Tools like Flask-Limiter  can

help. For example, limit login attempts per IP address to 5 attempts per

minute.

Comprehensive Input Validation: While we added basic checks, the next

chapter will focus on robust input validation. In production, every piece of

user input must be sanitized and validated against expected formats and

safe characters to prevent Injection, XSS, and other vulnerabilities.

Secure Logging: Implement robust logging for security-relevant events

(e.g., failed login attempts, successful logins, account creation, password

changes). Ensure logs are stored securely, are tamper-proof, and include

sufficient detail for incident response but no sensitive user data (like plain

passwords). Use Python's logging  module and configure it to send logs to

a centralized log management system (e.g., ELK stack, Splunk, cloud

logging services).

Error Handling and Information Disclosure: Ensure all error responses

are generic and do not expose internal server details, database errors, or

stack traces to the client. This prevents attackers from gaining insights into

your system's architecture.

Dependency Management: Regularly scan your requirements.txt  for

known vulnerabilities using tools like pip-audit  or Snyk. Keep all

dependencies up-to-date. This aligns with modern Python runtime security

practices, as discussed in PEP 551.
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Troubleshooting Common Issues
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psycopg2.OperationalError: connection to server at "localhost"

(::1), port 5432 failed: FATAL: password authentication failed

for user "user" : This is a common PostgreSQL connection error. 

Solution: Double-check your SQLALCHEMY_DATABASE_URI  in 

config.py . Ensure the username, password, host, and port are

correct and match your PostgreSQL server configuration (e.g., 

pg_hba.conf  settings). Make sure the secure_app_db  database

actually exists.

TypeError: Unicode-objects must be encoded before hashing : This

error occurs if you forget to call .decode('utf-8')  on the result of 

bcrypt.generate_password_hash() . Bcrypt returns bytes, but we typically

store string representations in the database. 

Solution: Add .decode('utf-8')  after 

bcrypt.generate_password_hash(password) .

Session cookie not marked Secure  in browser or not sent: If your

browser isn't sending the Secure  flag on the session cookie, or not sending

the cookie at all. 

Solution: If you are running locally with <http://localhost>, Flask

will not set the Secure  flag if SESSION_COOKIE_SECURE  is True  (as

browsers won't send secure cookies over HTTP). For local HTTP

development, you must set SESSION_COOKIE_SECURE = False  in your

DevelopmentConfig . Remember to always set it to True  for

production.

session  data not persisting between requests: If 

session['user_id']  seems to disappear. 

Solution:

Verify sess = Session(app)  is correctly initialized in app.py .

Check your browser's developer tools to see if the session

cookie is being sent and received correctly.

Ensure SECRET_KEY  is set and consistent.

If using filesystem  sessions, ensure the Flask application has

write permissions to its temporary directory.
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400 Bad Request  or CSRF token missing : While SameSite=Lax  offers

good protection, for traditional HTML forms, you might still encounter CSRF

issues if not explicitly handled. 

Solution: For API-only applications, SameSite=Lax  is often sufficient.

For traditional web forms, consider using Flask-WTF  with 

CSRFProtect  to generate and validate CSRF tokens on forms.

Summary & Next Step

You have successfully built a robust and secure user authentication system for

your Flask application. We've implemented:

Secure password hashing using Flask-Bcrypt , protecting against brute-

force attacks.

PostgreSQL integration for persistent user storage.

Flask-Session  for server-side session management, configured with 

HttpOnly , Secure , and SameSite  flags to mitigate common web

vulnerabilities like XSS and CSRF.

A reusable login_required  decorator to protect API endpoints, enforcing

authentication.

This milestone provides the critical foundation for user identity within our secure

application. However, even with secure authentication, an application remains

vulnerable if it doesn't properly handle user input. The next crucial step is to

harden all user-submitted data. In the next chapter, we'll dive into 

comprehensive server-side input validation to prevent attacks such as SQL

Injection, Cross-Site Scripting (XSS), and other data manipulation vulnerabilities.

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 04

Crafting Secure API Endpoints
and Input Validation
In the previous chapter, we established a foundational Flask application with

secure user authentication, including registration, login, and session

management. Now, we'll extend that foundation to build core application

functionality: secure API endpoints. This chapter guides you through creating

authenticated API routes that rigorously validate all incoming user data and

handle errors gracefully, without exposing sensitive system details.

By the end of this milestone, you will have a functional, secure API endpoint that:

Requires a valid authenticated session for access.

Performs comprehensive server-side input validation using a dedicated

schema.

Returns standardized, non-revealing error messages to clients.

Is ready for integration with a frontend or other services.

This work directly addresses critical OWASP Top 10 vulnerabilities, specifically 

A03: Injection (by validating input) and A01: Broken Access Control (by

enforcing authentication).

Project Overview: Securing User Profile Updates

Our goal for this chapter is to develop a secure API endpoint that allows

authenticated users to update their profile information. This seemingly simple

feature presents several common security challenges that we will address head-

on.

Key Security Goals for this Milestone:

Authentication: Ensure only logged-in users can modify their own profile.

Input Validation: Rigorously check all incoming data to prevent malicious

input (e.g., SQL injection, XSS payloads) and ensure data integrity.

Secure Error Handling: Prevent information leakage by returning generic

error messages to clients while logging detailed errors internally.

Data Integrity: Handle potential conflicts (e.g., duplicate usernames/

emails) gracefully.
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This milestone is crucial because insecure API endpoints are a primary vector for

attacks. By implementing robust controls at this layer, we significantly reduce the

application's attack surface.

Core Technologies for This Milestone

For this chapter, we will leverage the following technologies:

Python: The core language for our backend. We'll assume Python 3.10+ for

modern features and security patches.

Flask: Our chosen web framework for building the API. Flask 3.0.x provides

a stable, lightweight foundation.

Marshmallow: A popular Python library for object serialization/

deserialization and validation. It allows us to define clear, declarative

schemas for incoming API requests.

Flask-Login: An extension that manages user sessions and provides

decorators like @login_required  to protect routes.

PostgreSQL: Our relational database, which will store user profile

information. Secure interaction with the database is a key focus.

Milestone Plan: Secure API Endpoint Development

Before diving into code, let's outline the steps and architectural considerations for

building our secure profile update endpoint.

API Endpoint Design

We will implement a PUT  endpoint to modify an authenticated user's profile.

Endpoint: /api/profile

Method: PUT

Authentication: Required (via the session token managed by Flask-Login

from the previous chapter).

Request Body: A JSON object containing optional fields like username , 

email , first_name , last_name .
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Response:

200 OK  on successful update, returning the updated user data.

400 Bad Request  if input validation fails, with specific error details.

401 Unauthorized  if no valid session is present.

409 Conflict  if trying to update with a duplicate username or email.

500 Internal Server Error  for unexpected server issues, with a

generic message.

Input Validation Strategy

Server-side input validation is paramount for security. Client-side validation is a

user experience enhancement and can be easily bypassed by attackers. We will

use the Marshmallow  library for robust, declarative schema validation.

Why Marshmallow?

Declarative: Define validation rules once in a schema, making them

reusable and easy to understand.

Robust: Supports various field types, nested objects, and custom

validators, ensuring comprehensive checks.

Separation of Concerns: Keeps validation logic out of the route handler,

improving readability, testability, and maintainability.

Security: Prevents common injection attacks (SQL, XSS) by ensuring data

conforms to expected formats and constraints before it interacts with the

database or other application components.

Secure Error Handling Philosophy

When errors occur, especially due to invalid input or unexpected server issues,

the application must respond carefully.

Avoid Information Leakage: Never expose stack traces, database error

messages, or other sensitive details to the client. These can be exploited by

attackers to gain insights into your system's architecture and potential

vulnerabilities.

Consistent Responses: Provide clear, standardized error messages and

appropriate HTTP status codes to help clients understand what went wrong

without revealing too much.

Internal Logging: Log detailed errors internally for debugging and

monitoring purposes. These logs should be stored securely and not be

publicly accessible.
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Here's a high-level flow of an API request with validation and error handling:

Step-by-Step Implementation: Building the /api/
profile Endpoint

Let's integrate Marshmallow and build our secure profile update endpoint

incrementally.

1. Update requirements.txt

First, we need to add marshmallow  to our project dependencies. We'll use a

recent stable version.

requirements.txt

Flask==3.0.3
python-dotenv==1.0.1
psycopg2-binary==2.9.9
SQLAlchemy==2.0.29
Flask-Login==0.6.3
Werkzeug==3.0.3
marshmallow==3.21.2
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As of 2026-07-13, the exact future stable versions are unknown. The versions

listed above are based on current stable releases (early 2024) and conservative

estimates for mid-2026. Flask 3.0.x is a stable major release, Werkzeug 3.0.x is

bundled with Flask. python-dotenv  1.0.x, psycopg2-binary  2.9.x, SQLAlchemy

2.0.x, Flask-Login  0.6.x, and marshmallow  3.21.x represent current stable

release lines that are likely to remain relevant.

After updating requirements.txt , install the new dependency. If you're using

Docker, you'll need to rebuild your image.

# Assuming your virtual environment is active
pip install -r requirements.txt

# If you're using Docker, rebuild your image to include the new dependency
docker-compose build

2. Define Input Validation Schema (app/schemas.py)

Create a new file app/schemas.py  to define our validation schema for user

profile updates. This centralizes validation logic and makes it reusable.

app/schemas.py

from marshmallow import Schema, fields, validate

class UserProfileUpdateSchema(Schema):
"""

    Schema for validating user profile update requests.
    Enforces strict data types and constraints to prevent injection attacks
    and ensure data integrity.
    """

username = fields.String(
required=False,
validate=[

validate.Length(min=3, max=50, error="Username must be between 3 
and 50 characters."),

validate.Regexp(r"^[a-zA-Z0-9_.-]+$", error="Username can only 
contain letters, numbers, underscores, dots, or hyphens.")

]
)
email = fields.Email(

required=False,
error_messages={"invalid": "Not a valid email address."}

)
first_name = fields.String(

required=False,
validate=[

validate.Length(min=1, max=50,
error="First name must be between 1 and 50 characters."),

validate.Regexp(r"^[a-zA-Z -]+$", error="First name can only 
contain letters, spaces, or hyphens.")

]
)
last_name = fields.String(
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required=False,
validate=[

validate.Length(min=1, max=50, error="Last name must be between 1 
and 50 characters."),

validate.Regexp(r"^[a-zA-Z -]+$", error="Last name can only 
contain letters, spaces, or hyphens.")

]
)

class Meta:
# By default, Marshmallow silently ignores unknown fields.
# This is generally safe as it prevents unexpected data from being 

processed.
# To explicitly remove unknown fields, use `unknown = EXCLUDE`.
# To raise an error for unknown fields, use `unknown = RAISE`.
pass

Explanation:

UserProfileUpdateSchema(Schema) : We define a class that inherits from 

marshmallow.Schema . Each attribute in this class corresponds to a field in

our expected JSON payload.

fields.String  / fields.Email : These specify the expected data type. 

fields.Email  provides built-in email format validation.

required=False : Indicates that these fields are optional for an update

operation. A user might only want to update their first name, not all fields.

validate : This is a list of validators applied to the field. 

validate.Length(min=3, max=50) : Ensures the string length is

within acceptable bounds. This helps prevent buffer overflows and

excessively long inputs that could impact database performance or

storage.

validate.Regexp(r"^[a-zA-Z0-9_.-]+$", error="...") : This is

crucial for security. It uses a regular expression to restrict the

characters allowed in the username  field. By limiting characters to

alphanumeric, underscores, dots, and hyphens, we prevent common

injection attempts (e.g., SQL injection, XSS) where attackers might try

to insert special characters or script tags.

error_messages : Provides custom, user-friendly messages for validation

failures, which are returned to the client.

class Meta : Allows configuration of the schema. The default behavior of

ignoring unknown fields ( unknown=INCLUDE ) is often secure for updates, but

you can configure it more strictly if needed.

• 

• 

• 

• 

• 

• 

• 

• 
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🧠 Important:  Regular expressions are a fundamental tool for input validation.

They must be carefully designed to be restrictive enough to prevent attacks but

permissive enough to allow legitimate user input. An overly permissive regex can

defeat the purpose of validation.

3. Implement the Secure API Endpoint (app/routes.py)

Now, let's add the API endpoint to app/routes.py . We'll need to import our

schema and use Flask-Login 's login_required  decorator.

app/routes.py  (add this new route within your blueprint bp )

# ... (existing imports, e.g., from flask, current_user, login_required, etc.)
from flask import Blueprint, request, jsonify, current_app
from flask_login import login_required, current_user
from marshmallow import ValidationError

from app.schemas import UserProfileUpdateSchema
from app.models import db, User # Assuming User model is defined in app/
models.py

bp = Blueprint('main', __name__)

# ... (existing routes like register, login, logout, home)

@bp.route('/api/profile', methods=['PUT'])
@login_required # Ensures only authenticated users can access this endpoint
def update_profile():

"""
    Updates the authenticated user's profile information.
    Requires authentication and validates input data using 
UserProfileUpdateSchema.
    """

# 1. Ensure the request content type is JSON
if not request.is_json:

current_app.logger.warning(f"Profile update request for user {current_
user.id} was not JSON.")

return jsonify({"message": "Request must be JSON"}), 400

schema = UserProfileUpdateSchema()
try:

# 2. Validate and deserialize the request data using Marshmallow
data = schema.load(request.get_json())

except ValidationError as err:
# 3. Handle validation errors: log internal details, return generic 

client error
current_app.logger.warning(f"Profile update validation failed for 

user {current_user.id}: {err.messages}")
return jsonify({"message": "Validation error", "errors": err.messages}

), 400

# 4. Apply updates only for fields that were provided and are valid
# Check for username uniqueness if username is being updated
if 'username' in data and data['username'] != current_user.username:

existing_user = User.query.filter_by(username=data['username']).first(
)

if existing_user and existing_user.id != current_user.id:
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current_app.logger.warning(f"User {current_user.id} attempted to 
use existing username '{data['username']}'.")

return jsonify({"message": "Username already taken"}), 409
current_user.username = data['username']

# Check for email uniqueness if email is being updated
if 'email' in data and data['email'] != current_user.email:

existing_user = User.query.filter_by(email=data['email']).first()
if existing_user and existing_user.id != current_user.id:

current_app.logger.warning(f"User {current_user.id} attempted to 
use existing email '{data['email']}'.")

return jsonify({"message": "Email already taken"}), 409
current_user.email = data['email']

# Update other fields if present
if 'first_name' in data:

current_user.first_name = data['first_name']
if 'last_name' in data:

current_user.last_name = data['last_name']

# 5. Commit changes to the database within a transaction
try:

db.session.commit()
current_app.logger.info(f"User profile updated successfully for user 

{current_user.id}")
return jsonify({

"message": "Profile updated successfully",
"user": {

"id": current_user.id,
"username": current_user.username,
"email": current_user.email,
"first_name": current_user.first_name,
"last_name": current_user.last_name

}
}), 200

except Exception as e:
# 6. Handle database errors: rollback, log details, return generic 

client error
db.session.rollback() # Ensure any failed transaction is rolled back
current_app.logger.error(f"Database error during profile update for 

user {current_user.id}: {e}", exc_info=True)
return jsonify({"message": "An unexpected error occurred. Please try 

again later."}), 500

Explanation:

@login_required : This decorator from Flask-Login  is the first line of

defense. It automatically checks if the current request has a valid

authenticated session. If not, it will return a 401 Unauthorized  response,

preventing unauthenticated access.

if not request.is_json: : Ensures that the incoming request has a 

Content-Type  header of application/json . This prevents attackers from

sending malformed or unexpected payloads.

• 

• 
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schema.load(request.get_json()) : This is where Marshmallow takes

over. It attempts to parse the incoming JSON body and validate it against

the rules defined in UserProfileUpdateSchema .

try...except ValidationError : If any validation rule fails (e.g., an

invalid email format, a username with disallowed characters), Marshmallow

raises a ValidationError . We catch this, log the specific errors for internal

debugging, and return a 400 Bad Request  to the client with user-friendly

error messages. This prevents information leakage and guides the client on

how to correct their input.

Unique Constraint Checks: Even after Marshmallow validation, we

perform explicit database checks for username  and email  uniqueness. This

prevents a user from changing their username or email to one already taken

by another user. We return a 409 Conflict  in such cases.

Database Transaction: The database update ( db.session.commit() ) is

wrapped in a try...except  block. If any database operation fails (e.g., a

network issue, a constraint violation not caught earlier), 

db.session.rollback()  is called to ensure that the database state is

reverted, maintaining data integrity.

Secure Error Message: In case of a database error, a generic 500

Internal Server Error  message is returned to the client, while the

detailed error is logged server-side using current_app.logger.error(...,

exc_info=True) . This exc_info=True  ensures the full stack trace is

logged, which is invaluable for debugging, but kept hidden from the public.

4. Centralize Secure Error Handling (app/__init__.py)

To ensure consistent and secure error responses across your entire application,

it's best practice to implement global error handlers for common HTTP status

codes. This catches errors that might not be handled explicitly in your routes.

In your app/__init__.py , within the create_app  function, add these error

handlers:

app/__init__.py  (inside create_app  function, after blueprint registration)

# ... (existing imports and app configuration)

def create_app():
app = Flask(__name__)
# ... (app.config setup)

# Initialize extensions
db.init_app(app)
# ... (login_manager init)

• 

• 

• 

• 

• 
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from app.routes import bp as main_bp
app.register_blueprint(main_bp)

# Add global error handlers for common HTTP errors
@app.errorhandler(404)
def not_found_error(error):

current_app.logger.warning(f"404 Not Found: {request.url}")
return jsonify({"message": "Resource not found"}), 404

@app.errorhandler(500)
def internal_error(error):

db.session.rollback() # Ensure any failed transaction is rolled back
current_app.logger.error(f"500 Internal Server Error: {error}", exc_in

fo=True)
return jsonify({"message": "An unexpected server error occurred. 

Please try again later."}), 500

return app

Explanation:

@app.errorhandler(404) : This decorator registers a function to handle all 

404 Not Found  errors that occur anywhere in the application. Instead of

Flask's default HTML page, it returns a generic JSON response.

@app.errorhandler(500) : This is critical for robust error handling. It

catches all 500 Internal Server Error  exceptions. Inside this handler, 

db.session.rollback()  is essential to clear any pending, failed database

transactions. This prevents database connection pools from getting stuck

with invalid sessions and ensures application stability. The full error is

logged internally, but only a generic message is returned to the client,

preventing information leakage.

Verification: Testing Security Controls

Now that we've implemented the secure API endpoint and centralized error

handling, let's verify its functionality and security.

1. Manual Testing with curl

First, ensure your Docker containers are running. If you updated 

requirements.txt , rebuild and restart:

docker-compose up --build

You'll need to register and log in a user first to obtain a session cookie.

Step 1: Register a user (if not already done)

• 

• 
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curl -X POST -H "Content-Type: application/json" -d '{"username": "testuser", 
"email": "test@example.com", "password": "SecurePassword123!"}' http://
localhost:5000/register

Expected: {"message": "Registration successful. Please log in."}

Step 2: Log in to get a session cookie

curl -X POST -H "Content-Type: application/json" -d '{"username": "testuser", 
"password": "SecurePassword123!"}' -c cookies.txt http://localhost:5000/login

Expected: {"message": "Login successful!"}  and a cookies.txt  file

containing your session cookie.

Step 3: Attempt to update profile (Unauthorized - no cookie)

curl -X PUT -H "Content-Type: application/json" -d '{"first_name": "New", 
"last_name": "Name"}' http://localhost:5000/api/profile

Expected: {"message": "Unauthorized"} . Status code 401. This verifies 

login_required .

Step 4: Update profile (Authorized - with cookie)

curl -X PUT -H "Content-Type: application/json" -b cookies.txt -d '{"first_nam
e": "Test", "last_name": "User"}' http://localhost:5000/api/profile

Expected: {"message": "Profile updated successfully", "user":

{ ... }} . Status code 200.

Step 5: Test invalid input (Validation error)

curl -X PUT -H "Content-Type: application/json" -b cookies.txt -d '{"username"
: "us", "email": "invalid-email"}' http://localhost:5000/api/profile

Expected: {"message": "Validation error", "errors": {"username":

["Username must be between 3 and 50 characters."], "email": ["Not a

valid email address."]}} . Status code 400. This confirms Marshmallow

validation.

Step 6: Test input with malicious characters (Validation prevents

Injection/XSS)
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curl -X PUT -H "Content-Type: application/json" -b cookies.txt -d '{"username"
: "admin; DROP TABLE users;"}' http://localhost:5000/api/profile

Expected: {"message": "Validation error", "errors": {"username":

["Username can only contain letters, numbers, underscores, dots, or

hyphens."]}} . Status code 400. This confirms our regex validation is working as

intended to prevent SQL injection or other malicious character sequences.

Step 7: Test duplicate username (Conflict error) First, create a second user.

Let's say otheruser .

curl -X POST -H "Content-Type: application/json" -d
'{"username": "otheruser", "email": "other@example.com", "password": 
"SecurePassword123!"}' http://localhost:5000/register

Then, as testuser , try to change your username to otheruser .

curl -X PUT -H "Content-Type: application/json" -b cookies.txt -d '{"username"
: "otheruser"}' http://localhost:5000/api/profile

Expected: {"message": "Username already taken"} . Status code 409. This

confirms our uniqueness check.

2. Automated Integration Tests with pytest

For a production-minded application, manual testing is not sufficient. We need

automated tests to ensure our security controls are consistently enforced.

Create a tests/test_api.py  file in your project root.

tests/test_api.py

import pytest
from app import create_app, db
from app.models import User
from werkzeug.security import generate_password_hash

@pytest.fixture(scope='module')
def test_client():

"""Configures the app for testing and provides a test client."""
app = create_app()
app.config.update({

"TESTING": True,
"SQLALCHEMY_DATABASE_URI": "sqlite:///:memory:", # Use in-memory 

SQLite for fast, isolated tests
"WTF_CSRF_ENABLED": False # Disable CSRF for API tests if not 

explicitly testing it
})
with app.test_client() as testing_client:
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with app.app_context():
db.create_all() # Create tables for the in-memory DB
yield testing_client
db.session.remove() # Clean up session
db.drop_all() # Drop tables

@pytest.fixture(scope='function')
def init_database(test_client):

"""Initializes a clean database for each test function."""
with test_client.application.app_context():

# Clear existing users to ensure a clean state for each test
db.session.query(User).delete()
db.session.commit()
# Create a default test user for authentication
hashed_password = generate_password_hash("SecurePassword123!",

method='pbkdf2:sha256')
user = User(username="testuser", email="test@example.com", password_ha

sh=hashed_password)
db.session.add(user)
db.session.commit()
return user

def login_user(client, username, password):
"""Helper function to log in a user and return the response."""
return client.post('/login', json={'username': username, 'password': passw

ord})

def test_profile_update_unauthorized(test_client):
"""Test that profile update requires authentication (401 Unauthorized)."""
response = test_client.put('/api/profile', json={'first_name': 'Unauthoriz

ed'})
assert response.status_code == 401
assert "Unauthorized" in response.json['message']

def test_profile_update_success(test_client, init_database):
"""Test successful profile update for an authenticated user."""
user = init_database # Get the default test user
login_user(test_client, "testuser", "SecurePassword123!") # Log in

response = test_client.put('/api/profile', json={'first_name': 'Updated',
'last_name': 'User'})

assert response.status_code == 200
assert response.json['message'] == "Profile updated successfully"
assert response.json['user']['first_name'] == 'Updated'
assert response.json['user']['last_name'] == 'User'

# Verify that the database also reflects the update
updated_user = User.query.get(user.id)
assert updated_user.first_name == 'Updated'
assert updated_user.last_name == 'User'

def test_profile_update_validation_failure(test_client, init_database):
"""Test profile update with invalid input data (400 Bad Request)."""
user = init_database
login_user(test_client, "testuser", "SecurePassword123!")

# Attempt to update with a too-short username and an invalid email format
response = test_client.put('/api/profile', json={'username': 'sh',

'email': 'bad-email'})
assert response.status_code == 400
assert response.json['message'] == "Validation error"
assert "username" in response.json['errors']
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assert "email" in response.json['errors']
assert "Username must be between 3 and 50 characters." in response.json['e

rrors']['username']
assert "Not a valid email address." in response.json['errors']['email']

def test_profile_update_duplicate_username(test_client, init_database):
"""Test profile update attempting to use an existing username (409 

Conflict)."""
user1 = init_database # This is 'testuser'

# Create a second user with a different username
hashed_password_2 = generate_password_hash("SecurePassword123!", method='p

bkdf2:sha256')
user2 = User(username="otheruser", email="other@example.com", password_has

h=hashed_password_2)
with test_client.application.app_context():

db.session.add(user2)
db.session.commit()

login_user(test_client, "testuser", "SecurePassword123!")
response = test_client.put('/api/profile', json={'username': 'otheruser'})
assert response.status_code == 409
assert response.json['message'] == "Username already taken"

def test_profile_update_xss_prevention(test_client, init_database):

"""Test that validation prevents XSS attempts in username/name fields (400 Bad 
Request)."""

login_user(test_client, "testuser", "SecurePassword123!")
malicious_input = "<script>alert('XSS');</script>"

# Test username field
response = test_client.put('/api/profile', json={'username': malicious_inp

ut})
assert response.status_code == 400
assert "username" in response.json['errors']
assert "Username can only contain letters, numbers, underscores, dots, or 

hyphens." in response.json['errors']['username'][0]

# Test first_name field
response = test_client.put('/api/profile', json={'first_name': malicious_i

nput})
assert response.status_code == 400
assert "first_name" in response.json['errors']
assert "First name can only contain letters, spaces, or hyphens." in respo

nse.json['errors']['first_name'][0]

def test_global_404_handler(test_client):
"""Test the global 404 error handler."""
response = test_client.get('/nonexistent-route')
assert response.status_code == 404
assert response.json['message'] == "Resource not found"

def test_global_500_handler(test_client, mocker):
"""Test the global 500 error handler and database rollback."""
# Mock a database error to trigger the 500 handler
mocker.patch('app.models.db.session.commit', side_effect=Exception("Simula

ted DB error"))

login_user(test_client, "testuser", "SecurePassword123!")
response = test_client.put('/api/profile', json={'first_name': 'Cause 
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Error'})

assert response.status_code == 500
assert response.json['message'] == "An unexpected server error occurred. 

Please try again later."
# Verify that db.session.rollback() was called (requires a more advanced 

mock setup,
# but the test confirms the 500 response and generic message)

Explanation:

pytest  Fixtures: 

test_client : Configures a Flask application in testing mode with an

in-memory SQLite database. This ensures tests are fast, isolated, and

don't interfere with your development database. WTF_CSRF_ENABLED =

False  is added to avoid CSRF token requirements in API tests, as we

are not testing the CSRF protection itself in this context.

init_database : Provides a clean database state and a pre-registered

test user for each test function, preventing test interference.

login_user  Helper: A utility function to simplify the login process for tests

that require an authenticated user.

• 

• 

• 

• 
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Test Cases: Each test function focuses on a specific aspect of the API

endpoint's functionality and security: 

test_profile_update_unauthorized : Verifies that requests without

authentication are correctly rejected with a 401 .

test_profile_update_success : Confirms that valid updates work as

expected and the database reflects the changes.

test_profile_update_validation_failure : Checks that invalid

input triggers a 400 Bad Request  with appropriate error messages.

test_profile_update_duplicate_username : Ensures that

attempting to update with an already taken username results in a 409

Conflict .

test_profile_update_xss_prevention : Explicitly demonstrates that

our regex validation successfully prevents common XSS payloads from

being accepted.

test_global_404_handler : Verifies that our centralized 404 handler

provides a consistent JSON error response.

test_global_500_handler : Uses mocker  (from pytest-mock , install

with pip install pytest-mock ) to simulate a database error,

ensuring our centralized 500 handler catches it, logs it, and returns a

generic message to the client.

To run these tests, you'll need pytest  and pytest-mock :

pip install pytest pytest-mock

Then, from your project root:

pytest

All tests should pass, confirming that your API endpoint is secure against common

input-related vulnerabilities, properly enforces authentication, and handles errors

gracefully.

• 

• 

• 

• 

• 

• 

• 

• 
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Production Hardening & Common Pitfalls

Building secure API endpoints is an ongoing process. Here are crucial production

considerations and common pitfalls to avoid:

Comprehensive Logging & Monitoring:

Insight: Beyond validation errors, log all successful API calls, user IDs,

and critical actions (e.g., profile updates, password changes). This is

vital for auditing, incident response, and detecting suspicious activity.

Action: Ensure your logging system is robust, logs are stored securely

(e.g., to a centralized log management system), and rotated to

prevent disk exhaustion. Integrate monitoring and alerting for unusual

log patterns (e.g., high rate of 401/400 errors).

Rate Limiting:

Insight: Unrestricted access to API endpoints can lead to brute-force

attacks, denial-of-service (DoS), or credential stuffing.

Action: Implement rate limiting on sensitive endpoints (login,

registration, password reset, profile updates) to restrict the number of

requests a user or IP address can make within a given timeframe.

Libraries like Flask-Limiter  can help.

API Versioning:

Insight: As your application evolves, your API endpoints may need

changes that break compatibility with existing clients.

Action: Implement API versioning (e.g., /api/v1/profile , /api/v2/

profile ) to allow for graceful transitions, prevent breaking existing

clients, and manage the lifecycle of your API.

Payload Size Limits:

Insight: Allowing excessively large request bodies can lead to denial-

of-service attacks by exhausting server memory or processing

resources.

Action: Configure your web server (e.g., Gunicorn, Nginx, or Flask

itself) to reject overly large request bodies at the earliest possible

stage. Flask's MAX_CONTENT_LENGTH  can be set, and web proxies can

enforce this even earlier.

1. 

• 

• 

2. 

• 

• 

3. 

• 

• 

4. 

• 

• 
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CORS (Cross-Origin Resource Sharing) Configuration:

Insight: If your API is consumed by a frontend application hosted on a

different domain, improper CORS configuration can either block

legitimate requests or, worse, allow unauthorized domains to make

requests.

Action: Properly configure CORS headers to restrict access to only

trusted origins (your frontend domains). Use extensions like Flask-

CORS  and apply the principle of least privilege.

Content Security Policy (CSP):

Insight: While primarily a frontend concern, a robust CSP can prevent

XSS attacks by controlling which resources (scripts, stylesheets, etc.)

the browser is allowed to load.

Action: For browser-based applications, consider including CSP

headers in your API responses or web server configuration to enhance

client-side security.

Common Pitfall: Over-Permissive Regular Expressions:

Problem: A regex that is too broad might still allow malicious

characters or patterns that could lead to injection attacks.

Solution: Regularly review and test your regex patterns against

known attack vectors. When in doubt, err on the side of being more

restrictive and then gradually relax if legitimate use cases are blocked.

Common Pitfall: Assuming Client-Side Validation is Sufficient:

Problem: Developers sometimes mistakenly believe that if client-side

JavaScript validation passes, the server doesn't need to re-validate.

Solution: Always perform server-side validation. Client-side validation

is for user experience; server-side validation is for security and data

integrity. Never trust input from the client.

5. 

• 

• 

6. 

• 

• 

7. 

• 

• 

8. 

• 

• 
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Summary & Next Steps

You've now built a robust API endpoint that is protected by authentication and

fortified with strong input validation and secure error handling. This is a critical

step in securing any web application and directly addresses several top OWASP

vulnerabilities. You've learned to:

Define and apply Marshmallow  schemas for declarative, robust input

validation.

Integrate authentication and validation into a Flask PUT  API endpoint.

Handle validation errors and other exceptions gracefully, preventing

sensitive information leakage.

Write automated integration tests to verify the security controls of your API.

The UserProfileUpdateSchema  and the /api/profile  endpoint serve as a solid

template for all future data-modifying API endpoints in your application,

establishing a secure pattern for data interaction.

Next, we'll shift our focus to Chapter 4: Dependency Security & Static

Analysis. We'll learn how to identify and mitigate vulnerabilities in third-party

libraries and use static analysis tools to find common security flaws in our own

codebase before they become production issues.
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CHAPTER 05

Managing Dependencies and
Static Analysis for Security
In this chapter, you'll harden your Flask application's security posture by

integrating proactive security checks directly into your development workflow.

We're moving beyond reactive fixes to building a secure foundation where

vulnerabilities are identified and addressed as early as possible. By the end, your

project will automatically scan for known weaknesses in third-party libraries and

common security flaws in your custom Python code. This is a critical step towards

shipping production-ready, resilient applications.

This milestone is about establishing a continuous security feedback loop. As you

add new features and dependencies, you'll have automated mechanisms to

validate the security health of your codebase. You'll learn how to interpret scan

results, prioritize findings, and systematically mitigate risks, ensuring that

security is an ongoing concern, not an afterthought.

Project Overview: Securing the Supply Chain and
Codebase

The overall project aims to build a secure Python Flask web application

demonstrating best practices in user authentication, input validation, and secure

deployment. This chapter focuses on two vital aspects of application security:

Software Supply Chain Security: Ensuring the integrity and security of

all third-party components your application relies on. A single vulnerable

library can expose your entire system.

Codebase Security: Identifying common coding errors and patterns in your

own application code that could lead to security vulnerabilities.

By integrating automated tools for these areas, you shift security left, making it

an inherent part of your development process rather than a separate, end-of-

lifecycle activity. This approach is highly effective for reducing the attack surface

and improving overall application robustness.
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Tech Stack & Tooling

To achieve our goals in this chapter, we'll leverage the following components:

Python (3.12+): The core language for our application. We'll use a virtual

environment for dependency isolation.

Flask (3.0+): Our web framework, whose dependencies we will audit.

pip-audit : A dedicated command-line tool for auditing Python

environments and requirements.txt  files for known vulnerabilities. It

queries the Python Package Index (PyPI) Advisory Database. 

Latest Version (as of 2026-07-13): Exact future stable versions are not

predictable. Always check the official PyPI page for the latest release: 

pip-audit on PyPI.

Bandit : A security linter for Python that identifies common security issues

by scanning source code. It's excellent for catching insecure configurations,

potential injection points, and other OWASP Top 10 related flaws. 

Latest Version (as of 2026-07-13): Exact future stable versions are not

predictable. Always check the official PyPI page for the latest release: 

Bandit on PyPI.

These tools will be installed as development dependencies, ensuring they don't

bloat your production environment while being readily available for local

development and CI/CD pipelines.

Build Plan: Integrating Security Scans

This chapter is structured around the following key milestones:

Tool Installation: Add pip-audit  and Bandit  as development

dependencies.

Dependency Vulnerability Scan: Run pip-audit  against your project's 

requirements.txt  to identify known vulnerabilities in third-party libraries.

Static Code Analysis: Execute Bandit  to scan your application's custom

Python code for common security weaknesses.

Issue Remediation: Address identified vulnerabilities and code flaws,

demonstrating how to apply fixes.

Verification: Confirm that the tools run successfully and that issues are

correctly identified and resolved.
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Planning & Design: The Security Feedback Loop

Proactive security involves "shifting left," meaning we identify and fix security

issues as early as possible in the development process. Software Composition

Analysis (SCA) and Static Application Security Testing (SAST) are two cornerstone

practices for achieving this.

Software Composition Analysis (SCA): This practice identifies and

evaluates the open-source and third-party components (dependencies) used

in your application for known security vulnerabilities. Modern applications

often rely on hundreds of external libraries, and a single vulnerable

dependency can create a critical attack vector. pip-audit  performs SCA for

Python projects.

Static Application Security Testing (SAST): This technique analyzes

your application's source code, bytecode, or binary code for security

vulnerabilities without actually executing the program. It's like having an

automated security expert review every line of your code for common

pitfalls and insecure patterns. Bandit  provides SAST for Python.

The goal is to incorporate these tools into a repeatable process. Initially, you'll run

them manually to understand their output and remediation steps. Eventually,

these steps are ideal candidates for automation within Continuous Integration (CI)

pipelines, failing builds if critical vulnerabilities or code flaws are detected.

• 
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Figure 1: Security Tool Integration Flow

This diagram illustrates the security feedback loop: your application's source code

and its requirements.txt  are independently scanned by Bandit  and pip-

audit . Any findings are routed for developer review, leading either to code fixes

and dependency upgrades or, in rare cases, documented risk acknowledgment.

This iterative process continuously improves the application's security posture.

Step-by-Step Implementation

We'll install pip-audit  and Bandit , then run them against your existing Flask

application.
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1. Install Security Tools

First, ensure your Python virtual environment is active. We'll add these tools to a

separate requirements-dev.txt  file. This practice clearly distinguishes

development-only dependencies from the packages required for your application

to run in production, helping to keep your production environment lean and

secure.

Create a new file named requirements-dev.txt  in your project's root directory:

requirements-dev.txt

pip-audit
bandit

Now, install these development dependencies:

# Ensure your virtual environment is active.
# If not, activate it:
# For Linux/macOS: source venv/bin/activate
# For Windows: venv\Scripts\activate

pip install -r requirements-dev.txt

Why this choice?

pip-audit : It provides a straightforward and officially supported way to

check for known vulnerabilities in your Python package dependencies. Its

integration with PyPI's advisory database ensures up-to-date vulnerability

information.

Bandit : As a Python-specific static analysis tool, it's highly effective at

identifying security-centric issues. Its configurability makes it suitable for

integration into various development workflows, including pre-commit hooks

and CI/CD pipelines.

2. Perform Dependency Vulnerability Scanning with pip-audit

pip-audit  checks your installed Python packages against public vulnerability

databases.

First, ensure your requirements.txt  file accurately reflects your application's

runtime dependencies. If you haven't already, generate or update it to capture all

currently installed production dependencies:

pip freeze > requirements.txt
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Now, run pip-audit  against this file:

pip-audit -r requirements.txt

What it does: The -r requirements.txt  flag instructs pip-audit  to analyze

the packages listed in that file. It fetches advisories from data sources like the

PyPI Advisory Database and reports any matches, detailing the vulnerability,

affected versions, and potential fixes.

Expected Output (example with no vulnerabilities): If your dependencies

are clean, pip-audit  will report:

No vulnerabilities found

Expected Output (example with vulnerabilities): If pip-audit  finds issues,

the output will list each vulnerability, including the package name, affected

versions, severity, a description, and a link to the advisory.

Found 1 vulnerability in your dependencies:
package-name == 1.0.0
  Vulnerability: PYSEC-XXXX-XXXX
  Description: [Description of vulnerability, e.g., Cross-site Scripting 
(XSS)]
  Affected versions: < 1.0.1
  Fixed versions: >= 1.0.1
  Link: https://example.com/advisory/PYSEC-XXXX-XXXX

How to address findings: The most common and effective way to fix

dependency vulnerabilities is to upgrade the affected package to a version where

the vulnerability is patched. The pip-audit  report usually suggests "Fixed

versions."

For example, if package-name  has a vulnerability fixed in version 1.0.1 , you

would update your requirements.txt  to specify a compatible, secure version,

and then reinstall:

# Locate 'package-name==1.0.0' in requirements.txt and change it to:
# package-name>=1.0.1,<2.0.0 # Use a version range to allow minor updates,

# or a specific version if strict control is 
needed.

pip install -r requirements.txt
pip-audit -r requirements.txt # Rerun to verify the fix
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🧠 Important:  Sometimes, a direct upgrade isn't feasible due to breaking

changes or compatibility issues with other libraries. In such scenarios, you might

need to:

Evaluate Risk: Determine if the vulnerability is actually exploitable in your

specific application context. Document this assessment thoroughly.

Find Alternatives: Replace the vulnerable library with a more secure,

actively maintained alternative.

Implement Compensating Controls: Apply application-level mitigations

to prevent exploitation, even if the underlying library remains vulnerable.

Accept Risk: As a last resort, after a formal risk assessment and sign-off,

you might accept the risk, but this should be rare and well-documented.

3. Perform Static Code Analysis with Bandit

Bandit  scans your Python source code for common security issues, covering

many of the OWASP Top 10 categories.

Run Bandit  against your Flask application's code directory (e.g., app/ ):

bandit -r app/

What it does: The -r app/  flag tells Bandit  to recursively scan the app/

directory. Bandit  will analyze your code for patterns that indicate potential

security vulnerabilities, such as the use of eval() , hardcoded secrets, SQL

injection possibilities, or insecure cryptography.

Expected Output (example with findings):

[main] INFO: Available metrics types:
    ...
[main] INFO: Results found:
>> Issue: [B101:assert_used] Use of assert detected. Asserts should not be 
used for data validation.
   Severity: Medium   Confidence: High
   Location: app/routes.py:15:5
   More Info: https://bandit.readthedocs.io/en/latest/plugins/
b101_assert_used.html

The output provides comprehensive details for each finding:

The Bandit  issue ID (e.g., B101 ).

A concise description of the vulnerability.

Severity and confidence levels (helping you prioritize).
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The exact file and line number where the issue was found.

A link to Bandit 's documentation for deeper insight into the vulnerability

and suggested remediation.

**How to address findings (Example: B101

Use of assert for validation)**

Bandit  commonly flags the use of assert  statements for validation ( B101 ).

While assert  is useful for debugging and internal consistency checks, it should 

not be used for validating user input or enforcing security constraints in

production code. Python's assert  statements can be completely removed from

the bytecode when running the interpreter with the -O  or -OO  optimization flags.

This means your security checks would simply disappear in a production

environment, leading to critical vulnerabilities.

Let's assume you have a routes.py  file with an assert  used incorrectly for

input validation:

app/routes.py  (before fix)

# app/routes.py
from flask import Blueprint, request, jsonify

main_bp = Blueprint('main', __name__)

@main_bp.route('/data', methods=['POST'])
def post_data():

user_data = request.json
assert 'value' in user_data, "Value must be provided" # Bandit will flag 

this (B101)
# ... process user_data ...
return jsonify({"message": "Data received", "data": user_data}), 200

To fix this B101  finding, replace the assert  with robust, explicit validation logic.

This typically involves if/else  checks, raising appropriate exceptions, or

returning specific HTTP error codes.

app/routes.py  (after fix)

# app/routes.py
from flask import Blueprint, request, jsonify

main_bp = Blueprint('main', __name__)

@main_bp.route('/data', methods=['POST'])
def post_data():

user_data = request.json
if not user_data or 'value' not in user_data: # Proper validation using 

if/else

• 
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return jsonify({"error": "Value must be provided"}), 400 # Return a 
400 Bad Request

# ... process user_data ...
return jsonify({"message": "Data received", "data": user_data}), 200

After implementing the change, rerun bandit -r app/  to confirm that the B101

issue is no longer reported for that specific line. You will likely encounter other 

Bandit  findings; review each one, understand its implications, and apply

appropriate fixes.

⚡ Quick Note: Bandit  is highly configurable. You can use a bandit.yaml  file

to ignore certain checks (e.g., if they are false positives in your context), include

or exclude specific directories, or change its reporting format. This allows you to

tailor the tool to your project's specific needs and reduce noise from irrelevant

warnings. Refer to the official Bandit documentation for advanced configuration

options.
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Testing & Verification

Verification for this chapter involves confirming that pip-audit  and Bandit  run

successfully, you can interpret their output, and you've taken action on findings.

Verify pip-audit  runs clean:

Ensure all critical production dependencies are up-to-date and listed in

requirements.txt .

Run pip-audit -r requirements.txt .

Confirm the output states "No vulnerabilities found" or that any

reported vulnerabilities are thoroughly understood, documented, and

formally accepted as a risk (with strong justification).

⚡ Self-test:  To actively see pip-audit  in action, temporarily

introduce a known vulnerable package version.

Add requests==2.20.0  to your requirements.txt  (this

version is known to have vulnerabilities).

Run pip install -r requirements.txt .

Execute pip-audit -r requirements.txt . You should see

several vulnerabilities reported for requests .

Now, update requests  to a recent, secure version (e.g., 

requests>=2.31.0,<3.0.0 ) in requirements.txt .

Run pip install -r requirements.txt  again, then pip-

audit -r requirements.txt . The vulnerabilities for requests

should now be resolved.
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Verify Bandit  runs and you've addressed a finding:

Run bandit -r app/ .

Carefully review the output. Understand the issue ID, description,

severity, and location for each finding.

Confirm that the code fixes you've implemented (e.g., replacing 

assert  with if/else  checks for B101 ) have resolved the specific

finding. Rerun Bandit  after a fix and verify the issue no longer

appears.

The immediate goal isn't necessarily to achieve zero findings, but to

understand and systematically address them. Some findings might be

false positives or acceptable risks in your specific context; these

should be explicitly reviewed, documented, and potentially suppressed

in bandit.yaml  with clear comments.

Production Considerations

Integrating dependency scanning and static analysis is not just a development-

time luxury; it's a critical component of a robust production application lifecycle.

Automated CI/CD Integration: The most impactful way to use these tools

is to integrate them into your Continuous Integration/Continuous

Deployment (CI/CD) pipeline. Every pull request, code merge, or deployment

should automatically trigger pip-audit  and Bandit  scans. Crucially,

configure your pipeline to fail the build if high-severity vulnerabilities or

critical code flaws are detected. This prevents insecure code from ever

reaching production environments.

Regular Scanning: The threat landscape constantly evolves. New

vulnerabilities are discovered daily. Your application's dependencies, even if

clean today, might have a new advisory tomorrow. Implement scheduled,

regular automated scans (e.g., daily, weekly) on your main branches and

even on deployed production environments. This ensures continuous

monitoring of your security posture.
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Managing False Positives: Static analysis tools can sometimes produce

false positives – warnings about issues that aren't actually exploitable in

your specific context. It's important to understand the tool's output and

differentiate between real issues and benign warnings. Over-suppressing

warnings can lead to overlooked real issues, while ignoring them can lead to

"alert fatigue," where developers become desensitized to security alerts.

Use configuration files (e.g., bandit.yaml ) to fine-tune rules or mark

specific lines of code for exclusion with comments, but always add a clear

justification for each suppression.

Compliance and Reporting: In regulated industries or for enterprise

applications, demonstrating that you perform these types of security checks

is often a compliance requirement. Automated reports from pip-audit  and 

Bandit  can serve as valuable evidence during security audits, showcasing

your commitment to secure development practices.

Runtime Security Awareness (PEP 551): While pip-audit  and Bandit

focus on static analysis, it's also important to be aware of the broader

Python runtime security landscape. PEP 551 discusses security

transparency, aiming to provide better visibility into the security

characteristics of Python environments. Tools like pip-audit  contribute to

this by providing transparency into your package dependencies. For a

deeper dive, explore PEP 551 – Security transparency in the Python runtime.
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Common Issues & Solutions
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Too many findings / Alert Fatigue:

⚠️ What can go wrong:  Running Bandit  for the first time on an

existing codebase can yield hundreds of warnings, making it

overwhelming and leading to developers ignoring the output.

Solution:  Start by focusing on high-severity and high-confidence

findings. Use Bandit 's configuration options (e.g., -ll  to include low

confidence/severity, or -p  for specific plugins) to narrow the scope.

Gradually address issues, perhaps starting with a specific type of

vulnerability. Integrate the tool incrementally. Use a bandit.yaml  file

to baseline current findings, ignore specific checks that aren't relevant,

or mark known false positives for your project, always with clear

justification.

Difficulty updating dependencies:

⚠️ What can go wrong: pip-audit  reports a critical vulnerability,

but upgrading the dependency to a fixed version causes breaking

changes in your application, leading to development delays.

Solution:  This is a common challenge in dependency management.

First, thoroughly evaluate the actual risk and exploitability of the

vulnerability in your specific use case. Can you implement a

compensating control at the application layer? If not, you may need to

refactor your code to adapt to the newer, secure version of the library,

or find an alternative, secure library. Prioritize critical vulnerabilities

that are easily exploitable. This highlights the importance of keeping

dependencies as up-to-date as possible to minimize the impact of

future upgrades.

Overlooking scan results:

⚠️ What can go wrong:  The security tools run, but their output is

not regularly reviewed, or identified findings are ignored, leading to

unpatched vulnerabilities in production.

Solution:  Integrate these checks into your CI/CD pipeline with strict

rules. For example, configure the pipeline to fail the build on any high-

severity pip-audit  findings or critical Bandit  issues. Assign clear

responsibility for reviewing scan results to specific team members or

security champions. Use issue tracking systems (e.g., Jira, GitHub

Issues) to log and follow up on identified vulnerabilities, treating them

like any other bug. Regular security reviews should include a

discussion of recent scan results.
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Summary & Next Step

You've now equipped your project with fundamental security analysis capabilities,

moving beyond reactive security to a proactive stance. By integrating pip-audit

for dependency vulnerability scanning and Bandit  for static code analysis,

you've taken a significant step towards building a secure Python application. This

systematic approach of continuously identifying and mitigating vulnerabilities in

both your dependencies and your custom code is a hallmark of mature secure

development practices.

With these essential security checks in place, your application's foundation is

stronger and more resilient. The next critical step is to ensure consistency and

isolation for your development and production environments. In the next chapter,

we will containerize your application using Docker, setting up a robust local

development environment that mirrors production and integrates seamlessly with

PostgreSQL.

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

References

pip-audit Official Documentation

Bandit Official Documentation

Python Package Index (PyPI) Advisory Database

OWASP Top 10 Web Application Security Risks

PEP 551 – Security transparency in the Python runtime

Securing Python Runtimes | Our Success Stories

Deploy secure applications on Microsoft Azure | Microsoft Learn

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Managing Dependencies and Static Analysis for Security 84

https://pypi.org/project/pip-audit/
https://bandit.readthedocs.io/en/latest/
https://github.com/pypi/advisory-database
https://owasp.org/www-project-top-10/
https://peps.python.org/pep-0551
https://www.python.org/success-stories/securing-python-runtimes
https://learn.microsoft.com/en-us/azure/security/develop/secure-deploy


CHAPTER 06

Containerizing Your Application
with Docker and PostgreSQL

Introduction: Consistency and Security with
Containerization

In the previous chapters, you've built a robust Flask application, implementing

secure authentication, input validation, and solid error handling. These are crucial

steps for mitigating common web vulnerabilities. However, a secure application

also needs a secure and consistent environment to run in. This is where

containerization with Docker becomes indispensable.

Containerization solves the perennial "it works on my machine" problem by

packaging your application and all its dependencies—from code to runtime,

system tools, and libraries—into a single, isolated unit called a container. This

isolation not only ensures consistent behavior across different environments but

also inherently enhances security by limiting the attack surface and providing a

predictable runtime. By the end of this chapter, your Flask application and its

PostgreSQL database will be running in Docker containers, providing a portable,

reproducible, and secure foundation for both development and production.

Project Overview: Secure Flask App
Containerization

This chapter focuses on transforming our previously developed Flask application

into a fully containerized system. The goal is to encapsulate the application and

its database into Docker containers, orchestrated by Docker Compose.

Finished Artifact: A multi-container Docker setup where the Flask web

application and a PostgreSQL database run as isolated, interconnected services.

Target User: Any developer or operations engineer needing to run, test, or

deploy our secure Flask application.

Success Criteria:

The Flask application container builds successfully from a Dockerfile .

The PostgreSQL database container initializes and persists data.
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The Flask application successfully connects to and interacts with the

PostgreSQL database.

The entire application stack can be brought up and down consistently with a

single Docker Compose command.

Sensitive configurations (like database credentials) are managed via

environment variables, not hardcoded.

Tech Stack & Versions

For this chapter, we will leverage the following technologies:

Python 3.12: The core language for our Flask application.

Flask 3.0.3: Our web framework.

PostgreSQL 16.3: The relational database for data persistence.

Docker Desktop (latest stable release): The containerization platform.

Docker Compose 3.8: For orchestrating multi-container applications.

Gunicorn: (Mentioned for production, but flask run  will be used for

development in CMD ).

Note on versions: As of 2026-07-13, the specified versions (Python 3.12, Flask

3.0.3, PostgreSQL 16.3) represent projected stable releases and are used for

consistency. For Docker Desktop, always use the latest stable release available at

your time of installation.

Build Plan: Milestones for Containerization

We will achieve our containerization goal through the following incremental steps:

Update Dependencies: Ensure requirements.txt  includes necessary

database drivers.

Define Application Image: Create a Dockerfile  to build the Flask

application's container image.

Orchestrate Services: Write a docker-compose.yml  file to define and link

the Flask app and PostgreSQL database services.

Adapt Configuration: Modify the Flask application to consume database

credentials and other settings from environment variables.

Verify Functionality: Build, run, and test the entire containerized stack

locally.

• 

• 

• 

• 

• 

• 

• 

• 

• 

1. 

2. 

3. 

4. 

5. 

AI VOID [https://aivoid.dev]

Containerizing Your Application with Docker and PostgreSQL 86



Architecture Design: Dockerized Services

Our containerized architecture will consist of two primary services: our Flask web

application and a PostgreSQL database. Docker Compose will manage these

services, creating a private network for them to communicate securely, isolated

from the host machine's network.

Architecture Overview

Key Components Explained

Dockerfile : This text file contains a series of instructions that Docker uses

to build a Docker image. For our Flask application, it specifies the base

Python environment, copies our code, installs dependencies, and defines

how the application should start.

docker-compose.yml : A YAML file that defines a multi-container Docker

application. It allows us to configure all services (our Flask app and

PostgreSQL DB), their network interactions, persistent storage (volumes),

and environment variables in a single, readable file.
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Docker Volumes: These are the preferred mechanism for persisting data

generated by Docker containers. We'll use a named volume to ensure our

PostgreSQL database data is not lost when the database container is

stopped, removed, or updated. This is crucial for data integrity.

Step-by-Step Implementation

Let's begin the implementation. Ensure you have Docker Desktop installed and

running on your system.

1. Prepare requirements.txt

First, ensure your requirements.txt  file includes all necessary Python

dependencies for your Flask application, especially the PostgreSQL database

driver. For Python 3.10+, psycopg  is the modern, official driver, while psycopg2-

binary  is commonly used for earlier versions or simpler setups. Given our

projected Python 3.12, we'll include psycopg .

File: requirements.txt

Flask==3.0.3
Werkzeug==3.0.1
Jinja2==3.1.3
python-dotenv==1.0.1
Flask-Bcrypt==1.0.1
Flask-SQLAlchemy==3.1.1 # Assuming you use Flask-SQLAlchemy for ORM
psycopg==3.1.18 # Official PostgreSQL driver for Python 3.10+
# Add any other project dependencies here

Explanation:

psycopg==3.1.18 : This is the modern, pure Python PostgreSQL driver.

We're using a version projected to be stable and compatible with Python

3.12 by 2026-07-13. If you were using an older Python version or preferred

the binary distribution, psycopg2-binary  would be an alternative.

2. Create a Dockerfile for the Flask Application

Create a file named Dockerfile  in the root of your project directory. This file

defines how Docker builds the image for our Flask application.

File: Dockerfile

# Use an official Python runtime as a parent image
# python:3.12-slim-bullseye provides a lightweight, secure base.
FROM python:3.12-slim-bullseye
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# Set the working directory in the container
WORKDIR /app

# Copy only the requirements file first. This allows Docker to cache this 
layer.
# If only application code changes, this layer won't be rebuilt, speeding up 
subsequent builds.
COPY requirements.txt .

# Install any needed packages specified in requirements.txt
# --no-cache-dir reduces image size. --upgrade pip ensures a recent pip 
version.
RUN pip install --no-cache-dir --upgrade pip && \

pip install --no-cache-dir -r requirements.txt

# Copy the rest of the application code into the container at /app
COPY . .

# Expose the port the app runs on. This is purely informational.
EXPOSE 5000

# Define environment variables for Flask.
# FLASK_APP points to our main application entry point.
# FLASK_RUN_HOST=0.0.0.0 makes the Flask development server accessible from 
outside the container.
ENV FLASK_APP=app.py
ENV FLASK_RUN_HOST=0.0.0.0

# Critical security measure: Run the application as a non-root user.
# Create a new user 'appuser' and set it as the default user for subsequent 
commands.
RUN adduser --disabled-password --gecos "" appuser
USER appuser

# Command to run the application. For development, we use 'flask run'.
# For production, replace with a WSGI server like Gunicorn:
# CMD ["gunicorn", "-w", "4", "-b", "0.0.0.0:5000", "app:create_app()"]
# Note: If using `create_app()` factory, ensure your Gunicorn command calls it 
correctly.
CMD ["flask", "run"]

Explanation of Decisions:

FROM python:3.12-slim-bullseye : We select a specific, slim Python

image. slim  variants are smaller, which reduces the attack surface and

improves image download times. bullseye  indicates the Debian

distribution version.

WORKDIR /app : Establishes /app  as the default working directory for

subsequent commands within the container, keeping our container

organized.
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COPY requirements.txt .  followed by RUN pip install : This is a

Docker best practice. By copying requirements.txt  separately, Docker

can cache the dependency installation layer. If only your application code

changes (not dependencies), this layer won't be rebuilt, significantly

speeding up build times.

RUN pip install --no-cache-dir --upgrade pip && pip install --

no-cache-dir -r requirements.txt : Installs Python dependencies. --no-

cache-dir  prevents pip from storing downloaded packages, further

reducing the final image size.

COPY . . : Copies the rest of your Flask application code into the /app

directory inside the container.

EXPOSE 5000 : Declares that the container listens on port 5000 at runtime.

This is documentation for Docker and users; it does not actually publish the

port.

ENV FLASK_APP=app.py  and ENV FLASK_RUN_HOST=0.0.0.0 : Essential

environment variables for Flask to locate and run your application, making it

accessible from outside the container.

RUN adduser ... && USER appuser : Production Awareness: This is a

crucial security step. Running your application as a non-root user ( appuser )

inside the container minimizes potential damage if the container is

compromised. The --disabled-password --gecos ""  flags ensure a

minimal user account.

CMD ["flask", "run"] : Defines the default command to execute when the

container starts. For a production environment, this would be replaced with

a production-ready WSGI server like Gunicorn for better performance and

stability.

3. Create docker-compose.yml

Create a file named docker-compose.yml  in the root of your project. This file

defines our multi-container application, linking the Flask app and the PostgreSQL

database.

File: docker-compose.yml

version: '3.8' # Specify the Docker Compose file format version

services:
web:

build: . # Build the image for this service using the Dockerfile in the 
current directory

ports:

• 

• 

• 

• 

• 

• 
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- "5000:5000" # Map host port 5000 to container port 5000
environment:

# Database connection string. 'db' is the service name of our PostgreSQL 
container.

# Hardcoding sensitive values here is for local development ONLY.
DATABASE_URL: postgresql://user:password@db:5432/mydatabase
FLASK_ENV: development # Set to 'production' for production deployments
SECRET_KEY: your_super_secret_key_here # IMPORTANT: Replace with a 

strong, random key.
# In production, use a secret 

management system.
depends_on:

- db # Ensures the 'db' service starts before 'web'. This is a best-
effort dependency.

volumes:
- .:/app # Mount the current host directory into the container.

# This enables live code changes during development without 
rebuilding the image.

# REMOVE this line for production deployments to ensure 
immutable containers.

# Production CMD (uncomment and replace CMD in Dockerfile if deploying to 
prod):

# command: gunicorn -w 4 -b 0.0.0.0:5000 app:create_app() # Example for a 
Flask app factory

db:
image: postgres:16.3-alpine # Use the official PostgreSQL image (version 

16.3-alpine for lightweight)
environment:

POSTGRES_DB: mydatabase
POSTGRES_USER: user
POSTGRES_PASSWORD: password

volumes:
- db_data:/var/lib/postgresql/data # Persist database data to a named 

Docker volume

volumes:
db_data: # Define the named volume for PostgreSQL data persistence

Explanation of Decisions:

version: '3.8' : Specifies the Docker Compose file format version. Version

3.8 offers various improvements and features.

• 
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web  service:

build: . : Instructs Docker Compose to build an image for this

service using the Dockerfile  in the current directory.

ports: "5000:5000" : Maps port 5000 on your host machine to port

5000 inside the web  container. This allows you to access your Flask

application from your browser via <http://localhost:5000>.

environment : This section is crucial for securely passing configuration

values into your containers. 

DATABASE_URL : The connection string for PostgreSQL. Notice db

is used as the host; Docker Compose automatically creates a

network that allows services to resolve each other by their

names.

FLASK_ENV : Set to development  for local testing. This should be

production  for actual deployments.

SECRET_KEY : CRITICAL SECURITY WARNING: While

convenient for development, never hardcode sensitive

credentials like SECRET_KEY  directly in docker-compose.yml  for

production. In a real-world production scenario, this would be

injected via a secret management system (e.g., Kubernetes

Secrets, AWS Secrets Manager, Azure Key Vault).

depends_on: - db : This ensures that the db  service is started before

the web  service. While depends_on  doesn't wait for the database to

be fully "ready," it helps with the startup order.

volumes: - .:/app : Important for development only. This

mounts your local project directory into the /app  directory inside the 

web  container. Any changes you make to your code locally will

immediately reflect in the running container without needing to rebuild

the image. For production, you must remove this line and rely solely

on the COPY . .  command in the Dockerfile  to ensure the

container image is immutable and contains all necessary code.

• 

• 

• 

• 

• 

• 

• 
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db  service:

image: postgres:16.3-alpine : Uses the official PostgreSQL image.

The 16.3  tag (projected for 2026-07-13) ensures a specific version,

and -alpine  provides a very small, secure base image, reducing the

attack surface.

environment : Sets the initial database name, user, and password for

the PostgreSQL instance. Again, these are defaults for

development; never hardcode sensitive credentials in

production.

volumes: - db_data:/var/lib/postgresql/data : Mounts a named

Docker volume ( db_data ) to the PostgreSQL data directory within the

container. This ensures that your database's data persists even if the 

db  container is stopped, removed, or recreated, preventing data loss.

volumes: db_data: : Defines the named volume db_data  that Docker

manages.

4. Update Flask Application for Environment Variables

Modify your Flask application's configuration to read database credentials and

other sensitive settings from environment variables. This is a fundamental

security practice that prevents sensitive data from being hardcoded into your

application's source code.

File: app/config.py  (or similar configuration file)

import os

class Config:
# Use os.getenv to fetch environment variables, providing a default for 

local development
SECRET_KEY = os.getenv('SECRET_KEY', 'a_strong_default_dev_secret_key_for_

local_use')

# Database connection string from environment variable.
# The fallback should ideally be for local development outside Docker 

Compose.
SQLALCHEMY_DATABASE_URI = os.getenv('DATABASE_URL', 'postgresql://

user:password@localhost:5432/mydatabase_local')
SQLALCHEMY_TRACK_MODIFICATIONS = False

# Bcrypt salt rounds for password hashing. More rounds increase security 
but also CPU usage.

BCRYPT_LOG_ROUNDS = 12

# Secure session cookie configuration
# SESSION_COOKIE_SECURE: True only over HTTPS (production)
# SESSION_COOKIE_HTTPONLY: Prevent client-side JavaScript access
# SESSION_COOKIE_SAMESITE: 'Lax' helps protect against CSRF

• 

• 

• 
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SESSION_COOKIE_SECURE = os.getenv('FLASK_ENV') == 'production'
SESSION_COOKIE_HTTPONLY = True
SESSION_COOKIE_SAMESITE = 'Lax'
REMEMBER_COOKIE_SECURE = os.getenv('FLASK_ENV') == 'production'
REMEMBER_COOKIE_HTTPONLY = True

# Error handling to prevent leaking sensitive information in production
# Set to True in development to see full tracebacks, False in production.
PROPAGATE_EXCEPTIONS = os.getenv('FLASK_ENV') == 'development'

In your app/__init__.py  (or your application's main entry point), ensure you are

loading this configuration class. Also, ensure that dotenv  is not loaded if you are

running inside Docker Compose, as Docker handles environment variables

directly.

File: app/__init__.py  (excerpt)

from flask import Flask
from flask_bcrypt import Bcrypt
from flask_sqlalchemy import SQLAlchemy
import os
# from dotenv import load_dotenv # COMMENT OUT or remove if running with 
Docker Compose

# load_dotenv() # Only uncomment this line if running locally WITHOUT Docker 
Compose

# and you need to load .env file for environment variables.

db = SQLAlchemy()
bcrypt = Bcrypt()

def create_app():
app = Flask(__name__)
app.config.from_object('app.config.Config') # Load config from the Config 

class

db.init_app(app)
bcrypt.init_app(app)

# Register blueprints (e.g., auth_bp for authentication routes)
from .auth import auth_bp
app.register_blueprint(auth_bp)

# Add a simple route for health checks or basic testing
@app.route('/health')
def health_check():

return {"status": "ok"}, 200

return app

# If your app structure is simpler and you don't use create_app() factory:
# app = create_app() # Then you might directly run `flask run` on this 'app' 
instance
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Why this matters: Using environment variables is the industry standard for

configuring applications securely. It keeps sensitive data out of your codebase,

allows for easy configuration changes between environments (development,

staging, production) without rebuilding your Docker image, and integrates well

with secret management systems in cloud deployments.

Testing & Verification: Launching Your
Containerized App

With our Dockerfile  and docker-compose.yml  in place, it's time to build and

run our containerized application.

Build and Start Containers: Navigate to your project's root directory in

your terminal. This is where your Dockerfile  and docker-compose.yml

reside. Then, run the following command:

docker compose up --build

- `docker compose up`: This command starts the services defined in your 
`docker-compose.yml`.
- `--build`: This flag forces Docker Compose to rebuild the images if changes 
have been made to your `Dockerfile` or any build context files. It's good 
practice to include it initially or after code changes.

You will see extensive output as Docker downloads the PostgreSQL image (if not 
already cached) and builds your Flask application image. This initial process 
might take a few minutes. Look for messages indicating that the `db` and `web` 
services are starting up.

Verify Application Access: Once the web  service logs indicate that your

Flask application is running (e.g., "Running on http://0.0.0.0:5000"), open

your web browser and navigate to <http://localhost:5000>.

You should see your Flask application's homepage or the response from your

/health  endpoint (e.g., {"status": "ok"} ).

Check Database Connectivity: Attempt to interact with your application

in a way that requires database access, such as registering a new user or

logging in with existing credentials. If these operations are successful, it

confirms that your Flask application is correctly connecting to the

PostgreSQL database running in its own container.

If you encounter issues, you can inspect the logs of your Flask application

for database connection errors:

1. 

1. 

2. 
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docker compose logs web

Inspect Running Containers: To confirm that both your web  and db

services are running as expected:

docker ps

You should see two entries, one for your Flask application (`<project_name>-
web-1`) and one for PostgreSQL (`<project_name>-db-1`).

Stop Containers: When you're finished developing or testing, you can stop

and remove the containers:

docker compose down

This command stops and removes the containers and their default network. 
However, by default, it preserves the `db_data` volume, so your database data 
remains intact for the next time you start the services.

To stop and remove containers, networks, *and* the named volume (useful for a 
completely clean start, but will delete your database data):

docker compose down -v

1. 

1. 
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Production Hardening & Security Considerations

While our Docker setup provides a solid foundation, deploying to production

requires additional hardening.

Secret Management: Never hardcode sensitive credentials (e.g., 

SECRET_KEY , DATABASE_URL  with actual passwords) directly in docker-

compose.yml  for production. Instead, use a dedicated secret management

solution. Options include: 

Environment variables (still, but injected securely, e.g., via a CI/CD

pipeline or orchestrator).

Cloud provider secret managers (AWS Secrets Manager, Azure Key

Vault, Google Secret Manager).

Orchestrator-specific secrets (Kubernetes Secrets, Docker Swarm

Secrets).

HashiCorp Vault.

Production WSGI Server: Replace flask run  in your Dockerfile 's CMD

with a robust, production-grade WSGI server like Gunicorn or uWSGI. These

servers are designed for performance, stability, and handling concurrent

requests, which flask run  is not. 

Example Gunicorn CMD: CMD ["gunicorn", "-w", "4", "-b",

"0.0.0.0:5000", "app:create_app()"]  (adjust app:create_app()

based on your app's entry point).

Resource Limits: In docker-compose.yml  (or your orchestrator's

configuration), specify CPU and memory limits for your services under the 

deploy  key. This prevents a single container from consuming all host

resources, which is crucial for stability and cost control.

Logging Strategy: Configure your application to log to stdout  and 

stderr . Docker's logging drivers can then collect these logs, which can be

centralized by a logging solution (e.g., ELK stack, Splunk, cloud-native

logging services) for monitoring and security analysis.

Health Checks: Implement healthcheck  configurations in docker-

compose.yml  for both web  and db  services. This allows Docker and

orchestration systems to determine if a service is truly ready to serve traffic

or if it has become unhealthy, enabling automated restarts or traffic

rerouting.

• 

• 

• 

• 

• 
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Read-Only Filesystem: For enhanced security, consider making your

container's filesystem read-only (except for necessary writeable paths like /

tmp ). This prevents unauthorized writes, tampering, and the injection of

malicious files.

Non-Root User: As implemented in the Dockerfile , always run your

application inside the container as a non-root user. This is a critical security

best practice to minimize the blast radius if the container is compromised.

Image Scanning: Integrate vulnerability scanning tools (e.g., Trivy, Snyk,

Docker Scout) into your CI/CD pipeline to automatically check your Docker

images for known vulnerabilities in base images and installed packages.

Network Security: In a cloud deployment, ensure appropriate network

security groups or firewalls are configured to limit inbound and outbound

traffic to only what is necessary, following the principle of least privilege.

Database Backup & Restore: Implement a robust strategy for regular

database backups and a tested restore process. Docker volumes make data

persistence easier, but they are not a backup solution.

• 

• 

• 

• 
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Common Issues & Troubleshooting
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Port Conflict:

Issue: Error starting userland proxy: listen tcp

0.0.0.0:5000: bind: address already in use .

Solution: Another process on your host machine is already using port

5000. Identify and stop that process, or change the host port mapping

in docker-compose.yml  (e.g., change "5000:5000"  to "8000:5000"

to map to host port 8000).

Database Connection Refused:

Issue: psycopg.OperationalError: connection to host "db"

(xxx.xxx.xxx.xxx) refused .

Solution:

Verify the db  service is running successfully: docker compose

logs db . Look for PostgreSQL startup messages.

Ensure the DATABASE_URL  in your docker-compose.yml  and 

app/config.py  uses db  as the host and the correct credentials

( user , password , mydatabase ).

While depends_on  helps, the Flask app might try to connect

before PostgreSQL is fully initialized. For production, consider

adding a startup script to the web  service that waits for the

database to be ready (e.g., using wait-for-it.sh  or a simple

Python loop).

Missing Python Dependencies in Container:

Issue: ModuleNotFoundError: No module named 'flask_bcrypt'

or similar.

Solution: Ensure all required Python packages are listed in your 

requirements.txt  file and that the pip install -r

requirements.txt  command in your Dockerfile  runs without

errors. After modifying requirements.txt  or Dockerfile , always

rebuild your images with docker compose up --build .

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Containerizing Your Application with Docker and PostgreSQL 100



Volume Permission Errors (PostgreSQL):

Issue: PostgreSQL container cannot write to /var/lib/postgresql/

data . This can manifest as startup failures for the db  service.

Solution: This is more common on Linux hosts due to UID/GID

mismatches between the host and the container. Docker Desktop

usually handles this well. If it occurs, you might need to manually

adjust permissions on the underlying Docker volume or specify a user

in the db  service definition (e.g., user: "1000:1000"  if that's the

UID/GID of the postgres  user in the container).

Summary & Next Steps

You have successfully achieved a major milestone: containerizing your secure

Flask application and integrating it with a PostgreSQL database using Docker and

Docker Compose. This crucial step provides a consistent, isolated, and portable

environment, which is fundamental for modern secure development and

deployment workflows.

In this chapter, you have:

Prepared your application dependencies for containerization.

Crafted a Dockerfile  to build a lightweight and secure image for your

Flask application, including running as a non-root user.

Written a docker-compose.yml  file to orchestrate both your Flask app and

PostgreSQL database, managing their network and persistent storage.

Updated your Flask application to securely fetch configuration from

environment variables.

Verified that your entire containerized stack runs correctly locally.

Your application is now packaged and ready for deployment. In the next chapter,

we will take this containerized application and deploy it to a cloud platform,

focusing on secure deployment practices and further hardening in a production

environment.

• 

• 

• 

• 
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CHAPTER 07

Secure Cloud Deployment and
Environment Hardening
Deploying a web application securely to the cloud is a critical skill for any

developer looking to build production-ready systems. This chapter guides you

through taking your locally containerized, secure Flask application and deploying

it to a public-facing cloud environment, focusing on hardening the infrastructure

and configuration.

By the end of this milestone, you will have your secure Flask application running

on Azure App Service, configured to use a managed PostgreSQL database, with all

sensitive configurations handled through environment variables. This practical

experience is vital for understanding how to maintain the security posture of an

application once it leaves the development environment.

Project Overview: Hardening Cloud Deployments

This chapter focuses on the secure deployment of our Flask application. We will

move our application from a local Docker Compose setup to a managed cloud

environment, specifically Azure. The core objective is to ensure that the security

measures implemented in previous chapters (secure authentication, input

validation) are extended to the deployment phase, mitigating risks associated

with public exposure and cloud infrastructure.

Specific Security Aspects Addressed:

Secure Configuration: Using environment variables for sensitive data

instead of hardcoding.

Network Isolation: Restricting database access to only authorized

application instances.

Least Privilege: Running containers as non-root users and granting

minimal necessary permissions to cloud resources.

Managed Services: Leveraging cloud provider security features for

databases and application hosting.

Production-Ready Containers: Optimizing Docker images for security

and efficiency.

• 

• 

• 
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Tech Stack

For this deployment milestone, we will leverage a combination of our existing

stack and specific Azure services:

Python (v3.13): The primary language for our Flask application.

Flask (v3.x): The web framework.

PostgreSQL (v16): Our relational database.

Docker: For containerizing our application, ensuring consistent

environments.

Azure CLI: The command-line interface for interacting with Azure services.

Azure App Service (Web App for Containers): A fully managed platform

for running containerized web applications. Chosen for its ease of

deployment, scalability, and integration with other Azure security features.

Azure Database for PostgreSQL (Flexible Server): A managed

database service that handles patching, backups, and high availability,

reducing operational overhead and enhancing security compared to self-

hosting.

📌 Key Idea: Using managed cloud services like Azure App Service and Azure

Database for PostgreSQL offloads significant operational and security

responsibilities to the cloud provider, allowing developers to focus more on

application-level security.

Milestones: Cloud Deployment Plan

To ensure a structured and verifiable deployment, we'll follow these steps:

Prerequisites Setup: Install and configure necessary tools (Azure CLI,

Docker).

Container Image Hardening: Optimize the Dockerfile  for production,

including multi-stage builds and non-root users.

Image Build & Push: Build the production Docker image and push it to a

container registry (Docker Hub).

Azure Resource Provisioning: Create an Azure Resource Group, a

managed PostgreSQL Flexible Server, and an Azure App Service Plan and

Web App.

Secure Configuration: Configure Azure App Service application settings to

inject sensitive environment variables into the Flask container.

• 

• 

• 

• 

• 

• 
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Application Code Update: Modify the Flask application to read

configuration from environment variables.

Network Security Hardening: Restrict PostgreSQL firewall access to only

the Azure App Service outbound IPs.

Verification: Test the deployed application's functionality and inspect

security headers.

Planning & Design: Cloud Architecture

Deploying a web application securely to the cloud requires a thoughtful approach

to infrastructure, configuration, and secrets management. Our goal is to host our

Dockerized Flask application and its PostgreSQL database on Azure, focusing on

minimizing attack surface and using platform features for security.

Deployment Architecture Overview

The core idea is to separate our application code from sensitive configurations

and data. The Flask application, running in a Docker container, will fetch its

database credentials and other secrets from environment variables provided by

the App Service. The App Service itself will connect to the managed PostgreSQL

instance over a secure channel.

Key Security Principles for Cloud Deployment

Principle of Least Privilege: Configure Azure resources with only the

necessary permissions. For instance, the App Service will have specific

network access to the PostgreSQL database, and the database user will

have minimal privileges.

Secrets Management: Avoid hardcoding sensitive information. We'll use

Azure App Service's application settings, which inject values as environment

variables into the container. For more advanced scenarios, Azure Key Vault

would be integrated using Managed Identities.

Network Security: Utilize cloud-native networking features like firewall

rules and Virtual Network (VNet) integration to restrict access to our

application and database.

Container Security: Ensure our Docker image is production-ready, running

as a non-root user and minimizing unnecessary components.

6. 

7. 

8. 
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Defense in Depth: Implement multiple layers of security controls, from the

network edge to the application code, to protect against various attack

vectors.

Step-by-Step Implementation

This section guides you through preparing your application for cloud deployment

and configuring the necessary Azure resources.

1. Prerequisites Setup

Ensure you have the following installed and configured. Always refer to official

documentation for the most up-to-date installation instructions.

Azure CLI (latest stable): Used to interact with Azure services from your

terminal. 

Official docs: [https://learn.microsoft.com/en-us/cli/azure/install-azure-

cli](https://learn.microsoft.com/en-us/cli/azure/install-azure-cli)

Docker Desktop (or equivalent container runtime, latest stable): To

build and push your Docker image. 

Official docs: [https://docs.docker.com/desktop/install/](https://

docs.docker.com/desktop/install/)

Docker Hub Account: Or another container registry (e.g., Azure Container

Registry). We'll use Docker Hub for simplicity. 

Sign up at: [https://hub.docker.com/](https://hub.docker.com/)

Authenticate your Azure CLI:

az login

2. Container Image Hardening for Production

We need to optimize our Dockerfile  for production environments. This includes

using a multi-stage build to reduce image size and running the application as a

non-root user to minimize potential container escape vulnerabilities.

File: Dockerfile

# Stage 1: Build dependencies
# Using python:3.13-slim-bookworm, a lightweight base image.
# As of 2026-07-13, Python 3.13 is a reasonable expectation for a recent 
stable version.
# Always verify the latest stable Python release when building.

• 
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FROM python:3.13-slim-bookworm AS builder

# Set environment variables for non-interactive operations and Python 
specifics
ENV PYTHONUNBUFFERED 1
ENV PYTHONDONTWRITEBYTECODE 1

# Set the working directory inside the container
WORKDIR /app

# Install build dependencies required for psycopg2 (PostgreSQL client)
# --no-install-recommends reduces the number of installed packages
RUN apt-get update && apt-get install -y --no-install-recommends \

build-essential \
libpq-dev \
&& rm -rf /var/lib/apt/lists/*

# Copy and install Python dependencies
COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt

# Stage 2: Create final runtime image
# Use the same slim base image for consistency and minimal footprint
FROM python:3.13-slim-bookworm

# Set the working directory
WORKDIR /app

# Copy only runtime dependencies from the builder stage
# This significantly reduces the final image size and attack surface
COPY --from=builder /usr/local/lib/python3.13/site-packages /usr/local/lib/
python3.13/site-packages
COPY --from=builder /usr/local/bin/gunicorn /usr/local/bin/gunicorn

# Copy the application code
COPY . .

# Create a dedicated non-root user for running the application
# This adheres to the principle of least privilege, enhancing security
RUN adduser --system --group appuser
USER appuser

# Expose the port our Flask app will run on (Gunicorn default)
EXPOSE 8000

# Command to run the application using Gunicorn, binding to all interfaces
# Ensure gunicorn is listed in your requirements.txt
CMD ["gunicorn", "--bind", "0.0.0.0:8000", "app:app"]

Explanation of changes:

Multi-stage build: Separates build-time dependencies (like build-

essential ) from runtime dependencies, resulting in a smaller, more secure

final image.

Lightweight base image: python:3.13-slim-bookworm  (or the then-

current stable version) is used to minimize the OS footprint.

• 

• 

AI VOID [https://aivoid.dev]

Secure Cloud Deployment and Environment Hardening 107



Non-root user: adduser --system --group appuser && USER appuser

creates and switches to a dedicated user appuser . This is a critical security

practice, as it prevents the application from having root privileges inside the

container, limiting damage in case of a compromise.

Gunicorn: Used as the production-grade WSGI server. Make sure gunicorn

is included in your requirements.txt .

Environment variables: PYTHONUNBUFFERED  and 

PYTHONDONTWRITEBYTECODE  are set for better logging and performance in

containers.

Ensure your requirements.txt  includes gunicorn  and psycopg2-binary  (or 

psycopg2  if you prefer to build it).

File: requirements.txt  (partial example)

Flask==3.0.3
Werkzeug==3.0.1
psycopg2-binary==2.9.9
gunicorn==22.0.0
python-dotenv==1.0.1
... (other dependencies)

As of 2026-07-13, these are hypothetical versions based on current stable

releases. Always verify the latest stable versions for your project.

3. Build and Push Your Docker Image

Now, build your production-optimized Docker image and push it to Docker Hub.

Replace YOUR_DOCKERHUB_USERNAME  and your-secure-flask-app  with your

actual username and desired image name.

docker build -t YOUR_DOCKERHUB_USERNAME/your-secure-flask-app:latest .
docker push YOUR_DOCKERHUB_USERNAME/your-secure-flask-app:latest

This makes your container image available for Azure App Service to pull.

4. Azure Resource Provisioning

We'll use the Azure CLI to provision the necessary services.

4.1. Create a Resource Group

A resource group is a logical container for your Azure resources.

RESOURCE_GROUP_NAME="SecureFlaskRG"
LOCATION="eastus" # Choose an Azure region close to you for lower latency

• 
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az group create --name $RESOURCE_GROUP_NAME --location $LOCATION

4.2. Create Azure Database for PostgreSQL

Flexible Server

This command sets up a managed PostgreSQL instance. For production, always

use a strong, unique password.

POSTGRES_SERVER_NAME="secure-flask-db-$(head /dev/urandom | tr -dc a-z0-9 | he
ad -c 8)" # Unique name
POSTGRES_ADMIN_USER="dbadmin"
POSTGRES_ADMIN_PASSWORD="YourStrongPassword123!"
# <--- REPLACE with a STRONG, COMPLEX password!

az postgres flexible-server create \
--resource-group $RESOURCE_GROUP_NAME \
--name $POSTGRES_SERVER_NAME \
--location $LOCATION \
--version "16" \
--sku-name Standard_D2ds_v4 \
--tier Burstable \
--storage-size 32 \
--storage-iops 500 \
--admin-user $POSTGRES_ADMIN_USER \
--admin-password $POSTGRES_ADMIN_PASSWORD \
--public-access 0.0.0.0 --action Add # Temporarily enable public access 

for initial setup. We will restrict this immediately after deployment.

🧠 Important: For production, never use --public-access 0.0.0.0 --action

Add  as a permanent solution. This exposes your database to the entire internet.

We use it here temporarily for initial setup simplicity, but the critical next step is

to restrict access. The best practice for production is to use Azure Virtual Network

(VNet) integration for your App Service and place the PostgreSQL server within

the VNet, or use Private Link for private connectivity.

4.3. Create Azure App Service Plan and Web App

An App Service Plan defines the underlying compute resources. The Web App then

runs on this plan.

APP_PLAN_NAME="SecureFlaskPlan"
WEB_APP_NAME="secure-flask-app-$(head /dev/urandom | tr -dc a-z0-9 | head -c
8)" # Unique name
DOCKER_IMAGE="YOUR_DOCKERHUB_USERNAME/your-secure-flask-app:latest"

# Create App Service Plan (Basic tier for tutorial, use Premium V2/V3 for 
production)
az appservice plan create \

--resource-group $RESOURCE_GROUP_NAME \
--name $APP_PLAN_NAME \
--location $LOCATION \

• 

AI VOID [https://aivoid.dev]

Secure Cloud Deployment and Environment Hardening 109



--is-linux \
--sku B1

# Create Web App for Containers, pulling from your Docker Hub image
az webapp create \

--resource-group $RESOURCE_GROUP_NAME \
--plan $APP_PLAN_NAME \
--name $WEB_APP_NAME \
--deployment-container-image-name $DOCKER_IMAGE \
--output json

5. Secure Configuration with Application Settings

This is a critical step for secure configuration. We'll set environment variables for

our Flask application, including the database connection string and SECRET_KEY ,

using Azure App Service's application settings. These settings are securely

injected into your container at runtime.

First, retrieve the PostgreSQL connection string. You'll need the server name,

admin user, and the strong password you set earlier.

# Get PostgreSQL server hostname
POSTGRES_HOST=$(az postgres flexible-server show --resource-group $RESOURCE_GR
OUP_NAME --name $POSTGRES_SERVER_NAME --query "fullyQualifiedDomainName" --
output tsv)

# Construct the connection string. Replace POSTGRES_ADMIN_PASSWORD with your 
actual password.
# The default database for Azure Flexible Server is 'postgres'.
DB_CONNECTION_STRING="postgresql://${POSTGRES_ADMIN_USER}:${POSTGRES_ADMIN_PAS
SWORD}@${POSTGRES_HOST}:5432/postgres"

Now, set the application settings on your Azure Web App.

# Generate a new, strong SECRET_KEY for production. Never hardcode this.
FLASK_SECRET_KEY=$(python -c 'import secrets; print(secrets.token_hex(32))')

az webapp config appsettings set \
--resource-group $RESOURCE_GROUP_NAME \
--name $WEB_APP_NAME \
--settings \

DATABASE_URL="$DB_CONNECTION_STRING" \
FLASK_ENV="production" \
SECRET_KEY="$FLASK_SECRET_KEY" \
DEBUG="False" \
PORT="8000" # Important for Gunicorn running on port 8000 inside 

container

Explanation:

DATABASE_URL : Our Flask application will read this to connect to

PostgreSQL.

• 
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FLASK_ENV="production" : Ensures Flask runs in production mode.

SECRET_KEY : A randomly generated, strong key crucial for session security

and other cryptographic operations. Never hardcode this or commit it to

version control.

DEBUG="False" : Disables debug mode in production to prevent sensitive

information leaks.

PORT="8000" : Azure App Service needs to know which port your container

is listening on. Since Gunicorn defaults to 8000, we specify this.

6. Update Flask Application to Use Environment Variables

Ensure your Flask application reads these environment variables for configuration.

This makes your application adaptable to different environments without code

changes.

File: app.py  (or config.py  if you have one)

import os
from flask import Flask, session, request, jsonify
from datetime import timedelta
from werkzeug.security import generate_password_hash, check_password_hash
import psycopg2
from psycopg2 import extras
from functools import wraps

# --- Configuration using Environment Variables ---
# Use os.getenv() to fetch environment variables.
# Provide insecure default values for local development to prevent accidental 
production use.
DATABASE_URL = os.getenv("DATABASE_URL", "postgresql://
dev_user:dev_pass@localhost:5432/dev_db")
SECRET_KEY = os.getenv("SECRET_KEY", "INSECURE_DEV_KEY_CHANGE_ME_IN_PROD_IMMED
IATELY")
FLASK_ENV = os.getenv("FLASK_ENV", "development")
DEBUG_MODE = os.getenv("DEBUG", "True").lower() == "true"

app = Flask(__name__)

# --- Flask App Configuration ---
app.config["SECRET_KEY"] = SECRET_KEY
app.config["SESSION_COOKIE_SECURE"] = (FLASK_ENV == "production") # Only send 
cookie over HTTPS in production
app.config["SESSION_COOKIE_HTTPONLY"] = True # Prevent client-side script 
access to cookie
app.config["SESSION_COOKIE_SAMESITE"] = "Lax" # CSRF protection (consider 
"Strict" for higher security)
app.config["PERMANENT_SESSION_LIFETIME"] = timedelta(minutes=30) # Session 
expiry
app.debug = DEBUG_MODE
app.env = FLASK_ENV

# Database connection function
def get_db_connection():

• 
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"""Establishes a connection to the PostgreSQL database."""
try:

conn = psycopg2.connect(DATABASE_URL)
return conn

except psycopg2.Error as e:
print(f"Database connection error: {e}")
# In production, log this error but avoid exposing details to the user
raise ConnectionError("Could not connect to the database.")

# Example: Initialize database (run once on deployment or use a separate 
migration tool)
def init_db():

"""Initializes the database schema if tables do not exist."""
try:

conn = get_db_connection()
cur = conn.cursor()
cur.execute("""

            CREATE TABLE IF NOT EXISTS users (
                id SERIAL PRIMARY KEY,
                username VARCHAR(80) UNIQUE NOT NULL,
                password_hash VARCHAR(255) NOT NULL
            );
        """)

conn.commit()
cur.close()
conn.close()
print("Database initialized successfully.")

except Exception as e:
print(f"Error initializing database: {e}")
# Log this error for debugging but don't stop the app on startup in 

prod
# if the table already exists (e.g., in subsequent deployments)

# Call init_db on application startup.
# In a real-world scenario, you'd use a dedicated migration tool (e.g., 
Alembic).
with app.app_context():

init_db()

# --- Authentication Decorator (from previous chapter) ---
def login_required(f):

@wraps(f)
def decorated_function(*args, **kwargs):

if 'username' not in session:
return jsonify({"message": "Unauthorized"}), 401

return f(*args, **kwargs)
return decorated_function

# --- Routes (from previous chapter) ---
@app.route('/')
def index():

return "Welcome to the Secure Flask App! Access /register, /login, or /
protected."

@app.route('/register', methods=['POST'])
def register():

username = request.json.get('username')
password = request.json.get('password')

if not username or not password:
return jsonify({"message": "Username and password are required"}), 400
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# Basic input validation
if len(username) < 3 or len(password) < 8:

return jsonify({"message": "Username must be at least 3 chars, 
password at least 8"}), 400

hashed_password = generate_password_hash(password,
method='pbkdf2:sha256') # Use a strong hashing algorithm

conn = None
try:

conn = get_db_connection()
cur = conn.cursor()
cur.execute("INSERT INTO users (username, password_hash) VALUES (%s, %

s)", (username, hashed_password))
conn.commit()
cur.close()
conn.close()
return jsonify({"message": "User registered successfully"}), 201

except psycopg2.IntegrityError:
return jsonify({"message": "Username already exists"}), 409

except Exception as e:
print(f"Registration error: {e}")
return jsonify({"message": "An error occurred during registration"}),

500
finally:

if conn:
conn.close()

@app.route('/login', methods=['POST'])
def login():

username = request.json.get('username')
password = request.json.get('password')

if not username or not password:
return jsonify({"message": "Username and password are required"}), 400

conn = None
try:

conn = get_db_connection()
cur = conn.cursor(cursor_factory=extras.DictCursor)
cur.execute("SELECT id, username, password_hash FROM users WHERE 

username = %s", (username,))
user = cur.fetchone()
cur.close()
conn.close()

if user and check_password_hash(user['password_hash'], password):
session['username'] = user['username']
session['user_id'] = user['id']
return jsonify({"message": "Logged in successfully", "username": u

ser['username']}), 200
else:

return jsonify({"message": "Invalid credentials"}), 401
except Exception as e:

print(f"Login error: {e}")
return jsonify({"message": "An error occurred during login"}), 500

finally:
if conn:

conn.close()

@app.route('/logout', methods=['POST'])
@login_required
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def logout():
session.pop('username', None)
session.pop('user_id', None)
return jsonify({"message": "Logged out successfully"}), 200

@app.route('/protected', methods=['GET'])
@login_required
def protected_route():

return jsonify({"message": f"Hello, {session['username']}! This is a 
protected resource."}), 200

# --- Error Handling ---
@app.errorhandler(404)
def not_found_error(error):

return jsonify({"message": "Resource not found"}), 404

@app.errorhandler(500)
def internal_error(error):

# In production, do not expose internal error details
app.logger.error('Server Error: %s', (error))
return jsonify({"message": "An unexpected server error occurred"}), 500

if __name__ == '__main__':
# When running locally, you can pass environment variables like this:
# DATABASE_URL="postgresql://user:password@localhost:5432/yourdb" 

SECRET_KEY="dev_key" python app.py
app.run(host='0.0.0.0', port=8000) # Ensure this matches EXPOSE and PORT 

env var in Azure

Explanation of changes:

os.getenv() : All sensitive and environment-specific configurations

(database URL, secret key, debug mode, environment type) are now read

from environment variables using os.getenv() .

Insecure Defaults: For local development, default values are provided to

make the application runnable. These defaults are deliberately insecure

(e.g., INSECURE_DEV_KEY_CHANGE_ME_IN_PROD_IMMEDIATELY ) to prevent

accidental use in production.

SESSION_COOKIE_SECURE : This is conditionally set to True  only when 

FLASK_ENV  is "production," ensuring the session cookie is only sent over

HTTPS.

init_db()  call: The init_db()  function is called within an 

app.app_context()  block to ensure it runs on application startup. In a

larger project, a dedicated database migration tool (like Alembic) would

manage schema changes.

Error Handling: The 500  error handler is updated to log the error but

return a generic message to the user, preventing information leakage.

• 
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PORT  environment variable: Azure App Service will set a PORT

environment variable that Gunicorn will respect. While Gunicorn's default --

bind 0.0.0.0:8000  is often sufficient, explicitly setting PORT=8000  in

Azure App Service settings (as done in step 5) is a good practice for clarity.

7. Network Security Hardening: PostgreSQL Firewall

After confirming your application is deployed, immediately update your

PostgreSQL firewall rules to allow access only from your Azure App Service.

This is a critical security measure to protect your database from unauthorized

access.

First, get the outbound IP addresses of your App Service:

az webapp show --resource-group $RESOURCE_GROUP_NAME --name $WEB_APP_NAME --
query outboundIpAddresses --output tsv

This command returns a comma-separated list of IP addresses. You'll need to add

these as firewall rules to your PostgreSQL server.

# Get current firewall rules (optional, to verify what's there)
az postgres flexible-server firewall list --resource-group $RESOURCE_GROUP_NAM
E --name $POSTGRES_SERVER_NAME --output json

# Remove the broad public access rule (if you added it in step 4.2)
# Replace 'AllowAllPublicAccess' with the actual rule name if it differs.
az postgres flexible-server firewall delete \

--resource-group $RESOURCE_GROUP_NAME \
--name $POSTGRES_SERVER_NAME \
--rule-name AllowAllPublicAccess

# Add a rule for your App Service's outbound IP(s).
# Replace <APP_SERVICE_OUTBOUND_IP> with the actual IP address you retrieved.
# If the 'az webapp show' command returned multiple IPs, repeat the 'firewall 
create' command
# for each IP, giving each rule a unique --rule-name (e.g., 
AllowWebAppAccess1, AllowWebAppAccess2).
# Example for a single IP:
az postgres flexible-server firewall create \

--resource-group $RESOURCE_GROUP_NAME \
--name $POSTGRES_SERVER_NAME \
--rule-name AllowWebAppAccess1 \
--start-ip-address <APP_SERVICE_OUTBOUND_IP> \
--end-ip-address <APP_SERVICE_OUTBOUND_IP>

⚠️ What can go wrong: Failing to restrict database access is one of the most

common and severe security vulnerabilities. An attacker could potentially connect

directly to your database if it's exposed to the internet, bypassing your

application's security controls.

• 
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Testing & Verification

Once the deployment commands are complete, it may take a few minutes for the

App Service to pull the Docker image and start the application.

Get the Web App URL:

az webapp show --resource-group $RESOURCE_GROUP_NAME --name $WEB_APP_NAME
--query defaultHostName --output tsv

This will output a URL like `secure-flask-app-xxxxxx.azurewebsites.net`.

Access the Application: Open the URL in your web browser. You should

see your Flask application's welcome page.

Test Functionality:

User Registration: Try to register a new user via POST  request to /

register . This verifies the application can connect to the PostgreSQL

database and write data.

User Login: Log in with the newly created user via POST  request to /

login . This tests authentication and session management.

Authenticated Endpoints: Access the /protected  API endpoint

after logging in.

Error Handling: Try to trigger an expected error (e.g., duplicate

username registration) and observe that no sensitive information is

leaked in the response (generic 409 or 500 message).

Inspect Session Cookies:

Using your browser's developer tools (e.g., "Application" tab in

Chrome, "Storage" in Firefox), inspect the session cookie.

Verify that the Secure  and HttpOnly  flags are set. The Secure  flag

ensures the cookie is only sent over HTTPS, and HttpOnly  prevents

client-side JavaScript access.

Check Azure Logs:

In the Azure portal, navigate to your App Service.

Under "Monitoring," click "Log stream" or "App Service logs" to view

application logs and diagnose any startup issues or connection errors.

This is your first line of defense for debugging deployed applications.

1. 

1. 

2. 
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Verify PostgreSQL Firewall:

Attempt to connect to your PostgreSQL database directly from your

local machine using psql  or a database client. If you have correctly

configured the firewall rules, this connection attempt should fail, as

your local IP is not allowed. This confirms the database is isolated.

Common Issues & Solutions

"Application Error" or 500 Internal Server Error:

Cause: The container failed to start, or your Flask app crashed during

initialization.

Solution: Check the Azure App Service "Log stream" in the Azure

portal. Look for Python tracebacks or Gunicorn errors. Common

culprits include incorrect environment variables ( DATABASE_URL , 

SECRET_KEY ), missing requirements.txt  dependencies, or issues

with your CMD  in the Dockerfile . Ensure the PORT  environment

variable is set to 8000  in App Service settings.

Cannot connect to PostgreSQL database:

Cause: Incorrect DATABASE_URL , PostgreSQL server not running, or

firewall blocking access.

Solution:

Verify the DATABASE_URL  in App Service settings matches the

PostgreSQL server's details (hostname, user, password).

Confirm the PostgreSQL server is running in Azure.

Crucially: Check your PostgreSQL flexible server's firewall rules.

Ensure the outbound IP addresses of your App Service are

explicitly allowed and that any broad public access rules have

been removed.

SECRET_KEY  error or session issues:

Cause: SECRET_KEY  not set as an environment variable in App

Service, or mismatch between local and deployed configuration.

Solution: Double-check that SECRET_KEY  is set in your App Service

application settings. Ensure your Flask app reads it correctly using 

os.getenv() . Also, verify SESSION_COOKIE_SECURE  is True  in

production and your site is accessed via HTTPS.

5. 
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Summary & Next Step

You've successfully deployed your secure Flask application to Azure, configured it

with environment variables, and integrated it with a managed PostgreSQL

database. This is a significant step towards building production-ready, secure

applications. You've also hardened the environment by restricting database

access and using production-grade container images. This hands-on experience

demonstrates the practical application of secure configuration and cloud network

principles.

What's next? With your application running in a cloud environment, the next

logical step is to perform more advanced security testing and establish

continuous security practices. This includes vulnerability scanning, penetration

testing simulations, and integrating security into your development pipeline to

maintain a strong security posture over time.

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 08

Validating Security: Penetration
Testing and Control Verification
Successfully building a secure web application isn't just about implementing the

right controls; it's about proving they work under adversarial conditions. In this

final project chapter, we shift from defense to offense, simulating penetration

testing to validate the security measures we've integrated throughout our Flask

application.

This milestone is critical because it moves beyond theoretical security to practical

verification. You'll learn how to use industry-standard tools to actively probe your

application for vulnerabilities, confirm that your input validation is robust, and

ensure session management is truly secure. By the end of this chapter, you will

have performed a basic security audit, identified potential weaknesses, and

gained confidence in the application's overall resilience.

Planning a Security Testing Strategy

Before diving into tools, it's essential to understand the different types of security

testing and how they fit into a comprehensive strategy. We'll focus on Dynamic

Application Security Testing (DAST) and manual verification for this project, as

they directly interact with the running application.

Types of Application Security Testing

Static Application Security Testing (SAST): Analyzes source code,

bytecode, or binary code for security vulnerabilities without executing the

application. Tools like Bandit (which we've already integrated) fall into this

category.

Dynamic Application Security Testing (DAST): Tests a running

application from the outside by simulating attacks. It interacts with the

application through its web interface, APIs, and network protocols. This is

where tools like OWASP ZAP shine.

Interactive Application Security Testing (IAST): Combines aspects of

SAST and DAST, running within the application and analyzing code

execution and data flow in real-time.

• 
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Manual Penetration Testing: Human-led security experts systematically

probe an application for vulnerabilities, often using a combination of

automated tools and specialized knowledge.

For our secure Flask application, we'll primarily leverage DAST using OWASP ZAP

to find common web vulnerabilities and then supplement that with targeted

manual verification to confirm our specific security controls.

DAST Workflow with OWASP ZAP

Our DAST approach will involve the following steps:

Deploy the Application: Ensure our secure Flask application is running,

preferably in a Dockerized environment, accessible to the testing tool.

Configure OWASP ZAP: Set up ZAP to proxy traffic to our application and

understand its authentication mechanism.

Spidering: Allow ZAP to discover all accessible URLs and forms within the

application. This builds a map of the application's attack surface.

Authenticated Scan: Crucially, we'll configure ZAP to perform

authenticated scans, meaning it will log in as a regular user and test

endpoints that require authentication. Many vulnerabilities only appear post-

login.

Active Scanning: ZAP will then actively attack discovered endpoints with

various payloads to identify vulnerabilities like SQL Injection, Cross-Site

Scripting (XSS), and more.

Report Analysis: Review ZAP's findings, prioritize alerts, and identify false

positives.

Manual Verification: Directly test specific controls (e.g., password

hashing, session flags, error messages) that automated tools might miss or

misinterpret.
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A[Deployed Flask App]: Our Flask application running in Docker.

B[OWASP ZAP]: The Dynamic Application Security Testing tool.

C{Configure Auth}: Setting up ZAP to log in as a user.

D[Spider App]: ZAP discovers all application URLs and forms.

E[Active Scan]: ZAP sends attack payloads to find vulnerabilities.

F[Review ZAP Report]: Analyzing the findings for true positives.

G{Manual Verification}: Directly checking specific security controls.

H[Remediate Vulnerabilities]: Fixing any identified issues.
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Step-by-Step Implementation: Security Testing

We'll use OWASP ZAP, a widely recognized open-source web application security

scanner.

1. Install OWASP ZAP

The easiest way to run OWASP ZAP is using Docker, which provides a consistent

environment.

Prerequisites:

Docker Desktop (or equivalent) installed and running. As of 2026-07-13,

Docker Desktop 4.x  series is current. Refer to the official Docker

documentation for the latest stable release: [https://docs.docker.com/

desktop/install/](https://docs.docker.com/desktop/install/)

Install OWASP ZAP via Docker:

First, pull the latest stable ZAP image. As of 2026-07-13, the latest stable release

of OWASP ZAP is likely 2.16.0  or later. We'll use the stable  tag to always get

the most recent stable version.

docker pull owasp/zap2docker-stable

Next, run ZAP in detached mode and expose its UI port (8080) and API port

(8090). We'll use the zap-stable  container name for easy reference.

docker run -d -p 8080:8080 -p 8090:8090 --name zap-stable owasp/zap2docker-
stable zap.sh -daemon -port 8080 -host 0.0.0.0 -config api.disablekey=true

docker run -d : Runs the container in detached mode (background).

-p 8080:8080 -p 8090:8090 : Maps container ports 8080 (UI) and 8090

(API) to the host.

--name zap-stable : Assigns a memorable name to the container.

owasp/zap2docker-stable : The Docker image to use.

zap.sh -daemon -port 8080 -host 0.0.0.0 : Starts ZAP in daemon

mode, listening on all interfaces on port 8080.

-config api.disablekey=true : Disables the API key for easier local

testing. ⚠️ What can go wrong: For production or shared environments,

you should never disable the API key. Always use a strong API key for

security.
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After running this command, ZAP's web UI will be accessible at <http://

localhost:8080>.

2. Prepare Your Flask Application

Ensure your Flask application is running and accessible. If you've been using

Docker Compose, you might have it running on <http://localhost:5000> (or

another port).

For this chapter, let's assume your Flask app is accessible at <http://

localhost:5000>.

3. Configure OWASP ZAP for Authenticated Scanning

Authenticated scanning is crucial for finding vulnerabilities in protected areas of

your application.

Access ZAP UI: Open your browser to <http://localhost:8080>.

Quick Start Scan (Initial Spider):

In the "Quick Start" tab, enter your application's URL (e.g., <http://

localhost:5000>) in the "URL to attack" field.

Click "Attack". This will perform an initial spider to discover basic URLs.
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Define a User for Authentication:

Navigate to the "Sites" panel on the left. Find your application's URL.

Right-click on your application's root URL (e.g., <http://

localhost:5000>).

Select Flag as Context  -> New Context... . Give it a meaningful

name like SecureFlaskAppContext .

Go to the "Contexts" tab (usually below the "Quick Start" tab).

Select your new context ( SecureFlaskAppContext ).

Click on the "Authentication" section.

Method: Choose Form-based Authentication .

Login Page URL: Enter the URL of your login page (e.g., <http://

localhost:5000/login>).

Login Request: Click "Select from History". In the "History" tab, find

the POST request to /login  that you made during manual browsing

(you might need to log in manually once through ZAP's proxy or your

browser with ZAP configured as a proxy). Select it.

User Name Parameter: Identify the parameter name for the

username (e.g., username ).

Password Parameter: Identify the parameter name for the password

(e.g., password ).

Logged In Indicator: Use a regular expression to indicate a

successful login, e.g., Welcome, <username>!  or 

You are logged in . You can also use a string that appears only

when logged in. For example, if your logout button only appears when

logged in: Logout .

Logged Out Indicator: Use a regular expression or string that

appears only when logged out, e.g., Login  or Register .

Click "OK".

Users: Go to the "Users" section within the context. Click "Add...". 

User Name: testuser  (or any existing user in your app).

Password: SecurePass123!  (the password for testuser ).

Ensure "Enabled" is checked. Click "OK".
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Set Up the Authenticated Spider:

Right-click on your application's root URL again in the "Sites" panel.

Select Attack  -> Spider (Active Scan)  -> Spider

(Authenticated Scan) .

Choose your SecureFlaskAppContext  and the testuser .

Click "Start Scan". This will re-spider the application, but this time, it

will use the authenticated user, discovering protected endpoints.

4. Perform Active Scanning

After spidering, it's time for ZAP to actively probe for vulnerabilities.

Start Active Scan:

Right-click on your application's root URL in the "Sites" panel.

Select Attack  -> Active Scan... .

Ensure the SecureFlaskAppContext  and testuser  are selected.

Review the policies (you can customize these later for more targeted

scans).

Click "Start Scan".

ZAP will now begin attacking the discovered URLs, sending various payloads to

test for common vulnerabilities like SQL Injection, XSS, Broken Access Control,

etc. This process can take some time.

5. Manual Verification of Security Controls

While ZAP is powerful, some controls are best verified manually.

5.1. Secure Session Management

Confirm your session cookies have the HttpOnly  and Secure  flags.

Log in to your Flask app using a browser (e.g., Chrome, Firefox).

Open Developer Tools (F12).

Navigate to the Application  tab (Chrome) or Storage  tab (Firefox).

Expand Cookies  and select your application's domain.

Inspect the session cookie (usually named session  or similar).
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Verify:

HttpOnly  attribute is checked/true. This prevents client-side scripts

from accessing the cookie.

Secure  attribute is checked/true. This ensures the cookie is only sent

over HTTPS (critical in production).

SameSite  attribute is set to Lax  or Strict  to mitigate CSRF. Our 

Flask-Session  or similar setup should handle this.

5.2. Input Validation Robustness

Manually test your input fields with malicious payloads.

XSS (Cross-Site Scripting):

Go to any form field in your application (e.g., registration, profile

update, comment section).

Try injecting a simple XSS payload: <script>alert('XSS');</

script>

Submit the form. If an alert box pops up or the script executes, your

output encoding or input sanitization is insufficient.

SQL Injection:

Go to any input field that interacts with the database (e.g., login,

search).

Try common SQL injection payloads: 

' OR '1'='1

' OR 1=1 -- 

admin' -- 

If you can bypass login or retrieve unintended data, your

parameterized queries or ORM usage is not correctly implemented.

5.3. Error Handling and Information Leakage

Trigger errors and observe the responses.

Intentional Bad Requests:

Try accessing non-existent URLs (e.g., <http://localhost:5000/

nonexistent>).

Submit forms with invalid data types (e.g., text where a number is

expected).
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Verify:

Error pages should be generic and not reveal stack traces, database

errors, or internal system paths.

Our custom error handlers (Chapter 3) should prevent sensitive

information leakage.

Testing & Verification: Analyzing ZAP Results

Once the active scan is complete, review the "Alerts" tab in ZAP.

Interpreting ZAP Reports

High/Medium/Low/Informational Alerts: ZAP categorizes findings by

severity. Focus on High and Medium alerts first.

Alert Details: Click on an alert to see a detailed description, the URL

affected, specific attack payloads used, and recommended solutions.

False Positives: Not all alerts are true vulnerabilities. ZAP might flag

generic responses or misinterpret application behavior. You'll need to

manually inspect the reported issue and the application's code to confirm. If

it's a false positive, you can right-click the alert and Flag as False

Positive .

Prioritization: Focus on critical vulnerabilities like SQL Injection, XSS,

Broken Authentication, and Sensitive Data Exposure.

Example ZAP Alert (Conceptual):

Let's say ZAP identifies a potential XSS vulnerability on a profile update page:

Alert: Cross Site Scripting (Persistent)

Severity: High

URL: <http://localhost:5000/profile/update>

Parameter: bio

Attack: <script>alert(1)</script>

Evidence: The response body contains <script>alert(1)</script>

unencoded.

Solution: Implement robust output encoding for user-supplied data

displayed on the page. Use a templating engine's auto-escaping features

(like Jinja2, which Flask uses by default) or explicitly escape data before

rendering.
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If you find such an alert, you'd then:

Verify: Manually try the attack in your browser.

Remediate: Adjust your Flask code to properly escape or sanitize the bio

field before saving it or rendering it.

Rescan: Run the ZAP scan again (or just the specific active scan on that

URL) to confirm the fix.

Production Considerations

Security validation is not a one-time event. It's an ongoing process that should be

integrated into your development lifecycle.

Integrating Security Testing into CI/CD

Automated ZAP Scans: For a production pipeline, consider integrating

ZAP into your CI/CD. ZAP offers a command-line interface and API that can

be scripted to run automated scans (e.g., baseline scans, authenticated

scans) after every deployment or on a schedule.

Thresholds: Configure your CI/CD pipeline to fail if ZAP reports High or

Medium severity alerts, enforcing a "no known vulnerabilities" policy before

deployment.

Dependency Scanning: Continue using tools like pip-audit  or

commercial solutions (Snyk, Dependabot) in your CI/CD to catch new

vulnerabilities in your dependencies.

Regular Security Audits

Even with automated testing, periodic manual penetration tests by security

experts are invaluable for uncovering complex or business-logic vulnerabilities

that automated tools might miss.

Responsible Disclosure

If you ever discover a vulnerability in a third-party service or library, follow

responsible disclosure guidelines. This typically involves privately reporting the

issue to the vendor, giving them time to fix it, and only publicly disclosing it after

a patch is available.
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Common Issues & Solutions

ZAP not finding issues:

Problem: The spider didn't discover all pages, or the authentication

wasn't configured correctly, so protected areas weren't scanned.

Solution: Manually browse through your entire application while ZAP

is proxying traffic, then ensure the authentication setup is correct and

re-spider/re-scan. Check ZAP's "History" tab to see if requests to all

your endpoints are present.

Too many false positives:

Problem: ZAP reports many alerts that aren't real vulnerabilities.

Solution: Review each alert carefully. Understand the context of the

reported vulnerability and your application's code. If it's a false

positive, mark it as such in ZAP. Customize ZAP's scan policies to

disable checks that are irrelevant or consistently produce false

positives for your application.

Application crashing during scan:

Problem: Active scanning can be aggressive and might overwhelm or

crash your application if it's not robust enough.

Solution: Run ZAP scans against a non-production environment.

Monitor your application's logs and resource usage during the scan.

You might need to limit the concurrency of ZAP's active scanner or

break down the scan into smaller parts.

ZAP cannot connect to the application:

Problem: Network configuration issues prevent ZAP from reaching

your Flask app.

Solution: Ensure both ZAP and your Flask app are running and

accessible on the expected ports (e.g., localhost:8080  for ZAP, 

localhost:5000  for Flask). Check firewall rules. If using Docker

Compose, ensure containers can communicate, or that your Flask

app's port is properly exposed to the host.
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Summary & Next Steps

Congratulations! You've not only built a secure Flask application but also taken

the critical step of validating its security posture through simulated penetration

testing. This chapter provided a hands-on introduction to DAST with OWASP ZAP

and emphasized the importance of manual verification for specific controls.

You've learned that security is not a checkbox but a continuous process of

building, testing, and refining. By performing these validation steps, you've

significantly enhanced the robustness and trustworthiness of your application.

This project now stands as a testament to your ability to develop and secure web

applications with a production-minded approach. The skills gained here—from

secure coding practices to vulnerability scanning and remediation—are invaluable

for any developer aiming to build resilient systems.
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