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QUIC Congestion Window
Stalling Due to Linux Kernel
Idle Optimization Misport:
Engineering Postmortem

Incident: QUIC Congestion Window Stalling Due to Linux Kernel Idle

Optimization Misport Date: 2023-08-15 (Discovered) | Duration: Latent for

years, ~6 hours (diagnosis & fix deployment) | Severity: P1-high Affected:

All Cloudflare QUIC connections utilizing the quiche  library, impacting global

user experience, especially after packet loss. Systems: Cloudflare quiche

QUIC implementation, Linux kernel CUBIC porting layer, QUIC-enabled

services. Root cause (summary): Incorrect calculation of "idle" periods in 

quiche 's CUBIC congestion control port, preventing congestion window

recovery after packet loss by perpetually resetting the idle timer.

Timeline of Events

This timeline is a hypothetical reconstruction based on the nature of the bug and

typical incident response procedures.

Prior to 2017: The specific Linux kernel CUBIC idle optimization logic is

introduced and refined in the upstream kernel.

~2018-2019: Cloudflare's quiche  team undertakes the porting of the

Linux kernel's CUBIC congestion control algorithm into their user-space QUIC

implementation. During this process, a subtle timing flaw is introduced in

how "idle" periods are calculated, specifically regarding the 

idle_start_time  variable. The bug remains latent, not immediately

causing widespread issues.

2019 - Early 2023: The bug intermittently affects some QUIC connections,

causing performance degradation, particularly after packet loss events.

These issues are often difficult to diagnose and are sometimes misattributed

to general network conditions or other transient factors.
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2023-08-14 18:00 UTC: An increase in escalated customer reports

regarding persistently slow or stalled QUIC connections is noted. Internal

telemetry begins to show an anomalous pattern of congestion windows

remaining at minimum values for extended periods on certain QUIC flows.

2023-08-15 02:00 UTC: Cloudflare's networking and production

engineering teams initiate a deep investigation. Initial hypotheses focus on

congestion control state management.

2023-08-15 08:00 UTC: Engineers narrow down the problem to the CUBIC

implementation within quiche . Extensive internal packet tracing (decrypted

for debugging) and a meticulous comparison of quiche 's CUBIC code

against the canonical Linux kernel source are performed.

2023-08-15 11:30 UTC: The precise root cause is identified: the 

idle_start_time  variable was being incorrectly updated (pushed forward)

when acknowledgements (ACKs) for retransmitted packets were received

during the recovery phase, effectively preventing CUBIC from ever exiting

its "idle" state and growing its congestion window.

2023-08-15 12:00 UTC: A single-line code change is developed to correct

the idle_start_time  update logic. The fix is quickly tested in a controlled

staging environment.

2023-08-15 14:00 UTC: The validated fix begins incremental deployment

across Cloudflare's global network, targeting quiche -enabled services.

2023-08-15 16:00 UTC: Monitoring confirms that the fix has been fully

deployed and that QUIC connections are now correctly recovering their

congestion windows and achieving expected throughput. Customer reports

of stalling connections cease.

2023-08-22: Postmortem drafting and review process commences.

Incident Summary

A subtle and long-standing bug within Cloudflare's quiche  QUIC implementation

led to a significant degradation in performance for QUIC connections, particularly

following periods of packet loss. This issue, which persisted for years before its

discovery, caused the CUBIC congestion control algorithm to permanently pin a

connection's congestion window at its minimum size, effectively throttling

throughput to near-zero.

The root cause was traced back to an incorrect porting of a Linux kernel

optimization designed to handle idle periods gracefully. In the quiche

implementation, a timing flaw caused the "idle" state to be perpetually
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miscalculated, preventing CUBIC from ever recovering its congestion window after

a loss event. This resulted in a "death spiral" where connections could not

effectively utilize network bandwidth, leading to extremely slow or stalled data

transfers for affected users.

The bug was notoriously difficult to diagnose due to its subtle nature and the

encrypted characteristics of QUIC traffic. Ultimately, a deep dive into the

interaction between QUIC's recovery mechanisms and CUBIC's state management

revealed the precise timing error. The resolution involved a targeted, single-line

code change to correctly account for idle periods, restoring proper congestion

window growth and connection performance.

The Anatomy of a Stealthy Bug: When "Idle" Isn't Idle

This incident highlights how seemingly minor implementation details, especially

when porting complex kernel logic, can lead to severe, long-term performance

degradation in production systems. The core of the problem lay in a

misunderstanding of what "idle" truly means in the context of network congestion

control, and how that definition interacts with a transport protocol's recovery

mechanisms.

The bug manifested as a persistent inability for QUIC connections to recover their

throughput after experiencing packet loss. Instead of slowly increasing their

sending rate (congestion window) as network conditions improved, affected

connections would remain stuck, sending only a minimal amount of data. This

created a frustrating user experience, resembling a complete connection stall

rather than just transient slowdown.

Unpacking the Core Components: QUIC and CUBIC

To understand the bug, it's essential to grasp the roles of QUIC and CUBIC.

QUIC: The Next Generation Transport

QUIC (Quick UDP Internet Connections) is a modern transport protocol, designed

by Google and standardized by the IETF, that runs over UDP. It aims to improve

web performance and security compared to TCP+TLS+HTTP/2.

📌 Key Idea: QUIC offers stream multiplexing without head-of-line blocking,

faster connection establishment (0-RTT or 1-RTT handshakes), and robust

connection migration. Crucially, it integrates TLS 1.3 encryption directly, meaning

most of its packet headers and payload are encrypted, making external

debugging challenging. Like TCP, QUIC relies on a congestion control algorithm to

prevent network overload.
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CUBIC: Linux's Default Congestion Controller

CUBIC is a TCP-friendly congestion control algorithm, standardized in RFC 9438,

and is the default in the Linux kernel. Its primary goal is to efficiently utilize

available network bandwidth while being fair to other TCP flows.

🧠 Important: CUBIC maintains a "congestion window" (CWND), which dictates

how many unacknowledged packets can be in flight.

Congestion Avoidance: CUBIC's CWND growth function is cubic, allowing

it to grow aggressively when far from W_max  (the window size before the

last congestion event) and more conservatively as it approaches W_max .

This allows it to quickly grab available bandwidth.

Response to Loss: Upon detecting packet loss, CUBIC multiplicatively

decreases its CWND  (typically by 30%) and resets W_max  to the new CWND . It

then enters a recovery phase, slowly probing for bandwidth again.

Idle Period Handling: A critical optimization in CUBIC (and other

congestion controllers) is how it behaves after a connection has been idle

for a significant period (e.g., more than one Round-Trip Time, RTT). If a

connection has been truly idle for more than an RTT, CUBIC assumes the

network conditions might have changed. To avoid suddenly flooding the

network with a large CWND, it often resets its internal state (like W_max ) to

a lower value, effectively restarting its slow-start-like behavior to re-probe

the network cautiously.

Root Cause Analysis: A Porting Flaw in Idle Period Calculation

The core issue stemmed from Cloudflare's quiche  implementation, which had

ported the CUBIC logic from the Linux kernel. While the intention was to leverage

a proven congestion control algorithm, a subtle timing flaw was introduced during

this porting process, specifically in how "idle periods" were measured.

The Linux Kernel Optimization: In the Linux kernel's CUBIC

implementation (dating back to 2017), there's logic to prevent overly

aggressive window growth after a long idle period. If a connection has been

truly idle for more than an RTT, CUBIC resets its internal W_max  and other

state variables. This ensures that when traffic resumes, it doesn't

immediately burst at a potentially outdated high rate, which could cause

congestion.

• 

• 

• 

1. 

QUIC Congestion Window Stalling Due to Linux Kernel Idle Optimization Misport: Engineering Postmortem 4



The quiche  Porting Error: In quiche , the mechanism for tracking the

start of an idle period was flawed. After a packet loss event, QUIC enters a

recovery phase, retransmitting lost packets. When acknowledgements

(ACKs) for these retransmitted packets were received, the quiche  CUBIC

implementation would incorrectly interpret this as the start of a new "active"

period, effectively pushing the idle_start_time  into the future.

The Perpetual Idle State: This continuous resetting of the 

idle_start_time  meant that the CUBIC algorithm in quiche  never

perceived a sufficiently long non-idle period to correctly exit its minimum

congestion window state. Even though data was being sent (albeit slowly)

and ACKs were being received, the internal state machine for CUBIC

believed the connection was either perpetually idle or perpetually restarting

its idle timer.

Five Whys Analysis

To delve deeper into why this bug occurred, we can apply the "Five Whys"

technique:

Why did QUIC connections stall?

Because CUBIC's congestion window (CWND) remained stuck at its

minimum size (typically 2 packets), severely limiting throughput.

Why did CUBIC's CWND remain stuck at its minimum?

Because the CUBIC algorithm in quiche  perpetually believed the

connection was in an "idle" state or was continuously restarting its idle

timer, preventing the necessary state transitions for CWND recovery

after packet loss.

Why did CUBIC incorrectly perceive the connection as perpetually

idle or restarting its idle timer?

Because the idle_start_time  variable, which tracks the beginning

of an idle period, was being incorrectly reset or pushed forward when

acknowledgements (ACKs) for retransmitted packets were received

during the recovery phase. This prevented the system from correctly

identifying periods of active data flow.
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Why was idle_start_time  incorrectly reset during recovery?

Due to a subtle timing flaw introduced during the porting of the Linux

kernel's CUBIC idle optimization logic into Cloudflare's quiche

implementation. The specific interaction between QUIC's recovery

mechanisms and CUBIC's idle timer logic was not fully aligned with the

original kernel's assumptions.

Why was this timing flaw introduced during porting?

Primarily due to an incomplete understanding of the specific

environmental assumptions, intricate state interactions, and precise

timing semantics of the original kernel optimization in the context of a

user-space QUIC implementation. The complexity of kernel-level

networking code, combined with the subtle nature of "idle" state

handling, made this particular deviation difficult to foresee and detect

without highly specialized testing or deep comparative analysis.

The "Death Spiral" and Its Impact

This timing flaw led directly to what engineers termed a "death spiral":

Initial Loss: A QUIC connection experiences some packet loss, causing

CUBIC to reduce its congestion window (CWND) to its minimum (typically 2

packets).

Stuck at Minimum: Due to the incorrect idle period calculation, CUBIC's

internal state prevented it from growing the CWND beyond this minimum. It

was continuously "restarting" its idle period, never accumulating enough

active time to allow the window to expand.

Endless Oscillation: The connection would then be stuck in an "endless

14ms oscillation loop," where it could only send a tiny burst of data, wait for

ACKs, and then repeat, never achieving full throughput.

Severe Performance Degradation: For users, this translated into

extremely slow downloads, unresponsive applications, or connections that

appeared to hang indefinitely, even on otherwise healthy networks. It was a

P1-high severity issue because it fundamentally broke the performance

promise of QUIC under common network conditions.
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Detection, Diagnosis, and Resolution

The bug's stealthy nature meant it persisted for years. Its detection likely

involved:

Customer Reports: Users experiencing consistently poor performance with

QUIC connections, especially after network hiccups.

Internal Telemetry: Deep-dive analysis of QUIC connection metrics, such

as throughput, RTT, and most critically, congestion window size, revealing

connections that remained stuck at minimum CWND for extended periods.

Packet Tracing: While QUIC's encryption makes external packet analysis

difficult, internal logging and specialized tools were crucial to observe the

precise sequence of events: packet loss, retransmissions, ACK reception,

and the corresponding (or lack thereof) changes in CUBIC's internal state.

Code Review and Comparison: A meticulous comparison of quiche 's

CUBIC implementation against the canonical Linux kernel source code,

focusing on subtle differences in state management and timer logic,

eventually pinpointed the discrepancy in idle period handling.

Resolution Details

Once the root cause was identified, the fix was remarkably simple: a single line of

code.

The problematic logic was within the quiche  CUBIC implementation's handling of

idle_start_time . The fix involved adjusting the condition under which 

idle_start_time  was updated. Specifically, the change ensured that if a

connection was actively sending or retransmitting data, and receiving

acknowledgements for that data, it should not be considered idle. The

modification prevented the idle_start_time  from being erroneously reset when

ACKs for retransmitted packets were processed.

This correction allowed CUBIC to correctly identify active periods, properly

transition its internal state, and resume normal congestion window growth after a

packet loss event.

Deployment: The fix was first implemented and thoroughly tested in staging

environments, simulating various network conditions including packet loss and

idle periods. Once validated, it was deployed incrementally across Cloudflare's

global network, targeting all servers running the quiche  QUIC implementation.

This phased rollout allowed for continuous monitoring of key performance

indicators and rapid rollback if any unforeseen issues arose, though none were
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observed. Within approximately two hours of full deployment, all affected QUIC

connections demonstrated correct congestion control behavior and restored

performance.

What We Learned

The Perils of Porting Kernel Logic: Kernel-level optimizations are often

highly intertwined with specific kernel scheduling, timing, and I/O models.

Direct porting without a deep understanding of these underlying

assumptions and the target environment's nuances can introduce subtle,

long-lasting bugs that are incredibly difficult to diagnose.

Subtle Timing and State Bugs are Insidious: Errors in how "time" is

measured or interpreted (e.g., idle periods, RTTs, timeouts) are notoriously

difficult to detect and debug. They often only manifest under specific,

intermittent conditions (like packet loss followed by an idle period), making

them hard to reproduce consistently and allowing them to persist for

extended periods.

Observability is Paramount, Especially for Encrypted Protocols: The

encrypted nature of QUIC makes traditional network debugging (e.g.,

Wireshark) less effective for deep protocol analysis. This incident

underscored the critical need for robust internal logging, tracing, and

granular metric collection within the protocol implementation itself to

understand its behavior and internal state in production.

How to Avoid This: A Practical Checklist

To prevent similar issues in your own systems, especially when dealing with

complex networking algorithms or ported kernel logic, consider the following

actions and processes:

Formal Porting Guidelines and Review:

Establish strict guidelines for porting kernel or low-level network code,

emphasizing a deep understanding of the original context,

assumptions, and dependencies.

Mandate multi-party code reviews involving engineers with deep

expertise in both the source (e.g., kernel internals) and target (e.g.,

user-space runtime) environments.

1. 
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Comprehensive Behavioral Testing Suites:

Develop extensive test suites that validate the behavior of ported

algorithms against the original source across all known edge cases,

not just functional correctness.

Include tests specifically designed for various network degradations

(packet loss, reordering, latency spikes), long idle times, and bursty

traffic patterns.

Implement long-duration soak tests to expose state-dependent bugs

that only manifest over time.

Advanced Network Emulation in CI/CD:

Integrate sophisticated network emulation tools (e.g., netem ,

specialized platforms) directly into your continuous integration and

deployment pipelines.

Automate tests that simulate real-world network conditions (variable

RTTs, packet loss rates, reordering, bandwidth constraints) to catch

such issues early.

Granular Internal Telemetry and Tracing:

Mandate the exposure of critical internal state variables (e.g.,

congestion window size, RTT estimations, packet loss rates,

retransmission counts, idle timers, congestion state machine

transitions) for all transport layer implementations.

Implement selective, high-fidelity tracing for individual connections to

capture their entire lifecycle, including detailed congestion control

decisions and state changes, for post-incident analysis.

For encrypted protocols like QUIC, ensure your internal tooling can

decrypt and analyze traffic for debugging purposes in controlled,

secure environments.

Dedicated Protocol Expertise:

Foster and leverage a team with deep expertise in network protocols,

kernel internals, and congestion control algorithms. Such specialized

knowledge is invaluable for designing, implementing, reviewing, and

debugging critical networking components.
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Regular Code Audits:

Schedule periodic, targeted code audits for critical networking

components, specifically looking for subtle timing, state management,

or resource contention issues that might have been overlooked.

Systemic Lessons for Networking and Systems Engineers

This incident serves as a powerful reminder of several fundamental truths in

networking and systems engineering:

The Fragility of Stateful Protocols: Congestion control algorithms are

inherently stateful and highly sensitive to their inputs and internal state

transitions. Even minor deviations from the intended logic can lead to

drastically different, and often detrimental, network behavior.

Understanding and rigorously validating every state transition is paramount.

The Hidden Complexity of "Simple" Optimizations: What appears to be

a straightforward optimization in one context (e.g., preventing aggressive

window growth after idle periods in the Linux kernel) can become a source

of insidious bugs when ported to a different environment with subtly

different timing or execution models. Assumptions made in the original

context may not hold.

The Debugging Challenge of Encrypted Transport: While encryption is

vital for security and privacy, it significantly complicates traditional network

debugging. This necessitates a shift towards robust, deep-level internal

observability and specialized tooling within the protocol implementation

itself to understand its runtime behavior.

The Value of Deep Expertise and Comparative Analysis: Resolving

such a subtle, long-standing bug often requires engineers with a profound

understanding of the underlying protocols, kernel internals, and the ability

to meticulously compare implementations against canonical sources,

looking for minute differences that can have outsized impacts.

Continuous Vigilance for Edge Cases: Real-world networks are chaotic.

Designing and testing for common network degradations (packet loss,

latency, jitter) and their interactions with protocol state, especially after

periods of inactivity, is crucial to building resilient systems.

📌 Key Engineering Lesson: Complex systems fail in unexpected ways —

build for observability and fast recovery, and never underestimate the subtle

nuances of low-level protocol implementations.
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