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CHAPTER 01

Reinventing Browser Run:
Cloudflare's Shift to Cloudflare
Containers: Technical Case
Study

Executive Summary

Cloudflare's 'Browser Run' service, designed for executing headless browser tasks

at the edge, faced significant performance and scalability constraints with its

initial architecture. This case study details the strategic re-architecture of

'Browser Run' to leverage Cloudflare Containers, a novel serverless container

platform. The migration addressed critical bottlenecks related to cold starts,

resource contention, and global distribution latency. By adopting Cloudflare

Containers, the team achieved remarkable improvements, including a 4x

increase in usage limits for customers, a 50% reduction in average

response times, and a streamlined developer experience for managing browser

automation workloads. This initiative underscores the transformative potential of

edge-native containerization for high-demand, latency-sensitive applications.

Background and Initial Constraints

Cloudflare's 'Browser Run' service provides developers with the ability to

programmatically control headless browsers (e.g., Chrome via Playwright or

Puppeteer) for tasks such as web scraping, end-to-end testing, and automated

content generation. Initially, 'Browser Run' relied on a more traditional, VM-based

container orchestration system deployed across a limited set of Cloudflare's data

centers.

While functional, this architecture presented several critical challenges:

High Latency: Centralized deployments meant requests from users

geographically distant from the data centers experienced significant

network latency.

Cold Start Issues: Spinning up new browser instances within traditional

containers often incurred substantial cold start delays, impacting user

experience for on-demand tasks.

• 
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Resource Contention: Managing shared VM resources for multiple browser

instances led to performance variability and complex resource isolation

challenges.

Scalability Limitations: Scaling the underlying VM infrastructure to meet

peak demand was slow and resource-intensive, limiting the overall

throughput and concurrency the service could offer.

Operational Overhead: Maintaining and patching the underlying

operating systems and container runtimes added significant operational

complexity.

These constraints directly impacted customer experience, limiting the types of

workloads users could reliably run and imposing conservative usage limits to

maintain stability.

Requirements for Re-architecture

To overcome the existing limitations and unlock new capabilities for 'Browser

Run', the re-architecture project established several key requirements:

Global Low Latency: Execute browser tasks as close as possible to the

user or target website for minimal latency.

Near-Instant Cold Starts: Eliminate or drastically reduce the time taken

to provision a new browser execution environment.

Enhanced Scalability: Support significantly higher concurrent workloads

and dynamic scaling without manual intervention.

Improved Resource Isolation: Ensure consistent performance and

security between different customer workloads.

Simplified Developer Experience: Provide an intuitive interface for

packaging and deploying browser automation logic.

Reduced Operational Burden: Minimize infrastructure management

overhead for the Cloudflare engineering team.

Increased Usage Limits: Enable customers to perform more browser

automation tasks without hitting artificial system ceilings.

• 
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Architecture Decisions: Embracing Cloudflare
Containers

The Cloudflare team evaluated several approaches, including optimizing their

existing VM-based setup and exploring third-party serverless offerings. However,

the internal development of Cloudflare Containers presented a unique

opportunity to build a solution tailored to their global network and performance

demands.

Cloudflare Containers are a serverless, edge-native container platform built

upon Cloudflare's existing global network and leveraging the underlying

innovations from Cloudflare Workers. Unlike traditional Docker containers that

require a full Linux kernel, Cloudflare Containers utilize WebAssembly (Wasm)

and V8 isolates for execution. This allows for:

Extreme Portability: Wasm modules can run in various environments with

minimal overhead.

Sub-millisecond Cold Starts: V8 isolates are lightweight and can be spun

up in microseconds, fundamentally addressing the cold start problem.

High Density and Isolation: Each container runs in its own secure V8

isolate, providing strong security and performance isolation without the

overhead of full virtual machines.

Global Distribution: Containers are automatically distributed and

executed on Cloudflare's nearest edge data center, leveraging their existing

anycast network.

The decision to adopt Cloudflare Containers was driven by its alignment with all

key requirements, particularly the promise of edge execution, near-instant cold

starts, and unparalleled scalability.

Architectural Flow with Cloudflare Containers

The re-architected 'Browser Run' service now operates as follows:

• 

• 

• 
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User Request: A user initiates a 'Browser Run' task from their client

application.

Edge Ingress: The request hits the nearest Cloudflare Edge data center via

anycast routing.

Request Routing: The Edge routes the request to the 'Browser Run'

service, which now leverages the Cloudflare Container Platform.

Container Execution: The Cloudflare Container Platform instantly

provisions and executes a 'Browser Run' container (a Wasm module

encapsulating the browser automation logic and a headless browser

instance) at the edge.

1. 
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Browser Automation: The headless browser performs the requested

actions on the target website.

Result Return: The results are then passed back through the container,

the Cloudflare Container Platform, and the Edge Network to the user.

Technical Implementation: Leveraging Edge-Native
Containerization

The core of the technical implementation involved adapting the 'Browser Run'

service to package and deploy its logic as Cloudflare Containers.

Container Packaging and Deployment

Developers now package their browser automation scripts, along with a

lightweight headless browser runtime (a Wasm-compatible Chromium build), into

a Cloudflare Container image. This image is then deployed using Cloudflare's 

wrangler  CLI or API.

# Example: Packaging a Browser Run container
# Assuming 'browser-run-script.js' is the Playwright script
# And 'browser-runtime.wasm' is the optimized headless browser build

# 1. Define container configuration (e.g., cloudflare-container.toml)
#    - Entrypoint: browser-run-script.js
#    - Resources: browser-runtime.wasm
#    - Environment variables, etc.

# 2. Build the container artifact (this step compiles/packages for Wasm 
target)
wrangler container build --config cloudflare-container.toml --output browser-
run-container.wasm

# 3. Deploy the container to Cloudflare
wrangler container deploy browser-run-container.wasm --name browser-run-prod -
-env production

Resource Management and Isolation

Cloudflare Containers inherently provide strong resource isolation. Each running

container is a separate V8 isolate, which means:

Memory Isolation: Memory allocated to one container is not accessible by

another.

CPU Fair Scheduling: The underlying Cloudflare Workers runtime ensures

fair CPU scheduling across isolates.

Security Sandboxing: The Wasm runtime provides a secure sandbox,

preventing malicious code from escaping the container.

5. 

6. 
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This isolation was critical for 'Browser Run' where customer code executes

alongside other customer code, requiring robust security and performance

guarantees.

Persistent Context and State Management

For tasks requiring persistent browser context or state between runs, Cloudflare

implemented a mechanism to snapshot and restore browser sessions. This

leverages Cloudflare's KV store or R2 for fast, distributed storage of session data,

allowing containers to quickly resume from a previous state without full re-

initialization.

// Example: Storing and restoring browser context (conceptual)
import { getKV, putKV } from '@cloudflare/kv-storage';

async function runBrowserTask(contextId) {
const kv = getKV('BROWSER_CONTEXTS');
let browserContext;

if (contextId) {
const serializedContext = await kv.get(contextId);
if (serializedContext) {

browserContext = await restoreBrowser(serializedContext);
}

}

if (!browserContext) {
browserContext = await launchNewBrowser();

}

// Perform browser actions...

const newContextState = await serializeBrowser(browserContext);
await putKV(contextId || generateNewId(), newContextState);

return results;
}

Scaling and Performance Work

The transition to Cloudflare Containers fundamentally re-imagined the scaling

paradigm for 'Browser Run'.

Elastic Scaling: Cloudflare Containers automatically scale to zero when not

in use and instantly scale up to handle massive spikes in demand. This is

handled transparently by the Cloudflare platform, eliminating the need for

manual scaling configurations.

• 
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Edge Locality: By running containers at the nearest edge location, the

service significantly reduced round-trip times to target websites and back to

the user.

Optimized Headless Browser: Cloudflare engineers worked to create a

highly optimized, lightweight headless Chromium build specifically designed

to run efficiently within the Wasm/V8 isolate environment, minimizing the

container footprint and launch time.

Metrics Table: Performance Comparison

Metric Old Architecture

(VM-based)

New Architecture

(Cloudflare Containers)

Improve

ment

Average Response

Time

~450ms ~225ms 50%

Faster

Cold Start Time ~5-10 seconds ~50-100 milliseconds >99%

Faster

Peak Concurrent

Executions

~5,000 ~20,000+ 4x

Increase

Resource

Utilization

High, often inefficient Highly efficient, pay-per-

execution

Significant

Reliability and Security Considerations

Enhanced Isolation

The V8 isolate model provides inherent security benefits over traditional shared-

kernel containers. Each 'Browser Run' container is strictly isolated, preventing

cross-tenant data leakage or resource interference.

Distributed Redundancy

Cloudflare's global network inherently provides high availability. If a specific edge

location experiences issues, requests are automatically routed to the next nearest

healthy location, ensuring continuous service.

Attack Surface Reduction

By running a minimal Wasm runtime and an optimized headless browser, the

attack surface for each container is significantly reduced compared to a full

operating system and browser installation. Cloudflare's existing DDoS protection

and WAF capabilities also shield the 'Browser Run' endpoints.

• 

• 
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Challenges and Tradeoffs

While highly successful, the re-architecture presented its own set of challenges:

Wasm Compatibility: Adapting a complex application like a headless

browser (Chromium) to run efficiently within a Wasm environment required

significant engineering effort and optimization. This was not a "lift and shift"

for the browser itself.

Tooling Maturity: Cloudflare Containers, being a newer platform, required

some custom tooling and integrations, though wrangler  greatly simplified

the developer experience.

Debugging Complexity: Debugging issues within a distributed, serverless,

Wasm-based environment can be more complex than traditional long-

running servers. Enhanced logging and tracing capabilities were crucial.

Resource Limits per Isolate: While V8 isolates are powerful, they have

per-isolate resource limits (memory, CPU time) that required careful

optimization of browser automation scripts and the underlying browser itself

to fit within these constraints.

Results and Impact

The migration of 'Browser Run' to Cloudflare Containers yielded substantial,

quantifiable improvements:

4x Increase in Usage Limits: Customers can now run significantly more

browser automation tasks, directly translating to increased value and

adoption of the service.

50% Faster Response Times: The average execution time for browser

tasks was halved, drastically improving the responsiveness for latency-

sensitive operations like real-time data extraction or interactive testing.

Near-Instant Cold Starts: The elimination of multi-second cold starts

transformed the user experience, making 'Browser Run' viable for

interactive and event-driven workloads.

Simplified Operations: Cloudflare's engineering team now benefits from a

fully managed, serverless platform, significantly reducing the operational

overhead associated with infrastructure management, patching, and

scaling.

• 

• 

• 

• 
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Expanded Use Cases: The improved performance and scalability have

opened up new possibilities for customers, enabling more complex and

higher-frequency browser automation tasks.

Lessons Learned

Edge-Native First: For latency-sensitive workloads, designing for the edge

from the outset with technologies like Cloudflare Containers offers

unparalleled performance benefits.

Wasm as a Game Changer: WebAssembly, combined with V8 isolates,

provides a powerful and secure execution environment for complex

applications, even full headless browsers, at extreme scale and low latency.

Developer Experience is Key: Providing intuitive tools ( wrangler ) and

abstractions over complex underlying infrastructure is crucial for developer

adoption of new platforms.

Embrace Serverless for Scale: For highly variable and burstable

workloads, serverless container platforms like Cloudflare Containers offer

elastic scalability without the operational burden of managing traditional

infrastructure.

Optimized Runtimes Matter: Significant performance gains can be

achieved by optimizing application runtimes (e.g., a custom headless

Chromium build) to fit the specific constraints and capabilities of the

serverless edge environment.

What are Cloudflare Containers?

Cloudflare Containers represent a paradigm shift in containerization, moving away

from traditional, heavy virtual machines or operating system-level containers to a

lightweight, highly efficient model.

Underlying Technology:

At its core, Cloudflare Containers leverage:

Cloudflare's Global Network: Distributes and executes containerized

workloads at hundreds of edge locations worldwide.

WebAssembly (Wasm): A binary instruction format for a stack-based

virtual machine. Wasm is designed as a portable compilation target for

programming languages, enabling deployment on the web for client and

server applications. It offers near-native performance and a compact format.
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V8 Isolates: The same technology that powers Cloudflare Workers. V8

isolates are lightweight execution contexts that share the same operating

system process but have separate heaps, garbage collectors, and execution

stacks. They are designed for high concurrency, rapid startup, and strong

security isolation.

Benefits for Developers and Platform Engineers:

For Developers:

Familiar Container Interface: Provides a more traditional container-

like experience compared to the Worker API, allowing for a broader

range of applications and dependencies.

Language Agnostic: While Wasm is the target, developers can write

their applications in various languages (Rust, C++, Go,

AssemblyScript) that compile to Wasm.

Simplified Deployment: Use familiar tools like wrangler  to build

and deploy.

Automatic Scaling: No need to manage server instances or scaling

policies; the platform handles it dynamically.

Global Reach: Deploy once and run everywhere, ensuring low latency

for users worldwide.

For Platform Engineers:

Reduced Operational Overhead: Fully managed service eliminates

the need for VM provisioning, OS patching, and Kubernetes cluster

management.

Cost Efficiency: Pay-per-execution model, scaling to zero when idle,

significantly reduces infrastructure costs.

Enhanced Security: Strong isolation guarantees from V8 isolates and

the Wasm sandbox reduce security risks.

High Performance: Sub-millisecond cold starts and edge execution

capabilities deliver superior application performance.

Resource Optimization: High density of isolates on shared

infrastructure leads to better overall resource utilization.

Cloudflare Containers represent a powerful evolution in edge computing, enabling

developers and platform engineers to deploy complex, high-performance

applications with unprecedented ease and efficiency at a global scale.

• 
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References

Cloudflare Developers Documentation: [https://developers.cloudflare.com/]

(https://developers.cloudflare.com/)

Cloudflare Blog (for product announcements and deep dives): [https://

blog.cloudflare.com/](https://blog.cloudflare.com/)

WebAssembly Official Site: [https://webassembly.org/](https://

webassembly.org/)

V8 Engine Blog: [https://v8.dev/blog](https://v8.dev/blog)

Transparency Note: This case study is a hypothetical reconstruction based on

public information about Cloudflare's technologies (Cloudflare Workers,

WebAssembly, edge computing) and common challenges faced by services like

'Browser Run'. Specific metrics and implementation details are illustrative and

designed to reflect realistic outcomes and architectural decisions in such a

scenario.
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