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CHAPTER 01

Google Project Zero's Pixel 10
Zero-Click Exploit: Technical
Case Study

Executive Summary

In late 2025, Google's Project Zero team, renowned for its work in identifying
zero-day vulnerabilities, publicly disclosed a complete zero-click exploit chain
targeting Google Pixel 10 devices. This exploit represented a "Holy Grail" in the
security research community, capable of achieving full device compromise,
including root-level control, without any user interaction. The chain leveraged a
critical kernel vulnerability, CVE-2026-0106, which allowed for arbitrary read-write
access to the kernel with minimal code. This case study details the nature of the
exploit, its technical components, Google's rapid response, and the profound
implications for mobile device security and development practices.

Background: The 'Holy Grail' of Mobile Exploits

A zero-click exploit is a class of attack that requires no interaction from the target
user. Unlike phishing or social engineering, where a user might need to click a
malicious link or open an infected file, a zero-click exploit can compromise a
device purely by receiving a specially crafted message or data packet. This makes
them exceptionally dangerous and difficult to detect, as the victim remains
entirely unaware of the attack.

Google's Project Zero team specifically tasked itself with discovering such
vulnerabilities in its own hardware and software. Their success in developing a
zero-click exploit for the Pixel 10, following a similar disclosure for the Pixel 9 in
January 2026, underscored the persistent challenge of securing modern mobile
operating systems against highly sophisticated adversaries. The Pixel 10 exploit
was particularly notable due to the ease with which kernel privileges could be
escalated.

# Key Idea: Zero-click exploits represent the pinnacle of offensive security
capabilities due to their stealth and complete bypass of user interaction.
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Vulnerability Analysis: The Exploit Chain Unveiled

The Pixel 10 exploit chain primarily centered on a critical kernel vulnerability,
identified as CVE-2026-0106. This vulnerability was reported by Project Zero
researcher Seth Jenkins on November 24, 2025. While the initial entry point (the
"zero-click" aspect) is less detailed in public disclosures for the Pixel 10 compared
to the Pixel 9 (which used an integer overflow in the Dolby Unified Decoder,
CVE-2025-54957), the core of the Pixel 10 chain was the kernel vulnerability.

The exploit's power stemmed from its ability to achieve arbitrary read-write
capabilities on the kernel. According to Jenkins, this required "5 lines of code" and
allowed for a full exploit to be written in "less than a day of effort." This indicates
a fundamental flaw that granted attackers a highly potent primitive, enabling
them to manipulate kernel memory directly.

Comparison with Pixel 9 Exploit (for context): It's important to note that a
related Project Zero disclosure for the Pixel 9 in January 2026 involved a chain
leveraging:

* CVE-2025-54957: An integer overflow in the Dolby Digital Plus audio
decoder, part of the zero-click attack surface via audio attachments in SMS/
RCS messages.

* CVE-2025-36934: A driver vulnerability accessible from the decoder's
sandbox, used to escalate privileges from mediacodec sandbox to kernel
level.

While the Pixel 10 exploit was distinct, the overarching theme of chaining
vulnerabilities to achieve root via zero-click interaction remained consistent. The
Pixel 10's kernel vulnerability, however, presented a more direct path to kernel
compromise.

Attack Surface and Mechanism

The term "zero-click" implies that the exploit targets services or components that
process incoming data without explicit user action. For the Pixel 10, the exact
initial vector that triggered the exploit chain publicly remains less specified than
for the Pixel 9 (which targeted audio attachments). However, common zero-click
attack surfaces include:

* Network Daemons: Services listening on network ports (e.g., Wi-Fi,
Bluetooth, cellular baseband).
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* Message Parsers: Components handling incoming SMS, RCS, or other
messaging protocols.

* Media Processing: Libraries that automatically parse and render media
files (e.qg., images, audio, video).

For the Pixel 10, the "Holy Grail of kernel vulnerabilities" suggests a flaw in a
fundamental driver or kernel component that could be reached from a sufficiently
privileged process, or even directly from an unprivileged context if the initial zero-
click vector provided that access. Once triggered, the exploit would typically
follow these stages:

1 Initial Zero-Click Vector

' |
Exploit Vulnerability CVE- |

2026-0106

|

Arbitrary Read Write on
Kernel

|

} Privilege Escalation to Root ]

|

] Full Device Compromise

1. Initial Zero-Click Vector: An attacker sends a specially crafted input (e.g.,
a network packet, a message, or a malformed media file) to the Pixel 10
device. This input targets a vulnerable service or driver that processes data
automatically.
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2. Exploit CVE-2026-0106: The crafted input triggers the kernel
vulnerability, leading to a memory corruption or logic flaw.

3. Arbitrary Read/Write on Kernel: The vulnerability provides a primitive
that allows the attacker to read from and write to arbitrary locations in
kernel memory. This is a critical step, as it grants immense control over the
system.

4. Privilege Escalation to Root: With arbitrary kernel read/write, the
attacker can modify kernel data structures to elevate their process's
privileges to root, gaining complete control over the device.

5. Full Device Compromise: Once root access is achieved, the attacker can
install malware, exfiltrate data, monitor user activity, or perform any other
action on the device without restriction.

Response and Mitigation: Google's Accelerated
Patch Cycle

Project Zero's responsible disclosure process led to a remarkably swift response
from Google. The vulnerability (CVE-2026-0106) was reported on November 24,
2025. Google successfully addressed the issue in the February 2026 Pixel
Update Bulletin, just 71 days after the initial report. This timeline was
highlighted by Project Zero as a "notable acceleration in Android's driver-bug
triage pipeline.”

The fix for CVE-2025-54957 (from the Pixel 9 chain) was included earlier in the
January 2026 Android Security Bulletin. For Pixel 10 users, the critical action was
to update devices to the 2026-02-05 security patch level or later.
Furthermore, the May 2026 Pixel Update Bulletin included a bootloader
increment that actively blocks rollback to vulnerable builds, providing an
additional layer of defense against sophisticated downgrade attacks.

Real-world insight: The rapid patching and bootloader update strategy
demonstrate a mature security incident response, aiming to minimize the window
of vulnerability and prevent circumvention of patches.
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Implications for Mobile Security

The disclosure of a Pixel 10 zero-click exploit chain carries several significant
implications for the broader mobile security landscape:

* Persistence of Sophisticated Threats: Despite continuous
improvements in Android security (e.g., hardware-backed security, stricter
sandboxing), highly advanced attacks remain viable. This underscores the
need for ongoing, deep-seated security research.

* Importance of Project Zero: The work of teams like Project Zero is
invaluable. By actively seeking and responsibly disclosing "Holy Grail"
vulnerabilities, they force vendors to address critical flaws before they are
widely exploited by malicious actors.

* Attack Surface Expansion: As mobile operating systems become more
complex and integrate more features (e.g., enhanced messaging
capabilities mentioned in Hacker News), the zero-click attack surface can
inadvertently expand. Developers must remain vigilant about all input-
processing components.

* Supply Chain Security: Many vulnerabilities reside in drivers or
components developed by third-party vendors (e.g., Qualcomm, Dolby).
Effective security requires collaboration across the entire supply chain to
identify and mitigate risks.

* User Responsibility: While zero-click exploits require no user interaction,
users still play a crucial role by promptly applying security updates. These
updates are the primary defense against such sophisticated threats.

I\, What can go wrong: Delayed patching by users or carriers can leave a wide
window for zero-click exploits to be weaponized, even after a vendor has released
a fix.
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Lessons Learned for Developers and Security
Engineers

The Pixel 10 zero-click exploit provides critical lessons for anyone involved in

developing, deploying, or securing mobile devices and software:

1.

Assume Compromise, Design for Containment: Developers should
adopt a "defense-in-depth" strategy, assuming that initial compromise is
possible. Focus on robust sandboxing, privilege separation, and limiting the
blast radius of any single component failure.

. Aggressive Input Validation and Fuzzing: Any component processing

untrusted input, especially at low privilege levels or in the kernel, must
undergo rigorous input validation and extensive fuzzing. This includes media
parsers, network stacks, and driver interfaces.

. Minimize Attack Surface: Regularly review and prune unnecessary code,

features, or open ports. Every line of code and every accessible interface is
a potential vulnerability.

. Prioritize Kernel Security: Kernel vulnerabilities are the most dangerous,

as they often lead directly to root access. Investing in kernel hardening,
secure coding practices for drivers, and continuous auditing of kernel code
is paramount.

. Accelerate Patching and Distribution: Vendors must strive for the

fastest possible patch development and distribution. The 71-day turnaround
for CVE-2026-0106 sets a high bar and demonstrates the feasibility of rapid
response.

. Implement Rollback Protection: Bootloader increments that prevent

rollback to vulnerable builds are a crucial defense against sophisticated
attackers who might attempt to revert devices to an unpatched state.

. Invest in Internal Red Teaming and Vulnerability Research:

Emulating Project Zero's approach by funding internal security research
teams to discover and responsibly disclose vulnerabilities within one's own
products is a highly effective proactive measure.

. Supply Chain Security Audits: System integrators and OEMs must work

closely with their component suppliers (e.g., SoC vendors, driver
developers) to ensure that third-party code meets stringent security
standards and is regularly audited.
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The Pixel 10 zero-click exploit stands as a stark reminder that even the most
secure modern devices are not impervious to highly skilled attackers. Continuous
vigilance, proactive security research, and a commitment to rapid patching are
essential to staying ahead in the ever-evolving landscape of mobile security.
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Transparency Note

This case study was generated based on the provided search context, which
details public disclosures by Google Project Zero regarding zero-click exploit
chains for Pixel 9 and Pixel 10 devices. The information presented reflects the
publicly available details at the time of the reported events in late 2025 and early
2026. Specific technical details of the Pixel 10's initial zero-click vector are less
granular in the provided sources compared to the Pixel 9, but the kernel
vulnerability and its impact are clearly described.
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