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CHAPTER 01

Scaling Cloudflare Security
Insights: A 10x Capacity
Engineering Deep Dive:
Technical Case Study

Executive Summary

Cloudflare's Security Insights platform provides critical visibility into customer

security posture, identifying misconfigurations, policy violations, and potential

risks across their globally distributed infrastructure. As Cloudflare's customer base

and the complexity of their configurations grew, the existing scanning

infrastructure faced significant capacity constraints, struggling to keep pace with

the demand for real-time analysis and comprehensive coverage. This case study

details the engineering initiative to scale the Security Insights scanning capacity

by a factor of 10x.

The project involved a fundamental architectural shift from a monolithic, polling-

based system to a highly distributed, event-driven microservices architecture. Key

solutions included leveraging Apache Kafka for high-throughput event ingestion,

developing stateless scanning workers in Rust and Go orchestrated by

Kubernetes, implementing intelligent workload sharding, and utilizing ClickHouse

for scalable analytics. This transformation not only achieved the 10x capacity goal

but also significantly reduced scan latency, improved detection accuracy, and

established a resilient, cost-effective foundation for future growth. The lessons

learned offer invaluable insights for platform engineers and security developers

tackling similar large-scale distributed scanning challenges.

The Imperative for Scale: Cloudflare Security
Insights

Cloudflare operates one of the world's largest networks, protecting millions of

internet properties. A core offering is Security Insights, which continuously scans

customer configurations (e.g., WAF rules, DNS records, access policies, bot

management settings) to identify vulnerabilities, compliance gaps, and

suboptimal security practices. This proactive scanning is vital for maintaining a

strong security posture for customers.
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Initially, the scanning system was designed for a smaller scale, relying on

scheduled polling and a more centralized processing model. As Cloudflare's global

network expanded and the number of customer configurations multiplied, the

existing system encountered severe bottlenecks:

Growing Data Volume: Millions of configuration objects across diverse

services.

Increased Scan Frequency Demand: Customers required more frequent,

near real-time insights.

Latency Challenges: Scans were taking too long, delaying the delivery of

actionable insights.

Resource Inefficiency: The monolithic design struggled with efficient

resource utilization, leading to escalating operational costs.

Limited Extensibility: Adding new scan types or integrating with new

Cloudflare products was complex and slow.

The business imperative was clear: scale the Security Insights platform by 10x to

meet current and future demand, reduce detection latency, and enhance overall

customer security.

Defining the 10x Challenge: Requirements and
Constraints

Achieving a 10x increase in scanning capacity was not merely about adding more

servers. It involved stringent non-functional requirements to ensure the solution

remained performant, reliable, and cost-effective.

Core Requirements:

Capacity: Process 10x the current volume of configuration changes and full

configuration scans (estimated from 50,000 config changes/minute to

500,000 config changes/minute, and full scans for millions of properties

daily).

Latency: Reduce the end-to-end latency for critical security alerts from tens

of minutes to under 5 minutes.

Accuracy: Maintain or improve the precision and recall of existing security

detections.

Reliability: Ensure 99.99% availability of the scanning service, with robust

error handling and retry mechanisms.
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Cost Efficiency: Achieve the capacity increase without a proportional 10x

increase in infrastructure costs.

Extensibility: Design a system that easily accommodates new scanning

rules, new Cloudflare products, and evolving security threat models.

Observability: Provide comprehensive monitoring, logging, and tracing

capabilities for diagnostics and performance analysis.

Architectural Evolution: From Monolith to
Distributed Scanners

The initial architecture relied on a centralized service polling various Cloudflare

APIs for configuration data, processing it, and storing results. This approach

scaled vertically to a point but hit limits due to shared resources, long-running

processes, and tight coupling.

The 10x scaling goal necessitated a complete architectural overhaul, shifting to a

highly distributed, event-driven model. The core principle was to decouple

ingestion, processing, and storage, allowing each component to scale

independently.

Key Architectural Decisions:

Event-Driven Ingestion: Move from polling to a push-based, event-driven

model where configuration changes are immediately published.

Stateless Scanning Workers: Implement lightweight, stateless workers

that can be easily scaled out and process individual scan tasks.

Asynchronous Processing: Utilize message queues to buffer events,

provide backpressure, and enable asynchronous processing.

Specialized Data Stores: Employ different data stores optimized for

specific access patterns (e.g., analytical queries vs. key-value lookups).

Global Distribution: Leverage Cloudflare's global network for ingestion

and processing, bringing compute closer to data sources.

The new high-level architecture is depicted below:
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Engineering the Scale: Key Implementation Pillars

The architectural decisions translated into several critical engineering efforts

across different layers of the system.

1. High-Throughput Event Ingestion with Kafka

To move away from polling, Cloudflare's internal configuration management

systems were instrumented to publish changes as events. These events are

routed through a global ingestion endpoint, which acts as a façade, then buffered

into Apache Kafka topics.

Why Kafka: Chosen for its high throughput, fault tolerance, durable

storage, and ability to handle large volumes of events with low latency. It

provides the necessary decoupling between configuration sources and the

scanning infrastructure.

• 
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Global Ingestion: Cloudflare's edge network serves as the initial ingestion

point, forwarding events to regional Kafka clusters, minimizing network

latency for publishers.

Event Schema: A strict Avro schema was defined for configuration change

events, ensuring data consistency and enabling schema evolution.

2. Stateless, Elastic Scanning Workers

The core of the new system is a pool of stateless scanning workers. These workers

consume events from Kafka, apply security rules, and publish results.

Language Choice:

Rust: Used for performance-critical scanning engines due to its

memory safety, concurrency primitives, and raw speed, ideal for CPU-

bound tasks.

Go: Used for orchestrating worker logic, Kafka consumption, and

external API interactions, benefiting from its strong concurrency model

and efficient garbage collection.

Containerization & Orchestration: All workers are containerized and

deployed on Kubernetes clusters across multiple Cloudflare regions. This

provides: 

Horizontal Scalability: Easy to scale worker pods up or down based

on Kafka topic lag.

Resilience: Kubernetes handles self-healing, restarts, and load

balancing.

Resource Isolation: Each worker runs in an isolated environment.

Optimized Scanning Algorithms:

Rules are compiled into efficient finite automata or decision trees

where possible.

Rule caching: Frequently accessed rules are cached in worker memory

to reduce lookup times.

Parallel processing: Within a single worker, multiple scanning tasks can

be processed concurrently using Rust's async/await  or Go's

goroutines.

// Simplified Rust snippet for a scanning worker's core logic
// This represents a small part of a larger, more complex system.

use kafka::consumer::{Consumer, GroupOffsetStorage};
use std::time::Duration;
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use serde_json::Value;

// Placeholder for a security rule engine
struct SecurityEngine;

impl SecurityEngine {
fn new() -> Self {

// Load and compile security rules
SecurityEngine {}

}

fn scan_config(&self, config_data: &Value) -> Vec<String> {
let mut findings = Vec::new();
// Simulate rule application
if config_data["dns_record"]["type"] == "A" && config_data["dns_record

"]["value"] == "192.0.2.1" {
findings.push("Misconfigured_DNS_Record".to_string());

}
if config_data["waf_rule_status"] == "off" {

findings.push("WAF_Disabled".to_string());
}
findings

}
}

pub fn start_scanner_worker(broker_list: Vec<String>, topic: &str, group:
&str) {

let mut consumer = Consumer::from_hosts(broker_list)
.with_topic(topic.to_string())
.with_group(group.to_string())
.with_fallback_offset(GroupOffsetStorage::Earliest)
.create()
.expect("Failed to create Kafka consumer");

let engine = SecurityEngine::new();

loop {
for msg_set in consumer.iter() {

for msg in msg_set.messages() {
let event_str = String::from_utf8_lossy(msg.value);
// println!("Received: {}", event_str);

if let Ok(config_event) = serde_json::from_str::<Value>(&event
_str) {

let findings = engine.scan_config(&config_event);
if !findings.is_empty() {

// In a real system, publish findings to another Kafka 
topic or directly to ClickHouse

println!("Security findings for config event: {:?}", f
indings);

}
} else {

eprintln!("Failed to parse config event: {}", event_str);
}

}
consumer.commit_consumed().unwrap();

}
// Small delay to prevent busy-waiting if no messages
std::thread::sleep(Duration::from_millis(100));

}
}
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3. Intelligent Workload Distribution

Efficient distribution of scanning tasks was crucial to avoid hot spots and ensure

even resource utilization.

Kafka Partitioning: Configuration events are partitioned in Kafka based on

a customer or zone ID. This ensures that all changes related to a single

customer/zone are processed by the same logical scanner, simplifying state

management (if any temporary state is needed) and ensuring ordered

processing.

Consumer Groups: Multiple scanner worker instances form a consumer

group, with Kafka automatically distributing partitions among them.

Backpressure Mechanisms: Workers monitor Kafka lag and expose

metrics. Kubernetes Horizontal Pod Autoscalers (HPAs) are configured to

scale workers dynamically based on these metrics, preventing system

overload during traffic spikes. If Kafka lag becomes too high, workers can

temporarily slow down consumption or signal upstream systems to reduce

publish rates.

4. Efficient Data Storage and Querying

The volume of scan results and metadata required a robust and scalable storage

solution.

ClickHouse for Analytics: Scan results (e.g., detected misconfigurations,

compliance status) are streamed into a ClickHouse cluster. ClickHouse's

columnar storage and vectorized query execution are ideal for analytical

queries over massive datasets, enabling fast ad-hoc analysis and

dashboarding for Security Insights.

Key-Value Store for Metadata: For quick lookups of current configuration

state or specific metadata (e.g., last scan time for a zone), a globally

distributed key-value store (e.g., Cloudflare Workers KV or FoundationDB) is

used. This provides low-latency access for the Security Insights UI.

5. Optimizing Scanning Logic and Rule Management

Beyond infrastructure, significant effort went into making the scanning rules

themselves more efficient.

Rule Compilation: Complex regexes or logic trees are pre-compiled into

optimized structures at worker startup, reducing runtime overhead.
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Rule Versioning: Rules are versioned, allowing for atomic updates and

rollbacks without interrupting scanning.

Incremental Scanning: Where possible, scanners are designed to process

only the changed parts of a configuration rather than re-evaluating the

entire configuration, significantly reducing compute load.

Ensuring Resilience and Observability at Scale

At 10x scale, system failures become more frequent and harder to diagnose.

Robust resilience and observability were paramount.

Error Handling and Retries:

Kafka Dead-Letter Queues (DLQs): Messages that fail processing

after multiple retries are moved to a DLQ for manual inspection,

preventing poisoned messages from blocking the main stream.

Idempotent Operations: Scanning operations are designed to be

idempotent where possible, allowing safe retries without side effects.

Comprehensive Monitoring:

Prometheus & Grafana: Workers expose metrics on Kafka lag,

processing rates, error counts, and latency. These are scraped by

Prometheus and visualized in Grafana dashboards.

Distributed Tracing (OpenTelemetry/Jaeger): Every event

processed by a worker carries a trace ID, allowing engineers to follow

the lifecycle of a single configuration change from ingestion to final

result storage, crucial for debugging distributed issues.

Centralized Logging: All worker logs are aggregated into a centralized

logging platform, enabling quick search and analysis across thousands of

instances.

Overcoming Engineering Hurdles and Tradeoffs

The scaling initiative presented several non-trivial engineering challenges:

Data Consistency in a Distributed World: Ensuring that scan results

reflect the most up-to-date configuration, especially when changes are

rapid, required careful design of event ordering and eventual consistency

models. Solutions included using Kafka's ordered partitions and

timestamping events.
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Managing Burst Traffic: Cloudflare's network experiences massive traffic

spikes. The scanning system needed to absorb these bursts without falling

over. Dynamic scaling via HPAs, robust Kafka buffering, and intelligent

backpressure mechanisms were key.

Cost Optimization vs. Performance: Rust and Go provided significant

performance gains, reducing the number of machines required. However,

ClickHouse clusters can be resource-intensive. Continuous monitoring and

right-sizing of resources were critical to balancing performance targets with

infrastructure costs.

Debugging Distributed Systems: The shift to microservices and

asynchronous processing made debugging more complex. The investment

in distributed tracing and comprehensive logging was a direct response to

this challenge, enabling engineers to pinpoint issues rapidly.

Rolling Out Changes Globally: Deploying new scanner versions and rule

updates across dozens of Kubernetes clusters globally required

sophisticated CI/CD pipelines, canary deployments, and automated rollback

strategies.

Transformative Results and Enhanced Security
Posture

The 10x scaling project delivered significant, measurable improvements:

10x Capacity Achieved: The platform successfully scaled to process over

500,000 configuration change events per minute and perform full scans for

millions of properties daily, comfortably meeting the target.

Reduced Latency: End-to-end latency for critical security insights was

reduced from ~20 minutes to under 3 minutes on average, enabling near

real-time threat detection.

Improved Detection Coverage: The increased capacity allowed

Cloudflare to expand the number and complexity of security rules, leading

to a broader range of identified misconfigurations and risks.

Operational Efficiency: The stateless, containerized architecture

simplified deployments and resource management, reducing the operational

burden on engineering teams.

Cost-Effectiveness: Despite a 10x capacity increase, infrastructure costs

grew by less than 3x due to optimized languages, efficient algorithms, and

dynamic resource allocation.
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Enhanced Customer Security: Faster, more comprehensive insights

directly translate to a stronger security posture for Cloudflare's customers,

allowing them to remediate issues before they can be exploited.

Key Metrics Snapshot (Post-Scale)

Metric Pre-Scale

(Approx.)

Post-Scale (Target/

Achieved)

Improvem

ent

Config Changes/Min

Processed

50,000 500,000+ 10x+

Critical Alert Latency ~20 minutes < 3 minutes ~85%

Full Scan Coverage Millions of

properties (daily)

All active properties (daily,

increased depth)

Increased

Depth

Infrastructure Cost

Growth

N/A < 3x (for 10x capacity) Significant

Scanner Worker

Instances

~100 ~800-1000 (dynamic) 8-10x

Lessons for Platform and Security Engineers

This ambitious scaling project offered several crucial lessons for engineers

working on similar distributed systems, particularly in security contexts:

Embrace Event-Driven Architectures Early: Decoupling producers and

consumers via message queues (like Kafka) provides immense flexibility,

resilience, and scalability. It's harder to retrofit than to design in from the

start.

Statelessness is Your Scaling Superpower: Design processing units to

be stateless whenever possible. This simplifies horizontal scaling, fault

tolerance, and load balancing significantly. If state is absolutely necessary,

isolate it to dedicated, highly available services.

Invest Heavily in Observability: At scale, debugging without

comprehensive metrics, logs, and distributed traces is nearly impossible.

Make observability a first-class citizen from day one.

Backpressure is Not an Option, It's a Necessity: Design systems to

gracefully handle overload. Implementing backpressure mechanisms (e.g.,

Kafka lag-based scaling, rate limiting) prevents cascading failures and

ensures system stability.
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Algorithmic Optimization Matters as Much as Infrastructure: While

scaling infrastructure is vital, don't overlook the efficiency of your core

algorithms. Optimizing scanning logic, rule compilation, and data structures

can yield significant performance gains and cost reductions. Languages like

Rust and Go excel here.

Choose the Right Tool for the Job (Data Stores): A single database

rarely fits all needs. Leverage specialized data stores (e.g., columnar for

analytics, KV for fast lookups) to optimize performance and cost for different

access patterns.

Automation is Key for Global Operations: Managing hundreds or

thousands of instances across multiple regions requires robust CI/CD,

automated deployments, and health checks. Manual intervention does not

scale.

Security of the Scanner is Paramount: The system designed to detect

security risks must itself be highly secure. Apply rigorous security practices

(least privilege, secure coding, regular audits) to the scanning

infrastructure.

The journey to 10x capacity for Cloudflare Security Insights demonstrated that

with careful architectural planning, smart technology choices, and a strong focus

on operational excellence, even the most demanding scaling challenges can be

overcome, leading to a more secure internet for everyone.

Transparency Note

This case study is a hypothetical reconstruction based on common industry

practices, Cloudflare's public technological footprint, and typical challenges faced

by large-scale distributed systems. While the architectural patterns, technologies,

and challenges described are realistic for a company like Cloudflare, specific

implementation details, metrics, and internal project names are illustrative and do

not represent actual confidential Cloudflare data or specific internal projects. The

purpose is to provide an educational and realistic scenario for platform engineers

and security developers.
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Distributed Systems Design Principles: Industry best practices from
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services.
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