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CHAPTER 01

Cloudflare's Project Glasswing:
Technical Case Study

Executive Summary

Cloudflare's participation in Project Glasswing, leveraging Anthropic's Mythos
Preview, marks a significant shift in the landscape of cyber defense. This case
study details how Cloudflare deployed a security-focused Large Language Model
(LLM) to autonomously identify vulnerabilities across over fifty of its internal code
repositories. The initiative revealed the unprecedented speed and depth with
which Al can uncover security flaws, including zero-day exploits, fundamentally
challenging traditional security paradigms and necessitating a re-evaluation of
current defensive architectures. The findings underscore that Al has crossed a
critical threshold, accelerating vulnerability discovery and demanding a proactive,
Al-integrated approach to securing critical infrastructure.

Background: The Intensifying Cyber Frontier

The digital threat landscape is continuously evolving, with attackers employing
increasingly sophisticated methods. Organizations like Cloudflare, managing vast
and complex infrastructures, face the constant challenge of identifying and
mitigating vulnerabilities at scale. Traditional security tools and human analysis,
while crucial, struggle to keep pace with the sheer volume and complexity of
modern software systems and the speed of emerging threats. This persistent gap
highlights an urgent need for advanced, scalable solutions to bolster cyber
defenses.

Introducing Project Glasswing and Mythos Preview

Project Glasswing is a collaborative initiative centered around Anthropic's Claude
Mythos Preview, a general-purpose language model engineered with a heightened
ability to identify cyber exploits. Mythos Preview has demonstrated remarkable
proficiency, scoring 93.9% on SWE-bench Verified and 83.1% on CyberGym, and
has already discovered thousands of high-severity vulnerabilities, including zero-
days in major operating systems and web browsers. This model represents a
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significant leap forward, capable not only of finding vulnerabilities but also of
directing their exploitation independent of the underlying operating system, a
capability previously hindered by OS diversity.

«* Key Idea: Mythos Preview's ability to find vulnerabilities and direct
exploitation autonomously, across diverse operating systems, signifies a profound
shift in Al's cyber capabilities.

Cloudflare's Implementation: Autonomous
Vulnerability Discovery

Cloudflare engaged with Project Glasswing by pointing Anthropic's Mythos Preview
at more than fifty of its internal code repositories. The objective was dual: to
identify potential vulnerabilities within Cloudflare's own systems for remediation,
and critically, to understand the capabilities that advanced LLMs like Mythos
would soon afford attackers.

The deployment process involved providing Mythos Preview access to Cloudflare's
codebase, allowing the LLM to analyze the repositories for security weaknesses.
This was not a human-guided process but an autonomous one, where the model
independently scoured the code.

Cloudflare Code
Repositories

Detailed Vulnerability Cloudflare Security
Reports | Operations

—Ingests Code—»|  Anthropic Mythos Preview | —Identifies Vulnerabilities—»| ——»|  Remediation and Patching |

Figure 1: High-Level Workflow of Mythos Preview in Cloudflare's
Environment

The results were immediate and impactful. Mythos Preview rapidly identified
numerous potential vulnerabilities, some of which were critical and previously
unknown. This autonomous discovery process far outpaced conventional
methods, demonstrating a new threshold for vulnerability detection speed and
depth.

Real-world insight: The exercise provided Cloudflare with a crucial foresight
into future attacker capabilities, enabling them to preemptively strengthen their
defenses against Al-powered threats.
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Results and Impact: A New Paradigm for Cyber
Defense

The Project Glasswing engagement revealed several critical insights:

* Unprecedented Speed and Scale: Mythos Preview identified
vulnerabilities at a speed and depth that was "previously impossible" for
human analysts or traditional static/dynamic analysis tools alone. This
fundamentally accelerates the discovery of issues across both new and
existing systems.

* Discovery of Zero-Day Vulnerabilities: The model successfully
uncovered high-severity vulnerabilities, including zero-days, across various
software components. This highlights its capability to find novel flaws that
might otherwise remain undetected for extended periods.

* Autonomous Exploitation Directives: Beyond mere identification,
Mythos Preview demonstrated the ability to direct the exploitation of these
vulnerabilities, independent of the operating system. This capability
transforms the threat landscape, as it lowers the barrier for attackers to
develop functional exploits.

* Inflection Point in Cyber Security: Cloudflare, along with other security
experts, recognized Mythos Preview as a "true inflection point" in the
ongoing battle between cyberattackers and cyber defenders. The
implications extend beyond data centers, posing an "existential threat" to
the diverse and often vulnerable OT/I0T/CPS systems.

The core impact is a fundamental shift in the urgency required to protect critical
infrastructure. The old ways of hardening systems are no longer sufficient; a new,
more aggressive, and Al-integrated approach is essential.

Architectural Implications and Challenges

Cloudflare's experience highlighted that the architecture and processes around
security-focused LLMs need to evolve to leverage them at scale.

* Integration with Existing Security Workflows: Seamless integration of
Al-driven vulnerability scanners into CI/CD pipelines and security operations
centers (SOCs) is paramount. This requires robust APIs, clear reporting
formats, and automated triage systems.
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 Managing False Positives/Negatives: While highly effective, LLMs can
still produce false positives or miss subtle vulnerabilities (false negatives).
Developing effective feedback loops and human-in-the-loop validation
processes is crucial to refine model performance and maintain trust.

* Securing the LLM Itself: The security of the LLM infrastructure and the
data it processes (e.g., source code) becomes a critical concern. Protecting
against prompt injection, data leakage, and model manipulation is essential.

* The "Al Vulnerability Storm": The rapid acceleration of vulnerability
discovery by Al also implies that attackers will soon possess similar
capabilities, leading to a potential "Al Vulnerability Storm" where time-to-
exploit collapses. This necessitates a proactive strategy of building "Mythos-
ready" security programs.

1. What can go wrong: An over-reliance on Al without proper human oversight
and architectural adaptation could lead to missed critical vulnerabilities or a false
sense of security, especially as attacker Al capabilities advance.

Lessons Learned and Future Outlook
Cloudflare's Project Glasswing participation provided invaluable lessons:

1. Al is a Game Changer: Security-focused LLMs like Mythos Preview
fundamentally alter the economics and speed of vulnerability discovery,
making them indispensable tools for defenders.

2. Proactive Defense is Key: Organizations must proactively integrate Al
into their defensive strategies, not just to find vulnerabilities, but to
anticipate and counter Al-powered offensive techniques.

3. Architectural Evolution is Necessary: Current security architectures and
processes must adapt to incorporate Al at scale, moving beyond traditional
methods to embrace continuous, Al-driven analysis.

4. Collaboration is Crucial: The collaboration between Al developers
(Anthropic) and infrastructure providers (Cloudflare) is vital for
understanding and addressing the dual-use nature of advanced Al
capabilities in cybersecurity.

The emergence of these cyber capabilities underscores the necessity for
democratic countries to maintain a decisive lead in Al technology, with
governments playing an essential role in both assessing and guiding its
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development for national security. Cloudflare's experience with Project Glasswing
serves as a stark reminder and a blueprint for how organizations must prepare for
the Al era of cybersecurity.
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Transparency Note: This case study is based on publicly available information
and analysis of the provided search context. While it aims for technical accuracy
and realistic detail, specific internal Cloudflare architectural decisions beyond
what was publicly shared are inferred or generalized.
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