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CHAPTER 01

Introduction to Agentic
Developer Workflows and
Protocol Foundations

Introduction to Agentic Developer Workflows and
Protocol Foundations

The integration of AI agents into developer tools is rapidly transforming how we

build software. Imagine an Integrated Development Environment (IDE) where AI

agents don't just offer suggestions but actively understand your project, propose

complex refactorings, debug issues, or even generate entire code sections based

on high-level instructions. This isn't just autocomplete; it's a fundamental shift

towards agentic developer workflows.

This chapter introduces the foundational protocols that make such deep

integration possible, focusing on Zed Editor's Agent Client Protocol (ACP) and

the broader concept of the Model Context Protocol (MCP). We'll explore how

these protocols aim to standardize communication, reduce integration friction,

and unlock a new era of AI-assisted development. Understanding these

architectural choices is crucial for anyone looking to design, implement, or

integrate AI agents effectively into the software development lifecycle.

To get the most out of this chapter, you should have a basic understanding of

what an IDE is, how AI agents and Large Language Models (LLMs) function at a

high level, and general concepts of inter-process communication or API protocols.

System Overview: Enabling Agentic Developer
Workflows

Agentic developer workflows represent an architectural discipline where

organizations leverage LLMs and specialized software agents to solve dynamic,

multi-domain problems within the software development process [5]. This goes

beyond simple code generation or chat interfaces. Instead, agents are designed

to act autonomously or semi-autonomously, interacting with codebases,

documentation, APIs, and even other tools to achieve complex goals.
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Why this matters: Traditional developer tooling often requires significant

manual effort for repetitive tasks, context switching, and error detection. Agentic

workflows aim to offload these burdens, allowing human developers to focus on

higher-level design, creativity, and problem-solving. This shift promises increased

productivity, reduced time-to-market, and potentially higher code quality by

catching issues earlier and automating best practices.

The challenge: For agents to be truly effective, they need seamless access to

the development environment (the IDE) and a rich understanding of the project's

context (code, tests, documentation, external APIs). Without standardized

communication, every agent would require custom integration for every IDE,

leading to fragmentation and a poor developer experience. This is where

specialized protocols become essential.

Agent Client Protocol (ACP): Standardizing IDE-Agent
Interaction

The Agent Client Protocol (ACP), launched by the developers of Zed Editor, is

a significant step towards addressing the IDE-agent integration challenge. As of

2026-06-17, ACP aims to standardize the communication between an IDE and a

coding agent, enabling any agent to be integrated into an ACP-supporting IDE

without individual custom integrations [1, 2].

What ACP is: ACP defines a set of messages and interaction patterns that allow

an IDE to query an agent for actions (e.g., "suggest refactoring for this code

block") and an agent to respond with proposed changes or information (e.g.,

"here's a diff for refactoring"). It acts as a universal language for IDE-agent

collaboration.

The problem it solves: Before ACP, integrating an AI agent into an IDE typically

involved writing a custom plugin or extension for that specific IDE. To make the

same agent work with a different IDE, a complete rewrite of the integration was

often necessary. This leads to an N x M  integration problem (N agents x M IDEs =

N*M custom integrations). ACP aims to reduce this complexity to N + M  (N agents

implement ACP, M IDEs implement ACP support), fostering a more open and

interoperable ecosystem.

Model Context Protocol (MCP): Empowering Agents with Data
Access

While ACP focuses on the interface between an IDE and an agent, the Model

Context Protocol (MCP) addresses a different, but equally critical, aspect: how

AI agents securely and efficiently access external data sources [3, 4].
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What MCP is: MCP is described as a "universal adapter" that provides AI agents

with secure, two-way access to diverse external data. This includes databases, file

systems, APIs, documentation, and more, all through a single, standardized

operation [3].

The problem it solves: AI agents, particularly those powered by LLMs, are only

as effective as the information they can access. To perform complex tasks like "fix

a bug in this module based on the user story in Jira and the database schema," an

agent needs to retrieve information from multiple disparate systems. Without

MCP, each agent would need custom connectors for Jira, the database, the file

system, etc., leading to complex, brittle, and insecure integrations. MCP aims to

abstract this complexity, providing a unified way for agents to "see" and interact

with their operational context.

Complementary Roles: ACP and MCP Together

It's common to confuse ACP and MCP due to their shared goal of enabling agentic

workflows. However, they serve distinct and complementary purposes within the

broader agentic architecture.

ACP (Agent Client Protocol): Primarily concerns the user-facing

interaction and code manipulation within an IDE. It's about how an agent

interfaces with the developer's environment to provide suggestions, apply

changes, or receive user input. Think of it as the agent's "hands and eyes"

within the IDE.

MCP (Model Context Protocol): Focuses on the data access layer for an

agent. It's about how an agent gathers information and knowledge from

external systems to inform its decisions and actions. Think of it as the

agent's "library and research assistant."

A complex agentic workflow would likely use both. An IDE would communicate

with an agent via ACP. That agent, in turn, would use MCP to access project files,

database schemas, or API documentation before formulating a response or code

change to send back via ACP.

Conceptual Interaction Flow

The following diagram illustrates how an IDE, an AI Agent, and various data

sources might interact using ACP and MCP.

• 

• 
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How These Protocols Likely Work (Engineering
Inference)

While the detailed technical specifications of both ACP and MCP are best found on

their respective official sites (e.g., agentclientprotocol.com  for ACP), we can

infer their likely operational mechanisms based on their stated goals.

ACP Operational Flow

An ACP-compliant system would likely involve:

IDE as Client: The IDE initiates communication, sending requests to an

agent. Examples include get_code_suggestions  for a selected block, 

refactor_selection  for a specific code pattern, or explain_error  for a

diagnostic message.

Agent as Server: The AI agent, typically running as a separate process or

service (potentially local or remote), receives these requests. It processes

them using its internal LLM and logic, then returns structured responses.

1. 

2. 
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Message Types: The protocol would define various structured message

types for: 

Context Provisioning: The IDE sends relevant contextual information

like current file content, selection range, project structure, active

diagnostics, or open files.

Action Requests: The IDE asks the agent to perform a specific task,

often with parameters like code snippets or file paths.

Action Responses: The agent provides its output, which could be

plain text, proposed code changes (e.g., diffs), new file creations, or

status updates.

Notifications: Agents can inform the IDE of background progress

(e.g., "Analyzing codebase..."), and the IDE can notify the agent of

user interactions (e.g., "User accepted suggestion").

MCP Operational Flow

An MCP-compliant system would probably involve:

Agent as Client: The AI agent makes requests to the MCP service to gather

necessary information. Examples include query_database  with a SQL

statement, read_file  for a specific path, call_api  with endpoint and

parameters, or search_documentation  with a query.

MCP as Gateway/Adapter: The MCP service acts as a secure intermediary.

It translates the agent's generic context requests into specific calls for

various backend data sources. Crucially, it enforces access control and

potentially performs data sanitization or formatting before returning the

results to the agent.

Data Sources: These are the actual external systems holding the

contextual information: databases (SQL, NoSQL), file systems (local, remote,

cloud storage), external APIs (Jira, GitHub, internal services), documentation

repositories, and more.

Architectural Design Choices and Tradeoffs

The decision to standardize protocols like ACP and MCP reflects a deliberate

architectural choice, coming with significant benefits but also inherent

complexities and tradeoffs.

3. 

• 

• 

• 

• 

1. 

2. 

3. 
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Benefits of Protocol Standardization

Interoperability: The primary benefit is the ability for different agents and

IDEs to communicate seamlessly without requiring custom, one-off bridges.

This fosters a vibrant, healthy ecosystem where tools can easily integrate.

Reduced Development Effort: For both agent developers (who can build

agents once for multiple IDEs) and IDE developers (who can support a wide

range of agents with a single integration point), the cost and complexity of

integration are drastically lowered.

Faster Innovation: A common interface allows for quicker iteration and

deployment of new agent capabilities, as developers can focus on agent

intelligence rather than integration mechanics.

Modularity and Separation of Concerns: Explicitly separating IDE

interaction (ACP) from data context access (MCP) leads to more robust,

maintainable, and independently evolvable systems. Each protocol can

specialize in its domain.

Costs and Complexity

Protocol Evolution and Governance: Defining and evolving a standard

protocol is challenging. Changes must be carefully managed through a

community process to avoid breaking existing implementations. This

requires strong governance and versioning strategies.

Performance Overhead: Any communication protocol introduces some

overhead. The design must be efficient to ensure agents can operate with

minimal latency, especially for real-time suggestions or critical development

tasks.

Security Implications: Granting agents programmatic access to an IDE's

state (via ACP) and external, potentially sensitive, data (via MCP) requires

robust security models, fine-grained access control, and comprehensive

auditing capabilities. This is a critical consideration for production systems.

Adoption Challenge: The success of any standard depends on widespread

adoption. This requires significant community buy-in, active participation

from key players, and clear benefits that outweigh the effort of switching

from custom solutions.

• 

• 

• 

• 

• 

• 

• 

• 
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Scalability Considerations

While ACP and MCP themselves are communication specifications, their

implementation directly impacts the scalability of agentic developer workflows.

Agent Deployment: Standardized protocols simplify deploying agents as

microservices or distributed components. An ACP-compliant agent can be a

stateless service scaled horizontally to handle many concurrent IDE

requests.

Context Gateway Scaling: An MCP Gateway must be designed for high

throughput and low latency, potentially acting as a proxy or facade. It might

need to handle millions of queries per day, requiring robust caching,

connection pooling, and horizontal scaling of the gateway itself.

Reduced Integration Bottlenecks: By standardizing communication,

these protocols remove the N x M  integration bottleneck, allowing

individual agents and IDEs to scale independently without complex, custom

integration code becoming a single point of failure or performance

limitation.

Operational Resilience and Failure Modes

Designing for agentic workflows requires careful consideration of what happens

when things go wrong.

Agent Failure: If an AI agent (e.g., an ACP server) crashes or becomes

unresponsive, the IDE should gracefully degrade, perhaps falling back to

local features or notifying the user. The protocol should allow for health

checks and status reporting.

MCP Gateway Failure: A failure in the MCP Gateway could sever an

agent's access to all external context. This would severely cripple the

agent's capabilities. Redundancy, failover mechanisms, and circuit breakers

are critical for the MCP Gateway implementation.

Network Latency: Communication over a network, especially for remote

agents, introduces latency. For real-time features like code completion, high

latency can degrade the user experience. The protocol design must

minimize round trips and allow for asynchronous operations.

Security Breaches: A compromised agent or MCP Gateway could lead to

unauthorized access to codebases or sensitive data. Strong authentication,

authorization, and encryption are non-negotiable.

• 

• 

• 

• 

• 

• 

• 
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Common Misconceptions

When discussing new protocols for AI agents, several misunderstandings can

arise:

ACP and MCP are the same thing.

Clarification: They are distinct. ACP is about the interface between

an IDE and an agent (e.g., code changes, user interaction). MCP is

about the agent's access to external data sources (e.g., databases,

APIs, file systems). They are complementary but serve different

architectural layers.

ACP is only for Zed Editor.

Clarification: While Zed launched ACP, it is intended as an open,

community-driven standard. The goal is for other IDEs and tools to

adopt it, creating a broader ecosystem of interoperable AI agents. Its

success relies on wider adoption beyond Zed.

These protocols replace LLMs.

Clarification: Protocols like ACP and MCP don't replace LLMs; they 

enable LLMs and the agents built around them to be more effective

and integrated. They provide the structured communication channels

and context access that LLMs need to operate intelligently within

complex development environments. They are the scaffolding, not the

intelligence itself.

Summary

This chapter laid the groundwork for understanding agentic developer workflows

and the crucial role of standardization protocols.

Agentic Developer Workflows leverage AI agents to automate complex,

multi-domain development tasks, moving beyond simple code assistance

and promising significant productivity gains.

The Agent Client Protocol (ACP), championed by Zed Editor,

standardizes communication between IDEs and AI coding agents. This aims

to reduce custom integration effort and foster an open ecosystem for agent

development.

• 

• 

• 

• 

• 

• 

• 

• 
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The Model Context Protocol (MCP) provides AI agents with secure,

standardized access to diverse external data sources, such as databases,

file systems, and APIs, enabling agents to gather the necessary context for

intelligent action.

ACP and MCP are distinct yet complementary: ACP manages IDE-agent

interaction, while MCP manages agent-data context access. They work

together to empower sophisticated agents.

Architectural standardization offers significant benefits like

interoperability, reduced development costs, and enhanced modularity.

However, it also introduces challenges related to protocol evolution,

performance overhead, security, and the critical need for widespread

adoption.

Scalability and operational resilience are key considerations for

implementing these protocols, focusing on distributed agent deployments,

robust context gateways, and graceful degradation in failure scenarios.

Understanding these foundational protocols is essential for anyone looking to

build or integrate AI agents into the future of software development. In the next

chapter, we will dive deeper into the specific messages and capabilities defined

by ACP, exploring how an agent actually communicates with an IDE.

• 

• 

• 

• 
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CHAPTER 02

The Agent Client Protocol
(ACP): Standardizing IDE-Agent
Interaction
Integrating AI agents directly into our Integrated Development Environments

(IDEs) is a game-changer for developer productivity. However, this integration

often presents a challenge: every IDE might require a custom interface for every

agent, leading to a fragmented ecosystem and significant integration overhead.

This is where standardized protocols become critical.

This chapter dives into the Agent Client Protocol (ACP), an initiative aimed at

standardizing how IDEs and AI coding agents communicate. We'll explore its

architecture, understand its specific role in contrast to other protocols like the

Model Context Protocol (MCP), and examine how it enables flexible, agentic

developer workflows. By the end, you'll have a clear mental model of how a

protocol like ACP fosters an open ecosystem for AI-powered development.

To get the most out of this chapter, you should have a basic understanding of

what an IDE is and a general familiarity with the concept of AI agents and Large

Language Models (LLMs).

Agent Client Protocol (ACP): Standardizing IDE-
Agent Interaction

The Agent Client Protocol (ACP) is an open protocol initiated by the developers of

the Zed editor. Its primary goal is to standardize the communication interface

between an IDE and an external AI coding agent. This standardization aims to

create a plug-and-play environment where any ACP-compliant agent can integrate

seamlessly into any ACP-supporting IDE, eliminating the need for bespoke

integrations for each agent-IDE pair.

📌 Key Idea: ACP defines the language for an IDE to talk to an AI agent, and vice-

versa, specifically for developer tasks.

The Problem ACP Solves

Before ACP, if an IDE developer wanted to integrate an AI agent (e.g., for code

completion, refactoring, or bug fixing), they would typically have to write custom

code to handle the specific API or communication method of that agent.

AI VOID [https://aivoid.dev]
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Conversely, an agent developer wanting to support multiple IDEs would need to

implement N different client integrations. This creates friction and limits the

growth of the agent ecosystem.

ACP solves this by:

Enabling Interoperability: An agent implementing ACP can theoretically

work with any IDE that also implements ACP.

Reducing Integration Overhead: IDEs and agents only need to

implement one standard, not many custom ones.

Fostering an Ecosystem: Lowering the barrier to entry encourages more

developers to build and share agents, and more IDEs to support them.

As of 2026-06-17, the official site agentclientprotocol.com  (referenced by

Zed's blog) serves as the central point for the protocol specification and

community efforts (Source: Zed Blog, "How the Community is Driving ACP

Forward").

System Overview: ACP's Role in the Ecosystem

ACP acts as the bridge directly connecting the user's development environment

(the IDE) with the intelligence layer (the AI agent). It sits at the interface where

developer intent (e.g., "refactor this code") is translated into an agent command,

and agent output (e.g., "here's the refactored code") is translated back into an

IDE action (e.g., applying a diff).

This protocol doesn't concern itself with how the agent performs its task internally

or where it gets its data. Instead, it focuses solely on the messages exchanged

between the IDE and the agent that facilitate a seamless developer experience.

ACP's Core Components and Communication Flow (Inference)

While the full technical specification of ACP is developed by the community,

based on its stated purpose and common protocol design patterns, it likely

defines a set of messages and procedures for common IDE-agent interactions.

This would include:

Context Sharing: The IDE sending relevant code snippets, file paths, editor

state, and user selections to the agent. For example, 

ide.send_code_context(file_path, selection_range, full_buffer) .

Command Execution: The IDE requesting the agent to perform a specific

action, such as agent.request_refactor(context_id, refactor_type) .

• 

• 

• 

• 

• 
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Suggestion & Output Delivery: The agent sending back code

suggestions, refactored code, explanations, or diagnostic information to the

IDE. For instance, agent.send_suggestion(context_id, new_code_diff,

explanation) .

Event Handling: The agent notifying the IDE of progress, errors, or

requesting further information, like agent.notify_progress(context_id,

percentage, message) .

The underlying transport mechanism could be anything from a local inter-process

communication (IPC) channel (like named pipes or Unix sockets) to a network-

based protocol (like WebSocket or gRPC), depending on the specific

implementation choices outlined in the protocol specification. Given its origin in a

local-first editor, IPC is a strong candidate for initial implementations to minimize

latency and simplify security for local agents.

The typical request flow between an IDE and an ACP-compliant agent would look

something like this:

User Action / Context: The IDE detects a user action (e.g., selecting code,

triggering a command) and packages the relevant editor context into an

ACP message.

Process Request: The ACP Agent receives the message and dispatches it

to its internal logic.

Generate Output: The Agent's core logic (which might involve calling

LLMs, external tools, or internal algorithms) processes the request and

generates a result.

• 

• 

1. 

2. 

3. 
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Send Result / Suggestion: The Agent formats its output into an ACP

message and sends it back to the IDE. The IDE then displays or applies the

result to the user.

Distinguishing ACP from MCP: Different Problems,
Complementary Solutions

It's crucial to distinguish ACP from other related protocols, particularly the Model

Context Protocol (MCP). While both are relevant to AI agents, they address

different layers of interaction.

Model Context Protocol (MCP) Explained

The Model Context Protocol (MCP) focuses on providing AI agents with secure,

standardized, two-way access to external data sources. Think of it as a "universal

adapter" that allows an agent to interact with databases, file systems, APIs, and

other external knowledge bases through a single, unified interface.

🧠 Important: MCP is about the agent's ability to access information from the 

outside world, providing the context an agent needs to reason and act effectively.

For example, if an agent needs to:

Read a project's README.md  file.

Query a database for user information.

Call an external API to get dependency details.

Browse documentation on the web.

These actions would likely fall under the purview of MCP or similar context-access

mechanisms, allowing the agent to gather the necessary information to perform

its task. This ensures agents operate on up-to-date and relevant information.

(Source: Petro's Tech Chronicles, "MCP vs ACP," checked 2026-06-17).

Architectural Separation

Here's a mental model to differentiate ACP and MCP:

ACP: The communication channel between a human-facing tool (IDE) and

an agent. It's how the IDE tells the agent "do something with this code" and

how the agent tells the IDE "here's the result to display."

MCP: The communication channel between an agent and its information

sources. It's how the agent retrieves the knowledge it needs to fulfill the

IDE's request.

4. 

• 

• 

• 

• 

• 

• 
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In this flow:

A developer interacts with their IDE .

The IDE  sends a request (e.g., "refactor this function") along with relevant

code context to the AI Agent Process  via the Agent Client Protocol

(ACP) .

The AI Agent Process  determines it needs more information (e.g., project

structure, relevant documentation).

The AI Agent Process  uses the Model Context Protocol (MCP)  to

access External Data Sources  (e.g., file system, internal APIs, knowledge

bases).

After processing, the AI Agent Process  sends its result (e.g., refactored

code) back to the IDE  via ACP .

Failure Mode: Protocol Misuse

One common pitfall is confusing the roles of ACP and MCP. If an agent attempts to

use ACP to fetch external data (like querying a database), it misuses the

protocol's intent. This can lead to:

Security Gaps: Bypassing security controls specifically designed for data

access.

Architectural Inefficiencies: Duplicating functionality or creating tight

coupling between the IDE and agent's data access logic.

Reduced Modularity: Making it harder to swap out data sources or agents

independently.

Proper architectural separation ensures each protocol handles its designated

domain, contributing to a more robust and maintainable agentic system.

Zed's Initiative: Fostering an Open Agent
Ecosystem

The Zed editor, known for its performance and collaborative features, launched

ACP to foster an open ecosystem for AI agents. By implementing ACP, Zed aims to

allow its users to connect to a variety of external AI agents, rather than being

limited to built-in or proprietary solutions.

1. 

2. 

3. 

4. 

5. 

• 

• 

• 
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⚡ Real-world insight: This approach aligns with the philosophy of open

platforms, where standard interfaces allow for greater innovation and choice,

similar to how Language Server Protocol (LSP) standardized communication for

code intelligence features.

For Zed, this initiative means:

Enhanced Extensibility: Users can choose and integrate their preferred

agents for different development tasks, customizing their IDE experience.

Reduced Development Burden: Zed's core team doesn't need to build

every agent themselves or maintain numerous custom integrations for third-

party agents.

Community-Driven Innovation: The community is empowered to

contribute agents that work with Zed (and other ACP-supporting IDEs),

accelerating the pace of AI tool development.

For agent developers, an ACP-compliant agent becomes significantly more

valuable as it gains compatibility with any IDE supporting the protocol, expanding

its potential user base without additional integration effort.

ACP in Action: Building Agentic Developer
Workflows

ACP is a foundational piece for building robust "agentic developer workflows" – an

architectural discipline where LLMs and software agents are deployed to

automate or assist in complex, multi-domain development tasks (Source: AWS

Docs, "Agentic AI patterns and workflows on AWS," checked 2026-06-17).

Consider a scenario where a developer wants an agent to help optimize a

database query within their Zed editor:

User Action: The developer highlights a SQL query in Zed and invokes an

"Optimize Query" agent via a menu command or shortcut.

IDE to Agent (ACP): Zed, acting as an ACP client, sends a message to the

external Query Optimization Agent (an ACP server). This message includes

the SQL query, surrounding code context, and potentially database schema

information (if the IDE can provide it).

• 

• 

• 

1. 

2. 
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Agent Processing:

The Query Optimization Agent receives the ACP message.

It might then use an internal mechanism or an MCP-like protocol to

connect to the actual database (or a staging environment) to profile

the query or fetch execution plans.

It uses an LLM or specific algorithms to suggest optimizations.

Agent to IDE (ACP): The agent constructs an ACP response containing the

optimized SQL query, an explanation of the changes, and perhaps

performance metrics.

IDE Presentation: Zed receives the ACP response and presents the

optimized query to the developer, possibly as a diff, a suggestion, or a new

file.

This scenario highlights how ACP streamlines the interaction at the IDE-agent

boundary, allowing the agent to focus on its core task and leverage other

protocols for data access.

3. 

• 

• 

• 

4. 

5. 
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Architectural Considerations: Design Choices,
Tradeoffs, and Scalability

The design of a protocol like ACP involves several key tradeoffs, and its

implementation enables specific scalability patterns for agentic systems.

Protocol Design Tradeoffs

Efficiency vs. Readability: Protocols can prioritize highly efficient binary

formats (e.g., gRPC, Apache Thrift) for minimal latency and bandwidth, or

more human-readable text-based formats (e.g., JSON-RPC over HTTP/

WebSockets) for easier debugging and broader tooling support. ACP likely

balances this, perhaps using JSON for flexibility and ease of implementation,

but future versions might explore more efficient transports for high-volume

interactions.

Extensibility: The protocol must be designed to evolve without breaking

existing integrations. This often involves clear versioning schemes, optional

fields, and well-defined extension mechanisms to allow for new features

without requiring all clients and servers to update simultaneously.

Security: How is communication between the IDE and agent secured? For

local IPC, this might involve OS-level permissions. For network-based

agents, it would require authentication tokens, encrypted channels (TLS),

and strict authorization policies to prevent unauthorized access or data

leakage.

Resilience: The protocol should define error handling, timeouts, and ways

for the IDE to manage the agent's lifecycle (e.g., restarting a crashed agent,

gracefully handling slow responses). This ensures a robust user experience

even when agents encounter issues.

Scope: ACP focuses specifically on IDE-agent interaction. Keeping the scope

focused prevents the protocol from becoming overly complex and trying to

solve too many problems (e.g., data access, which MCP addresses). A

narrow scope promotes clarity and faster adoption.
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Scaling Agent Backend Infrastructure

While ACP standardizes the interface, the agents themselves still require robust

infrastructure for scaling, especially when powered by large language models:

LLM Orchestration: Managing calls to LLMs involves strategies like

caching common prompts/responses, implementing retry logic for transient

API failures, and intelligently selecting the appropriate LLM (e.g., based on

cost, latency, or capability) for a given task.

Context Management: Efficiently fetching, indexing, and managing the

potentially vast amounts of context an agent might need (e.g., entire

codebases, documentation, user history). This often involves vector

databases, knowledge graphs, and sophisticated retrieval-augmented

generation (RAG) techniques.

Compute Resources: Agents, particularly those performing complex

analyses or interacting with LLMs, can be resource-intensive. The backend

infrastructure needs to scale horizontally (adding more instances) and

vertically (using more powerful machines) to handle concurrent requests

and maintain acceptable latency.

Observability: Monitoring agent performance, errors, and usage is crucial

for production systems. This includes logging agent interactions, tracking

LLM token usage and costs, measuring response times, and setting up alerts

for anomalous behavior.

ACP doesn't define these backend architectural details, but by standardizing the

front-end communication, it enables a clearer separation of concerns, allowing

agent developers to focus on their agent's core logic and backend scaling

independently of IDE-specific integration complexities.

Operational Challenges and Failure Modes

Implementing and running agentic workflows, even with standardized protocols

like ACP, introduces several operational challenges:

Agent Unresponsiveness: An agent might crash, become overloaded, or

simply take too long to respond. The IDE needs mechanisms to detect this

(e.g., timeouts, health checks) and provide user feedback, potentially

offering to restart the agent or suggest alternative actions.

• 
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Security Risks: If agents have broad access to codebases or external

systems (via MCP), security is paramount. A compromised agent could lead

to data leakage, unauthorized code modifications, or malicious actions.

Proper sandboxing, least-privilege access, and secure communication

channels are critical.

Performance Bottlenecks: While ACP itself is lightweight, the agent's

internal processing, especially involving LLMs, can introduce significant

latency. Identifying and mitigating these bottlenecks (e.g., through caching,

optimized prompts, or faster models) is an ongoing operational task.

Versioning and Compatibility: As both IDEs and agents evolve, managing

protocol versions to ensure backward and forward compatibility becomes

important. A mismatch could lead to agents failing to integrate or

misinterpreting messages.

Resource Consumption: Running multiple agents, especially locally, can

consume significant CPU, memory, and network resources, impacting the

overall IDE performance and developer experience.

Addressing these challenges requires careful design, robust error handling,

comprehensive monitoring, and a clear operational strategy for managing agent

lifecycles.

Common Misconceptions

ACP is a full agent platform: ACP is purely a communication protocol. It

defines how an IDE talks to an agent, not what the agent does internally, 

how it's hosted, or how it accesses data. Agents still need their own logic,

LLM integrations, and potentially backend infrastructure.

ACP replaces MCP: As discussed, these protocols serve distinct purposes.

ACP handles the IDE-agent boundary, while MCP (or similar mechanisms)

handles the agent-data source boundary. They are complementary, not

mutually exclusive.

ACP dictates agent implementation details: ACP specifies the

messages and procedures for interaction, but not the programming

language, internal architecture, or specific algorithms an agent must use.

This allows for diverse agent implementations and fosters innovation within

the agent ecosystem.
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Key Takeaways

The Agent Client Protocol (ACP) is a critical step towards realizing the full potential

of AI agents in developer workflows.

Standardized IDE-Agent Communication: ACP provides a common

language for IDEs and AI coding agents to interact, significantly reducing

integration friction.

Fosters an Open Ecosystem: By standardizing the interface, ACP

encourages the development of more agents and broader IDE support,

leading to a richer tool landscape.

Distinct from MCP: ACP focuses specifically on the IDE-agent interaction,

while MCP (Model Context Protocol) is concerned with an agent's access to

external data sources. They address different architectural layers.

Enables Agentic Workflows: ACP is a foundational layer for building

powerful, automated, and AI-assisted development processes directly within

the IDE, supporting complex multi-domain tasks.

Facilitates Modularity: It allows agent developers to concentrate on agent

logic and backend infrastructure, separating these concerns from IDE-

specific integration challenges.

Understanding protocols like ACP is essential for anyone looking to build,

integrate, or architect systems that leverage AI agents in real-world development

environments. In subsequent chapters, we might delve deeper into the specific

messages and capabilities defined by ACP, or explore the architectural patterns

for building scalable AI agents themselves.
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CHAPTER 03

Differentiating ACP from MCP:
Communication vs. Context
Acquisition
The integration of AI agents directly into our Integrated Development

Environments (IDEs) promises a transformative shift in how we build software.

Imagine an IDE where an AI agent can intelligently refactor code, debug issues, or

even write new features based on a high-level prompt, all while understanding

the full context of your project. Achieving this seamless integration requires more

than just smart agents; it demands standardized communication protocols.

This chapter dives into two pivotal protocols shaping this future: the Agent

Client Protocol (ACP) and the Model Context Protocol (MCP). While both are

crucial for "agentic developer workflows"—an architectural discipline leveraging

AI agents for complex, multi-domain problem-solving (per AWS documentation,

checked 2026-06-17)—they serve fundamentally different purposes.

Understanding this distinction is key to designing robust and scalable agent-

powered development environments.

By the end of this chapter, you will be able to:

Clearly differentiate between the roles of ACP and MCP in an agentic

workflow.

Understand how each protocol contributes to the broader agentic

ecosystem.

Identify the architectural tradeoffs and benefits of adopting these standards

for AI agent integration.

System Overview: The Agentic IDE Ecosystem

To grasp the individual roles of ACP and MCP, it's helpful to first visualize the

overall ecosystem of an AI-powered development environment. At its core, we

have a developer interacting with an IDE, which in turn needs to communicate

with an AI agent. This agent, to be truly effective, must also access a wide array

of external data and tools.
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The agentic IDE ecosystem can be broken down into four primary components:

The Developer: The human user initiating tasks and reviewing agent

outputs.

The IDE (e.g., Zed): The primary interface for the developer, providing

code editing, project navigation, and the means to invoke AI agents.

The AI Agent: An intelligent software entity designed to perform complex

coding or development-related tasks, often powered by Large Language

Models (LLMs) and specialized tools.

External Context & Tools: This encompasses the project's codebase,

documentation, databases, APIs, version control systems, and other utilities

that an agent might need to access.

Within this ecosystem, ACP and MCP define crucial communication pathways that

enable the seamless flow of information and actions.

Figure 1: High-level overview of an agentic IDE ecosystem, showing the primary

communication protocols.
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3. 

4. 

AI VOID [https://aivoid.dev]

Differentiating ACP from MCP: Communication vs. Context Acquisition 26



Agent Client Protocol (ACP): The IDE's Voice and
Hands

The Agent Client Protocol (ACP) acts as the standardized language for direct

communication between an IDE and an AI agent. Launched by Zed, a modern

code editor, ACP's core objective is to allow any agent to integrate into any ACP-

supporting IDE without needing custom, one-off integrations (Source: Zed's Blog,

"How the Community is Driving ACP Forward," and agentclientprotocol.com,

checked 2026-06-17).

📌 Key Idea: ACP defines the contract for an IDE to issue commands to an agent

and for the agent to deliver results or manipulate the IDE's state, focusing on the

interactive development experience.

This protocol is fundamentally about the user's interaction with the IDE and how

an agent can augment that experience. It standardizes messages for actions such

as:

Code Retrieval and Manipulation: The IDE sending specific code blocks

or file contents to the agent, and the agent responding with diffs or direct

text modifications to be applied by the IDE.

Contextual Queries: Requests for code suggestions, explanations of

errors, or refactoring proposals based on the current cursor position or

selected code.

User Input and Feedback: The IDE relaying explicit commands or

preferences from the developer to the agent.

Diagnostic Information: The agent providing inline hints, warnings, or

detailed error messages back to the IDE for display.

Figure 2: ACP standardizes the communication flow between the IDE and the AI

Agent's interaction layer.

Model Context Protocol (MCP): The Agent's Eyes
and Knowledge

In contrast to ACP's focus on IDE-agent interaction, the Model Context Protocol

(MCP) addresses a different, but equally critical, need: providing AI agents with

secure, two-way access to external data sources. MCP is described as a "universal
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adapter" that allows agents to interact with databases, file systems, APIs, and

other enterprise data stores through a single, standardized operation (Source:

Petro's Tech Chronicles, "MCP vs ACP," checked 2026-06-17).

🧠 Important: MCP is not about the IDE talking to the agent; it's about the agent

getting the necessary information from the outside world to do its job effectively.

It's the agent's mechanism for "tool use" and "context acquisition."

An AI agent, especially one performing complex tasks like feature implementation

or debugging, needs a comprehensive understanding of the project beyond just

the currently open file. MCP aims to standardize this "tool-use" capability,

allowing agents to autonomously gather and utilize information from disparate

sources, such as:

File System Access: Reading specific project files (e.g., package.json , 

README.md , .env  files), directory listings, or even writing new files.

Database Interaction: Executing SQL queries to retrieve schema

information, data, or perform DDL/DML operations.

API Calls: Interacting with internal microservices, external APIs, or cloud

services to fetch data or trigger actions.

Tool Execution: Running build commands, tests, linters, or other shell

scripts to gather information or validate changes.

Figure 3: MCP enables the AI Agent to access and interact with various external

data sources.

Architectural Flow: An Agentic Feature
Implementation Scenario

An effective agentic developer workflow seamlessly combines both ACP and MCP.

Let's walk through a concrete scenario: implementing a new feature in a web

application, such as adding a user profile page, based on a natural language

prompt from the developer.

Developer Initiates Task:

The developer provides a prompt to the IDE: "Create a user profile

page that displays user details from the database and allows editing."

The IDE, using ACP, sends this high-level request to the AI agent.
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Agent Gathers Context (via MCP):

The AI agent receives the request and recognizes it needs project

context.

It uses MCP to read the project's schema.sql  (or ORM definitions) to

understand the users  table structure.

It uses MCP to read existing frontend and backend code files (e.g., 

user_api.ts , profile_component.tsx ) to understand current

architectural patterns, coding conventions, and API endpoints.

It might use MCP to query an internal API documentation service to

discover existing user data endpoints.

Agent Plans and Generates Code:

Based on the gathered context, the agent formulates a plan: define a

new API endpoint, create a new React component, update routing, and

potentially create a new database query.

The agent generates the necessary code changes.

Agent Proposes Changes (via ACP):

The agent compiles the proposed code changes (e.g., new 

profile.tsx  file, modifications to api-routes.ts , a new 

getUserProfile  function).

It sends these proposed changes back to the IDE using ACP, perhaps

as a series of diffs or new file suggestions.

Developer Reviews and Approves:

The IDE displays these changes to the developer, possibly in a rich diff

viewer.

The developer reviews the proposed code and approves it.

Agent Applies Changes (via ACP & MCP):

Upon approval, the IDE instructs the agent (via ACP) to apply the

changes.

The agent then uses ACP to apply the code modifications within the

IDE's buffers (which the IDE then saves to disk).

If the task required database schema changes or data seeding, the

agent might use MCP to execute SQL migration scripts directly against

the database.
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Figure 4: A complete agentic workflow illustrating the interplay between ACP and

MCP.

Design Choices and Tradeoffs

The existence and increasing adoption of protocols like ACP and MCP are not

accidental; they represent deliberate architectural choices to build a more open,

interoperable, and efficient ecosystem for AI agents in software development.

Why Standardization?

The primary motivation behind these protocols is to move away from proprietary,

tightly coupled integrations. Historically, integrating a new tool or AI capability

into an IDE often meant writing a custom adapter for each IDE, and each agent

would need custom logic for every data source. This approach is costly, slow, and

limits innovation. Standardization aims to break these silos.
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Benefits of Decoupling and Standardization

Interoperability: A core tenet. An ACP-compliant agent can, in theory,

work with any ACP-compliant IDE. Similarly, an agent built to use MCP can

access any MCP-enabled data source. This fosters a plug-and-play

environment.

Reduced Integration Effort: For agent developers, it means writing an

agent once and having it work across multiple IDEs. For IDE developers, it

means supporting a single protocol to gain access to a multitude of agents.

Modularity and Separation of Concerns: ACP clearly delineates the

"user interaction" layer from the agent's core logic. MCP further separates

the "context acquisition" layer. This modular architecture makes agents

easier to design, test, debug, and maintain.

Ecosystem Growth: By lowering the barrier to entry, these protocols

encourage more developers to build agents, tools, and integrations, leading

to a richer and more competitive ecosystem.

Focused Development: Teams can specialize. Some can focus on building

intelligent agents, others on robust IDEs, and others on secure context

providers, all confident that they can interoperate.

Challenges and Architectural Considerations

Protocol Complexity and Evolution: Designing a protocol powerful and

flexible enough to cover a wide range of agent capabilities and data sources

is inherently complex. It requires careful versioning, extensibility, and

community governance to evolve with rapid AI advancements.

Performance Overhead: Any communication protocol introduces some

overhead (e.g., serialization/deserialization, network latency). For real-time

IDE interactions, this latency must be minimized to maintain a fluid user

experience.

Security Implementation: While the protocols provide a framework, their

actual implementation in production is critical. Secure context access via

MCP, especially to sensitive data like production databases or internal APIs,

requires robust authentication, authorization, and auditing mechanisms at

the infrastructure level.

Adoption and Network Effects: The success of these protocols depends

heavily on widespread adoption by IDEs, agent developers, and data source

providers. Without broad support, the benefits of standardization are

diminished.
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Scalability, Resilience, and Security for Agent
Services

While ACP and MCP define communication standards, the underlying

infrastructure that hosts and runs AI agents in a production environment must

address fundamental system design challenges. If agents are running as external

services (e.g., in the cloud), these considerations become paramount.

⚡ Real-world insight: The protocols themselves don't dictate how an agent's

backend is built, but their use implies certain requirements for the services that

implement them.

Scalability

Concurrent Connections: An IDE might connect to multiple agents, and a

single agent service might serve many IDEs. The agent backend needs to

handle thousands or millions of concurrent client connections efficiently.

This often means employing load balancers, connection pooling, and

horizontally scalable compute instances.

Resource Management: AI agents, especially those using large LLMs, can

be resource-intensive (CPU, GPU, memory). The infrastructure must

dynamically allocate resources, potentially using serverless functions or

container orchestration (like Kubernetes) to scale up and down based on

demand.

Throughput and Latency: For interactive IDE experiences, low latency is

critical (e.g., <100ms for code suggestions). The agent service needs to be

geographically close to its users and optimized for fast processing. Batching

of requests or asynchronous processing might be used for less time-

sensitive tasks.

Resilience

Fault Tolerance: Agent services must be resilient to failures. This involves

deploying agents across multiple availability zones, implementing automatic

failover mechanisms, and ensuring statelessness where possible to allow

requests to be routed to any healthy instance.

Retry Mechanisms: If an agent request fails, the IDE or an intermediary

layer should implement intelligent retry logic with backoff strategies to

handle transient errors.
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Graceful Degradation: In high-load or failure scenarios, the system should

degrade gracefully, perhaps by offering simpler agent functionalities or

temporarily disabling certain features rather than outright failing.

Security

Authentication and Authorization: Both ACP and MCP interactions must

be secured. 

ACP: The IDE needs to authenticate with the agent service, and the

agent service needs to verify the IDE's (or user's) identity and

authorization to perform actions. API keys, OAuth, or mTLS could be

used.

MCP: This is particularly critical. An agent accessing a database or

internal API via MCP must have least-privilege access. This means

robust authorization checks on every data access request, ensuring

the agent can only read/write what is strictly necessary for its task and

for the specific user context.

Data Isolation: Ensure that an agent serving multiple users or projects

does not inadvertently leak data between them. This might involve multi-

tenancy patterns with strict data partitioning.

Input Validation and Sanitization: Agents process diverse inputs,

including user prompts and code. Robust validation is essential to prevent

injection attacks or malicious data from compromising the agent or

downstream systems.

Observability

Monitoring: Comprehensive monitoring of agent service health,

performance metrics (latency, error rates, resource utilization), and request

queues.

Logging and Tracing: Detailed logs of ACP and MCP interactions, including

request/response payloads (sanitized for sensitive data), execution paths,

and any errors. Distributed tracing helps understand the flow of a single

request across multiple agent components and external context providers.

Alerting: Proactive alerts for anomalies, performance degradation, or

security incidents.
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⚠️ What can go wrong: Without robust backend infrastructure, even perfectly

designed protocols like ACP and MCP can lead to slow, unreliable, or insecure

agentic workflows in production. The protocols enable the communication; the

infrastructure ensures its reliable execution.

Common Misconceptions

When discussing new protocols in a rapidly evolving field, misunderstandings are

common. Clarifying these helps solidify a correct mental model.

ACP is MCP: This is the most frequent misconception. They are distinct and

serve different purposes.

ACP: Think of it as the agent's interface to the developer's immediate

environment—its "hands and mouth" within the IDE. It's for receiving

commands, providing suggestions, and applying code changes.

MCP: This is the agent's mechanism for accessing information from

the broader project and external world—its "eyes and ears." It reads

and writes to files, databases, and APIs to gather and apply

comprehensive context. They work together, but their responsibilities

are fundamentally separate.

ACP replaces LSP (Language Server Protocol): While both standardize

communication between an IDE and an external service, their domains differ

significantly.

LSP: Focuses on language-specific features like auto-completion, go-

to-definition, and diagnostics for language servers. It understands

programming languages at a syntactic and semantic level.

ACP: Focuses on higher-level agentic actions that might span multiple

languages, files, and even external systems. It enables an agent to

perform complex, multi-step tasks. They are complementary; an agent

using ACP might still rely on an LSP server (either locally or remotely)

for basic language intelligence. This is an engineering inference based

on the distinct scopes of each protocol, as of 2026-06-17.
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Agents don't need explicit context protocols: Some might assume an

LLM agent is "smart enough" to figure out context just from a prompt. While

LLMs are powerful, they need explicit, structured, and secure access to

project context to be reliable, precise, and safe. MCP provides this

structured access, moving beyond simple prompt engineering to enable

deep, accurate, and controlled interaction with a codebase and its

associated data. Without it, agents would be prone to "hallucinations" or

unable to perform tasks requiring specific, up-to-date external information.

Summary

The Agent Client Protocol (ACP) and Model Context Protocol (MCP) represent

foundational architectural components for the next generation of developer

tooling. As of 2026-06-17:

ACP standardizes the crucial communication channel between an IDE (like

Zed) and an AI agent, enabling seamless interaction for tasks such as code

suggestions, refactoring, and command execution directly within the

development environment.

MCP provides AI agents with a standardized, secure mechanism to access

and interact with external data sources—including file systems, databases,

and APIs—critical for gathering the comprehensive context needed to

perform complex tasks.

Together, ACP and MCP facilitate robust agentic developer workflows by

clearly separating concerns: ACP handles the interactive surface with the

developer, while MCP empowers the agent with deep, actionable context

acquisition.

Adopting these standards offers significant benefits in terms of

interoperability, reduced integration effort, and modularity, while also

introducing architectural challenges related to protocol complexity,

performance, and the critical need for robust security, scalability, and

resilience in the underlying agent services.

Understanding these distinctions is vital for anyone building, integrating, or

architecting systems that leverage AI agents to augment human developers. The

future of development environments is increasingly intelligent, and these

protocols are key enablers of that future.
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CHAPTER 04

Zed Editor's ACP
Implementation: An End-to-End
Request Flow

Introduction

Integrating AI agents into development environments promises to revolutionize

how developers write, debug, and refactor code. However, achieving this vision at

scale requires a standardized communication layer. Without it, every IDE needs a

custom integration for every agent, leading to a fragmented and high-

maintenance ecosystem.

This chapter dives into the Agent Client Protocol (ACP), specifically how Zed Editor

champions and utilizes it to standardize communication between the IDE and

external AI coding agents. We will deconstruct a typical request flow, differentiate

ACP from other protocols like MCP, and explore the architectural implications for

building robust, agentic developer workflows. Understanding this protocol is

crucial for anyone looking to build or integrate AI agents into modern IDEs,

offering a blueprint for scalable AI-assisted development.

Before proceeding, a basic understanding of IDEs, AI agents, and inter-process

communication is beneficial.

The Agent Client Protocol (ACP) in Context

The Agent Client Protocol (ACP) is a foundational standard designed to enable

seamless, plug-and-play integration of AI coding agents into Integrated

Development Environments (IDEs). Launched by the Zed team, its core purpose is

to define a common language for IDE-agent interactions, much like Language

Server Protocol (LSP) standardized communication between editors and language

servers. This avoids the N-squared problem of custom integrations, where N IDEs

multiplied by N agents would require N*N unique connectors.
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Key Principles of ACP

As of 2026-06-17, the publicly available information on ACP highlights its goal of

providing a structured way for an IDE to:

Send Code Context: Share active file content, selections, project structure,

and other relevant editor state with an agent.

Request Agent Actions: Ask an agent to perform tasks like code

generation, refactoring, debugging assistance, or explanation.

Receive Agent Responses: Get structured feedback, code suggestions,

diffs, or diagnostic information back from the agent.

Maintain Session State: Potentially manage long-running agent

interactions or conversations.

The official site, agentclientprotocol.com , serves as the primary reference for

the protocol's evolving specifications, driven by community contributions (Source:

Zed's Blog, "How the Community is Driving ACP Forward," checked 2026-06-17).

While detailed technical specifications like exact JSON schemas were not directly

provided in the research snippets, the intent is clear: a well-defined message

format for request-response patterns.

ACP vs. Model Context Protocol (MCP)

It's critical to distinguish ACP from the Model Context Protocol (MCP), as they

serve complementary but distinct purposes in an agentic AI architecture.

Agent Client Protocol (ACP):

Focus: IDE-Agent communication.

Role: Defines how an IDE talks to an agent and how an agent

responds to the IDE. It's about the interaction surface for the

developer.

Example: A user selects code in Zed, invokes an "Explain Code" agent

action, and the agent sends back a textual explanation that Zed

displays.

• 

• 

• 

• 

• 

• 

• 

• 
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Model Context Protocol (MCP):

Focus: Agent-Data source communication.

Role: Provides AI agents with secure, two-way access to external data

sources (databases, file systems, APIs, documentation) via a single,

standardized operation. It's about how the agent gets information to

do its job.

Example: An AI agent, after receiving an ACP request from Zed, needs

to read files from the project's file system or query a local knowledge

base. It would use MCP to perform these data access operations.

🧠 Important: ACP is about the interface between the IDE and the agent. MCP is

about the agent's ability to access information relevant to its task. An agent might

use MCP internally to fulfill an ACP request.

End-to-End Request Flow in Zed (Plausible
Implementation)

Let's trace a plausible end-to-end request flow within Zed Editor when a

developer interacts with an external AI agent via ACP. This describes the

architectural steps, differentiating documented intent from likely engineering

implementation.

1. User Action and IDE Event

The workflow begins with a developer initiating an action within Zed.

Scenario: A developer highlights a block of code in a Rust file and triggers

an "Improve Readability" action, perhaps via a context menu or keyboard

shortcut.

IDE Event: Zed's internal event system captures this action, along with the

current editor state (selected text, active file path, language mode,

potentially project context).

2. Zed's ACP Adapter and Request Formatting

Zed, or a dedicated plugin within Zed, acts as an ACP Adapter.

Internal Processing: Zed's core logic identifies that the "Improve

Readability" action maps to an external AI agent.

• 

• 

• 

• 

• 
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ACP Request Generation (Likely Inference): The ACP Adapter

synthesizes the IDE event and context into a structured ACP request

message. This message would likely be a JSON payload, including: 

protocolVersion : To ensure compatibility.

requestId : For correlating requests and responses.

method : e.g., "agent/improveReadability" .

params : An object containing the code snippet, file path, language,

and any other relevant context.

Transport (Likely Inference): This ACP request is then sent to the

external AI agent. Given the nature of IDE extensions and external services,

common transport mechanisms could include: 

Standard I/O: For agents running as local processes.

WebSockets: For agents running as remote services or in a separate

process.

HTTP/2: For more complex remote service interactions.

3. External AI Agent Processing

The external AI agent receives and processes the ACP request.

Request Reception: The agent's ACP server (or client, depending on the

connection model) deserializes the incoming message.

Task Execution: The agent's core logic takes over. For "Improve

Readability," this might involve: 

Contextual Analysis: Using the provided code and potentially other

project context (possibly fetched via MCP if configured) to understand

the code's intent.

LLM Interaction: Sending the code and task to a Large Language

Model (LLM) for suggestions.

Validation: Post-processing the LLM's output to ensure it's

syntactically correct and semantically plausible.

Response Generation: The agent then formats its findings into an ACP

response. This could be a diff, a new code block, or even a structured set of

suggestions.

• 

• 

• 

• 
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4. Agent Response and IDE Integration

The agent sends its response back to Zed.

ACP Response Transmission: The agent sends the ACP response

message back over the established transport channel.

Zed's ACP Adapter: Zed's ACP Adapter receives and deserializes the

response, correlating it with the original requestId .

IDE Update: Zed's UI/editor logic then integrates the agent's suggestions.

For "Improve Readability," this might mean: 

Displaying a suggested diff for the user to accept or reject.

Applying the changes directly to the buffer, with an undo option.

Opening a new scratchpad with the improved code.

Here's a simplified flow diagram illustrating this interaction:

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Zed Editor's ACP Implementation: An End-to-End Request Flow 41



Architectural Tradeoffs and Design Choices

The adoption of ACP, especially by an IDE like Zed, reflects several deliberate

architectural choices and aims to solve common challenges in integrating AI.

Standardization Benefits

Reduced Integration Overhead: The primary benefit. Developers building

agents no longer need to write N different integrations for N different IDEs.

They write one ACP-compliant agent. Conversely, IDEs only need to

implement ACP once to support a multitude of agents. This is a classic "API

economy" benefit.

Interoperability: Agents become portable across any ACP-compliant IDE.

This fosters a richer ecosystem of specialized agents.

Innovation Acceleration: With a standardized interface, agent developers

can focus purely on agent intelligence rather than integration mechanics.

Decoupling and Modularity

Separation of Concerns: ACP strictly defines the boundary between the

IDE's UI/editing capabilities and the agent's AI logic. This allows both

components to evolve independently.

Scalability (Agent Side): External agents can be deployed and scaled

independently of the IDE. An agent could be a lightweight local process or a

sophisticated cloud-based service, potentially leveraging powerful GPUs or

large model inference infrastructure. The protocol doesn't dictate the

agent's internal architecture.

Resilience: If an agent crashes or becomes unresponsive, the IDE can

gracefully handle the failure (e.g., display an error, retry) without crashing

itself, as the communication is decoupled.

Performance and Latency Considerations

While standardization brings many benefits, it also introduces certain

performance tradeoffs.

Serialization/Deserialization Overhead: Converting data to/from JSON

(or another structured format) and transmitting it across process boundaries

or networks adds latency. This overhead is generally acceptable for user-

initiated actions but can become a factor for very frequent, low-latency

operations.

• 
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Network Latency: If agents run as remote services, network round-trip

times become a significant factor. For time-sensitive tasks like real-time

code suggestions, this latency needs to be carefully managed.

Agent Processing Time: The agent's internal processing, especially

involving LLM inference, can be the dominant factor in overall latency. ACP

doesn't solve this; it merely provides the conduit.

⚠️ What can go wrong: High latency due to network hops or slow agent

processing can degrade the user experience, making the AI assistance feel

sluggish or interruptive. Designing agents for efficient processing and careful

selection of deployment models (local vs. remote) are crucial.

Common Misconceptions

When discussing protocols like ACP, certain misunderstandings frequently arise.

1. ACP as an Agent Itself

Misconception: ACP is a specific AI agent or a product. Clarification: ACP is a 

protocol—a set of rules and message formats for communication. It's an API

specification, not an implementation. Zed Editor uses ACP to talk to agents, but

ACP itself is not an agent.

2. ACP as a Data Access Layer

Misconception: ACP provides agents direct access to file systems, databases, or

external APIs. Clarification: This is the role of protocols like MCP. ACP focuses on

the IDE-agent interaction. While an IDE might send file content via ACP, the agent

would use a separate mechanism (like MCP or its own internal integrations) to

browse a project's full file system or interact with external services. Conflating

these roles leads to insecure or inefficient architectures.

3. ACP for Internal-Only Use

Misconception: ACP is exclusively for agents developed by the Zed team. 

Clarification: The entire premise of ACP is to be an open standard driven by the

community (Source: Zed's Blog, 2026-06-17). Its goal is to allow any developer to

build an ACP-compliant agent that can integrate with any ACP-compliant IDE. This

open approach is key to fostering a diverse ecosystem of AI tools for developers.

• 

• 
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Enabling Agentic Developer Workflows

ACP is a critical enabler for the broader trend of agentic developer workflows. This

architectural discipline involves leveraging LLMs and specialized software agents

to automate and assist in dynamic, multi-domain problems within the

development lifecycle (Source: AWS Docs, "Agentic AI patterns and workflows on

AWS," checked 2026-06-17).

By standardizing the IDE-agent communication, ACP facilitates several aspects of

these workflows:

Orchestration: It allows IDEs to become central orchestration hubs,

dispatching tasks to various specialized agents (e.g., one agent for code

generation, another for testing, another for documentation).

Context Management: It provides a clear channel for the IDE to supply

essential context to agents, ensuring they operate with the most up-to-date

information from the developer's workspace.

Feedback Loop: It defines how agents can feed back their results,

suggestions, or actions into the IDE, completing the loop and empowering

developers to act on AI insights directly.

In a production environment, this means that organizations can build or integrate

custom AI agents tailored to their specific codebase, coding standards, or domain

knowledge, and seamlessly deploy them within their developers' Zed (or other

ACP-compliant) IDEs. This reduces friction and accelerates the adoption of AI-

powered development tools, moving beyond simple autocomplete to more

complex, multi-step agentic assistance.

• 

• 

• 
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Summary

ACP's Purpose: The Agent Client Protocol (ACP) standardizes

communication between IDEs and external AI coding agents, aiming for

plug-and-play integration.

Key Distinction: ACP focuses on IDE-agent interaction, while MCP (Model

Context Protocol) provides agents with access to external data sources.

They are complementary.

Request Flow: In Zed, a user action triggers an IDE event, which Zed's ACP

Adapter converts into a structured ACP request and sends to an external

agent. The agent processes it and returns an ACP response for Zed to

integrate.

Architectural Benefits: ACP promotes standardization, interoperability,

decoupling, and modularity, fostering a rich ecosystem of agents and

resilient architectures.

Tradeoffs: While beneficial, it introduces serialization/deserialization and

potential network latency overhead, which must be considered for

performance-critical applications.

Enabler for Agentic Workflows: ACP is crucial for building scalable

agentic developer workflows by providing a common language for IDEs to

orchestrate and interact with specialized AI agents.
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This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.
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CHAPTER 05

Building and Integrating ACP-
Compliant Agents: Architectural
Patterns

Introduction

The integration of AI agents into Integrated Development Environments (IDEs) is

rapidly transforming how developers write, debug, and maintain code. This shift,

often termed "agentic developer workflows," promises to offload repetitive tasks,

provide intelligent assistance, and even automate complex refactoring. However,

the proliferation of diverse agents and IDEs creates a compatibility challenge:

how can any agent seamlessly integrate into any IDE without requiring bespoke,

N*M integrations?

This chapter dives into the Agent Client Protocol (ACP), an initiative launched by

the Zed editor team to standardize this crucial communication layer. We will

explore ACP's architecture, its specific role in enabling flexible agentic workflows,

and how it differentiates itself from other protocols like the Model Context Protocol

(MCP). Understanding ACP is vital for architects and developers aiming to build

the next generation of intelligent development tools or integrate AI capabilities

into existing ones.

To get the most out of this chapter, you should have a basic understanding of

what AI agents and Large Language Models (LLMs) are, and a general familiarity

with IDE functionalities and inter-process communication concepts.

ACP: Standardizing IDE-Agent Communication

The Agent Client Protocol (ACP) addresses a fundamental problem in the

burgeoning field of AI-assisted development: interoperability. Without a standard,

every IDE integrating an AI agent would require a custom adapter, and every

agent would need to implement multiple client-specific interfaces. ACP aims to

eliminate this friction by providing a universal language for IDEs and coding

agents to communicate.
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System Overview: The ACP Ecosystem

ACP's primary goal is to define a standardized interface for an IDE to interact with

an external AI coding agent. This includes requests from the IDE to the agent

(e.g., "analyze this code selection," "suggest a refactoring") and responses or

notifications from the agent back to the IDE (e.g., "here are suggestions," "apply

this edit").

📌 Key Idea: ACP focuses exclusively on the IDE-agent communication channel,

enabling the IDE to act as a client to various agent services. It defines the how of

interaction, not the what of the agent's internal logic.

As of 2026-06-17, the official site agentclientprotocol.com  (referenced by

Zed's blog) outlines this vision. The protocol is designed to be:

Language-Agnostic: The protocol itself is not tied to a specific

programming language, allowing agents to be written in Rust, Python,

TypeScript, Go, etc.

Transport-Agnostic (within reason): While typically implemented over

network transports like WebSockets or TCP, the core protocol defines

messages, not the exact wire format. This allows flexibility in deployment.

Extensible: Designed to evolve with new agent capabilities and IDE

features, ensuring it can accommodate future innovations in AI-assisted

development.

How Zed Editor Leverages ACP

Zed, the editor that initiated ACP, acts as a primary client for ACP-compliant

agents. This means that if an agent implements the ACP specification, Zed can

integrate it without requiring any custom code for that specific agent. This greatly

simplifies the development and deployment of new AI features within the editor.

⚡ Real-world insight: This pattern mirrors the success of protocols like

Language Server Protocol (LSP) which standardized IDE-language server

communication, leading to a rich ecosystem of language support across many

editors. ACP aims for a similar impact for AI agents, fostering a modular and

interoperable developer toolchain.

Request Flow: IDE to ACP Agent Interaction

At its core, the interaction involves the IDE sending requests to an agent and

receiving responses. This can range from simple queries to complex multi-step

operations.

• 

• 

• 

AI VOID [https://aivoid.dev]

Building and Integrating ACP-Compliant Agents: Architectural Patterns 48



IDE initiates (User Action): The user triggers an action in the IDE (e.g.,

selecting code and invoking "Explain Code," or typing to get code

completion suggestions).

ACP Request (IDE to Agent): The IDE translates this user action and

relevant context (e.g., selected text, file path, cursor position) into an ACP-

defined message and sends it to the ACP-compliant agent.

Agent Processes (Agent Logic): The ACP-compliant agent receives the

request, processes it (which might involve calling an LLM, accessing a

knowledge base, or running internal logic), and formulates a response.

ACP Response (Agent to IDE): The agent sends an ACP-defined response

back to the IDE. This response could be a list of code suggestions, a diff to

apply to a file, a diagnostic message, or an error.

IDE Acts (User Feedback): The IDE receives the response and presents it

to the user (e.g., showing suggestions in a pop-up, applying changes to the

editor buffer) or handles any errors.

ACP vs. MCP: Understanding Distinct Roles

A common point of confusion arises when comparing ACP with the Model Context

Protocol (MCP). While both are crucial for agentic workflows, they serve

fundamentally different purposes in the overall system architecture.

Agent Client Protocol (ACP)

Focus: IDE-Agent interaction. ACP defines the communication between

the IDE and the agent. It specifies how an IDE can invoke agent capabilities,

display agent output, and apply agent-suggested changes. It handles

messages related to the user interface and direct editor manipulation.

Role in Workflow: The user-facing interaction layer. It's about the agent's

presence within the development environment and how it influences the

user's direct coding experience.

Example: When Zed sends a request to an ACP agent for code suggestions

based on the currently open file, and the agent responds with a list of 

textDocument/completion  items for the IDE to render.

1. 

2. 

3. 

4. 

5. 
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Model Context Protocol (MCP)

Focus: Agent-Data interaction. MCP defines how an AI agent securely

and efficiently accesses external data sources, APIs, databases, or file

systems to gather context for its operations. It provides a "universal

adapter" for agents to retrieve information from various external systems.

Role in Workflow: The agent's backend data access layer. It's about

providing the agent with the necessary information to perform its task,

independent of the IDE's interaction.

Example: An ACP agent, upon receiving a refactoring request from Zed,

might internally use MCP to query the project's documentation, database

schema, or internal APIs to understand the broader context of the codebase

before generating and suggesting changes.

The Synergistic Relationship

ACP and MCP are complementary, not competing, protocols. An ACP-compliant

agent will often internally use MCP (or similar context-gathering mechanisms) to

acquire the necessary information to fulfill requests originating from the IDE.

• 

• 

• 
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This inferred flow (as of 2026-06-17) illustrates a common agentic workflow:

A developer interacts with their IDE, triggering an action.

The IDE sends an ACP request to an ACP-compliant agent.

The agent's internal logic processes this request.

If more information is needed, the agent uses MCP to access an external

context source (e.g., codebase, documentation, APIs).

The context source provides the requested data to the agent via MCP.

The agent then leverages an LLM Provider with the combined context.

The LLM returns its output.

The agent's logic formats this into an ACP-compliant response.

1. 

2. 

3. 

4. 
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The agent sends the ACP response back to the IDE, which then presents it to

the developer.

🧠 Important: ACP defines the communication channel between the IDE and the

agent. MCP defines the data access layer for the agent to gather information.

Confusing their roles can lead to inefficient or overly complex system designs.

Agent Architecture and Implementation Patterns

Developing an ACP-compliant agent involves implementing the protocol

specification on the agent side and configuring the IDE to connect to it.

Implementing the ACP Specification

An ACP agent acts as a server that listens for requests from the IDE client. While

specific technical details of ACP's wire format and full API are best referenced

from agentclientprotocol.com , it's highly plausible that it adopts patterns from

existing successful protocols like Language Server Protocol (LSP). This would

mean:

Message Formats: Messages are likely structured using JSON-RPC, a

common protocol for inter-process communication, enabling rich, typed data

exchange.

Methods: A defined set of operations the IDE can request from the agent

(e.g., textDocument/didOpen , textDocument/completion , workspace/

applyEdit ). These methods correspond to typical IDE functionalities.

Notifications: Asynchronous messages the agent can send to the IDE

without an explicit request (e.g., window/logMessage  for logging, 

progress/report  for long-running tasks).

Capabilities: A mechanism for the agent to declare what features it

supports upon connection, allowing the IDE to adapt its UI and requests

accordingly.

Transports: Communication over standard I/O (stdin/stdout), TCP sockets,

or WebSockets are common choices for such protocols, offering flexibility in

deployment.

9. 
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Architectural Patterns for ACP Agents

An ACP agent can range from a simple script to a complex microservice,

depending on its capabilities and performance requirements.

Local Agent (Simple Deployment):

Description: The agent runs as a local process on the developer's

machine, often spawned by the IDE itself. Communication typically

occurs via standard I/O pipes or local sockets.

Pros: Minimal network latency, direct access to local file system,

simpler deployment for basic agents.

Cons: Limited scalability (tied to local machine resources), unable to

leverage powerful cloud-based LLMs without external network calls,

security concerns if local code execution is broad.

Use Case: Small, specific code analysis tools, simple linting, or agents

that don't require heavy computation or extensive external data.

Remote Agent (Cloud-Backed Service):

Description: The agent logic runs as a service in the cloud (e.g., AWS,

GCP, Azure), accessible by the IDE over a network connection (e.g.,

WebSockets, gRPC). This agent can then leverage cloud resources,

powerful LLM APIs, and external data sources (potentially via MCP).

Pros: High scalability and availability, access to powerful and

expensive LLMs, centralized management and updates, enhanced

security controls on the backend.

Cons: Increased network latency, requires robust network

communication, authentication, and authorization mechanisms, higher

operational costs for cloud infrastructure.

Use Case: Agents requiring large LLMs, extensive context processing,

collaboration features, or those integrated with enterprise data

systems.

1. 
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Hybrid Agent (Local Proxy to Remote Service):

Description: A lightweight local process acts as a proxy or client to a

remote cloud service. It handles basic local interactions (e.g., file

change notifications, small queries) and forwards complex,

computationally intensive requests to the cloud.

Pros: Balances performance (local responsiveness for basic tasks) and

capability (access to cloud resources for heavy lifting), potential for

offline functionality for core tasks.

Cons: Increased architectural complexity (managing both local and

remote components, synchronization), requires careful design to

define local vs. remote responsibilities.

Use Case: Agents offering real-time code completion locally but

offloading complex refactoring or deep code analysis to a powerful

cloud backend.

Internal Architecture of a Cloud-Backed ACP Agent

Let's infer the likely internal architecture for a more robust, cloud-backed ACP

agent providing intelligent code suggestions and refactoring.

3. 

• 

• 
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IDE Request (ACP): The IDE sends an ACP request (e.g., textDocument/

completion ) to the publicly exposed endpoint of the agent, which is

typically fronted by a Load Balancer .

Load Balancer: Distributes incoming ACP requests to available instances of

the ACP Agent Service . This ensures high availability and horizontal

scaling.

ACP Agent Service: This component handles the ACP protocol specifics

(parsing requests, formatting responses). It translates ACP messages into

internal commands and forwards them to the Agent Logic Workers .

1. 

2. 

3. 
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Agent Logic Workers: These are the core intelligence units. 

They might first check a Cache Service  for previous results or

frequently accessed data to reduce latency and LLM costs.

For new or complex requests, they formulate prompts and interact

with an LLM Provider  (e.g., OpenAI, Anthropic, a self-hosted model).

They use MCP Query  to retrieve relevant project context (codebase,

documentation, API schemas) from a Context Store  (which could be

a database, file storage, or specialized knowledge base).

They process the LLM response, perform any post-processing, and

format it back into an ACP-compliant structure.

LLM Provider: External or internal service providing access to Large

Language Models.

Context Store: Stores and serves project-specific data, potentially indexed

for efficient retrieval via MCP.

Cache Service: A distributed cache (e.g., Redis, Memcached) to store LLM

responses, context data, or intermediate results to reduce redundant

computation and improve response times.

ACP Response: The formatted response is sent back through the ACP

Agent Service  and Load Balancer  to the IDE.

This inferred architecture (as of 2026-06-17) demonstrates how an ACP agent

integrates various components to deliver its functionality, with ACP defining only

the interaction between the IDE and the initial agent entry point.

Design Decisions and Tradeoffs

The design and adoption of a protocol like ACP come with inherent tradeoffs and

strategic design choices that impact its benefits, costs, and operational

characteristics.

4. 
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Benefits and Design Choices

Interoperability and Ecosystem Growth:

Design Choice: Open standard, language-agnostic, transport-

agnostic message definition.

Benefit: Any IDE supporting ACP can use any ACP-compliant agent,

fostering a diverse ecosystem of tools. This lowers the barrier to entry

for agent developers and increases choice for users, leading to more

innovation.

Reduced Integration Overhead:

Design Choice: Single, well-defined protocol for IDE-agent

communication.

Benefit: IDE developers no longer need to write custom integration

code for every new agent. Agent developers only need to implement

one protocol, significantly reducing development and maintenance

effort.

Clear Separation of Concerns:

Design Choice: ACP strictly defines the interface between IDE (UI/UX)

and agent (AI intelligence).

Benefit: This modularity simplifies development, testing, and

maintenance. IDEs can focus on user experience, while agents can

focus on AI logic and performance, allowing independent evolution.

Future-Proofing and Extensibility:

Design Choice: Protocol designed with extensibility in mind (e.g.,

new methods, capabilities negotiation).

Benefit: Can adapt to new agent capabilities (e.g., debugging agents,

testing agents, multi-modal agents) without requiring a complete

rewrite or breaking existing integrations.

Costs and Operational Complexity

Protocol Evolution and Maintenance:

Cost: Maintaining an open standard requires significant community

effort, robust governance, clear versioning, and backward

compatibility considerations. Changes can impact both IDEs and

agents, requiring coordinated updates.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Building and Integrating ACP-Compliant Agents: Architectural Patterns 57



Agent Complexity (Internal):

Cost: While simplifying IDE integration, agents themselves still need

to manage complex logic, LLM interactions, context gathering

(potentially via MCP), prompt engineering, and performance

optimization. ACP only abstracts the IDE interaction, not the AI

backend.

Performance Overhead:

Cost: Network communication between IDE and remote agents

inherently adds latency compared to tightly coupled, in-process

integrations. This must be carefully managed, especially for real-time

features like code completion, where every millisecond counts.

Caching and efficient data transfer are critical.

Security Implications:

Cost: Remote agents introduce network security considerations

(authentication, authorization, data privacy, secure transport) that

need robust implementation. Protecting sensitive code context and

user data becomes paramount. Local agents, while simpler, still

require sandboxing for untrusted code.

Scalability and Operational Challenges

Deploying and operating ACP-compliant agents, especially in a cloud-backed

architecture, introduces specific scalability requirements and potential failure

modes.

Scalability Considerations for ACP Agents

Horizontal Scaling of Agent Logic: As demand increases, the Agent

Logic Workers  must be able to scale horizontally. This implies stateless

worker design or efficient session management.

LLM Provider Capacity: The LLM provider (e.g., OpenAI API) can become a

bottleneck. Strategies include rate limit management, using multiple LLM

providers, or implementing fallback mechanisms. For self-hosted LLMs,

scaling GPU resources is critical.

Context Store Performance: The Context Store  (e.g., vector database,

code repository) must be highly performant for concurrent reads and writes,

especially with complex MCP queries. Caching context data is essential.
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Caching Strategy: Effective caching of LLM responses and context data is

crucial to reduce latency, LLM API costs, and load on backend services.

Cache invalidation strategies become important.

Network Infrastructure: The Load Balancer  and network connectivity

must handle high throughput and low latency for IDE-agent communication.

WebSockets are often preferred for their persistent, low-latency nature.

Operational Challenges and Failure Modes

Latency Spikes: Network issues, overloaded LLM providers, or inefficient

agent logic can cause significant latency, making the IDE feel sluggish. This

directly impacts developer productivity. 

Mitigation: Monitoring, distributed tracing, circuit breakers for LLM

calls, robust caching, and performance testing.

Agent Unresponsiveness: An agent crashing or becoming unresponsive

can lead to a broken IDE experience. 

Mitigation: Health checks, automatic restarts, graceful degradation in

the IDE (e.g., falling back to local features), robust error handling.

Protocol Mismatches: Versioning differences between the IDE's ACP client

and the agent's ACP server can lead to communication failures. 

Mitigation: Strict versioning, capability negotiation, clear upgrade

paths, and rigorous compatibility testing.

Data Security and Privacy: Transmitting code context to remote agents

(and potentially LLM providers) raises significant security and privacy

concerns, especially for proprietary code. 

Mitigation: End-to-end encryption, strict access controls, data

anonymization where possible, compliance with data residency

regulations, and clear data retention policies.

Cost Management: Running powerful LLMs and cloud infrastructure for

agents can be expensive. 

Mitigation: Cost monitoring, efficient caching, judicious use of LLM

calls, and optimizing infrastructure provisioning.
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Observability: Understanding the behavior of agents, their performance,

and internal errors is critical for debugging and improvement. 

Mitigation: Comprehensive logging, metrics (latency, error rates, LLM

token usage), and distributed tracing across the IDE, agent, and LLM

provider.

⚠️ What can go wrong: A remote ACP agent that frequently experiences high

latency or unresponsiveness will quickly erode developer trust, making the AI

assistance more of a hindrance than a help. Operational excellence is key for

agent adoption.

Common Misconceptions

It's easy to misunderstand the scope and function of ACP, particularly in the

rapidly evolving AI landscape. Clarifying these points is crucial for effective

system design.

ACP is an AI Agent: ACP is not an agent itself; it is the communication

protocol that enables an IDE to interact with an AI agent. An agent is the

software component that implements the protocol and provides the

intelligence. This distinction is fundamental.

ACP replaces Model Context Protocol (MCP): This is a critical

distinction. ACP handles the IDE-agent interaction (e.g., getting code,

applying edits). MCP (or similar mechanisms) handles the agent's access

to external data sources (e.g., project files, databases, APIs). They are

complementary protocols, solving different parts of the overall agentic

workflow puzzle. An agent typically uses ACP to talk to the IDE and MCP to

talk to data.

ACP provides LLM Orchestration: ACP's scope is strictly IDE-agent

communication. It does not dictate how an agent orchestrates calls to LLMs,

manages prompts, handles tool use, or performs complex reasoning chains.

Those are internal implementation details of the agent itself. An ACP agent

might use frameworks like LangChain or Semantic Kernel for its internal

orchestration, but ACP itself is unaware of these mechanisms.

ACP is only for Zed Editor: While initiated by Zed, ACP is designed as an

open standard for any IDE and any agent. Its value lies in broad adoption

across the developer tools ecosystem, promoting interoperability beyond a

single editor.
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Summary

The Agent Client Protocol (ACP) stands as a pivotal development in the journey

towards ubiquitous AI-assisted developer workflows.

Standardized Communication: ACP provides a universal language for

IDEs and AI coding agents to interact, dramatically reducing integration

complexity and fostering a vibrant ecosystem.

Clear Boundaries: It specifically addresses the IDE-agent communication

layer, defining how an IDE requests services and how agents respond,

promoting modular and maintainable architectures.

Complementary to MCP: ACP works in concert with protocols like MCP,

which focuses on providing agents with secure and efficient access to

external data and context. An ACP agent will often leverage MCP internally

to gather the information needed to fulfill IDE requests.

Enabling Agentic Workflows: By standardizing the interface, ACP fosters

an open ecosystem where diverse agents can seamlessly plug into various

IDEs, accelerating innovation in developer tooling.

Architectural Flexibility: Agents can be deployed as local processes,

remote cloud services, or hybrid configurations, allowing for scalability,

access to powerful cloud-based LLMs, and optimized performance.

Operational Considerations: Implementing and scaling ACP agents

requires careful attention to latency, security, cost management, and robust

observability to ensure a reliable and productive developer experience.

As agentic developer workflows mature, protocols like ACP will be foundational,

allowing developers to choose their preferred IDE and integrate the best-of-breed

AI agents without compatibility headaches. The future of software development

increasingly relies on these standardized interfaces to unlock the full potential of

AI.
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CHAPTER 06

Operationalizing Agentic
Workflows: Scaling, Resilience,
and Observability

Introduction

Moving AI agents from a local proof-of-concept to a robust, production-grade

system within developer environments presents significant operational

challenges. While the Agent Client Protocol (ACP) and Model Context Protocol

(MCP) standardize communication, they don't inherently solve the complexities of

running distributed, intelligent systems at scale.

This chapter shifts our focus from what ACP and MCP are to how to operationalize

agentic developer workflows reliably. We will dissect the architectural

considerations for scaling agent services, ensuring their resilience against

failures, and establishing comprehensive observability. Understanding these

operational aspects is crucial for any engineer aiming to integrate AI agents

effectively into real-world development environments.

To get the most out of this chapter, you should have a solid grasp of ACP's role in

IDE-agent communication and MCP's function in providing agents with data

context, as covered in previous discussions.

System Overview: Agentic Workflows in Production

Agentic developer workflows involve a dynamic ecosystem of interacting

components. At its core, an Integrated Development Environment (IDE) serves as

the user's interface, initiating requests to specialized AI agents. These agents, in

turn, leverage Large Language Models (LLMs) and access diverse external data

sources to fulfill complex tasks.

The distributed nature of this ecosystem is a primary driver for operational

complexity. A typical interaction might span:

The IDE: The client application (e.g., Zed Editor) where the developer

works.

Agent Service: A backend service or cluster hosting one or more AI agents.

These agents interpret IDE requests and coordinate tasks.
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Large Language Models (LLMs): Often external, cloud-hosted services

that provide the core generative and reasoning capabilities.

Context Sources: Databases, file systems, internal documentation, APIs, or

knowledge bases that agents query for relevant information, frequently via

the Model Context Protocol (MCP).

This architecture distributes intelligence and processing, enabling powerful

capabilities but also introducing challenges related to network latency,

concurrency, state management, and failure propagation.

Figure 6.1: High-Level Agentic Workflow System Components

Request Flow: An Operational Example

To illustrate the operational flow, let's trace a concrete scenario: a developer in

Zed Editor asks to "refactor this function to improve readability."

Initiation (IDE via ACP):

The developer triggers the refactoring command in Zed Editor.

Zed serializes the request, including the code snippet and user intent,

into an ACP message (e.g., refactor.request ).

This message is sent over a persistent connection (likely WebSocket)

to the Agent Service.

Operational Point: The IDE logs the request initiation, marking the start

of a distributed trace with a unique correlation ID.

3. 
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Agent Service Ingress and Routing:

A Load Balancer (e.g., Nginx, AWS ALB) receives the ACP request

from the IDE.

It routes the request to an available Agent Instance  within the 

Agent Service Cluster . This ensures even distribution of workload

and allows for horizontal scaling.

Operational Point: The load balancer logs the incoming request and

the chosen backend agent, propagating the correlation ID.

Agent Processing and Context Retrieval (via MCP):

The designated Agent Instance  receives the ACP request.

It determines that additional context is needed. For example, it might

need to consult project-specific coding standards or related function

definitions.

The agent makes a request using MCP to a Context Source  (e.g., an

internal knowledge base or a project's codebase API).

The Context Source  responds with the relevant data.

Operational Point: The agent logs its processing steps, including the

MCP call's latency and success/failure. The MCP interaction itself is

also logged and potentially traced.

LLM Interaction:

The agent constructs a prompt for the External LLM Service ,

incorporating the original code, user intent, and retrieved context.

It sends this prompt to the LLM API.

The LLM processes the prompt and returns a refactored code

suggestion.

Operational Point: The agent logs the LLM API call details, including

request/response size, latency, and any errors.
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Agent Refinement and Response (via ACP):

The agent receives the LLM's raw output. It may perform post-

processing, such as static analysis checks or formatting, to ensure the

suggestion is valid and adheres to project standards.

The refined suggestion is then packaged into an ACP response

message (e.g., refactor.response ).

This response is sent back to the IDE via the established persistent

connection.

Operational Point: The agent logs the completion of its task and the

sending of the ACP response.

IDE Presentation:

The Zed IDE receives the ACP response.

It presents the refactored code suggestion to the developer, often with

an option to apply or discard the changes.

Operational Point: The IDE logs the receipt of the response and the

completion of the user-initiated action.

Throughout this entire flow, a distributed tracing system correlates all these log

entries and performance metrics using the initial correlation ID, providing an end-

to-end view of the request's journey.

5. 

• 

• 

• 

• 

6. 

• 

• 

• 

AI VOID [https://aivoid.dev]

Operationalizing Agentic Workflows: Scaling, Resilience, and Observability 66



Scaling Agent Services with ACP

Scaling agent services means being able to handle a growing number of

developers, each potentially interacting with multiple agents concurrently,

without degradation in performance. ACP standardizes the IDE-agent

communication, but the underlying infrastructure needs to support high

throughput and low latency.

Agent Orchestration and Deployment:

Containerization: Packaging agents into Docker containers is a

standard practice. This ensures consistent environments across

development, testing, and production.

Kubernetes (or similar orchestration): For dynamic scaling,

Kubernetes is a common choice. It allows for: 

Horizontal Pod Autoscaling (HPA): Automatically adjusts the

number of agent instances (pods) based on metrics like CPU

utilization or custom request queues.

Self-healing: Automatically restarts failed agent instances.

Rolling Updates: Deploying new agent versions with minimal

downtime.

Why it matters: Without orchestration, manual management of agent

instances becomes untenable as demand grows.

Load Balancing and Connection Management:

Edge Load Balancers: These sit at the entry point of your agent

service cluster, distributing incoming ACP requests (which often use

persistent connections like WebSockets) across available agent

instances.

Session Affinity: For stateful agents, the load balancer might need to

maintain "sticky sessions," ensuring requests from a specific IDE are

always routed to the same agent instance. For stateless agents, this is

less critical.

Why it matters: Efficient load balancing prevents any single agent

instance from becoming a bottleneck and ensures high availability.
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Stateless vs. Stateful Agents:

Stateless Agents: Each request can be handled by any available

agent instance. This greatly simplifies scaling, as instances can be

added or removed without concern for lost session data.

Stateful Agents: If an agent needs to maintain conversational

context or ongoing task progress, this state must be externalized. 

Distributed Caches (e.g., Redis): For short-lived session data.

Databases (e.g., PostgreSQL, DynamoDB): For long-term or

critical state.

Why it matters: Deciding on statefulness impacts architectural

complexity, data consistency, and recovery strategies. Prefer stateless

design where possible.

Resource Management:

Agents, especially those interacting with LLMs, can be CPU and

memory intensive. Proper resource allocation (CPU/memory requests

and limits in Kubernetes) prevents resource contention and ensures

stable performance.

Why it matters: Under-provisioned agents lead to high latency and

failures; over-provisioning wastes cloud resources.

Figure 6.2: Scalable Agent Service Architecture with Kubernetes
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Ensuring Resilience and Mitigating Failures

Failures are an inherent part of distributed systems. Building resilient agentic

workflows means designing for failure at every layer to maintain service

availability and data integrity.

Agent Failure Handling:

Retries with Backoff: For transient errors (e.g., network glitches,

temporary service unavailability), agents should implement retry logic.

Exponential backoff prevents overwhelming a recovering service.

Circuit Breakers: To prevent cascading failures, a circuit breaker

pattern (e.g., implemented via libraries like Hystrix or resilience4j) can

temporarily stop sending requests to a failing external service (LLM,

context source, or even another agent). This gives the failing service

time to recover and prevents the agent from becoming unresponsive.

Graceful Degradation: If an agent service or a critical dependency

(like an LLM) is unavailable, the IDE should ideally degrade gracefully.

Instead of crashing, it might disable AI features, offer a simpler

fallback, or inform the user about the temporary unavailability.

Why it matters: These patterns prevent minor issues from escalating

into widespread outages, improving the overall user experience.

IDE Disconnection and Session Recovery:

ACP connections are often persistent. If a developer's IDE loses

connection (e.g., network interruption), the system should be designed

for recovery.

Automatic Reconnection: The IDE client should automatically

attempt to re-establish the ACP connection.

Session Persistence: If an agent maintains state for a user, this

state must be stored externally (as discussed in scaling) to be

recoverable across reconnections or if the specific agent instance

handling the request restarts.

Why it matters: Seamless reconnection minimizes disruption to the

developer's workflow.
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External Service Dependency Management (LLMs, Databases):

Timeouts: Configure strict timeouts for all external API calls (LLMs,

MCP-accessed services) to prevent agents from hanging indefinitely.

Rate Limiting: Implement client-side rate limiting when calling

external LLMs or APIs to avoid exceeding quotas and incurring

throttling errors.

Caching: Cache frequent or critical data accessed via MCP to reduce

reliance on external services, improve performance, and provide a

fallback if the external source is temporarily unavailable.

Why it matters: External dependencies are common points of failure;

managing them proactively is key to system stability.

Observability: Seeing Inside the Black Box

You cannot improve or debug what you cannot see. Observability is paramount in

complex, distributed agentic systems, allowing engineers to understand the

internal state by examining external outputs.

Logging:

Structured Logging: Use JSON or other structured formats (e.g., 

{"timestamp": "...", "level": "INFO", "message": "Agent

received request", "request_id": "...", "agent_id": "..."} )

for all components (IDE, agent, load balancer, context sources). This

makes logs easily parsable, filterable, and analyzable by log

aggregation systems (e.g., Elasticsearch, Splunk, Loki).

Contextual Information: Every log entry should include relevant

context: user_id , request_id , agent_id , session_id , trace_id .

This allows for easy correlation of events across services.

Appropriate Granularity: Log at different levels (DEBUG, INFO,

WARN, ERROR) to control verbosity.

Why it matters: Detailed, searchable logs are the first line of defense

for debugging issues and understanding system behavior.
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Metrics:

Latency: Measure the time taken for key operations: ACP request-

response cycles, agent processing time, LLM API call duration, MCP

data retrieval latency.

Error Rates: Track the percentage of failed ACP requests, LLM calls, or

MCP queries.

Throughput: Monitor the number of requests processed per second

by agent instances and the total system.

Resource Utilization: Track CPU, memory, and network usage of

agent instances and supporting infrastructure.

Business Metrics: For example, "number of successful code

suggestions applied," "refactorings initiated," or "average time to first

suggestion."

Why it matters: Metrics provide quantitative insights into system

health and performance trends, enabling proactive alerting and

capacity planning.

Distributed Tracing:

End-to-End Visibility: Implement distributed tracing (e.g.,

OpenTelemetry, Jaeger, Zipkin) to visualize the entire lifecycle of a

single request as it flows through the IDE, load balancer, agent, LLM,

and context sources. Each operation becomes a "span," linked by a 

trace_id .

Correlation IDs: Ensure that a unique trace_id  is generated at the

request's origin (e.g., the IDE) and propagated through every

subsequent service call. This is critical for connecting logs and metrics

across the distributed architecture.

Why it matters: Tracing is invaluable for diagnosing performance

bottlenecks, identifying which service is failing, and understanding

complex interactions in a distributed system.
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Design Decisions and Tradeoffs

Operationalizing agentic workflows involves making deliberate design choices,

each with inherent tradeoffs:

Standardization (ACP/MCP) vs. Customization:

Benefit: Adopting protocols like ACP and MCP significantly reduces

integration effort, fosters interoperability, and enables a wider

ecosystem of agents and IDEs. It promotes modularity.

Cost: Strict adherence to a standard might limit highly specialized,

proprietary agent behaviors that could offer marginal, unique

advantages but require custom, non-standard communication. This is

a classic "buy vs. build" decision applied to protocols.

Centralized vs. Decentralized Agent Deployment:

Centralized (e.g., a single Kubernetes cluster for all agents): 

Benefit: Easier to manage, monitor, apply consistent security

policies, and optimize resource utilization across the entire

organization.

Cost: Potential for higher latency if developers are geographically

dispersed. A single point of failure (though mitigated by

resilience patterns) could impact all users.

Decentralized (e.g., agents deployed per team, per region, or

even locally): 

Benefit: Lower latency for specific users/teams, greater isolation,

and potentially more control over specialized agents.

Cost: Significantly increases operational overhead for

management, consistency, security, and updates across many

deployments.
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Cost of Observability vs. Operational Blindness:

Benefit: Comprehensive logging, metrics, and tracing are non-

negotiable for understanding, debugging, and optimizing production

agentic systems. They directly impact reliability and developer

productivity.

Cost: Implementing and maintaining robust observability tools, storing

vast amounts of data (logs, traces, metrics), and processing this data

can incur significant infrastructure costs and operational overhead.

This is an investment in reliability.

Security Implications of Context Access (via MCP):

Benefit: MCP provides a standardized and potentially secure way for

agents to access diverse, context-rich data sources, unlocking

powerful reasoning capabilities.

Cost: Granting AI agents programmatic access to sensitive data (even

via a secure protocol) introduces a new attack surface. Rigorous

access control (RBAC), secure credential management, comprehensive

auditing, and proactive threat modeling are non-negotiable and add

significant security operational complexity.
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Common Misconceptions

ACP is the entire agentic infrastructure: ACP defines the

communication interface between an IDE and an agent. It's a critical

enabler, but it is not the complete backend infrastructure for hosting,

scaling, securing, or observing agents. All the operational concerns

discussed in this chapter (load balancers, orchestration, databases,

monitoring tools) are around ACP, not part of it.

MCP replaces traditional API access: MCP is a protocol for agents to

abstractly access data. It doesn't replace the underlying APIs, databases, or

file systems. Instead, it provides a standardized "language" for agents to

interact with these existing data sources, simplifying how agents are built to

consume information, rather than creating new data sources themselves.

Standardization guarantees performance and reliability: While ACP

and MCP define clear communication patterns, the actual performance,

scalability, and reliability of an agentic workflow depend entirely on the

quality of the agent implementation, the robustness of the underlying

infrastructure, and the operational practices in place. A poorly implemented

agent or an under-provisioned backend will perform poorly, regardless of

protocol adherence.

Summary

Operationalizing agentic developer workflows demands a shift in perspective from

mere protocol implementation to robust system design.

System Architecture: Agentic workflows are inherently distributed,

involving IDEs, agent services, LLMs, and context sources, introducing

complex operational challenges.

Scalability: Achieving scale for ACP-driven interactions requires effective

agent orchestration (e.g., Kubernetes), intelligent load balancing, and

careful consideration of state management (preferring statelessness or

externalizing state).

Resilience: Building resilient systems means anticipating and mitigating

failures through strategies like retries, circuit breakers, graceful

degradation, and robust handling of external dependencies and network

disconnections.

1. 

2. 
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Observability: Comprehensive logging (structured, contextual), detailed

metrics (latency, error rates, throughput), and end-to-end distributed tracing

are essential for understanding system behavior, diagnosing issues, and

optimizing performance.

MCP Operations: While empowering agents with data access,

operationalizing MCP introduces critical concerns around security (access

control, auditing), performance (caching), and data governance.

Design Tradeoffs: Engineers must continually weigh the benefits of

standardization against the need for customization, the advantages of

centralized vs. decentralized deployment, and the investment in

observability against the risks of operational blindness.

As agentic AI continues to evolve, a deep understanding of these operational

dimensions will be crucial for any architect or developer integrating AI agents into

production development environments.
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CHAPTER 07

Security, Tradeoffs, and the
Future of Agentic Development
with ACP

Introduction

The integration of AI agents into our Integrated Development Environments (IDEs)

is rapidly evolving, promising to reshape how developers interact with code. This

shift, known as agentic developer workflows, relies heavily on efficient and

standardized communication between the IDE and the AI agents. Without a

common protocol, every agent requires a custom integration for each IDE, leading

to a fragmented and unsustainable ecosystem.

This chapter dives into the Agent Client Protocol (ACP), a foundational effort by

Zed Editor to standardize this crucial communication. We will dissect ACP's

architectural role, distinguish it from complementary protocols like the Model

Context Protocol (MCP), and analyze the critical security implications and design

tradeoffs inherent in building such an interoperable system. Understanding ACP is

vital for architects and developers aiming to build, integrate, or operate agentic

workflows that are both powerful and secure.

To get the most out of this chapter, you should be familiar with basic IDE

concepts, the role of AI agents and Large Language Models (LLMs), and general

principles of inter-process communication or API protocols.

ACP: The Standard for IDE-Agent Interaction

The Agent Client Protocol (ACP), initiated by the Zed Editor team, aims to provide

a standardized interface for IDEs to communicate with AI coding agents. Its core

mission is to enable an open ecosystem where any ACP-compliant agent can

integrate seamlessly with any IDE that supports the protocol, eliminating the

need for bespoke integrations [1].
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Architectural Position of ACP

At a high level, ACP defines the interaction boundary between the developer's

workspace (the IDE) and the intelligence layer (the AI agent). It's the "API

contract" that allows an IDE to:

Initiate Agent Actions: Request specific tasks from an agent, such as

code generation, refactoring suggestions, error explanations, or test case

creation.

Provide Workspace Context: Supply agents with necessary information

from the IDE, including current file contents, selected code ranges, project

file paths, or active language server diagnostics.

Receive Agent Responses: Process structured outputs from agents, which

might include proposed code edits (e.g., diffs), new file content, diagnostic

messages, or conversational responses.

This standardization is a critical enabler for scaling agentic developer workflows

[5]. Instead of being siloed, AI capabilities can become modular, allowing

developers to pick and choose agents based on their specific needs and integrate

them into their preferred development environment.

ACP vs. MCP: Complementary Protocols

A common point of confusion arises when comparing ACP with the Model Context

Protocol (MCP). While both are crucial for agentic workflows, they serve distinct

purposes within the overall architecture.

Agent Client Protocol (ACP):

Focus: IDE ↔ Agent communication.

Purpose: Standardizes the user-facing interaction and workflow

integration. It defines the messages and operations for an IDE to

present information to a developer and to accept or apply agent-

driven changes.

Analogy: This is like the standard for how a web browser (IDE)

communicates with a web server (Agent) to display and interact with

content.

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Security, Tradeoffs, and the Future of Agentic Development with ACP 77



Model Context Protocol (MCP):

Focus: Agent ↔ External Data Sources communication.

Purpose: Provides agents with secure, two-way access to external

data sources. These sources can include databases, file systems, APIs,

internal documentation, or other knowledge bases [3]. It's how the

agent gathers information to perform its task, often independent of

direct IDE involvement.

Analogy: This is like the standard for how a web server (Agent)

queries a database or other APIs (External Data Sources) to retrieve

data needed to generate a response.

📌 Key Idea: ACP standardizes how the IDE talks to the agent, defining the user-

facing contract. MCP standardizes how the agent talks to the world to obtain the

context needed to fulfill its tasks. An agent might receive a request via ACP, then

use MCP to fetch project-specific details, process the information, and finally send

a response back to the IDE via ACP. They are designed to work together, not to

compete.

Request Flow: How ACP Powers Agentic Workflows

While the detailed technical specifications of ACP are available on its official site

[2], we can outline a conceptual request flow that illustrates its likely operational

model. Given the need for interactive, real-time responses, ACP likely leverages a

lightweight, persistent communication channel such as WebSockets, gRPC

streams, or inter-process communication (IPC).

Let's consider a scenario where a developer wants to refactor a code block:

IDE Event & Context Capture: The developer selects a code block in their

IDE (e.g., Zed) and triggers a "Refactor" action. The IDE captures relevant

context: the selected text, the file path, cursor position, and potentially

surrounding code or project structure.

ACP Request Transmission: The IDE constructs an ACP-compliant

message, encapsulating the refactoring request and the collected context.

This message is sent to a registered AI coding agent (which could be

running locally, in a separate process, or remotely).

• 

• 

• 

• 
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Agent Processing & Context Enrichment: The AI agent receives the ACP

request. 

Context Gathering (via MCP): The agent might then use MCP to

query internal knowledge bases, access other project files, or interact

with version control systems to get a more complete understanding of

the codebase and the requested refactor.

LLM Inference: The agent processes the combined context using its

internal LLM or other AI logic to generate the refactored code.

ACP Response Generation: The agent formulates an ACP-compliant

response. This typically includes the proposed code changes (e.g., a textual

diff or full new file content), along with metadata like confidence scores,

explanation, or alternative suggestions.

IDE Action & User Review: The IDE receives the ACP response. It then

presents the proposed changes to the developer, perhaps highlighting the

diff, allowing for review, acceptance, or rejection. Upon acceptance, the IDE

applies the changes to the codebase.

The following diagram illustrates this conceptual flow:

3. 

• 

• 

4. 
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Fact: ACP standardizes IDE-Agent communication [1].

Likely Inference: ACP uses lightweight, interactive communication

channels. Agents may use MCP to access context. Responses include

structured data like diffs.

Design Decisions and Tradeoffs

The choice to build and adopt a standard protocol like ACP involves a series of

design decisions, each carrying specific benefits and inherent tradeoffs.

Benefits of Standardization

Enhanced Interoperability: This is the core driver. Any IDE adhering to

ACP can theoretically integrate with any ACP-compliant agent. This

dramatically reduces the integration burden for both IDE and agent

developers, fostering a "write once, integrate anywhere" philosophy for

agents.

• 

• 

• 
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Vibrant Ecosystem Growth: By lowering the barrier to entry, ACP

encourages the development of a diverse marketplace of specialized AI

agents. Developers can freely mix and match tools, leading to more

innovative and tailored developer environments.

Reduced Development Friction: For developers, agents become "plug-

and-play." This ease of integration accelerates the adoption of AI assistance

in daily coding tasks.

Focus on Core Innovation: Agent developers can concentrate on

improving their AI models and algorithms rather than spending resources on

developing bespoke integration logic for various IDEs.

Simplified Maintenance and Evolution: A centralized protocol

specification simplifies the process of evolving the communication interface

and applying security updates across the ecosystem.

Costs and Challenges

Protocol Governance and Evolution: Maintaining a universal standard

across a rapidly evolving AI and developer tools landscape is complex.

Changes to ACP must be carefully managed to ensure backward

compatibility and avoid fragmenting the ecosystem.

Lowest Common Denominator Problem: To achieve broad adoption, the

initial scope of a standard protocol might be limited to common interactions.

This could potentially restrict highly specialized or novel agent capabilities

that require deeper, non-standard IDE integrations or unique data types.

Performance Overhead: While ACP aims to be lightweight, any protocol

introduces some degree of overhead. For very high-frequency interactions

or large data transfers, this overhead could become a factor, especially if

agents are running remotely over a network.

Security Complexity: As detailed below, opening up IDEs to external

agents inherently increases the attack surface. Implementing robust

security measures around ACP adds significant development and

operational complexity.

Adoption Barrier: The success of ACP depends entirely on widespread

adoption by both IDE vendors and agent developers. This requires

significant community effort, evangelism, and a compelling value

proposition to overcome inertia.

• 
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Security and Operational Considerations

Integrating external AI agents directly into an IDE—a tool with privileged access to

sensitive source code, environment configurations, and system commands—

introduces critical security risks. Robust safeguards are paramount for agentic

workflows to be safely adopted in production environments.

⚠️ What can go wrong: Agentic Security Risks

Malicious Code Injection: A compromised or poorly designed agent could

introduce vulnerabilities, backdoors, or critical bugs directly into the

codebase, leading to supply chain attacks or operational failures.

Sensitive Data Exfiltration: Agents with broad file system or network

access could inadvertently or maliciously exfiltrate intellectual property, API

keys, credentials, or personal data to unauthorized external services.

Privilege Escalation: If an agent executes with elevated permissions, a

vulnerability could be exploited to gain unauthorized control over the

developer's machine, network resources, or even cloud environments.

Resource Exhaustion (Denial of Service): A buggy, inefficient, or

malicious agent could consume excessive CPU, memory, or network

bandwidth, leading to performance degradation, system instability, or denial

of service for the developer's machine or shared resources.

Dependency Confusion/Tampering: Agents that interact with package

managers or build systems could be tricked into fetching malicious

dependencies or altering build artifacts.

Mitigating Security Risks and Operational Best Practices

Implementing ACP-enabled systems requires a proactive and multi-layered

security and operational strategy:

Principle of Least Privilege: Agents must run with the absolute minimum

permissions necessary to perform their specific tasks. This includes granular

control over file system access (read-only vs. write, specific directories),

network access (restricted outbound connections), and system command

execution.

• 

• 

• 

• 

• 
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Sandboxing and Isolation: Implement strong isolation mechanisms for

agents. This could involve running agents in: 

Containers: Docker or similar for process isolation.

Web Workers/Iframes: For browser-based IDEs.

Separate Processes with Strict IPC: Using a secure IPC channel

with tightly controlled message schemas. This limits the "blast radius"

in case an agent is compromised.

Strict Input Validation and Output Sanitization: All data received by

the agent via ACP (e.g., code snippets, file paths) must be rigorously

validated to prevent injection attacks. Conversely, any agent-generated

output (especially code or commands) must be carefully sanitized and

ideally pass through automated security checks (SAST/DAST) before

execution or application.

Authentication and Authorization: Securely authenticate and authorize

agents connecting to the IDE. This might involve API keys, OAuth, mutual

TLS, or other robust identity mechanisms. Similarly, the agent itself should

authenticate its requests to external data sources (via MCP or other means).

User Consent and Transparency: Developers must have clear visibility

into an agent's actions and explicit, granular control over applying agent-

suggested changes. Automated application of agent output, particularly for

critical code changes, should be approached with extreme caution and

strong review processes.

Secure Communication Channels: All ACP communication must occur

over encrypted channels (e.g., TLS/SSL) to prevent eavesdropping,

tampering, and man-in-the-middle attacks.

Observability and Monitoring: Implement comprehensive logging and

monitoring for agent activities. Track agent requests, responses, resource

consumption, and any unusual behavior. This is critical for detecting

anomalies, debugging issues, and responding to potential security incidents.

Protocol-Level Security Features (Inferred): ACP's specification itself

could incorporate security features like signed messages for integrity,

capability-based security models for granular permissions, or explicit

permission grants for specific actions (e.g., "this agent can only read files in 

src/ "). These would be detailed in the official ACP specification.
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Scalability in Agentic Ecosystems

While ACP primarily addresses standardization, it plays a crucial role in enabling

the scalability of agentic developer workflows, particularly as AI agents become

more sophisticated and resource-intensive.

How ACP Enables Scalability

Decoupling of IDE and Agent: By defining a clear interface, ACP allows

the IDE and the agent to operate as independent, decoupled components.

This means agents can be scaled independently of the IDE.

Support for Remote Agents: ACP's protocol design can facilitate

communication with agents running in remote, cloud-based environments.

This is critical for: 

Resource-Intensive Models: Offloading compute-heavy LLM

inference to powerful cloud GPUs, rather than taxing the developer's

local machine.

Centralized Agent Management: Companies can deploy and

manage a fleet of agents centrally, ensuring consistency, applying

updates, and enforcing security policies across their development

teams.

Shared Context: Remote agents can access shared, centralized

knowledge bases or project contexts more efficiently.

Asynchronous Operations: ACP can support asynchronous request-

response patterns, allowing the IDE to remain responsive while agents

perform long-running tasks. This is essential for a fluid developer

experience.

Scalability Challenges

Network Latency: While remote agents offer scalability benefits, they

introduce network latency. For highly interactive tasks (e.g., real-time code

completion), minimizing round-trip times between the IDE and the agent is

crucial.

Agent Orchestration: As the number of agents and their complexity

grows, orchestrating their interactions, managing their lifecycle, and

ensuring efficient resource allocation becomes a significant challenge,

requiring dedicated infrastructure beyond ACP itself.
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Context Management: Providing agents with the right context at scale,

especially across large codebases or multiple projects, requires efficient

indexing, retrieval, and streaming mechanisms, which MCP aims to address.

Cost: Running powerful AI models and managing agent infrastructure in the

cloud incurs significant operational costs, which must be balanced against

the productivity gains.

Common Misconceptions

As with any emerging technology, certain misunderstandings about ACP are

common:

ACP is an AI Agent: ACP is not an AI agent; it is the protocol or language

that enables communication between an IDE and an AI agent. It's the

standard, not the intelligence itself.

ACP replaces protocols like MCP: ACP and MCP are complementary, not

competing. ACP handles IDE-agent interaction, while MCP handles an

agent's access to external data. An agent might simultaneously use both to

perform a task.

ACP solves all challenges of agentic workflows: While ACP

standardizes communication, it does not address broader challenges like

agent orchestration, efficient LLM inference, managing large-scale context,

or the underlying cloud infrastructure for running agents reliably. It's a vital

piece of a much larger puzzle.

ACP means agents are fully autonomous: ACP enables agents to

interact with the IDE, but the level of autonomy is determined by the

agent's design and the developer's configuration. Most current agentic

workflows still emphasize human oversight and explicit approval for agent-

suggested changes.
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The Future of Agentic Development with ACP

The Agent Client Protocol represents a pivotal step towards a more integrated,

intelligent, and productive future for software development. Its widespread

adoption could catalyze several transformative shifts:

Modular and Customizable Agent Ecosystems: Developers will gain the

flexibility to assemble bespoke toolchains by mixing and matching agents

from various vendors or open-source projects, tailored to their specific

programming languages, frameworks, or development styles.

IDE-Agnostic Agent Development: Agents can be developed once and

deployed across a multitude of ACP-supporting IDEs. This reduces "vendor

lock-in" and broadens the reach of innovative AI tools, enabling smaller

teams to build impactful agents.

Exponential Productivity Gains: With seamless, standardized integration,

AI agents can move beyond simple code completion to provide

sophisticated assistance, automate repetitive tasks, identify complex bugs,

and accelerate development cycles, allowing engineers to focus on higher-

level design and problem-solving.

Distributed and Cloud-Native Agent Architectures: ACP facilitates

interactions with remote, cloud-hosted agents, enabling the use of more

powerful, resource-intensive AI models without burdening local developer

machines. This aligns with modern cloud-native development paradigms

and allows for centralized management and scaling of agent capabilities.

Evolution of IDE Paradigms: The ease of integrating diverse agents might

inspire new IDE designs that are inherently "agent-first," where AI

collaboration is a fundamental aspect of the development experience rather

than an optional add-on.

The success of ACP will ultimately depend on community engagement, continuous

refinement, and broad adoption. However, its potential to unlock the next

generation of developer tooling, transforming AI into a truly collaborative partner

in the development process, is immense.
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Summary

Agent Client Protocol (ACP) is a standard initiated by Zed Editor to

standardize communication between IDEs and AI coding agents, aiming for

an open and interoperable ecosystem [1].

ACP defines the IDE-Agent interaction, enabling IDEs to request actions

from agents and receive structured responses.

It is distinct from Model Context Protocol (MCP), which focuses on

how agents securely access external data sources. They are complementary

for comprehensive agentic workflows.

A typical ACP request flow involves the IDE sending context to an agent,

the agent processing (potentially using MCP for further context), and

returning a structured response to the IDE for user review.

Design decisions favor interoperability and ecosystem growth, but

introduce challenges like protocol evolution, potential performance

overhead, and increased security complexity.

Security is critical for agentic systems, requiring least privilege,

sandboxing, strict validation, and user consent to mitigate risks like code

injection, data exfiltration, and privilege escalation.

ACP enables scalability by decoupling agents from IDEs and facilitating

remote, cloud-hosted agent architectures, though network latency and

agent orchestration remain challenges.

Common misconceptions include confusing ACP with an agent itself,

believing it replaces MCP, or assuming it solves all agentic workflow

challenges.

The future of agentic development with ACP promises modular agent

ecosystems, IDE-agnostic agents, enhanced developer productivity, and

new IDE paradigms.

• 

• 

• 

• 

• 

• 

• 

• 

• 

AI VOID [https://aivoid.dev]

Security, Tradeoffs, and the Future of Agentic Development with ACP 87



References

How the Community is Driving ACP Forward — Zed's Blog: [https://zed.dev/

blog/acp-progress-report](https://zed.dev/blog/acp-progress-report)

Agent Client Protocol (ACP) Official Site: [https://agentclientprotocol.com/]

(https://agentclientprotocol.com/)

MCP vs ACP — Petro's Tech Chronicles: [https://

www.petrostechchronicles.com/blog/ACP_vs_MCP](https://

www.petrostechchronicles.com/blog/ACP_vs_MCP)

MCP, ACP, and A2A Protocols Comparison — Medium: [https://medium.com/

@sandibesen/an-unbiased-comparison-of-mcp-acp-and-a2a-

protocols-0b45923a20f3](https://medium.com/@sandibesen/an-unbiased-

comparison-of-mcp-acp-and-a2a-protocols-0b45923a20f3)

Agentic AI patterns and workflows on AWS: [https://docs.aws.amazon.com/

prescriptive-guidance/latest/agentic-ai-patterns/introduction.html](https://

docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-patterns/

introduction.html)

This page is AI-assisted and reviewed. It references official documentation and

recognized resources where relevant.

1. 

2. 

3. 

4. 

5. 

AI VOID [https://aivoid.dev]

Security, Tradeoffs, and the Future of Agentic Development with ACP 88

https://zed.dev/blog/acp-progress-report%5D
https://zed.dev/blog/acp-progress-report%5D
https://agentclientprotocol.com/%5D
https://www.petrostechchronicles.com/blog/ACP_vs_MCP%5D
https://www.petrostechchronicles.com/blog/ACP_vs_MCP%5D
https://medium.com/@sandibesen/an-unbiased-comparison-of-mcp-acp-and-a2a-protocols-0b45923a20f3%5D
https://medium.com/@sandibesen/an-unbiased-comparison-of-mcp-acp-and-a2a-protocols-0b45923a20f3%5D
https://medium.com/@sandibesen/an-unbiased-comparison-of-mcp-acp-and-a2a-protocols-0b45923a20f3%5D
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-patterns/introduction.html%5D
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-patterns/introduction.html%5D


CHAPTER 08

Understanding the Agent Client
Protocol (ACP) for AI-Powered
IDEs
Integrating AI agents into our development environments promises a significant

leap in productivity, from intelligent code completion to automated refactoring

and debugging. Yet, connecting these powerful agents to diverse Integrated

Development Environments (IDEs) often involves a tangle of custom integrations,

leading to fragmentation and maintenance overhead. This is the problem the

Agent Client Protocol (ACP) aims to solve.

This guide explores the Agent Client Protocol (ACP), an initiative launched by Zed

Editor, as a critical piece of modern AI developer infrastructure. We'll dissect how

ACP standardizes the communication layer between IDEs and external coding

agents, enabling a more open and interoperable ecosystem for agentic developer

workflows. Understanding ACP is not just about a specific protocol; it's about

grasping the architectural shift towards modular, AI-augmented development

environments.

Why Study ACP from an Architecture Perspective?

For system designers and developers, ACP offers a practical case study in:

Protocol Design: How to design a clean, extensible protocol for inter-

process communication in a rapidly evolving domain like AI.

Decoupling and Interoperability: The benefits of standardizing

interfaces to decouple components (IDEs and agents) and foster an open

ecosystem.

Enabling Agentic Workflows: How a communication standard underpins

the development of complex, multi-agent systems that interact with human

developers.

Tradeoffs in Integration: The balance between flexibility, performance,

and security when integrating external AI services into core developer tools.

This guide will help you reason about the internal workings of AI-powered

development tools, prepare for system design discussions involving AI agents,

and understand the foundational communication layers that make these

advanced workflows possible.
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What We'll Cover

This guide is structured to take you from the foundational concepts of agentic

workflows to the practical implications of implementing and operationalizing ACP-

compliant agents. We will clearly distinguish between publicly documented facts

and plausible engineering inferences, based on information available as of

2026-06-17.

Key Focus Areas:

The Problem ACP Solves: We'll start by framing the challenge of

integrating AI agents into IDEs and how proprietary solutions lead to silos.

ACP's Core Mechanics: Dive into how ACP standardizes the messages and

interactions between an IDE and a coding agent, allowing any ACP-

compliant agent to work with any ACP-supporting IDE.

ACP vs. MCP: A crucial distinction between ACP's role in IDE-agent

communication and the Model Context Protocol (MCP), which focuses on

providing agents with secure access to external data sources.

Zed Editor's Role: Explore how Zed Editor, as the initiator of ACP,

leverages this protocol to integrate external AI capabilities.

Architectural Patterns: Discuss how to design and build agents that

adhere to the ACP standard, including considerations for API design, basic

authentication, and various agent types.

Operational Considerations: Address the real-world challenges of scaling,

resilience, and observability for agentic workflows powered by protocols like

ACP.

Future Implications: Examine the security, performance tradeoffs, and

the broader impact of standardized protocols on the future of AI-assisted

software development.

By the end of this guide, you'll have a solid mental model of how protocols like

ACP are shaping the future of developer tooling and how to approach the

architecture of agentic systems.

Learning Path

Introduction to Agentic Developer Workflows and Protocol
Foundations

Learners will understand the rising importance of AI agents in development, the

architectural challenges of integrating them into IDEs, and the fundamental need

for standardized communication protocols.
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The Agent Client Protocol (ACP): Standardizing IDE-Agent Interaction

This chapter explains the core architecture and purpose of ACP, detailing how it

enables seamless, decoupled communication between IDEs and diverse coding

agents, fostering an open ecosystem.

Differentiating ACP from MCP: Communication vs. Context Acquisition

Learners will clearly distinguish ACP's role in standardizing IDE-agent messaging

from MCP's function in providing agents with secure, two-way access to external

data and operational context.

Zed Editor's ACP Implementation: An End-to-End Request Flow

This chapter illustrates Zed Editor's use of ACP, tracing the lifecycle of a typical

request from user interaction in the IDE through an external agent and back,

highlighting key interaction points and data exchange.

Building and Integrating ACP-Compliant Agents: Architectural
Patterns

Learners will explore practical architectural patterns and best practices for

developing coding agents that adhere to the ACP standard, covering API design,

basic authentication, and integration considerations for various agent types.

Operationalizing Agentic Workflows: Scaling, Resilience, and
Observability

This chapter delves into the infrastructure and operational considerations for

deploying and managing ACP-enabled agentic workflows at scale, including

strategies for resilience, performance monitoring, and distributed observability.

Security, Tradeoffs, and the Future of Agentic Development with ACP

Learners will evaluate the security implications, architectural tradeoffs, and future

potential of the Agent Client Protocol in evolving agentic developer ecosystems,

considering its impact on productivity and innovation.
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